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Code of conduct

We want the Nextcloud community to be a fun and productive environment for everyone. For that reason, we ask all contributors and participants to familiarize themselves with our Code of Conduct [https://nextcloud.com/code-of-conduct].




            

          

      

      

    

  

    
      
          
            
  
Help and communication





Forums

Communicate via our forums [https://help.nextcloud.com].



Maintainers


	Contact [https://nextcloud.com/contact/] a maintainer of a certain app or division








            

          

      

      

    

  

    
      
          
            
  
Bugtracker




Thank you for helping Nextcloud by reporting bugs. Before submitting an issue, please read
Issue submission guidelines [https://github.com/nextcloud/server/blob/master/.github/CONTRIBUTING.md#submitting-issues] first.


	If the issue is with the Nextcloud server, report it to the Server repository [https://github.com/nextcloud/server/issues]


	If the issue is with the Nextcloud desktop client, report it to the Desktop repository [https://github.com/nextcloud/desktop/issues]


	If the issue is with the Nextcloud Android client, report it to the Android repository [https://github.com/nextcloud/android/issues]


	If the issue is with the Nextcloud iOS client, report it to the iOS repository [https://github.com/nextcloud/ios/issues]


	If the issue is with a Nextcloud app, report it to where that app is developed. See App Store [https://apps.nextcloud.com/] page for related links.


	If the app is listed in our main GitHub organization [https://github.com/nextcloud] report it to the correct sub
repository







            

          

      

      

    

  

    
      
          
            
  
Code reviews on GitHub


Given enough eyeballs, all bugs are shallow

—Linus’ Law





Introduction

In order to increase the code quality within Nextcloud, developers are requested
to perform code reviews.  As we are now heavily using the GitHub platform these
code reviews shall take place on GitHub as well.



Precondition

From now on no direct commits/pushes to the main or any of the stable branches are
allowed in general.  Every code change - even one liners - have to be
reviewed!



How will it work?


	A developer will submit their changes on GitHub via a pull request (PR).
GitHub:help - using pull requests [https://help.GitHub.com/articles/using-pull-requests]


	Within the pull request the developer could already name other developers (using
@GitHubusername) and ask them for review.


	Using Labels section on the right side, they add “3 - To review” label if the patch is
complete. If they have no permission to do that, other developers may add this Label in case
PR author had indicated.


	Other developers (either named or at free will) have a look at the changes
and are welcome to write comments within the comment field.


	In case the reviewer is okay with the changes and thinks all their comments and
suggestions have been taken into account a :+1 on the comment will signal a positive
review.


	Before a pull request will be merged into the main corresponding stable branch
at least 2 reviewers need to give :+1 score.


	Our continuous integration server will give an additional indicator for
the quality of the pull request (the results can be accessed from the GitHub
interface for that pull request).






Examples

Read our documentation about Coding style & general guidelines for information
on what a good pull request and good Nextcloud code looks like.

These are two examples that are considered to be good examples of how pull
requests should be handled


	https://github.com/owncloud/core/pull/121


	https://github.com/owncloud/core/pull/146






Questions?

Feel free to drop a line on the forums.





            

          

      

      

    

  

    
      
          
            
  
Nextcloud bug triaging




Bug Triaging is the process of checking bug reports to see if they are still valid (the problem might be solved since the bug was reported), reproducing them when possible (to make sure it really is a Nextcloud issue and not a configuration problem) and in general making sure the bug is useful for a developer who wants to fix it. If the bug is not useful and can’t be augmented by the original reporter or the triaging contributor, it has to be closed.


Why do you want to join

Helping to bring the number of issues down makes it easier for developers to spend their time productively and bug triagers thus contribute greatly to Nextcloud development! Triaging a bug doesn’t take long so the work comes in small chunks and you don’t need many skills, just some patience and sometimes perseverance.

Bug triagers who contribute significantly should ask to be listed as an active contributor on the nextcloud.com [https://nextcloud.com] page!



How do you triage bugs

The process of checking, reproducing and closing invalid issues is called ‘bug triaging‘. Issues can be divided in one of three kinds:


	Bugs or feature requests which come with all needed information to allow a developer to fix or work on them


	Incomplete or duplicate bug reports or feature requests


	Irrelevant or wrong bug reports or feature requests




The job of a bug triager is to identify Category 1 issues for developers to look at, help remove, merge or improve any Category 2 issue to a Category 1, and dismiss Category 3 issues in a friendly and emphatic way.

Triaging follows these steps:


	Find an issue somebody should look at


	Be that somebody and see if the issue content is useful for a developer


	Reply and close, ask a question, add information or a label


	Find the next bug-to-be-dealt-with and repeat!






General considerations


	You need a GitHub account [https://github.com] to contribute to bug triaging.


	If you are not familiar with the GitHub issue tracker interface (which is used by Nextcloud to handle bug reports), you may find this guide useful [https://guides.github.com/features/issues/].


	You will initially only be able to comment on issues. The ability to close issues or assign labels will be given liberally to those who have shown to be willing and able to contribute.


	Read our bug reporting guidelines [https://github.com/nextcloud/server/blob/master/CONTRIBUTING.md#submitting-issues] so you know what a good report should look like and where things belong. The issue template [https://raw.github.com/nextcloud/server/master/issue_template.md] asks specifically for some information developers need to solve issues.


	It might even be fixed, sometimes! It can also be fruitful to contact the developers. Tell them you’re triaging bugs and share what problem you bumped into.


	To ensure no two people are working on the same issue, we ask you to simply add a comment like “I am triaging this” in the issue you want to work on, and when done, before or after executing the triaging actions, note similarly that you’re done.


To be able to tag and close issues, you need to have access to the repository. For the core and sync app repositories this also means having signed the contributor agreement. However, this isn’t really needed for triaging as you can comment after you’re done triaging and somebody else can execute those actions.










Finding bugs to triage

GitHub offers several search queries which can be useful to find a list of bugs which deserve a closer look:


	The bugs least recently commented on [https://github.com/search?q=is%3Aissue+user%3Anextcloud+is%3Aopen+sort%3Aupdated-asc+is%3Apublic+]


	Least commented issues [https://github.com/search?q=is%3Aissue+user%3Anextcloud+is%3Aopen+no%3Aassignee+no%3Amilestone+no%3Alabel+sort%3Acomments-asc+]


	Bugs which need info [https://github.com/search?q=is%3Aissue+user%3Anextcloud+is%3Aopen+label%3A%22Needs+info%22+sort%3Acreated-asc+]




But there are more methods. For example, if you are a user of Nextcloud with a specific setup like using nginx as Web server, a custom external storage or using the encryption app, you could look for bugs with these keywords. You can then use your knowledge of your installation and your installation itself to see if bugs are (still) valid or reproduce them.

Once you have picked an issue, add a comment that you’ve started triaging:


“I am triaging this bug”






Checking if the issue is useful

Much content from https://community.kde.org/Guidelines_and_HOWTOs/Bug_triaging

The goal of triaging is to have only useful bug reports for the developers. And you don’t have to know much to be able to judge at least some bug reports to be less than useful. There are duplications, incomplete reports and so on. Here is the work flow for each bug:


[image: Bug triage workflow diagram showing steps to evaluate and categorize issue reports]

Let’s go over each step.


Finding duplicates

To find duplicates, the search tool in GitHub is your first stop.
In this screen [https://github.com/nextcloud/server/issues] you can easily search for a few keywords from the bug report.
If you find other bugs with the same content, decide what the best bug report is (often the oldest or the one where one or more developers have already started to engage and discuss the problem).
That is the ‘prime’ bug report, you can now close the other one (or comment that it can be closed as duplicate).

If the bug report you were reviewing contains additional information, you can add that information to the ‘prime’ bug report in a comment.
Mention this bug report (using #<bug report number>) so a developer can look up the original, closed, report and perhaps ask the initial reporter there for additional information.

If you can’t find anything, look in closed bug reports.
The problem might be solved already and be listed there!
Of course, these other bug reports might be closed as duplicates of the one you are looking at now - if you can’t find one that is solved nor can find any duplicates, you can move on to the next step.
If you are unsure, just add a comment: “might be a duplicate of #<bug nr here>” will usually suffice.

When the issue is a feature request, you can be helpful in the same way: merge related requests by adding information of one to the other and closing the first.


Note

Be polite: when you need to request information or feedback be clear and polite, and you will get more information in less time. Think about how you’d like to be treated, were you to report a bug!




Note

You can answer more quickly and friendly using one of these templates [https://gist.github.com/jancborchardt/6155185#clean-up-inactive-issues].




Note

Often our GitHub issue tracker is a place for discussions about solutions. Be friendly, inclusive and respect other people’s position.





Determining relevance of issue

Not all issues are relevant for Nextcloud. Bugs can be due to a specific configuration or unsupported platforms. Raspberry Pi’s suffer from SQLite time-outs, nginx has problems Apache doesn’t and Microsoft Server with IIS is not well supported. While external issues are not always a reason to close a report, be sure that they are clear: does the user use the ‘standard’ platform? Ask for information if this is missing.

Last but not least, the problem might be due to the user doing something that simply does not work. Your general Nextcloud knowledge might be helpful here - if this is the case, you can often swiftly close the issue with a comment about what went wrong.


Note

You might have to say no to some requests, for example when a problem has been solved in a new release but won’t become available for the release the reporter is using; or when a solution has been chosen which the reporter is unhappy about. Be considerate. People feel surprisingly strong about Nextcloud, and you should take care to explain that we don’t aim to ignore them; on the contrary. But sometimes, decisions which benefit the majority of users don’t help an individual. The extensibility and open availability of the code of Nextcloud is here to relieve the pain of such decisions.





Determining if the report is complete

Now that you know that the bug report is unique, and that is not an external issue, you need to check all the needed information is there.

Check our bug reporting guidelines [https://github.com/nextcloud/server/blob/master/CONTRIBUTING.md#submitting-issues] and make sure bug reports comply with it! The information asked in the issue template [https://raw.github.com/nextcloud/server/master/issue_template.md] is needed for developers to solve issues.

Once you added a request for more information, add a #needinfo tag.

If there has been a request for more information on the report, either by you, a developer or somebody else, but the original reporter (or somebody else who might have the answer) has not responded for 1 month or longer, you can close the issue. Be polite and note that whoever can answer the question can re-open the issue!



Reproducing the issue

An important step of bug triaging is trying to reproduce the bugs, this means, using the information the reporters added to the bug report to force (recreate, reproduce, repeat) the bug in the application.

This is needed in order to differentiate random/race condition bugs of reproducible ones (which may be reproduced by developers too; and they can fix them).

If you can’t reproduce an issue in a newer version of Nextcloud, it is most likely fixed and can be closed. Comment that you failed to reproduce the problem, and if the reporter can confirm (or doesn’t respond for a long time), you can close the issue. Also, be sure to add what exactly you tested with - the Nextcloud Master or a branch (and if so, when), or did you use a release, and if so - what version?



Finalizing and tagging

Once you are done reproducing an issue, it is time to finish up and make clear to the developers what they can do:


	If it is a genuine bug (or you are pretty sure it is) add the ‘bug’ label.


	If it is a genuine feature request (or you are pretty sure it is) add the ‘enhancement’ label.


	If the issue is clearly related to something specific, set the specific feature label and @mention a maintainer




Now, the developers can pick the issue up. Note that while we wish we would always pick up and solve problems promptly, not all areas of Nextcloud get the same amount of attention and contribution, so this can occasionally take a long time.

Credit: this document is in debt to the extensive KDE guide to bug triaging [https://community.kde.org/Guidelines_and_HOWTOs/Bug_triaging].






            

          

      

      

    

  

    
      
          
            
  
Security guidelines

This guideline highlights some of the most common security problems and how to prevent them. Please review your app if it contains any of the following security holes.


Note

Program defensively: for instance always check for CSRF or escape strings, even if you do not need it. This prevents future problems where you might miss a change that leads to a security hole.




Note

All App Framework security features depend on the call of the controller through OCA\AppFramework\App::main. If the controller method is executed directly, no security checks are being performed!




SQL injection

SQL Injection [https://en.wikipedia.org/wiki/SQL_injection] occurs when SQL query strings are concatenated with variables.

To prevent this, always use prepared queries:

<?php
$sql = 'SELECT * FROM `users` WHERE `id` = ?';
$query = \OCP\DB::prepare($sql);
$params = array(1);
$result = $query->execute($params);





If the App Framework is used, write SQL queries like this in a class that extends the Mapper:

<?php
// inside a child mapper class
$sql = 'SELECT * FROM `users` WHERE `id` = ?';
$params = array(1);
$result = $this->execute($sql, $params);







Cross site scripting

Cross site scripting [https://en.wikipedia.org/wiki/Cross-site_scripting] happens when user input is passed directly to templates. A potential attacker might be able to inject HTML/JavaScript into the page to steal the users session, log keyboard entries, even perform DDOS attacks on other websites or other malicious actions.

Despite the fact that Nextcloud uses Content-Security-Policy to prevent the execution of inline JavaScript code developers are still required to prevent XSS. CSP is just another layer of defense that is not implemented in all web browsers.

To prevent XSS in your app you have to sanitize the templates and all JavaScripts which performs a DOM manipulation.


Templates

Let’s assume you use the following example in your application:

<?php
echo $_GET['username'];





An attacker might now easily send the user a link to:

app.php?username=<script src="attacker.tld"></script>





to overtake the user account. The same problem occurs when outputting content from the database or any other location that is writable by users.

Another attack vector that is often overlooked is XSS in href attributes. HTML allows to execute JavaScript in href attributes like this:

<a href="javascript:alert('xss')">





To prevent XSS in your app, never use echo, print() or <%= - use p() instead which will sanitize the input. Also validate URLs to start with the expected protocol (starts with http for instance)!


Note

Should you ever require to print something unescaped, double check if it is really needed. If there is no other way (e.g. when including of subtemplates) use print_unescaped  with care.





JavaScript

Avoid manipulating the HTML directly via JavaScript, this often leads to XSS since people often forget to sanitize variables:

var html = '<li>' + username + '</li>"';





If you really want to use JavaScript for something like this use escapeHTML to sanitize the variables:

var html = '<li>' + escapeHTML(username) + '</li>';





An even better way to make your app safer is to use the jQuery built-in function $.text() instead of $.html().

DON’T

messageTd.html(username);





DO

messageTd.text(username);





It may also be wise to choose a proper JavaScript framework like Vue.js which automatically handles the JavaScript escaping for you.




Clickjacking

Clickjacking [https://en.wikipedia.org/wiki/Clickjacking] tricks the user to click into an invisible iframe to perform an arbitrary action (e.g. delete a user account)

To prevent such attacks Nextcloud sends the X-Frame-Options header to all template responses. Don’t remove this header if you don’t really need it!

This is already built into Nextcloud in OC_Template.



Code executions / file inclusions

Code Execution means that an attacker is able to include an arbitrary PHP file. This PHP file runs with all the privileges granted to the normal application and can do an enormous amount of damage.

Code executions and file inclusions can be easily prevented by never allowing user-input to run through the following functions:


	include()


	require()


	require_once()


	eval()


	fopen()





Note

Also never allow the user to upload files into a folder which is reachable from the URL!



DON’T

<?php
require("/includes/" . $_GET['file']);






Note

If you have to pass user input to a potentially dangerous function, double check to be sure that there is no other way. If it is not possible otherwise sanitize every user parameter and ask people to audit your sanitize function.





Directory traversal

Very often developers forget about sanitizing the file path (removing all \ and /), this allows an attacker to traverse through directories on the server which opens several potential attack vectors including privilege escalations, code executions or file disclosures.

DON’T

<?php
$username = OC_User::getUser();
fopen("/data/" . $username . "/" . $_GET['file'] . ".txt");





DO

<?php
$username = OC_User::getUser();
$file = str_replace(array('/', '\\'), '',  $_GET['file']);
fopen("/data/" . $username . "/" . $file . ".txt");






Note

PHP also interprets the backslash (\) in paths, don’t forget to replace it too!





Shell injection

Shell Injection [https://en.wikipedia.org/wiki/Code_injection#Shell_injection] occurs if PHP code executes shell commands (e.g. running a latex compiler). Before doing this, check if there is a PHP library that already provides the needed functionality. If you really need to execute a command be aware that you have to escape every user parameter passed to one of these functions:


	exec()


	shell_exec()


	passthru()


	proc_open()


	system()


	popen()





Note

Please require/request additional programmers to audit your escape function.



Without escaping the user input this will allow an attacker to execute arbitrary shell commands on your server.

PHP offers the following functions to escape user input:


	escapeshellarg(): Escape a string to be used as a shell argument


	escapeshellcmd(): Escape shell metacharacters




DON’T

<?php
system('ls '.$_GET['dir']);





DO

<?php
system('ls '.escapeshellarg($_GET['dir']));







Auth bypass / privilege escalations

Auth bypass/privilege escalations happen when a user is able to perform unauthorized actions.

Nextcloud offers three simple checks:


	OCP\JSON::checkLoggedIn(): Checks if the logged in user is logged in


	OCP\JSON::checkAdminUser(): Checks if the logged in user has admin privileges


	OCP\JSON::checkSubAdminUser(): Checks if the logged in user has group admin privileges




Using the App Framework, these checks are already automatically performed for each request and have to be explicitly turned off by using annotations above your controller method,  see Controllers.

Additionally always check if the user has the right to perform that action. (e.g. a user should not be able to delete other users’ bookmarks).



Sensitive data exposure

Always store user data or configuration files in safe locations, e.g. nextcloud/data/ and not in the webroot where they can be accessed by anyone using a web browser.



Cross site request forgery

Using CSRF [https://en.wikipedia.org/wiki/Cross-site_request_forgery] (see also on MDN [https://developer.mozilla.org/en-US/docs/Glossary/CSRF]) one can trick a user into executing a request that they did not want to make. Thus every POST and GET request needs to be protected against it. The only places where no CSRF checks are needed are in the main template, which is rendering the application, or in externally callable interfaces.


Note

Submitting a form is also a POST/GET request!



To prevent CSRF in an app, be sure to call the following method at the top of all your files:

<?php
OCP\JSON::callCheck();





If you are using the App Framework, every controller method is automatically checked for CSRF unless you explicitly exclude it by setting the #[NoCSRFRequired] attribute or @NoCSRFRequired annotation before the controller method, see Controllers.

Additionally, it is advised to carefully select the HTTP method used for requests.
Requests of type GET should not alter data but just read existing data.
This way, at least no typed (or copied) URL might alter data (e.g. clicking a link from a spam mail message by accident).



Unvalidated redirects

This is more of an annoyance than a critical security vulnerability since it may be used for social engineering or phishing.

Always validate the URL before redirecting if the requested URL is on the same domain or an allowed resource.

DON’T

<?php
header('Location:'. $_GET['redirectURL']);





DO

<?php
header('Location: https://example.com'. $_GET['redirectURL']);







CORS

Cross-origin resource sharing (CORS) [https://en.wikipedia.org/wiki/Cross-origin_resource_sharing] (see also on MDN [https://developer.mozilla.org/en-US/docs/Web/HTTP/CORS]) is a method implemented by browser to access resources from different domains at the same time.
Assume, there is a website published on host A.
The URL would for example be https://A/path/to/index.html.
If there is a _different_ host B that serves a resource (e.g. an image file) as https://B/assets/image.jpg, the index file on host A could simply link to the image on B.
However, to protect B and its property (the image), the browsers do not silently embed the image of B into the page of A.
Instead, B is kindly asked by the browser if embedding is allowed (the so-called preflight [https://developer.mozilla.org/en-US/docs/Glossary/Preflight_request]).

To do so, there is a first request made to the resource on B with the OPTIONS HTTP command/verb.
The server only answers with the headers as specified and adds Access-Control-* headers.
These define, what the browser is to be allowed to do.
Only if the destination server B confirms cross site resource sharing is allowed, the browser access the resource.

Basically, accessing foreign resources is not limited to embedding images.
Using JavaScript, arbitrary XHR/Ajax requests can be directed at arbitrary other hosts, which might be used to call APIs that leak your data.
There are some safety measurements in place (especially about cookie handling), but one has still to be careful not to leak information unwillingly.
Especially, if the destination server B allows to sent credentials using Access-Control-Allow-Credentials: true, cross site scripting is very critical.
You need CSRF protection in place or your users are at relatively high risk.



Getting help

If you need help to ensure that a function is secure please ask on our forum [https://help.nextcloud.com].





            

          

      

      

    

  

    
      
          
            
  
Compatibility with the app ecosystem

The Nextcloud app ecosystem consists of hundreds of apps and app maintainers.

The development process may require changes that affect apps in this ecosystem. These changes may either be a change in standards or best practises, yet in more extreme cases the changes may also be breaking apps.

While developers are expected to aim for limiting the number of changes that break apps, this cannot always be avoided or is not always reasonable to do to maintain an up-to-date technology stack.

Informing app developers about any change that affect them is therefore key to a thriving ecosystem. This page describes the three procedures to document changes that are relevant to app developers.


Documentation procedures of changes that affect app developers

There are three procedures in place to facilitate communication to app developers about changes that affect them:


	The definition of Done of a pull request includes documentation.





This means the development of your pull request cannot be considered done if you introduced changes (additions, removals or modifications) that affect app developers that you did not document.





	A change necessary for app developers to execute for app compatibility in a new version, has to be reported and documented by the author of the pull request in the Release Notes section.





The requirements for this documentation are:


	It should be written so that app developers understand how to work around the change for their app in a tutorial format


	The steps should be explicitly written, so the documentation shall not rely upon links to external resources for the steps. While it is encouraged to add an external links as additional reference, it is a hard requirement that the documentation is readable and actionable without browsing to this link.


	The change author’s name should be added to the section so readers can reach out to the author if they have questions or if something is unclear.


	Timeline: the documentation is required to be handed in when finalizing the pull request and should be merged timely close to the actual change.








	New APIs are advertised at New in this release but need a dedicated documentation section.


	Deprecations are collected at Deprecations.






Other documentation requirements

A change that affects administrators who upgrade their Nextcloud should be documented in the release notes section of the admin documentation of that release.





            

          

      

      

    

  

    
      
          
            
  
Release notes

Welcome to the release notes. This section is for developers and app maintainers upgrading from earlier versions.

On this page you will find:


	Critical changes - Critical changes that must be addressed for app compatibility


	New in this release - New developer APIs and features


	Deprecations - Deprecated APIs and their removal timeline


	Previous release notes - Critical changes and deprecations of previous Nextcloud versions










            

          

      

      

    

  

    
      
          
            
  
Critical changes


info.xml requirements

Update info.xml to add Nextcloud 34 to the support range:

<dependencies>
  <nextcloud min-version="34" max-version="34" />
</dependencies>





To allow installation on older versions too, just keep the previous min-version.



Removed front-end APIs and libraries


	OC.Dialogs.fileexists was deprecated and is now removed.
Use the conflict picker from the @nextcloud/dialogs library instead.


	OC.Notifications was deprecated and is now removed.
Use the notification API from the @nextcloud/dialogs library instead.


	OC.Apps was deprecated and is now removed.
Use Vue components from the @nextcloud/vue instead.


	OC.*menu* methods were deprecated and are now removed.
Use Vue components from the @nextcloud/vue instead.


	Magic handling of .live-relative-timestamp (elements with this class were automatically updated to show relative timestamps) was removed.
Use the NcDateTime component from the @nextcloud/vue library instead


	The global snapper was deprecated and is now removed.
For the app navigation please migrate your app to Vue
and use the NcAppNavigation component from the @nextcloud/vue library instead.


	Some deprecated globally shared libraries were removed. If you still rely on them, you need to bundle them with your app:


	jQuery was deprecated and scheduled for removal since Nextcloud 19.


	jQuery UI was deprecated and scheduled for removal since Nextcloud 19.


	Backbone was deprecated and scheduled for removal since Nextcloud 19.


	OC.Files.Client as it was extending the Backbone.


	Handlebars was deprecated and scheduled for removal since Nextcloud 19.










Removed back-end APIs


	\OCP\Share_Backend, \OCP\Share_Backend_Collection, \OCP\Share_Backend_File_Dependent were removed. This old
share backend was replaced in Nextcloud 9 with a new backend system based on IShareProvider.


	All these methods were deprecated since before Nextcloud 20 and were removed:


	\OCP\AppFramework\Http\EmptyContentSecurityPolicy::allowEvalScript


	\OCP\AppFramework\Http\EmptyContentSecurityPolicy::addAllowedChildSrcDomain


	\OCP\AppFramework\Http\EmptyContentSecurityPolicy::disallowChildSrcDomain


	\OCP\Collaboration\Resources\IManager::registerResourceProvider


	\OCP\Notification\IManager::registerNotifier


	\OCP\Util::recursiveArraySearch






	All these classes were deprecated since before Nextcloud 20 and were removed:


	\OCP\AppFramework\Http\StrictContentSecurityPolicy


	\OCP\AppFramework\Http\StrictEvalContentSecurityPolicy


	\OCP\AppFramework\Http\StrictInlineContentSecurityPolicy






	Various methods from the legacy OC_Util static class were removed:


	Instead of \OC_Util::encodePath use \OCP\Util::encodePath.


	Instead of \OC_Util::sanitizeHTML use \OCP\Util::sanitizeHTML


	Instead of \OC_Util::redirectToDefaultPage and  \OC_Util::getDefaultPageUrl use \OCP\IUrlGenerator::linkToDefaultPageUrl


	Instead of \OC_Util::checkAdminUser use IGroupManager::class::isAdmin










Unified sharing


Todo

This is work in progress and needs an update when the changes have been finalized.



Changes to sharing APIs and user interface are planned. This includes both a new general API for sharing of entities and updates to the sharing user interface. See nextcloud/server#51803 [https://github.com/nextcloud/server/issues/51803] for details and mockups.



Navigation styling revisions


Todo

This is work in progress and needs an update when the changes have been finalized.



Styling of navigation components will be revised. See nextcloud-libraries/nextcloud-vue#7222 [https://github.com/nextcloud-libraries/nextcloud-vue/issues/7222] for details.



Sidebar tabs redesign


Todo

This is work in progress and needs an update when the changes have been finalized.



Sidebar tab components will be redesigned. See nextcloud-libraries/nextcloud-vue#7520 [https://github.com/nextcloud-libraries/nextcloud-vue/issues/7520] for details.



Settings title left-alignment


Todo

This is work in progress and needs an update when the changes have been finalized.



The title alignment of settings pages will be changed to left-aligned. See nextcloud-libraries/nextcloud-vue#7641 [https://github.com/nextcloud-libraries/nextcloud-vue/issues/7641] for details.





            

          

      

      

    

  

    
      
          
            
  
New in this release

This pages covers new features of the platform.


Typed query builder

\OCP\DB\QueryBuilder\ITypedQueryBuilder was added in favour of \OCP\DB\QueryBuilder\IQueryBuilder and can be accessed through \OCP\IDBConnection::getTypedQueryBuilder.

This query builder has the benefit of accurately returning the selected columns in a query result, increasing type safety.


Todo

This linked page does not have coverage for the new API.



See Database access for details.



Expensive post migration repair steps

\OCP\Migration\IRepairStepExpensive was added and can be used to mark post-migration repair steps as expensive.

Expensive repair steps are non-critical repair steps that might take a long time to execute.
Non-critical means that they are not required to directly be executed during migration to have a working instance,
but they might be required to have a fully working instance later on.

Expensive repair steps are only executed when explicitly requested by the administrator.

See Repair steps for details.





            

          

      

      

    

  

    
      
          
            
  
Deprecations

In order to improve our platform we are phasing out some APIs. Deprecated APIs are kept for at least
three years before removal, unless the breakage can not be avoided.

We highly recommend using the Nextcloud Rector [https://packagist.org/packages/nextcloud/rector]
rules, which can fix some API changes automatically.


New deprecations


Todo

This page needs a section for every new deprecation.




	\OCP\Util::setChannel is now deprecated and you need to use \OCP\ServerVersion::setChannel instead.


	\OCP\Util::linkToAbsolute is now deprecated and you need to use \OCP\IUrlGenerator::getAbsoluteUrl and \OCP\IUrlGenerator::linkTo instead.


	\OCP\Util::linkToRemove is now deprecated and you need to use \OCP\IUrlGenerator::linkToRemote instead.


	\OCP\Util::isPublicLinkPasswordRequired is now deprecated and you need to use \OCP\Share\IManager::shareApiLinkEnforcePassword instead.


	\OCP\Util::isDefaultExpireDateEnforced is now deprecated and you need to use \OCP\Share\IManager::shareApiLinkDefaultExpireDateEnforced instead.






Older deprecations

You find all current deprecations in this section.

Also see the older Release Notes for deprecations.





            

          

      

      

    

  

    
      
          
            
  
Previous release notes

Once you’ve created and published the first version of your app, you will want to keep it up to date with the latest Nextcloud features.


Note

For the latest release notes, see the Release Notes.



These sub pages will cover the most important changes in Nextcloud, as well as some guides on how to upgrade existing apps.



	Upgrade to Nextcloud 33

	Upgrade to Nextcloud 32

	Upgrade to Nextcloud 31

	Upgrade to Nextcloud 30

	Upgrade to Nextcloud 29

	Upgrade to Nextcloud 28

	Upgrade to Nextcloud 27

	Upgrade to Nextcloud 26

	Upgrade to Nextcloud 25

	Upgrade to Nextcloud 24

	Upgrade to Nextcloud 23

	Upgrade to Nextcloud 22

	Upgrade to Nextcloud 21

	Upgrade to Nextcloud 20

	Upgrade to Nextcloud 19

	Upgrade to Nextcloud 18

	Upgrade to Nextcloud 17

	Upgrade to Nextcloud 16

	Upgrade to Nextcloud 15

	Upgrade to Nextcloud 14








            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 33


Front-end changes


Files API


Breaking changes in the Files API package

The nextcloud/files library was updated to version v4.0.0 in Server.
This release includes breaking API changes, so you’ll need to update your code in time for Server 33.

To improve developer experience, we’ve expanded the context object passed to file actions.
It now includes additional fields such as the current folder and the current file list.
Function signatures have also changed: Action handlers now use destructured parameters instead of positional array arguments.

You can find the full changelog and migration details in the repository: nextcloud-files (4.0.0 beta) [https://github.com/nextcloud-libraries/nextcloud-files].



Sidebar

The files API was changed in this release to use the Node API (available since Nextcloud 27) instead of the legacy FileInfo API.
For this the way to register sidebar tabs and actions has changed.
The OCA.Files.Sidebar API was removed and replaced with a new sidebar API available from the @nextcloud/files [https://www.npmjs.com/package/@nextcloud/files] package.

To register sidebar tabs you now have to use the new API which is based on web components,
for more details please refer to the changelog of the @nextcloud/files package.

If you used the Files sidebar within your app you have to now use your own sidebar using the NcAppSidebar component from the @nextcloud/vue [https://www.npmjs.com/package/@nextcloud/vue] package.

Otherwise if you already use your own sidebar implementation in your app but rely on the Viewer app to open the sidebar using the OCA.Files.Sidebar API,
you now have to listen to the viewer:sidebar:open event-bus event from the Viewer app to open your sidebar.
So enable the open sidebar action within the viewer you have to set enabledSidebar
when opening the viewer to allow opening the sidebar from within the viewer and listen for the mentioned event.




Profile app

To make the profile sections API framework agnostic, allowing us to migrate the profile app to Vue 3
while still allow external apps to use Vue 2 based profile section,
the OCA.Core.ProfileSections API was replaced with OCA.Profile.ProfileSections
which uses custom web components instead of being based on Vue components.

As of Nextcloud 33 the OCA.Profile.ProfileSections.registerSection method accepts
a section object in the following format:

interface ProfileSection {
  /**
   * Unique identifier for the section
   */
  id: string
  /**
   * The order in which the section should appear (lower numbers appear first)
   */
  order: number
  /**
   * The custom element tag name to be used for this section
   *
   * The custom element must have been registered beforehand,
   * and must have the a `user` property of type `string | undefined`.
   *
   * @see https://developer.mozilla.org/en-US/docs/Web/API/Web_components
   */
  tagName: string
  /**
   * Static parameters to be passed to the custom web component
   */
  params?: Record<string, unknown>
}







Added APIs


	OCA.Profile.ProfileSections was added as a framework agnostic replacement for OCA.Core.ProfileSections.
See section about the profile app above.






Changed APIs


	TBD






Deprecated APIs


	TBD






Removed APIs


	The global md5 implementation is removed. It was deprecated since Nextcloud 20 and not used by Nextcloud anymore.
If you still need a md5 implementation you can just use some external package like crypto-browserify [https://www.npmjs.com/package/crypto-browserify].


	OCP.WhatsNew was removed.


	OC.AppConfig was deprecated since Nextcloud 16 and was now removed. Instead use OCP.AppConfig.


	The OC.Settings.UserSettings api was removed.


	The OC.SystemTags api was removed. If you need to get the list of system tags,
check this merge request [https://github.com/nextcloud/files_retention/pull/855] for how to fetch the tags directly.


	OC.set and OC.get were removed. Both are deprecated since Nextcloud 19.
For get, if really needed, use lodash get [https://lodash.com/docs#get].
And for set, use lodash set [https://lodash.com/docs#set].


	OC.redirect and OC.reload were removed. Both were deprecated since Nextcloud 17.
To replace OC.redirect directly use window.location.
To replace OC.reload directly use window.location.reload.


	OC.fileIsBlacklisted was removed. It was deprecated since Nextcloud 18.
The replacement is to use validateFilename from the @nextcloud/files [https://www.npmjs.com/package/@nextcloud/files] package.


	The deprecated host methods from OC were deprecated since Nextcloud 17 and are now removed


	To replace OC.getHost use window.location.host.


	To replace OC.getHostName use window.location.hostname.


	To replace OC.getPort use window.location.port.


	To replace OC.getProtocol use window.location.protocol.






	The OCA.Core.ProfileSections API was removed and replaced with the framework agnostic OCA.Profile.ProfileSections API.
See section about the profile app above.


	The OCA.Files.Sidebar API is removed.
This was the last API using the legacy FileInfo API.
It is now replaced with the new Node based sidebar API available from the @nextcloud/files [https://www.npmjs.com/package/@nextcloud/files] package.


	The OCA.Sharing.ExternalLinkActions API was deprecated in Nextcloud 23 and is now removed.
It was replaced with OCA.Sharing.ExternalShareAction which now have a proper API by using registerSidebarAction from @nextcloud/sharing [https://www.npmjs.com/package/@nextcloud/sharing] instead.







Back-end changes


Support for PHP 8.5 added

See below section for option code changes in your app and dependency management



Support for PHP 8.1 removed

In this release support for PHP 8.1 was removed. Follow the steps below to make your app compatible.


	If appinfo/info.xml has a dependency specification for PHP, increase the min-version to 8.2.




<dependencies>
  <php min-version="8.2" max-version="8.5" />
  <nextcloud min-version="31" max-version="33" />
</dependencies>






	If your app has a composer.json and the file contains the PHP restrictions from info.xml, adjust it as well.




{
  "require": {
    "php": ">=8.2 <=8.5"
  }
}






	If you have continuous integration set up, remove PHP 8.1 and add PHP 8.5 from the matrices of tests and linters.






Default user agent for outgoing requests changed

Starting with this release, the default user agent for requests done by the instance was changed from Nextcloud Server Crawler to Nextcloud-Server-Crawler/X.Y.Z, where X.Y.Z is the current server version.



Snowflake IDS

The following tables are now using snowflake ids:


	oc_previews


	oc_jobs


	oc_share_external




The API related to these tables are now using a string instead of a int. See Changed APIs section and Snowflake IDs.



Added Events


	TBD






Added APIs


	We now expose \OCP\DB\IResult::iterateAssociative, \OCP\DB\IResult::iterateNumeric from doctrine/dbal.
These two methods returns iterators that can be directly used in a foreach to iterate over a SQL query result.
For example:




$result = $qb->executeQuery();
foreach ($result->iterateAssociative() as $row) {
    $id = $row['id'];
}
$result->closeCursor();






	This version allows to expose some Nextcloud related metrics using OpenMetrics format.
You can add your own exporters by implementing \OCP\OpenMetrics\IMetricFamily interface.
See Open Metrics exporter for more information.


	ImageToTextOpticalCharacterRecognition TaskProcessing task type was added


	ISynchronousWatermarkingProvider TaskProcessing provider interface was added to allow synchronous processing providers to react to the boolean includeWatermark flag


	Support for delegation-only section and settings have been added to the info.xml schema for applications. Only useful if your application needs to enable delegation of rights which are not related to a setting page. Known examples of that is user management and webhook registration. See app metadata for details.






Changed APIs


	The setId and getId methods of \OCP\BackgroundJob\IJob were changed to return/accept a string instead of an int. Same for \OCP\BackgroundJob\IJobList were some methods (removedById, getById and getDetailsById) are now taking a string instead of an int. The string is suppose to be a snowflake id.


	The setObjectId and getObjectId methods of \OCP\Activity\IEvent were changed to return/accept a string in addition to an int. The string is suppose to be a snowflake id.


	The \OCP\TaskProcessing\Task class now has getIncludeWatermark and setIncludeWatermark methods for indicating whether the provider should add a watermark to the generated output.


	The TaskProcessing OCS API now also accepts the includeWatermark flag when scheduling tasks


	\OCP\Notification\INotification::setIcon, \OCP\Notification\INotification::setLink and \OCP\Notification\IAction::setLink now throw \OCP\Notification\InvalidValueException when the provided link is not absolute as previously announced in Upgrade to Nextcloud 30






Deprecated APIs


	The \OCP\DB\IResult::fetch and \OCP\DB\IResult::fetchAll are soft-deprecated. Instead you can use
\OCP\DB\IResult::fetchAssociative, \OCP\DB\IResult::fetchNumeric and \OCP\DB\IResult::fetchOne
as replacement for \OCP\DB\IResult::fetch; and \OCP\DB\IResult::fetchAllAssociative,
\OCP\DB\IResult::fetchAllNumeric and \OCP\DB\IResult::fetchFirstColumn as replacement for
\OCP\DB\IResult::fetchAll. If you use rector, you can use the Nextcloud33 set, to automatically port
most of your code to the new methods.






Removed APIs


	The \OCP\BackgroundJob\IJob::execute method was deprecated since Nextcloud 25 and was now removed.
Instead use the IJob::start method, available since Nextcloud 25.


	The \OCP\Search\PagedProvider, \OCP\Search\Provider and \OCP\Search\Result classes were
deprecated since Nextcloud 20 and were now removed. Instead use \OCP\Search\SearchResult and
\OCP\Search\IProvider, available since Nextcloud 20.


	The \OC_Util::runningOnMac() method was removed. Instead you can just check PHP_OS_FAMILY === 'Darwin'.


	The \OCP\DB\IQueryBuilder::execute method was deprecated since Nextcloud 22 and was now removed.
Instead use the \OCP\DB\IQueryBuilder::executeQuery when doing executing a SELECT query and \OCP\DB\IQueryBuilder::executeStatement
method when executing a UPDATE, INSERT and DELETE statement, available since Nextcloud 20.

Instead of catching a exceptions from the Doctrine DBAL package, you now need to catch OCP\DB\Exception
and check the getReason. For example, the following old code:





try {
    $qb->insert(...);
    $qb->execute();
} catch (\Doctrine\DBAL\Exception\UniqueConstraintViolationException) {
    // Do stuff
}





Should be replaced by the following code:

try {
    $qb->insert(...);
    $qb->executeStatement();
} catch (\OCP\DB\Exception $e) {
    if ($e->getReason() !== \OCP\DB\Exception::REASON_UNIQUE_CONSTRAINT_VIOLATION) {
        throw $e;
    }

    // Do stuff
}






	The \OCP\Files::buildNotExistingFileName and related private helper \OC_Helper::buildNotExistingFileName were deprecated since Nextcloud 14 and were now removed. Use \OCP\Files\Folder::getNonExistingName instead.


	The WhatsNew feature was removed as such the OC\Updater\ChangesCheck class and related APIs.
This also includes the whats_new database table and the WhatsNewController class which was serving the now removed /core/whatsnew endpoint.


	The legacy class \OC_Response was removed.









            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 32


General


	A new tests/autoload.php file was added to server repository, that you can include in your app bootstrap.php file for tests, to be able to load the core \Test\TestCase class.
You should remove any call to \OC::$loader in your code as this legacy loader is being removed.
This new file is backported to branches stable31, stable30 and stable29, so if your application supports multiple Nextcloud major versions it should still work.






Front-end changes


Status colors are now based on secondary styling

The status colors like error, success or warning are now based on the secondary style rather than the primary style.
This means they are now much lighter and thus cannot be used for usage such as text or border colors.
To mitigate this following new CSS variables are introduced:


	--color-text-error for text that needs error highlight on normal background colors.


	--color-text-success for text that needs success highlight on normal background colors.


	--color-border-error to be used as border color for elements having an error state such as input elements with failing validity.


	--color-border-success to be used as border color for elements having a success state such as an input was saved or similar.




Please note that there are no text and border variants for warning and info as we design wise discourage them on text and borders.

Additionally as sometimes elements need a status color with proper contrast we now provide following variables for status elements like icons:


	--color-element-error


	--color-element-info


	--color-element-success


	--color-element-warning




This existing variables have changed to a secondary style:


	--color-error to be used as the background color of error style elements (like error state button or note-card).


	--color-error-hover to be used as the background color of such elements on hover.


	--color-error-text to be used as the foreground color of such elements.


	Same applies to --color-info, --color-success, --color-warning and their variants.






Icons should be outlined

When using Material Icons, use the outlined variant where possible. Exceptions to this are app icons themselves, file type icons, as well as icons that were already a single line, such as the plus or checkmark icons. Reasoning and more details are in the issue [https://github.com/nextcloud/server/issues/53701].



Deprecated APIs


	--color-error-rgb, --color-info-rgb, --color-success-rgb, --color-warning-rgb are deprecated.
Instead use the native CSS color utils with the the existing variables like --color-error and similar.


	The OC.SystemTags api is deprecated. If you need to get the list of system tags, check this merge request [https://github.com/nextcloud/files_retention/pull/855] for how to fetch the tags directly.







Back-end changes


	OCP API split into consumable and implementable:
For a more informed background see RFC: Split OCP into Consumable and Implementable [https://github.com/nextcloud/standards/issues/15] for more information.
Short summary:


	Consumable: Interfaces, Enums and classes that have the OCP\AppFramework\Attribute\Consumable attribute, must only be consumed by apps and can not be implemented by apps themselves.
This means the server side can extend the interface with new methods or reduce returned types of existing methods without it being consider an API break.
However argument types of existing methods can not be reduced.
Same rules apply to OCP\EventsDispatcher\Event that have the OCP\AppFramework\Attribute\Listenable attribute and Exception with the OCP\AppFramework\Attribute\Catchable attribute.


	Implementable: Interfaces, Enums and classes that have the OCP\AppFramework\Attribute\Implementable attribute, can be implemented by apps.
This means the server side can not extend the interface with new methods or reduce returned types of existing methods without it being consider an API break.
However argument types of existing methods can be reduced.
Same rules apply to OCP\EventsDispatcher\Event that have the OCP\AppFramework\Attribute\Dispatchable attribute and Exception with the OCP\AppFramework\Attribute\Throwable attribute.


	ExceptionalImplementable: Despite not being implementable for all apps, some interfaces can have the OCP\AppFramework\Attribute\ExceptionalImplementable attribute indicating that they are implementable by a single app (or multiple).
In those cases the general OCP\AppFramework\Attribute\Consumable rules apply, but the app maintainers or repository of named exceptions have to be informed during the process of a pull request, leaving them enough time to align with the upcoming change.






	These new attributes will be applied on a “defacto standard” basis to the best of our knowledge.
In case an API was flagged unexpectedly, leave a comment on the respective pull request in the server repository asking for clarification.





Added Events


	New preloadCollection event emitted by the DAV server during PROPFIND requests. See WebDAV collection preload events for details.


	New OCP\SystemTag\TagAssignedEvent emitted by the system tag object mapper


	New OCP\SystemTag\TagUnassignedEvent emitted by the system tag object mapper






Added APIs


	New OCP\ContextChat API. See Context Chat for details.


	New interface \OCP\OCM\ICapabilityAwareOCMProvider to extend the OCM provider with 1.1 and 1.2 extensions of the Open Cloud Mesh Discovery API


	New interface \OCP\Search\IExternalProvider allows extending the search provider with an explicit flag
to indicate that the search is performed on external (3rd-party) resources.
This is used in Unified Search to disable searches through these by default (via a toggle switch).


	New interface \OCP\Share\IShareProviderSupportsAllSharesInFolder extending \OCP\Share\IShareProvider
to add the method \OCP\Share\IShareProviderSupportsAllSharesInFolder::getAllSharesInFolder used for querying all shares in a folder without filtering by user.


	New interface \OCP\Notification\IPreloadableNotifier to allow notifier implementations to preload
and cache data for many notifications at once to improve performance by, for example, bundling SQL queries.


	New interface \OCP\Template\ITemplateManager to access template related functions,
and get instances of new interface  \OCP\Template\ITemplate instead of building manually \OCP\Template.


	New attribute \OCP\AppFramework\Http\Attribute\RequestHeader used for documenting request headers for OpenAPI specifications generated using openapi-extractor.


	New event \OCP\Files\Config\Event\UserMountAddedEvent which is emitted when new mount is added to the oc_mounts table.


	New event \OCP\Files\Config\Event\UserMountRemovedEvent which is emitted when an existing mount is removed from the oc_mounts table.


	New event \OCP\Files\Config\Event\UserMountUpdatedEvent which is emitted when an existing mount is updated in the oc_mounts table.


	New method \OCA\Files\Controller\TemplateController::listTemplateFields to list the fields of a template,
accessible at /ocs/v2.php/apps/files/api/v1/templates/fields/{fileId}.


	New method \OCP\Files\IFilenameValidator::sanitizeFilename allowing to sanitize a given filename to comply with configured constraints.


	New method \OCP\Files\Template\ITemplateManager::listTemplateFields to allow listing the fields of a template.


	New method \OCP\Files\Template\BeforeGetTemplatesEvent::shouldGetFields to get the event’s withFields property, which should determine whether or not to perform template field extraction on the returned templates.


	New method \OCP\IUser::canChangeEmail allowing to check if the user backend allows the user to change their email address.


	New method \OCP\IDateTimeZone::getDefaultTimezone allowing to get the default timezone configured for Nextcloud.


	New method \OCA\Files_Versions\Versions\IVersionBackend::getRevision to get the version revision from a node.


	New OCP\SystemTag\TagAssignedEvent emitted by the system tag object mapper


	New OCP\SystemTag\TagUnassignedEvent emitted by the system tag object mapper


	Task processing API:


	New task processing task type OCP\TaskProcessing\TextToSpeech to convert text to speech.


	New task processing task type OCP\TaskProcessing\AnalyzeImages to ask questions about images.


	New method OCP\TaskProcessing\Manager::getAvailableTaskTypeIds to list only task type IDs without meta-data (faster than OCP\TaskProcessing\Manager::getAvailableTaskTypes)






	New OCP\Mail\IEmailValidator to validate an email address.


	New method OCP\App\IAppManager::getAppInstalledVersions to get installed versions of all applications


	New method OCP\IAppConfig::getAppInstalledVersions to do the same thing






Changed APIs


	\OCP\Authentication\TwoFactorAuth\ILoginSetupProvider::getBody, \OCP\Authentication\TwoFactorAuth\IPersonalProviderSettings::getBody and \OCP\Authentication\TwoFactorAuth\IProvider::getBody return type was broaden from \OCP\Template class to \OCP\Template\ITemplate interface. Should not change anything for applications.


	\OCP\Files\Template\BeforeGetTemplatesEvent now takes an optional boolean constructor value, withFields, that allows you to explicitly control whether template fields should be extracted. The default value is false.


	\OCP\IDateTimeZone::getTimezone now has a new optional string parameter userId allowing to request the timezone of another user than the current.


	\OCP\IDBConnection::getDatabaseProvider now has a new optional boolean parameter strict. When specified the output will differentiate between MySQL and MariaDB. Otherwise MariaDB will be returned as MySQL


	\OCP\Notification\INotification::setIcon, \OCP\Notification\INotification::setLink and \OCP\Notification\IAction::setLink now throw \OCP\Notification\InvalidValueException when the provided link is not absolute as previously announced in Upgrade to Nextcloud 30






Deprecated APIs


	The files API endpoint /apps/files/api/v1/thumbnail/ for generating previews is deprecated.
Instead use the preview endpoint provided by Nextcloud core (/core/preview).


	The legacy method \OC_Helper::canExecute is deprecated, please use the OCP\IBinaryFinder instead.


	\OC_Template and \OCP\Template classes are deprecated, please use the new \OCP\Template\ITemplateManager instead.


	\OC_User::useBackend is deprecated, please use \OCP\IUserManager::registerBackend available since 8.0.0


	\OC_User::clearBackends is deprecated, please use \OCP\IUserManager::clearBackends available since 8.0.0


	\OC_Helper::isReadOnlyConfigEnabled is deprecated, please use the config_is_read_only system config directly.


	\OCP\OCM\IOCMProvider is deprecated, please use \OCP\OCM\ICapabilityAwareOCMProvider available since 32.0.0


	\OCP\Mail\IMailer::validateMailAddress is deprecated, please use \OCP\Mail\IEmailValidator available since 32.0.0


	\OC_App::getSupportedApps is deprecated, please use \OCP\Support\Subscription\IRegistry::delegateGetSupportedApps instead


	\OC_App::getAppVersions is deprecated, please use OCP\App\IAppManager::getAppInstalledVersions instead


	\OCP\Route\IRoute::actionInclude and \OCP\Route\IRoute::action are deprecated, please use a proper controller instead.






Removed APIs


	The scssphp package is no longer shipped with Nextcloud. This package was not used and deprecated since Nextcloud 22.
If you need the package for your app, then you need to ship it yourself.


	\OCP\Files::getStorage and the legacy OC_App_::getStorage methods were deprecated since Nextcloud 14, respective Nextcloud 5, and were now removed.
Instead use \OCP\Files\IAppData.


	\OCP\AppFramework\App::registerRoutes (deprecated in Nextcloud 20) was removed. Instead return the routes as an array from your routes.php or use route attributes.


	The legacy visibility constants of OCP\Accounts\IAccountManager,
VISIBILITY_PRIVATE, VISIBILITY_CONTACTS_ONLY, VISIBILITY_PUBLIC, were deprecated since Nextcloud 21 and are now removed.
Instead only the v2 visibility constants can be used.


	Removed deprecated methods of legacy \OC_Helper class:


	humanFileSize was deprecated since version 4.0.0 and replaced with \OCP\Util::humanFileSize


	computerFileSize was deprecated since version 4.0.0 and replaced with \OCP\Util::computerFileSize


	mb_array_change_key_case was deprecated since version 4.5.0 and replaced with \OCP\Util::mb_array_change_key_case


	recursiveArraySearch was deprecated since version 4.5.0 and replaced with \OCP\Util::recursiveArraySearch


	rmdirr was deprecated since version 5.0.0 and replaced with \OCP\Files::rmdirr


	maxUploadFilesize was deprecated since version 5.0.0 and replaced with \OCP\Util::maxUploadFilesize


	freeSpace was deprecated since version 7.0.0 and replaced with \OCP\Util::freeSpace


	uploadLimit was deprecated since version 7.0.0 and replaced with \OCP\Util::uploadLimit






	Removed deprecated methods of legacy \OC_Util class:


	addScript was replaced by \OCP\Util::addScript in 24


	addVendorScript was unused and removed


	addTranslations was replace by \OCP\Util::addTranslations in 24






	Template function vendor_script was unused and removed


	The support for app.php files, deprecated since Nextcloud 19, was removed. Existence of the file is still checked to show an error if present, but that will be removed in a later version. Please move to OCP\AppFramework\Bootstrap\IBoostrap instead.


	The following getters, deprecated since 20, were removed. Please use Dependency Injection or \OCP\Server::get instead:


	IServerContainer::getAppConfig()


	IServerContainer::getAvatarManager()


	IServerContainer::getCalendarManager()


	IServerContainer::getCalendarResourceBackendManager()


	IServerContainer::getCalendarRoomBackendManager()


	IServerContainer::getCloudFederationFactory()


	IServerContainer::getCloudFederationProviderManager()


	IServerContainer::getCommandBus()


	IServerContainer::getCommentsManager()


	IServerContainer::getContentSecurityPolicyManager()


	IServerContainer::getCredentialsManager()


	IServerContainer::getDateTimeFormatter()


	IServerContainer::getDateTimeZone()


	IServerContainer::getEncryptionKeyStorage()


	IServerContainer::getEventLogger()


	IServerContainer::getGlobalScaleConfig()


	IServerContainer::getHTTPClientService()


	IServerContainer::getIniWrapper()


	IServerContainer::getLogFactory()


	IServerContainer::getMountManager()


	IServerContainer::getMountProviderCollection()


	IServerContainer::getNavigationManager()


	IServerContainer::getPreviewManager()


	IServerContainer::getQueryLogger()


	IServerContainer::getRemoteApiFactory()


	IServerContainer::getRemoteInstanceFactory()


	IServerContainer::getRouter()


	IServerContainer::getShareManager()


	IServerContainer::getStorageFactory()


	IServerContainer::getSystemTagManager()


	IServerContainer::getSystemTagObjectMapper()


	IServerContainer::getTagManager()






	The legacy autoloader \OC::$loader was removed. It should not impact your application. It may impact your tests if they were using it. Please consider including tests/autoload.php from server instead.









            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 31


Front-end changes


User-, guest-, and public-template layout

The main layout for all apps (the user, guest and public template) has been changed,
the main content is no longer rendered within a <main> element with the class content but in a div element with the class content.
The reason for this is to allow writing Vue 3 based apps which would incorrectly render two stacked main-elements otherwise.

For Vue 2 apps this does not change anything.
But if you just use vanilla templates or other frameworks this changes the page layout and might require adjustments.
We recommend you to wrap your content in a custom main-element if you use non or not Vue as the framework.



Logical position CSS rules

With Nextcloud 31 all server provided styles are migrated to use logical positioning [https://developer.mozilla.org/en-US/docs/Web/CSS/CSS_logical_properties_and_values]
instead of physical, this allows the front-end layout to adjust to different language directions (right-to-left).
App developers are strongly encouraged to migrate their apps to logical positioning too.

Examples for logical vs physical positioning:


	margin-inline-start: 4px; instead of margin-left: 4px;


	inset-inline-end: 8px; instead of right: 8px






Files and Files sharing

With Nextcloud 28 the Files app front-end was migrated to Vue and the private API ( OCA.Files ) was removed,
but for public shares the legacy frontend-end was still used. With Nextcloud 31 public shares also use the new Vue front-end.
This means accessing the legacy private API in OCA.Files is no longer possible, all existing apps should migrate to the public API.

To make migration easier utility functions are provided in the @nextcloud/sharing package
to check whether the current Files app instance is a public share or not, and if so to fetch the share token.

import { isPublicShare, getSharingToken } from '@nextcloud/sharing/public'

if (isPublicShare()) {
    console.info('This is a public share with the sharing token: ', getSharingToken())
}







Removed APIs


	OCA.FilesSharingDrop removed as part of the Vue migration. Use the Files app API provided by the package .


	$.Event('OCA.Notification.Action') jQuery event removed from Notifications app as part of the Vue migration. Use @nextcloud/event-bus package instead.




import { subscribe, unsubscribe } from '@nextcloud/event-bus'

subscribe('notifications:action:execute', (event) => {
    console.info('Notification action has been executed:', event.notification, event.action)
})








Back-end changes


Support for PHP 8.4 added

In this release support for PHP 8.4 was added. Follow the steps below to make your app compatible.

1. If appinfo/info.xml has a dependency specification for PHP, increase the max-version to 8.4.
However, it is recommended to always support all PHP versions that are compatible with supported Nextcloud version.
In that case the php-dependencies entries can be omitted.

<dependencies>
  <php min-version="8.1" max-version="8.4" />
  <nextcloud min-version="29" max-version="31" />
</dependencies>






	If your app has a composer.json and the file contains the PHP restrictions from info.xml, adjust it as well.




{
  "require": {
    "php": ">=8.1 <=8.4"
  }
}





3. If you have continuous integration set up, extend your test matrix with PHP 8.4 tests and linters.
This happens automatically when you reuse our GitHub Workflow templates [https://github.com/nextcloud/.github],
but you can also use the underlying icewind1991/nextcloud-version-matrix Action [https://github.com/icewind1991/nextcloud-version-matrix] directly.

Information about code changes can be found on php.net [https://www.php.net/migration84] and stitcher.io [https://stitcher.io/blog/new-in-php-84].



Added APIs


	It is now possible to download folders as zip or tar archives using the WebDAV backend using GET requests.
See the relevant endpoint documentation.


	OCP\SetupCheck\CheckServerResponseTrait was added to ease implementing custom setup checks
which need to check HTTP calls to the the server itself.


	Any implementation of OCP\Files\Mount\IMountPoint can additionally implement OCP\Files\Mount\IShareOwnerlessMount which allows everyone with share permission to edit and delete any share on the files and directories below the mountpoint.


	OCP\Navigation\Events\LoadAdditionalEntriesEvent is dispatched when the navigation manager needs to know about its entries, apart of standard app entries that are loaded automatically. This is only relevant for apps that provide extraneous entries.


	OCP\User\Backend\ILimitAwareCountUsersBackend was added as a replacement for ICountUsersBackend. It allows to specify a limit to the user count to avoid counting all users when the caller do not need it. You can safely ignore the limit if it does not make sense for your usecase.


	If an app supports file conversion, it may now register an OCP\Files\Conversion\ConversionProvider which will
be called automatically based on the supported MIME types. An app may register as many of these as needed.


	New events OCP\User\Events\BeforeUserIdUnassignedEvent, OCP\User\Events\UserIdUnassignedEvent, and OCP\User\Events\UserIdAssignedEvent have been added to replace the hooks \OC\User::preUnassignedUserId, \OC\User::postUnassignedUserId and \OC\User::assignedUserId.


	New interface OCP\Files\Storage\IConstructableStorage for storages that can be built by passing only an array to the constructor.


	New service OCP\RichObjectStrings\IRichTextFormatter to format rich text into parsed plain text using its richToParsed method.


	New magic query parameter forceLanguage to force a specific language for a web request (API or frontend). See Forcing language for a given call.


	The new WebDAV property nc:hide-download was added to indicate if download actions should be hidden for a shared file or folder.


	OCP\Security\PasswordContext was added, this allows defining a context for which a password should be used.
It is used by the GenerateSecurePasswordEvent and ValidatePasswordPolicyEvent allowing to apply different rules for different contexts.






Changed APIs


	Clarify OCP\Files\Storage\IStorage::getOwner() returns string|false.


	Added method parameter and return types to all inheritors of OCP\Files\Storage\IStorage. To migrate in a backwards compatible manner:


	Add all return types to your implementation now.


	Add all parameter types to your implementation once Nextcloud 31 is the lowest supported version.






	The Nextcloud implementation of the log method of Psr\Log\LoggerInterface now supports Psr\Log\LogLevel as log level parameter.


	The OCP\DB\QueryBuilder\IQueryBuilder now supports more date / time related parameter types:


	PARAM_DATE_MUTABLE and PARAM_DATE_IMMUTABLE for passing a \DateTime (\DateTimeImmutable respectively) instance when only interested in the date part.


	PARAM_TIME_MUTABLE and PARAM_TIME_IMMUTABLE to pass a \DateTime (\DateTimeImmutable respectively) instance when only interested in the time part.


	PARAM_DATETIME_MUTABLE and PARAM_DATETIME_IMMUTABLE to pass a \DateTime (\DateTimeImmutable respectively) instance without handling of the timezone.


	PARAM_DATETIME_TZ_MUTABLE and PARAM_DATETIME_TZ_IMMUTABLE to pass a \DateTime (\DateTimeImmutable respectively) instance with handling of the timezone.






	The OCP\\DB\\Types now support more date and time related types for usage with the Entity:


	DATE_IMMUTABLE for fields that will (de)serialized as \DateTimeImmutable instances with only the date part set.


	TIME_IMMUTABLE for fields that will (de)serialized as \DateTimeImmutable instances with only the time part set.


	DATETIME_IMMUTABLE for fields that will (de)serialized as \DateTimeImmutable instances with both the time part set but without timezone information.


	DATETIME_TZ for fields that will (de)serialized as \DateTime instances with both the time part set and with timezone information.


	DATETIME_TZ_IMMUTABLE for fields that will (de)serialized as \DateTimeImmutable instances with both the time part set and with timezone information.






	It’s now possible to paginate DAV requests with new headers.


	First request should contains the following headers:


	X-NC-Paginate: true enables the functionality


	X-NC-Paginate-Count: X  sets the number of results per page (default 100)






	Server will answer with new headers:


	X-NC-Paginate-Total indicates the total number of results.


	X-NC-Paginate-Token gives a token to access other pages of the same result.






	Issue new requests with token:


	X-NC-Paginate-Token: xxx contains the token as sent by the server


	X-NC-Paginate-Count: X  sets the number of results per page (default 100)


	X-NC-Paginate-Offset: Y sets the offset (number of ignored results) for the required page (usually “page_number × page_size”)










	Legacy class OC_Image was moved to OC\Image. You should never use it directly but use new \OCP\Image() instead for building the object and the OCP\IImage interface for calling methods.


	OCP\Preview\BeforePreviewFetchedEvent constructor has a new parameter $mimeType which should be a string or null.


	It has a new method getMimeType() to get the new property.


	OCP\Files\Storage::needsPartFile method was moved to interface OCP\Files\Storage\IStorage.


	The constructor was removed from interface OCP\Files\Storage\IStorage so that wrappers can use DI in their constructor. If your storage implementation is supposed to be built by calling the constructor, please implement the new interface OCP\Files\Storage\IConstructableStorage.


	OCP\IUser::getFirstLogin method was added to get first known login of a user. It will return a unix timestamp, or 0 if the user never logged in, or -1 if this data is not known (meaning the first login of this user was from before upgrading to 31).


	OCP\Security\GenerateSecurePasswordEvent and OCP\Security\ValidatePasswordPolicyEvent now have a getContext method returning the password context,
this allows to apply different rules for different contexts.






Deprecated APIs


	The /s/{token}/download endpoint for downloading public shares is deprecated.
Instead use the Nextcloud provided WebDAV endpoint.


	OCP\DB\QueryBuilder\IQueryBuilder::PARAM_DATE is deprecated in favor of PARAM_DATETIME_MUTABLE
to make clear that this type also includes the time part of a date time instance.


	OCP\User\Backend\ICountUsersBackend was deprecated. Please implement and use OCP\User\Backend\ILimitAwareCountUsersBackend instead.


	Hooks \OC\User::preUnassignedUserId, \OC\User::postUnassignedUserId and \OC\User::assignedUserId are deprecated, use the new events in OCP instead.






Removed APIs


	Legacy, non functional, OC_App::getForms was removed.


	The private and legacy OC_Files class was removed.
Instead use OCP\AppFramework\Http\StreamResponse or OCP\AppFramework\Http\ZipResponse.


	The private and legacy Ajax endpoint for downloading file archives (/apps/files/ajax/download.php) was removed.
Instead use the Nextcloud provided WebDAV endpoint.


	
	All OCP\ILogger logging methods, deprecated since Nextcloud 20, are removed.
	
	The interface now only holds the Nextcloud internal logging level constants.
For all logging Psr\Log\LoggerInterface should be used.


	The OCP\ILogger interface can no longer be dependency injected as it now only holds constants.


	OCP\IServerContainer::getLogger was removed, use dependency injection with Psr\Log\LoggerInterface instead.










	The internal class OC\AppFramework\Logger was removed, it should have been never used by apps.
All using apps should migrate to Psr\Log\LoggerInterface.


	Legacy endpoint to test remote share endpoint (/testremote) was removed.


	Legacy class OC_API was moved to a private namespace. It should not be needed by applications.


	Deprecated interface OCP\Files\Storage was removed. Use OCP\Files\Storage\IStorage instead.


	Removed deprecated alias from DI, use the interfaces or class names instead:





Removed deprecated aliases

	Removed alias

	Replace by





	CalendarManager

	OCP\Calendar\IManager::class



	CalendarResourceBackendManager

	OCP\Calendar\Resource\IManager::class



	CalendarRoomBackendManager

	OCP\Calendar\Room\IManager::class



	ContactsManager

	OCP\Contacts\IManager::class



	PreviewManager

	OCP\IPreview::class



	EncryptionManager

	OCP\Encryption\IManager::class



	EncryptionFileHelper

	OCP\Encryption\IFile::class



	EncryptionKeyStorage

	OCP\Encryption\Keys\IStorage::class



	TagMapper

	OC\Tagging\TagMapper::class



	TagManager

	OCP\ITagManager::class



	SystemTagObjectMapper

	OCP\SystemTag\ISystemTagObjectMapper::class



	LazyRootFolder

	OCP\Files\IRootFolder::class



	UserManager

	OCP\IUserManager::class



	GroupManager

	OCP\IGroupManager::class



	UserSession

	OCP\IUserSession::class::class



	NavigationManager

	OCP\INavigationManager::class



	AllConfig

	OCP\IConfig::class



	SystemConfig

	OC\SystemConfig::class



	AppConfig

	OCP\IAppConfig::class



	L10NFactory

	OCP\L10N\IFactory::class



	URLGenerator

	OCP\IURLGenerator::class



	AppFetcher

	OC\App\AppStore\Fetcher\AppFetcher::class



	CategoryFetcher

	OC\App\AppStore\Fetcher\CategoryFetcher::class



	UserCache

	OCP\ICache::class



	MemCacheFactory

	OCP\ICacheFactory::class



	ActivityManager

	OCP\Activity\IManager::class



	AvatarManager

	OCP\IAvatarManager::class



	Logger

	OCP\ILogger::class (but please use LoggerInterface instead)



	JobList

	OCP\BackgroundJob\IJobList::class



	Router

	OCP\Route\IRouter::class



	SecureRandom

	OCP\Security\ISecureRandom::class



	Crypto

	OCP\Security\ICrypto::class



	Hasher

	OCP\Security\IHasher::class



	CredentialsManager

	OCP\Security\ICredentialsManager::class



	DatabaseConnection

	OCP\IDBConnection::class



	EventLogger

	OCP\Diagnostics\IEventLogger::class



	QueryLogger

	OCP\Diagnostics\IQueryLogger::class



	TempManager

	OCP\ITempManager::class



	AppManager

	OCP\App\IAppManager::class



	DateTimeZone

	OCP\IDateTimeZone::class



	DateTimeFormatter

	OCP\IDateTimeFormatter::class



	UserMountCache

	OCP\Files\Config\IUserMountCache::class



	MountConfigManager

	OCP\Files\Config\IMountProviderCollection::class



	IniWrapper

	bantu\IniGetWrapper\IniGetWrapper::class



	AsyncCommandBus

	OCP\Command\IBus::class



	TrustedDomainHelper

	OCP\Security\ITrustedDomainHelper::class



	Throttler

	OCP\Security\Bruteforce\IThrottler::class



	Request

	OCP\IRequest::class



	Mailer

	OCP\Mail\IMailer::class



	LDAPProvider

	OCP\LDAP\ILDAPProvider::class



	LockingProvider

	OCP\Lock\ILockingProvider::class



	MountManager

	OCP\Files\Mount\IMountManager::class



	MimeTypeDetector

	IMimeTypeDetector::class



	MimeTypeLoader

	OCP\Files\IMimeTypeLoader::class



	NotificationManager

	OCP\Notification\IManager::class



	CapabilitiesManager

	OC\CapabilitiesManager::class



	CommentsManager

	OCP\Comments\ICommentsManager::class



	CsrfTokenManager

	OC\Security\CSRF\CsrfTokenManager::class



	ContentSecurityPolicyManager

	OCP\Security\IContentSecurityPolicyManager::class



	ShareManager

	OCP\Share\IManager::class



	CollaboratorSearch

	OCP\Collaboration\Collaborators\ISearch::class



	ControllerMethodReflector

	OCP\AppFramework\Utility\IControllerMethodReflector::class



	TimeFactory

	OCP\AppFramework\Utility\ITimeFactory::class



	Defaults

	OCP\Defaults::class











            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 30


General

A new dependency type backend was added to info.xml.
If your app requires or makes use of the CalDAV backend in server, please add the backend
caldav to the dependencies of your app.

<dependencies>
    <backend>caldav</backend>
</dependencies>





If no app is requiring the CalDAV backend, the CalDAV section in the admin settings will be hidden.
Currently, there is no other effect but that might change in the future.



Capabilities


files


	blacklist_files_regex is deprecated now use forbidden_filenames instead


	forbidden_filename_characters was added to provide a list of characters not allowed within filenames


	forbidden_filename_extensions was added to provide a list of extensions (suffixes) not allowed for filenames







Front-end changes

The overall design was changed to be less round and more compact,
as a part of this some CSS variables were added and other deprecated with Nextcloud 30, see CSS variables.


Clickable area

The size of the CSS variable --default-clickable-area variable has shrunk from 44px to 34px.
This will result in several regressions and paper-cuts in your app that will need to be manually fixed.
It’s recommended to:


	Link the @nextcloud/vue current master to your app (pull often cause fixes are getting in there too);


	Do a codebase-wide search of 44px and replace with the variable –default-clickable-area if appropriate;


	Check for regressions and visual bugs;


	Report the regression of your app in this issue (you can create a heading with the name of your own app);


	Also report @nextlcoud/vue library regressions if they’re not reported already in their list;


	Fix regression in your app (only the ones that are unrelated to the @nextcloud/vue components);




Moreover for different use cases also two new variables were added:


	--clickable-area-large for main UI elements.


	--clickable-area-small representing the smallest possible size of interactive elements, used by tertiary actions like filter chips.






Line height

The --default-line-height variable has changed from 24px` to 1.5 for the --default-font-size this
means that the actual value in pixel will go from 24 to 22.5. Although this is a slight change, it’s recommended
to check for visual regressions in your app.



Font sizes

Nextcloud now provides meaningful default styles for heading elements.
This can cause visual regressions if your code does not explicitly set font size and weight.
If you need to use heading elements outside of text content, you might need to adjust their styles.



Border radius

The border radius CSS variables have been refactored:


	Added


	--border-radius-small was added for smaller elements like chips.


	--border-radius-container was added for smaller containers like action menus.


	--border-radius-container-large was added for larger containers like body or modals.


	--border-radius-element was added for interactive elements such as buttons, input, navigation and list items.






	Deprecated


	--border-radius is deprecated now in favor of --border-radius-small.


	--border-radius-large is deprecated now in favor of --border-radius-element.


	--border-radius-pill is deprecated now in favor of --border-radius-element.


	--border-radius-rounded is deprecated now in favor of --border-radius-container.










CSP Nonce

A bug was fixed that prevented Nextcloud form using the CSP_NONCE environment variable,
this now means that the CSP nonce for JavaScript assets is no longer (guaranteed to be) based on the CSRF token.
Instead administrators can choose to use a differently generated token.
When using JavaScript modules this does not make a difference, as they are imported and the nonce has only to be set on the root module (done by Nextcloud),
but if you are using Webpack or otherwise dynamically load scripts, you now need adjust the CSP nonce handling.

Get the CSP nonce:


	Either use getCSPNonce from the @nextcloud/auth package, which is also backwards compatible.


	Or directly read the nonce from the <meta name="csp-nonce" /> tag.




When using Webpack:

- import { getRequestToken } from '@nextcloud/auth'
- __webpack_nonce__ = btoa(getRequestToken())
+ import { getCSPNonce } from '@nextcloud/auth'
+ __webpack_nonce__ = getCSPNonce()







Deprecated APIs


	OC.config.blacklist_files_regex is deprecated now, use the files capabilities instead


	OC.config.forbidden_filename_characters is deprecated now, use the files capabilities instead


	OC.dialogs.fileexists was already deprecated in Nextcloud 29, but is now also marked as such.
Use openConflictPicker from @nextcloud/upload [https://nextcloud-libraries.github.io/nextcloud-upload/functions/openConflictPicker.html] instead.


	Most OC.dialogs API is now deprecated and will be removed in the future. For generic dialogs use the DialogBuilder from the @nextcloud/dialogs.
A list of the now deprecated methods:


	OC.dialogs.alert


	OC.dialogs.info


	OC.dialogs.confirm


	OC.dialogs.confirmDestructive


	OC.dialogs.confirmHtml


	OC.dialogs.prompt


	OC.dialogs.message











Back-end changes


Support for PHP 8.0 removed

In this release support for PHP 8.0 was removed. Follow the steps below to make your app compatible.


	If appinfo/info.xml has a dependency specification for PHP, increase the min-version to 8.1.




<dependencies>
  <php min-version="8.1" max-version="8.3" />
  <nextcloud min-version="27" max-version="30" />
</dependencies>






	If your app has a composer.json and the file contains the PHP restrictions from info.xml, adjust it as well.




{
  "require": {
    "php": ">=8.1 <=8.3"
  }
}






	If you have continuous integration set up, remove PHP 8.0 from the matrices of tests and linters.






Added APIs


	OCP\Activity\Exceptions\FilterNotFoundException is thrown by OCP\Activity\IManager::getFilterById() when no filter with the given identifier registered


	OCP\Activity\Exceptions\IncompleteActivityException is thrown by OCP\Activity\IManager::publish() when not all required fields have been set on the OCP\Activity\IEvent object


	OCP\Activity\Exceptions\InvalidValueException is thrown by OCP\Activity\IEvent::set*() when the value did not match the required criteria


	OCP\Activity\Exceptions\SettingNotFoundException is thrown by OCP\Activity\IManager::getSettingById() when no setting with the given identifier registered


	OCP\Activity\Exceptions\UnknownActivityException should be thrown by OCP\Activity\IProvider::parse() when they didn’t handle the event


	OCP\AppFramework\Db\QbMapper::yieldEntities() was added to allow iterating over entities by returning a Generator without loading all of them into memory.


	OCP\Authentication\Token\IToken::SCOPE_FILESYSTEM and OCP\Authentication\Token\IToken::SCOPE_SKIP_PASSWORD_VALIDATION constants were introduced as constants for token scopes. Previously, the value of SCOPE_FILESYSTEM was hardcoded.


	OCP\Notification\IncompleteNotificationException is thrown by OCP\Notification\IManager::notify() when not all required fields have been set on the OCP\Notification\INotification object


	OCP\Notification\IncompleteParsedNotificationException is thrown by OCP\Notification\IManager::prepare() when no OCP\Notification\INotifier handled the OCP\Notification\INotification object


	OCP\Notification\InvalidValueException is thrown by OCP\Notification\IAction::set*() and OCP\Notification\INotification::set*() when the value did not match the required criteria


	OCP\Notification\UnknownNotificationException should be thrown by OCP\Notification\INotifier::prepare() when they didn’t handle the notification


	OCA\Files_Trashbin\Trash\ITrashItem::getDeletedBy() should return the user who deleted the item or null if unknown


	OCP\IUser::getPasswordHash() should return the password hash of the user


	OCP\IUser::setPasswordHash() should set the password hash of the user


	OCP\AppFramework\Http\Attribute\OpenAPI::SCOPE_EX_APP attribute for scoping APIs only to be used by ExApps.


	OCP\AppFramework\Http\Attribute\ExAppRequired attribute for restricting controller methods to be only accessible by ExApps.


	OCP\Collaboration\Reference\IPublicReferenceProvider added for reference providers that support reference lookups from public shares.


	OCP\Files\IFilenameValidator was added to allow storage independent filename validation.


	OCP\Files\Storage\IStorage::setOwner() was added to allow setting the owner of a storage so it can be handled independently from the current session user. This is especially useful for storages that have a shared ownership like groupfolders, external storages where the storage owner needs to be set to the user that is initializing the storage through their personal mountpoint.


	ShareAPIController::sendShareEmail() was added and is accessible via ocs /api/v1/shares/{shareId}/send-email. See send-email documentation.


	OCP\Calendar\Room\IManager::update() was added to update all rooms from all backends right now.


	OCP\Calendar\Resource\IManager::update() was added to update all resources from all backends right now.


	OCP\App\IAppManager::BACKEND_CALDAV was added to represent the caldav backend dependency for isBackendRequired().


	OCP\App\IAppManager::isBackendRequired() was added to check if at least one app requires a specific backend (currently only caldav).


	OCP\Accounts\IAccountManager::PROPERTY_BIRTHDATE was added to allow users to configure their date of birth in their profiles.


	OCP\TaskProcessing` was added to unify task processing of AI tasks and other types of tasks. See Task Processing


	OCP\AppFramework\Bootstrap\IRegistrationContext::registerTaskProcessingProvider() was added to allow registering task processing providers


	OCP\AppFramework\Bootstrap\IRegistrationContext::registerTaskProcessingTaskType() was added to allow registering task processing task types


	OCP\Files\IRootFolder::getAppDataDirectoryName() was added to allow getting the name of the app data directory


	OCP\Console\ReservedOptions was added and contains constants for options reserved for occ core features. --debug-log and --debug-log-level are now reserved by occ as they allow to show debug information to the output on any occ command.


	OCP\Security\IHasher::validate() should return true if the passed string is a valid hash generated by OCP\Security\IHasher::hash()


	OCP\AppFramework\Http\JSONResponse() constructor now supports passing additional json_encode flags, see https://www.php.net/manual/en/function.json-encode.php for details


	OCP\EventDispatcher\IWebhookCompatibleEvent is a new interface for events compatible with webhooks (see webhook_listeners documentation [https://docs.nextcloud.com/server/latest/admin_manual/webhook_listeners/index.html]).


	OCP\EventDispatcher\JsonSerializer is a new public helper for serializing users and fileinfos to json (ie for webhook events)






Changed APIs


	OCP\Activity\IEvent::set*() (all setters) throw OCP\Activity\Exceptions\InvalidValueException instead of \InvalidArgumentException when the value does not match the required criteria.


	Calling OCP\Activity\IEvent::setIcon() with a relative URL is deprecated and will throw OCP\Activity\Exceptions\InvalidValueException in a future version.


	Calling OCP\Activity\IEvent::setLink() with a relative URL is deprecated and will throw OCP\Activity\Exceptions\InvalidValueException in a future version.


	OCP\Activity\IManager::publish() throws OCP\Activity\Exceptions\IncompleteActivityException instead of \InvalidArgumentException when a required field is not set before publishing.


	OCP\Activity\IProvider::parse() should no longer throw \InvalidArgumentException. OCP\Activity\Exceptions\UnknownActivityException should be thrown when the provider does not want to handle the event. \InvalidArgumentException are logged as debug for now and will be logged as error in the future to help developers find issues from code that unintentionally threw \InvalidArgumentException


	OCP\Dashboard\IIconWidget::getIconUrl() clarification: The URL must be an absolute URL. The served icon should be dark. The icon will be inverted automatically in mobile clients and when using dark mode.


	OCP\Dashboard\IWidget::getId() clarification: Implementations should only return a-z, 0-9, - and _ based strings starting with a letter, as the identifier is used in CSS classes and that is otherwise invalid


	OCP\Dashboard\IWidget::getIconClass() clarification: The returned CSS class should render a dark icon. The icon will be inverted automatically in mobile clients and when using dark mode. Therefore, it is NOT recommended to use a css class that sets the background with var(--icon-…)` as those will adapt to dark/bright mode in the web and still be inverted resulting in a dark icon on dark background.


	OCP\Files\Lock\ILockManager::registerLazyLockProvider() was added to replace registerLockProvider and allows to register a lock provider that is only loaded when needed.


	OCP\Notification\IAction::set*() (all setters) throw OCP\Notification\InvalidValueException instead of \InvalidArgumentException when the value does not match the required criteria.


	Calling OCP\Notification\IAction::setLink() with a relative URL is deprecated and will throw OCP\Notification\InvalidValueException in a future version.


	OCP\Notification\IApp::notify() throws OCP\Notification\IncompleteNotificationException instead of \InvalidArgumentException when a required field is not set before notifying.


	OCP\Notification\IManager::prepare() throws OCP\Notification\IncompleteParsedNotificationException instead of \InvalidArgumentException when a required field is not set after preparing a notification.


	OCP\Notification\INotification::set*() (all setters) throw OCP\Notification\InvalidValueException instead of \InvalidArgumentException when the value does not match the required criteria.


	Calling OCP\Notification\INotification::setLink() with a relative URL is deprecated and will throw OCP\Notification\InvalidValueException in a future version.


	Calling OCP\Notification\INotification::setIcon() with a relative URL is deprecated and will throw OCP\Notification\InvalidValueException in a future version.


	OCP\Notification\INotifier::prepare() should no longer throw \InvalidArgumentException. OCP\Notification\UnknownNotificationException should be thrown when the notifier does not want to handle the notification. \InvalidArgumentException are logged as debug for now and will be logged as error in the future to help developers find issues from code that unintentionally threw \InvalidArgumentException


	OCP\IGroupManager::isAdmin() should be used instead of checking is current user is part of admin group manually.


	IAttributes enabled key have bee renamed to value and supports more than boolean.


	OCP\DB\Exception uses the reason code REASON_LOCK_WAIT_TIMEOUT now, instead of REASON_SERVER for a LockWaitTimeoutException.


	OCP\Share\IShare::setNoExpirationDate() now sets an overwrite flag for falsy expiry date values, this flag is used to determine whether the system should overwrite falsy expiry date values before creating a share.


	OCP\Share\IShare::getNoExpirationDate() retrieves the value of the noExpirationDate flag.


	OCP\IUserManager::getDisabledUsers now has a third parameter for a search string.


	OCP\User\Backend\IProvideEnabledStateBackend::getDisabledUserList now has a third parameter for a search string.


	Legacy class OC_EventSource was moved to OC namespace with the OC_ prefix. It should not change anything if you already correctly use the OCP\IEventSourceFactory to create these objects.


	OCP\Files\Events\Node\AbstractNodeEvent and OCP\Files\Events\Node\AbstractNodesEvent now implements OCP\EventDispatcher\IWebhookCompatibleEvent so that all file/folder related events are available for webhooks (see webhook_listeners documentation [https://docs.nextcloud.com/server/latest/admin_manual/webhook_listeners/index.html]).






Deprecated APIs


	Using the @PasswordConfirmationRequired annotation is deprecated and the #[OCP\AppFramework\Http\Attribute\PasswordConfirmationRequired] attribute should be used instead.


	Using the @CORS annotation is deprecated and the #[OCP\AppFramework\Http\Attribute\CORS] attribute should be used instead.


	Using the @PublicPage annotation is deprecated and the #[OCP\AppFramework\Http\Attribute\PublicPage] attribute should be used instead.


	Using the @ExAppRequired annotation is deprecated and the #[OCP\AppFramework\Http\Attribute\ExAppRequired] attribute should be used instead.


	Using the @AuthorizedAdminSetting annotation is deprecated and the #[OCP\AppFramework\Http\Attribute\AuthorizedAdminSetting] attribute should be used instead.


	Using the @SubAdminRequired annotation is deprecated and the #[OCP\AppFramework\Http\Attribute\SubAdminRequired] attribute should be used instead.


	Using the @NoAdminRequired annotation is deprecated and the #[OCP\AppFramework\Http\Attribute\NoAdminRequired] attribute should be used instead.


	Using the @StrictCookieRequired annotation is deprecated and the #[OCP\AppFramework\Http\Attribute\StrictCookiesRequired] attribute should be used instead.


	Using the @NoCSRFRequired annotation is deprecated and the #[OCP\AppFramework\Http\Attribute\NoCSRFRequired] attribute should be used instead.


	Using the OCP\Group\Backend\ICreateGroupBackend interface is now deprecated and the OCP\Group\Backend\ICreateNamedGroupBackend interface should be used instead.


	Calling OCP\DB\QueryBuilder\IExpressionBuilder::andX() without arguments is deprecated and will throw an exception in a future version as the underlying library is removing the functionality.


	Calling OCP\DB\QueryBuilder\IExpressionBuilder::orX() without arguments is deprecated and will throw an exception in a future version as the underlying library is removing the functionality.


	Calling OCP\DB\QueryBuilder\IQueryBuilder::delete() with $alias is deprecated and will throw an exception in a future version as the underlying library is removing the functionality.


	Calling OCP\DB\QueryBuilder\IQueryBuilder::getQueryPart() is deprecated and will throw an exception in a future version as the underlying library is removing the functionality.


	Calling OCP\DB\QueryBuilder\IQueryBuilder::getQueryParts() is deprecated and will throw an exception in a future version as the underlying library is removing the functionality.


	Calling OCP\DB\QueryBuilder\IQueryBuilder::getState() is deprecated and will throw an exception in a future version as the underlying library is removing the functionality.


	Calling OCP\DB\QueryBuilder\IQueryBuilder::resetQueryPart() is deprecated and will throw an exception in a future version as the underlying library is removing the functionality. Create a new query builder object instead.


	Calling OCP\DB\QueryBuilder\IQueryBuilder::resetQueryParts() is deprecated and will throw an exception in a future version as the underlying library is removing the functionality. Create a new query builder object instead.


	Calling OCP\DB\QueryBuilder\IQueryBuilder::update() with $alias is deprecated and will throw an exception in a future version as the underlying library is removing the functionality.


	Calling OCP\IDBConnection::getDatabasePlatform() is deprecated and will throw an exception in a future version as the underlying library is renaming and removing platforms which breaks the backwards-compatibility. Use getDatabaseProvider() instead.


	Calling OCP\Files\Lock\ILockManager::registerLockProvider() is deprecated and will be removed in the future. Use registerLazyLockProvider() instead.


	Using OCP\Translation is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing).


	Using OCP\Translation\CouldNotTranslateException is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing).


	Using OCP\Translation\IDetectLanguageProvider is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing).


	Using OCP\Translation\ITranslationManager is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing).


	Using OCP\Translation\ITranslationProvider is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing).


	Using OCP\Translation\ITranslationProviderWithId is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing).


	Using OCP\Translation\ITranslationProviderWithUserId is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing).


	Using OCP\Translation\LanguageTuple is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing).


	Using OCP\SpeechToText is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing SpeechToText providers will continue to work with the TaskProcessing API until then.


	Using OCP\SpeechToText\Events\AbstractTranscriptionEvent is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing SpeechToText providers will continue to work with the TaskProcessing API until then.


	Using OCP\SpeechToText\Events\TranscriptionFailedEvent is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing SpeechToText providers will continue to work with the TaskProcessing API until then.


	Using OCP\SpeechToText\Events\TranscriptionSuccessfulEvent is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing SpeechToText providers will continue to work with the TaskProcessing API until then.


	Using OCP\SpeechToText\ISpeechToTextManager is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing SpeechToText providers will continue to work with the TaskProcessing API until then.


	Using OCP\SpeechToText\ISpeechToTextProvider is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing SpeechToText providers will continue to work with the TaskProcessing API until then.


	Using OCP\SpeechToText\ISpeechToTextProviderWithId is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing SpeechToText providers will continue to work with the TaskProcessing API until then.


	Using OCP\SpeechToText\ISpeechToTextProviderWithUserId is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing SpeechToText providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextToImage is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextToImage providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextToImage\Task is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextToImage providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextToImage\IProviderWithUserId is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextToImage providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextToImage\IProvider is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextToImage providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextToImage\IManager is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextToImage providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextToImage\Exception\TextToImageException is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextToImage providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextToImage\Exception\TaskNotFoundException is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextToImage providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextToImage\Exception\TaskFailureException is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextToImage providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextToImage\Events\TaskSuccessfulEvent is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextToImage providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextToImage\Events\TaskFailedEvent is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextToImage providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextToImage\Events\AbstractTextToImageEvent is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextToImage providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextProcessing is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextProcessing providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextProcessing\Events\AbstractTextProcessingEvent is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextProcessing providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextProcessing\Events\TaskFailedEvent is deprecated and will be removed in the future.Use OCP\TaskProcessing instead (see Task Processing). Existing TextProcessing providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextProcessing\Events\TaskSuccessfulEvent is deprecated and will be removed in the future.Use OCP\TaskProcessing instead (see Task Processing). Existing TextProcessing providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextProcessing\Exception\TaskFailureException is deprecated and will be removed in the future.Use OCP\TaskProcessing instead (see Task Processing). Existing TextProcessing providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextProcessing\FreePromptTaskType is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextProcessing providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextProcessing\HeadlineTaskType is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextProcessing providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextProcessing\IManager is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextProcessing providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextProcessing\IProvider is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextProcessing providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextProcessing\IProviderWithExpectedRuntime is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextProcessing providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextProcessing\IProviderWithId is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextProcessing providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextProcessing\IProviderWithUserId is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextProcessing providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextProcessing\ITaskType is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextProcessing providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextProcessing\SummaryTaskType is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextProcessing providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextProcessing\Task is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextProcessing providers will continue to work with the TaskProcessing API until then.


	Using OCP\TextProcessing\TopicsTaskType is deprecated and will be removed in the future. Use OCP\TaskProcessing instead (see Task Processing). Existing TextProcessing providers will continue to work with the TaskProcessing API until then.


	Using OCP\Group\Backend\ICreateGroupBackend interface is deprecated and will be removed in the future. Use OCP\Group\Backend\ICreateNamedGroupBackend instead.






Removed APIs


	OCP\Util::isValidFileName was deprecated in 8.1.0 and is now removed, use either OCP\Files\Storage\IStorage::verifyPath or the new OCP\Files\IFilenameValidator.


	OCP\Util::getForbiddenFileNameChars was removed, use either OCP\Files\Storage\IStorage::verifyPath or the new OCP\Files\IFilenameValidator for filename validation.









            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 29


General


	The Circles app will be renamed to Teams. Apps that use the terms Circle/Circles need to get adjusted to use Team/Teams instead. For example share to circle would become share to team.


	The updatenotification app now also supports notifications for apps that were updated.
If the updated app provides a CHANGELOG.language.md or CHANGELOG.en.md file, it will create notifications for users about these changes. See also the app changelog section.





info.xml

Make sure your appinfo/info.xml allows for Nextcloud 29.

<dependencies>
    <nextcloud min-version="27" max-version="29" />
</dependencies>








Front-end changes


Changed APIs


	IAppConfig has been fully reworked, most of previous methods are now deprecated. The new version of the API implements multiple settings for app config values to define their laziness and sensitivity. See also the AppConfig section.






Removed globals


	Global autosize is removed, it was deprecated for over 4 years and scheduled for removal with Nextcloud 20. If you still need it you should ship your own version.






Deprecated APIs


	OC.dialogs.fileexists is deprecated. Use openConflictPicker from @nextcloud/upload [https://nextcloud-libraries.github.io/nextcloud-upload/functions/openConflictPicker.html] instead.







Back-end changes


Added APIs


	The Attributes OCP\AppFramework\Http\Attribute\ApiRoute and OCP\AppFramework\Http\Attribute\FrontpageRoute can be used for routing registering routes. See Routing for documentation.






Changed APIs


	OCP\IURLGenerator::URL_REGEX_NO_MODIFIERS: Changed to match localhost and hostnames with ports.


	OCP\Files\IMimeTypeLoader: Every method from this interface now has type declarations. Make sure to update your implementation if you have one.


	OCP\IRequest::getParam('_route') and OCP\IRequest::getParams()['_route']: The route name (consisting of app ID, controller name and controller method) is now all lower case






Removed APIs


	OCP\Log\ILogFactory::getCustomLogger: use \OCP\Log\ILogFactory::getCustomPsrLogger to get a customized PSR3 logger


	oc_share table: Due to massive performance impact on queries when selecting additionally for item_type,
it is no longer allowed, to use the oc_share table for any other types than file and folder.


	OC\BackgroundJob\Job, OC\BackgroundJob\QueuedJob and OC\BackgroundJob\TimedJob: use the OCP versions.






Removed events


	OCP\Dashboard\RegisterWidgetEvent was deprecated in Nextcloud 20 and is now removed. Use OCP\AppFramework\Bootstrap\IRegistrationContext::registerDashboardWidget from within your app bootstrap.






Changed behavior

The dashboard no longer loads the sidebar or Viewer scripts, if your dashboard widget relies on this it should emit the required events itself.






            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 28


General


info.xml

Make sure your appinfo/info.xml allows for Nextcloud 28.

<dependencies>
    <nextcloud min-version="26" max-version="28" />
</dependencies>








Front-end changes


Added APIs


	The new Files initialising much faster than the old one, you will face some
race conditions if you register some custom properties loading your scripts
by using the Util::addScript method.
We recommend you use the new Util::addInitScript method instead, your script
will be loaded right after the common core scripts and right before the Files app.
See JavaScript for more information.


	File actions: to register file actions, please use the dedicated API from https://npmjs.org/@nextcloud/files or
https://nextcloud-libraries.github.io/nextcloud-files/functions/registerFileAction.html


	New file menu: to register entries in the new file menu, please use the dedicated API from https://npmjs.org/@nextcloud/files or
https://nextcloud-libraries.github.io/nextcloud-files/functions/addNewFileMenuEntry.html


	Reminder from 27, to interact with the Files app router, use OCP.Files.Router. See Files


	To Interact with the Files app data, please use the following events. All of them have a Node object [https://nextcloud-libraries.github.io/nextcloud-files/classes/Node.html] as main parameter.


	files:node:created: the node has been created


	files:node:deleted: the node has been deleted


	files:node:moved: the node has been moved (and its data is already updated)


	files:node:updated: the node data has been updated










Deprecated APIs


	The CSS variables --color-text-light and  --color-text-lighter were made aliases of --color-main-text and --color-text-maxcontrast
in Nextcloud 20 [https://github.com/nextcloud/server/pull/21117] and are now officially deprecated and will be removed in the near future.






Removed APIs


	OC.loadScript and OC.loadStyle: Use OCP.Loader instead.


	OC.appSettings: There is no replacement.


	OCA.Files: Everything removed but Sidebar and Settings. See the Added API section for replacements.







Back-end changes


PHP 8.3

In this release support for PHP 8.3 was added. Follow the steps below to make your app compatible.


	If appinfo/info.xml has a dependency specification for PHP, increase the max-version to 8.3.




<dependencies>
  <php min-version="8.0" max-version="8.3" />
  <nextcloud min-version="26" max-version="28" />
</dependencies>






	If your app has a composer.json and the file contains the PHP restrictions from info.xml, adjust it as well.




{
  "require": {
    "php": ">=8.0 <=8.3"
  }
}






	If you have continuous integration set up, extend your test matrix with PHP 8.3 tests and linters.




Information about code changes can be found on php.net [https://www.php.net/migration83] and stitcher.io [https://stitcher.io/blog/new-in-php-83].



Development dependency hell

Due to the popularity of CLI tools for development of Nextcloud apps, the likelihood of package conflicts has increased. It’s highly recommended to see Development tools and migrate to composer bin directories.



Updated core libraries

If apps use only official public APIs of Nextcloud, the update of core libraries should have little to no effect on apps. However, there are some edge cases where an app still has a code dependency to a library shipped with Nextcloud, e.g. when those 3rdparty classes or functions are used, and therefore app developers are recommended to check their code for any incompatibility. Moreover it’s recommended to check compatibility with sophisticated tools, as documented at the  static analysis section.


doctrine/dbal

The Doctrine Database Abstraction Layer powers Nextcloud’s database connection and query builder. In Nextcloud 28, this dependency was updated from 3.3 to 3.7.

Optimistically speaking, the database connection and the query builder should mostly work like in Nextcloud 27 or older.
Some (minor) breaking changes were inevitable. Here’s the summary:


	When a query builder instance is using positional parameters ->setValue('name', '?') setParameter(0, $name), all parameters need to be set again when executing the query multiple times, e.g. in a loop. It is recommended to switch to named parameters using createParameter() instead.




The details of this change can also be seen in the pull request on GitHub [https://github.com/nextcloud/server/pull/38556] and in the upstream documentation dbal 3.7.x upgrade document [https://github.com/doctrine/dbal/blob/3.7.x/UPGRADE.md].



symfony/event-dispatcher

Over the last 2 major versions the symfony/event-dispatcher package first deprecated and then removed the way Nextcloud
server dispatched old events. This means the way we wrapped away symfony’s \Symfony\Component\EventDispatcher\EventDispatcherInterface
as well as using the \Symfony\Component\EventDispatcher\GenericEvent could not be kept alive in a backwards compatible way.

Therefore migrating from \Symfony\Component\EventDispatcher\EventDispatcherInterface
to \OCP\EventDispatcher\IEventDispatcher (exists since Nextcloud 17) is required to be compatible with Nextcloud 28.
All code places that dispatched a \Symfony\Component\EventDispatcher\GenericEvent have been adjusted
and have \OCP\EventDispatcher\Event based dedicated event now that is dispatched as a typed-event so all available parameters are documented.

The details of this change can also be seen in the todo items that are linked from the pull request on GitHub [https://github.com/nextcloud/server/pull/38546].




Added APIs


	\OCP\AppFramework\Http\EmptyContentSecurityPolicy::useStrictDynamicOnScripts to set ‘strict-dynamic’ on the ‘script-src-elem’ CSP, this is set by default to true to allow apps using module JS to import dependencies.


	\OCP\Mail\IMessage::setSubject to set an email subject. See Email for an example.


	\OCP\Mail\IMessage::setHtmlBody and \OCP\Mail\IMessage::setPlainBody to set an email body See Email for an example.


	\OCP\IEventSourceFactory to create a OCP\IEventSource instance.


	\OCP\Preview\BeforePreviewFetchedEvent::getCrop


	\OCP\Preview\BeforePreviewFetchedEvent::getHeight


	\OCP\Preview\BeforePreviewFetchedEvent::getMode


	\OCP\Preview\BeforePreviewFetchedEvent::getWidth


	\OCP\IPhoneNumberUtil::convertToStandardFormat to convert input into an E164 formatted phone number. See Phone number util for an example.


	\OCP\IPhoneNumberUtil::getCountryCodeForRegion to get the E164 country code for a given region. See Phone number util for an example.


	\OCP\AppFramework\Http\EmptyContentSecurityPolicy::allowEvalWasm(bool): sets wasm-unsafe-eval in script-src of the Content Security Policy to allow compilation and execution of WebAssembly on the page [https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/script-src#unsafe_webassembly_execution]


	\OCP\FilesMetadata\IMetadataBackgroundEvent::getNode


	\OCP\FilesMetadata\IMetadataBackgroundEvent::getMetadata


	\OCP\FilesMetadata\IMetadataLiveEvent::getNode


	\OCP\FilesMetadata\IMetadataLiveEvent::getMetadata


	\OCP\FilesMetadata\IMetadataLiveEvent::requestBackgroundJob


	\OCP\FilesMetadata\IFilesMetadataManager::refreshMetadata


	\OCP\FilesMetadata\IFilesMetadataManager::getMetadata


	\OCP\FilesMetadata\IFilesMetadataManager::saveMetadata


	\OCP\FilesMetadata\IFilesMetadataManager::deleteMetadata


	\OCP\FilesMetadata\IFilesMetadataManager::getMetadataQuery


	\OCP\FilesMetadata\IFilesMetadataManager::getKnownMetadata


	\OCP\FilesMetadata\IFilesMetadataManager::initMetadata


	\OCP\FilesMetadata\IMetadataQuery::retrieveMetadata


	\OCP\FilesMetadata\IMetadataQuery::extractMetadata


	\OCP\FilesMetadata\IMetadataQuery::joinIndex


	\OCP\FilesMetadata\IMetadataQuery::getMetadataKeyField


	\OCP\FilesMetadata\IMetadataQuery::getMetadataValueField


	wasm-unsafe-eval is supported by most browsers [https://caniuse.com/mdn-http_headers_content-security-policy_script-src_wasm-unsafe-eval]


	WebAssembly compilation and execution in worker threads is not affected by this directive (browsers allow compilation and execution of WebAssembly in worker threads by default)


	OCP\Authentication\Token\IProvider::getToken to get a token by its token string id


	OCP\Authentication\Token\IToken public interface for tokens returned by the function above. Please use those instead of things from OC namespace.


	OCP\User\Backend\IProvideEnabledStateBackend for user backends that wants to alter disabled state of users (used by user_ldap to mark remnants as disabled if the option is enabled).










Changed APIs


	\OCP\Preview\BeforePreviewFetchedEvent now accepts: width, height, crop and mode as optional constructor arguments.


	Interface \OCP\Files\Folder got a new method: searchBySystemTag(string $tagName, string $userId, int $limit = 0, int $offset = 0).


	OCP\SystemTag\ISystemTagManager::getTagsByIds() now optionally accepts IUser as second parameter, to only retrieve system tags visible to that user.






Deprecated APIs


	\OCP\DB\IResult::fetch: use the new fetchAssociative, fetchNumeric and fetchOne instead. If you called fetch without arguments, fetchAssociative is the direct replacement. Beware that the new methods throw a different exception.


	\OCP\DB\IResult::fetchAll: use the new fetchAllAssociative, fetchAllNumeric and fetchOne instead. If you called fetchAll without arguments, fetchAllAssociative is the direct replacement. Beware that the new methods throw a different exception.


	\OCP\Preview\BeforePreviewFetchedEvent passing null for width, height, crop or mode is deprecated. Starting with Nextcloud 31 they are mandatory.






Removed APIs


	\OC_App::getAppVersion: inject \OCP\App\IAppManager and call \OCP\App\IAppManager::getAppVersion.


	\OC_App::getAppInfo: inject \OCP\App\IAppManager and call \OCP\App\IAppManager::getAppInfo.


	\OC_App::getNavigation: inject \OCP\App\IAppManager and call \OCP\App\IAppManager::getAll.


	\OC_App::getSettingsNavigation: inject \OCP\App\IAppManager and call \OCP\App\IAppManager::getAll('settings').


	\OC_App::isEnabled: inject \OCP\App\IAppManager and call \OCP\App\IAppManager::isEnabledForUser.


	\OC_Defaults::getLogoClaim: there is no replacement.


	\OCP\Util::linkToPublic: there is no replacement.


	\OC_Defaults::getLogoClaim: There is no replacement.


	\OC::$server->createEventSource() has been removed, use \OCP\Server::get(\OCP\IEventSourceFactory::class)->create() instead.


	\OCP\Util::writeLog has been removed, use \OCP\Server::get(LoggerInterface::class)->… instead.




The factory \OCP\IEventSourceFactory works only from Nextcloud 28.
For older versions use \OC::$server->createEventSource().

If you want to support Nextcloud 27 and Nextcloud 28:

// @TODO: Remove method_exists when min-version="28"
if (method_exists(\OC::$server, 'createEventSource')) {
    $eventSource = \OC::$server->createEventSource();
} else {
    $eventSource = \OCP\Server::get(IEventSourceFactory::class)->create();
}







Added events


	Typed event OCA\DAV\Events\SabrePluginAddEvent was added


	Typed event OCP\Accounts\UserUpdatedEvent was added


	Typed event OCP\Authentication\TwoFactorAuth\TwoFactorProviderChallengeFailed was added


	Typed event OCP\Authentication\TwoFactorAuth\TwoFactorProviderChallengePassed was added


	Typed event OCP\Authentication\TwoFactorAuth\TwoFactorProviderForUserRegistered was added


	Typed event OCP\Authentication\TwoFactorAuth\TwoFactorProviderForUserUnregistered was added


	Typed event OCP\Authentication\TwoFactorAuth\TwoFactorProviderUserDeleted was added


	Typed event OCP\Comments\CommentsEntityEvent was added


	Typed event OCP\DB\Events\AddMissingColumnsEvent to add missing indices to the database schema.


	Typed event OCP\DB\Events\AddMissingIndicesEvent to add missing indices to the database schema.


	Typed event OCP\DB\Events\AddMissingPrimaryKeyEvent to add missing indices to the database schema.


	Typed event OCP\Files\Events\NodeAddedToFavorite was added


	Typed event OCP\Files\Events\NodeRemovedFromFavorite was added


	Typed event OCP\FilesMetadata\Event\MetadataBackgroundEvent was added


	Typed event OCP\FilesMetadata\Event\MetadataLiveEvent was added


	Typed event OCP\Share\Events\BeforeShareCreatedEvent was added


	Typed event OCP\Share\Events\BeforeShareDeletedEvent was added


	Typed event OCP\Share\Events\ShareAcceptedEvent was added


	Typed event OCP\Share\Events\ShareDeletedFromSelfEvent was added


	Typed event OCP\SystemTag\SystemTagsEntityEvent was added


	Typed event OCP\User\Events\UserFirstTimeLoggedInEvent was added






Deprecated events


	OC\Console\Application::run was deprecated. Listen to the typed event OCP\Console\ConsoleEvent instead


	OCA\DAV\Connector\Sabre::addPlugin was deprecated. Listen to the typed event OCA\DAV\Events\SabrePluginAddEvent instead


	OCA\Files_Trashbin::moveToTrash was deprecated. Listen to the typed event OCA\Files_Trashbin\Events\MoveToTrashEvent instead


	OCA\Files_Trashbin::moveToTrash was deprecated. Listen to the typed event OCA\Files_Trashbin\Events\MoveToTrashEvent instead


	OCP\Console\ConsoleEvent::EVENT_RUN was deprecated. Listen to the typed event OCP\Console\ConsoleEvent instead


	OCP\Authentication\TwoFactorAuth\RegistryEvent was deprecated. Listen to the typed event OCP\Authentication\TwoFactorAuth\TwoFactorProviderForUserRegistered and OCP\Authentication\TwoFactorAuth\TwoFactorProviderForUserUnregistered instead


	OCP\Authentication\TwoFactorAuth\IRegistry::enable was deprecated. Listen to the typed event OCP\Authentication\TwoFactorAuth\TwoFactorProviderForUserRegistered instead


	OCP\Authentication\TwoFactorAuth\IRegistry::disable was deprecated. Listen to the typed event OCP\Authentication\TwoFactorAuth\TwoFactorProviderForUserUnregistered instead


	OCP\Authentication\TwoFactorAuth\TwoFactorProviderDisabled was deprecated. Listen to the typed event OCP\Authentication\TwoFactorAuth\TwoFactorProviderUserDeleted instead


	OCP\Authentication\TwoFactorAuth\TwoFactorProviderForUserDisabled was deprecated. Listen to the typed event OCP\Authentication\TwoFactorAuth\TwoFactorProviderChallengeFailed instead


	OCP\Authentication\TwoFactorAuth\TwoFactorProviderForUserEnabled was deprecated. Listen to the typed event OCP\Authentication\TwoFactorAuth\TwoFactorProviderChallengePassed instead


	OCP\Comments\CommentsEntityEvent::EVENT_ENTITY was deprecated. Listen to the typed event OCP\Comments\CommentsEntityEvent instead


	OCP\Comments\ICommentsManager::registerEntity was deprecated. Listen to the typed event OCP\Comments\CommentsEntityEvent instead


	OCP\SystemTag\ISystemTagManager::registerEntity was deprecated. Listen to the typed event OCP\SystemTag\SystemTagsEntityEvent instead


	OCP\SystemTag\SystemTagsEntityEvent::EVENT_ENTITY was deprecated. Listen to the typed event OCP\SystemTag\SystemTagsEntityEvent instead


	OCP\IUser::firstLogin was deprecated. Listen to the typed event OCP\User\Events\UserFirstTimeLoggedInEvent instead






Removed events


	OC\AccountManager::userUpdated was removed. Listen to the typed event OCP\Accounts\UserUpdatedEvent instead


	OCA\Files::loadAdditionalScripts was removed. Listen to the typed event OCA\Files\Event\LoadAdditionalScriptsEvent instead


	OCA\Files\Service\TagService::addFavorite was removed. Listen to the typed event OCP\Files\Events\NodeAddedToFavorite instead


	OCA\Files\Service\TagService::removeFavorite was removed. Listen to the typed event OCP\Files\Events\NodeRemovedFromFavorite instead


	OCA\Files_Sharing::loadAdditionalScripts was removed. Listen to the typed event OCA\Files_Sharing\Event\BeforeTemplateRenderedEvent instead


	OCP\AppFramework\Http\TemplateResponse::EVENT_LOAD_ADDITIONAL_SCRIPTS (deprecated since 20) was removed. Listen to the typed event OCP\AppFramework\Http\Events\BeforeTemplateRenderedEvent instead


	OCP\AppFramework\Http\TemplateResponse::EVENT_LOAD_ADDITIONAL_SCRIPTS_LOGGEDIN (deprecated since 20) was removed. Listen to the typed event OCP\AppFramework\Http\Events\BeforeTemplateRenderedEvent instead


	OCP\AppFramework\Http\TemplateResponse::loadAdditionalScripts (deprecated since 20) was removed. Listen to the typed event OCP\AppFramework\Http\Events\BeforeTemplateRenderedEvent instead


	OCP\AppFramework\Http\TemplateResponse::loadAdditionalScriptsLoggedIn (deprecated since 20) was removed. Listen to the typed event OCP\AppFramework\Http\Events\BeforeTemplateRenderedEvent instead


	OCP\Authentication\TwoFactorAuth\IProvider::EVENT_SUCCESS (deprecated since 22) was removed. Listen to the typed event OCP\Authentication\TwoFactorAuth\TwoFactorProviderChallengePassed instead


	OCP\Authentication\TwoFactorAuth\IProvider::EVENT_FAILED (deprecated since 22) was removed. Listen to the typed event OCP\Authentication\TwoFactorAuth\TwoFactorProviderChallengeFailed instead


	OCP\Authentication\TwoFactorAuth\IProvider::failed (deprecated since 22) was removed. Listen to the typed event OCP\Authentication\TwoFactorAuth\TwoFactorProviderChallengeFailed instead


	OCP\Authentication\TwoFactorAuth\IProvider::success (deprecated since 22) was removed. Listen to the typed event OCP\Authentication\TwoFactorAuth\TwoFactorProviderChallengePassed instead


	OCP\IDBConnection::ADD_MISSING_COLUMNS (deprecated since 22) was removed. Listen to the typed event OCP\DB\Events\AddMissingColumnsEvent instead


	OCP\IDBConnection::ADD_MISSING_INDEXES (deprecated since 22) was removed. Listen to the typed event OCP\DB\Events\AddMissingIndicesEvent instead


	OCP\IDBConnection::ADD_MISSING_PRIMARY_KEYS (deprecated since 22) was removed. Listen to the typed event OCP\DB\Events\AddMissingPrimaryKeyEvent instead


	OCP\IDBConnection::CHECK_MISSING_COLUMNS (deprecated since 22) was removed. Listen to the typed event OCP\DB\Events\AddMissingColumnsEvent instead


	OCP\IDBConnection::CHECK_MISSING_COLUMNS_EVENT (deprecated since 22) was removed. Listen to the typed event OCP\DB\Events\AddMissingColumnsEvent instead


	OCP\IDBConnection::CHECK_MISSING_INDEXES (deprecated since 22) was removed. Listen to the typed event OCP\DB\Events\AddMissingIndicesEvent instead


	OCP\IDBConnection::CHECK_MISSING_INDEXES_EVENT (deprecated since 22) was removed. Listen to the typed event OCP\DB\Events\AddMissingIndicesEvent instead


	OCP\IDBConnection::CHECK_MISSING_PRIMARY_KEYS (deprecated since 22) was removed. Listen to the typed event OCP\DB\Events\AddMissingPrimaryKeyEvent instead


	OCP\IDBConnection::CHECK_MISSING_PRIMARY_KEYS_EVENT (deprecated since 22) was removed. Listen to the typed event OCP\DB\Events\AddMissingPrimaryKeyEvent instead


	OCP\IGroup::postAddUser was removed. Listen to the typed event OCP\Group\Events\UserAddedEvent instead


	OCP\IGroup::postDelete was removed. Listen to the typed event OCP\Group\Events\GroupDeletedEvent instead


	OCP\IGroup::postRemoveUser was removed. Listen to the typed event OCP\Group\Events\UserRemovedEvent instead


	OCP\IGroup::preAddUser was removed. Listen to the typed event OCP\Group\Events\BeforeUserAddedEvent instead


	OCP\IGroup::preDelete  was removed. Listen to the typed event OCP\Group\Events\BeforeGroupDeletedEvent instead


	OCP\IGroup::preRemoveUser was removed. Listen to the typed event OCP\Group\Events\BeforeUserRemovedEvent instead


	OCP\IPreview::EVENT (deprecated since 22) was removed. Listen to the typed event OCP\Preview\BeforePreviewFetchedEvent instead


	OCP\IPreview:PreviewRequested (deprecated since 22) was removed. Listen to the typed event OCP\Preview\BeforePreviewFetchedEvent instead


	OCP\IUser::changeUser was removed. Listen to the typed event OCP\User\Events\UserChangedEvent instead


	OCP\IUser::postDelete (deprecated since 17) was removed. Listen to the typed event OCP\User\Events\UserDeletedEvent instead


	OCP\IUser::postSetPassword was removed. Listen to the typed event OCP\User\Events\PasswordUpdatedEvent instead


	OCP\IUser::preDelete (deprecated since 17) was removed. Listen to the typed event OCP\User\Events\BeforeUserDeletedEvent instead


	OCP\IUser::preSetPassword was removed. Listen to the typed event OCP\User\Events\BeforePasswordUpdatedEvent instead


	OCP\Share::preShare was removed. Listen to the typed event OCP\Share\Events\BeforeShareCreatedEvent instead


	OCP\Share::preUnshare was removed. Listen to the typed event OCP\Share\Events\BeforeShareDeletedEvent instead


	OCP\Share::postAcceptShare was removed. Listen to the typed event OCP\Share\Events\ShareAcceptedEvent instead


	OCP\Share::postShare was removed. Listen to the typed event OCP\Share\Events\ShareCreatedEvent instead


	OCP\Share::postUnshare was removed. Listen to the typed event OCP\Share\Events\ShareDeletedEvent instead


	OCP\Share::postUnshareFromSelf was removed. Listen to the typed event OCP\Share\Events\ShareDeletedFromSelfEvent instead


	OCP\WorkflowEngine::registerChecks (deprecated since 17) was removed. Listen to the typed event OCP\WorkflowEngine\Events\RegisterChecksEvent instead


	OCP\WorkflowEngine::registerEntities (deprecated since 17) was removed. Listen to the typed event OCP\WorkflowEngine\Events\RegisterEntitiesEvent instead


	OCP\WorkflowEngine::registerOperations (deprecated since 17) was removed. Listen to the typed event OCP\WorkflowEngine\Events\RegisterOperationsEvent instead


	\OCP\Collaboration\Resources::loadAdditionalScripts was removed. Listen to the typed event OCP\Collaboration\Resources\LoadAdditionalScriptsEvent instead






Removed WebDAV properties


	<nc:file-metadata-size>


	<nc:file-metadata-gps>









            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 27


Note

Critical changes were collected on GitHub [https://github.com/nextcloud/server/issues/37039].
See the original ticket for links to the pull requests and tickets.




General


info.xml

Make sure your appinfo/info.xml allows for Nextcloud 27.

<dependencies>
    <nextcloud min-version="25" max-version="27" />
</dependencies>








Front-end changes


General


	With Nextcloud 27 you can also provide module javascript files with the .mjs file extension. For backwards compatibility you can provide files with the same name but the .js file extension which will be loaded for Nextcloud versions before 27.






Added APIs


	A new Files Router API allows you to control the files router service and update views, queries or param without page reload. See Files







Back-end changes


Optimized class loader

This documentation previously recommended using any composer class loader optimization in Replacing Nextcloud’s autoloader. Unfortunately authoritative class maps do not work with the upgrade process of Nextcloud apps. When app code is replaced during an app upgrade, the autoloader has to load new classes as well. Authoritative class loaders don’t do that by design. Use the simple class map optimization only.



Removal of PSR-0 class loader

Nextcloud 27 no longer loads classes in the deprecated PSR-0 naming standard. Update the structure to PSR-4 or ship a custom autoloader.



Added APIs


	\OCP\AppFramework\Utility\ITimeFactory is now a \PSR\Clock\ClockInterface following the PSR-20 standard [https://www.php-fig.org/psr/psr-20/#21-clockinterface]. (nextcloud/server#35872 [https://github.com/nextcloud/server/pull/35872])


	\OCP\Accounts\IAccountManager::PROPERTY_DISPLAYNAME_LEGACY was added to keep the provisioning API compatible. (nextcloud/server#36665 [https://github.com/nextcloud/server/pull/36665])


	A new system config ratelimit.protection.enabled (boolean, default true) was added to allow developers to disable rate limiting. It is not recommended to disable this on a production/live system. (nextcloud/server#37542 [https://github.com/nextcloud/server/pull/37542])


	A new OCP API under \OCP\SpeechToText was introduced to allow automatic transcription of media (nextcloud/server#37674 [https://github.com/nextcloud/server/pull/37674])


	Added a new interface \OCP\BackgroundJob\IParallelAwareJob that \OCP\BackgroundJob\Job now implements. It can be used to allow specifying that multiple instances of a job should not be run at the same time. Also added \OCP\BackgroundJob\IJobList#hasReservedJob(?string $className = null) method to check the condition (nextcloud/server#37835 [https://github.com/nextcloud/server/pull/37835])


	New property $actionLabel has been added to the \OCP\Files\Template\TemplateFileCreator class with a respective setter TemplateFileCreator::setActionLabel and getter TemplateFileCreator::getActionLabel.  (nextcloud/server#37929 [https://github.com/nextcloud/server/pull/37929] + nextcloud/server#37955 [https://github.com/nextcloud/server/pull/37955])


	A new interface \OCP\Group\Backend\ISearchableGroupBackend was added for group backends supporting new method searchInGroup to search among a group users in an efficient way. (nextcloud/server#32866 [https://github.com/nextcloud/server/pull/32866])


	
	\OCP\App\IAppManager has the following new methods (nextcloud/server#36591 [https://github.com/nextcloud/server/pull/36591]):
	
	loadApp(string $app): void Load an app, if not already loaded


	isAppLoaded(string $app): bool Check if an app is loaded


	loadApps(array $types = []): bool Loads all apps. If $types is set to non-empty array, only apps of those types will be loaded.


	isType(string $app, array $types): bool Check if an app is of a specific type










	New method atomicRetry() as been added to the \OCP\AppFramework\Db\TTransactional trait as a wrapper around atomic() to retry database operations after a retryable exception like database deadlocks occurred (nextcloud/server#38030 [https://github.com/nextcloud/server/pull/38030])






Changed APIs


	\OCP\UserMigration\ISizeEstimationMigrator::getEstimatedExportSize() now returns int|float to support 32-bit systems. (nextcloud/server#38104 [https://github.com/nextcloud/server/pull/38104])


	\OCP\Files\FileInfo::getOwner documented return type is now nullable, to match what was already returned by the implementation (nextcloud/server#36836 [https://github.com/nextcloud/server/pull/36836])


	\OCP\Files\File::fopen and \OCP\Files\SimpleFS\ISimpleFile::read documented return types are now nullable, to match what was already returned by the implementations (nextcloud/server#36836 [https://github.com/nextcloud/server/pull/36836])


	\OCP\Files\File::getContent may now also throw a GenericFileException in cases where it would previously return false (while documented to always return a string, which should now be the case - nextcloud/server#37943 [https://github.com/nextcloud/server/pull/37943]).






Deprecated APIs


	\OCP\AppFramework\Utility\ITimeFactory::getTime() and \OCP\AppFramework\Utility\ITimeFactory::getDateTime() were deprecated, because the interface is now a \PSR\Clock\ClockInterface following the PSR-20standard [https://www.php-fig.org/psr/psr-20/#21-clockinterface]. (nextcloud/server#35872 [https://github.com/nextcloud/server/pull/35872])


	\OCP\GroupInterface::usersInGroup() is deprecated in favor of newly added \OCP\Group\Backend\ISearchableGroupBackend interface. (nextcloud/server#32866 [https://github.com/nextcloud/server/pull/32866])


	In \OC_App, the following methods are deprecated: isAppLoaded, loadApp, isType. Use the new methods from \OCP\App\IAppManager instead (nextcloud/server#36591 [https://github.com/nextcloud/server/pull/36591]).






Removed APIs


	Intermediate transition event classes \OCP\WorkflowEngine\IEntityCompat and \OCP\WorkflowEngine\IOperationCompat have been removed as advertised for 2023 (nextcloud/server#37040 [https://github.com/nextcloud/server/pull/37040])






Behavioral changes


	\OCP\Files\Cache\CacheEntryRemovedEvent will now be dispatched for all files and folders inside the deleted node. (nextcloud/server#34773 [https://github.com/nextcloud/server/pull/34773])


	\OCP\AppFramework\Db\IMapperException does now implement \Throwable, previously either \OCP\AppFramework\Db\DoesNotExistException or \OCP\AppFramework\Db\MultipleObjectsReturnedException had to be caught explicitly. (nextcloud/server#37324 [https://github.com/nextcloud/server/pull/37324])







Client APIs


Changed APIs


	HTTP request that do not pass the lax and strict cookie check return a HTTP status 412 consistently now. It was HTTP 412 and 503 before depending on the endpoint. (nextcloud/server#37316 [https://github.com/nextcloud/server/pull/37316])


	The OCS translation API was extended to return the from language attribute so in case no from was given, clients can afterwards show in the UI which language was detected and used for translating. (nextcloud/server#38003 [https://github.com/nextcloud/server/pull/38003])









            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 26


Note

Critical changes were collected on GitHub [https://github.com/nextcloud/server/issues/34692].
See the original ticket for links to the pull requests and tickets.




General


info.xml

Make sure your appinfo/info.xml allows for Nextcloud 26.

<dependencies>
    <nextcloud min-version="23" max-version="26" />
</dependencies>








Personal settings section Groupware moved to Availability

Up to Nextcloud 25 there had been a settings section Groupware with the ID groupware. As of Nextcloud 26 this section doesn’t exist anymore. Existing server settings were moved to a new section Availability/availability.

If your app provides groupware-related settings, see if they make can be shown on the Availability page or need a new app-provided section.



Front-end changes


Removed APIs


	OC.addTranslations was deprecated since Nextcloud 17 and is now removed.


	The “app icons” background (https://github.com/nextcloud/server/blob/stable25/core/img/background.png and https://github.com/nextcloud/server/blob/stable25/core/img/background.svg) is not used anymore and will be removed (was only used on login page, where we now use the “clouds” background).


	Bootstrap removed: The shipped bootstrap was only used for tooltips since ages but shipped and therefore available globally. Because the version we shipped is now EOL, we decided to remove it instead of bringing in a breaking update. For any tootltip it is recommended to just switch to the native title= HTML attribute. (PR#36434 [https://github.com/nextcloud/server/pull/36434]







Back-end changes


PHP 7.4

In this release support for PHP 7.4 was dropped. Make sure your app compatible with PHP 8.0 or higher.



PHP 8.2

In this release support for PHP 8.2 was added. See release notes from PHP about new deprecations.



Migration from PHPDoc annotations to native PHP attributes

Nextcloud 26 supports PHP 8.0 and later. This allows the migration from PHPDoc annotations to native attributes.


	@UseSession should be replaced with #[UseSession]. @UseSession will be removed in a future release. See Sessions and session variables.






Planned removal of PSR-0 class loading

Nextcloud is still loading classes that follow the long deprecated and replaced PSR-0 standard. Nextcloud 26 is the last version that register a generic PSR-0 class loader. From Nextcloud 27 on apps have to either change class file names to match PSR-4 or ship their own (composer) class loader for PSR-0 files or. (PR#36114 [https://github.com/nextcloud/server/pull/36114]



Dependency Injection Parameters

App container parameters with pascal case names AppName, UserId and WebRoot are deprecated. Use the camel case variants appName, userId and webRoot instead if you have them injected into one of your app classes.



Changed APIs


	OCP\Files\SimpleFS\ISimpleFile::getSize() may now return a float (to support sizes >2G on 32bit systems)


	OCP\Files\SimpleFS\InMemoryFile::getSize() may now return a float (to support sizes >2G on 32bit systems)


	It is not required anymore to call setParsedSubject and setParsedMessage on notifications and activity events when setRichSubject and setRichMessage are used a parsed version is computed automatically. (PR#34807 [https://github.com/nextcloud/server/pull/34807]


	Moved ICreateFromString::handleIMipMessage(string $name, string $calendarData): void; to its own Interface IHandleImipMessage (PR#34893 [https://github.com/nextcloud/server/pull/34893]


	
	Signatures of methods of OCP\AppFramework\Db\Entity changed as follows (ref [https://github.com/nextcloud/server/commit/e91457d9cd68182591038636155d415b5dee0ec4]):
	
	public static function fromParams(array $params) -> public static function fromParams(array $params): static


	public static function fromRow(array $row) -> public static function fromRow(array $row): static


	protected function setter($name, $args) -> protected function setter(string $name, array $args): void


	protected function getter($name) -> protected function getter(string $name): mixed


	protected function markFieldUpdated($attribute) -> protected function markFieldUpdated(string $attribute): void










	Middlewares can be registered globally (see Global Middlewares, PR#36310 [https://github.com/nextcloud/server/pull/36310]






Removed APIs


	OCP\BackgroundJob\IJobList::getAll method was removed (PR#36073 [https://github.com/nextcloud/server/pull/36073]


	3rdparty dependency php-ds/php-ds was removed (PR#36198 [https://github.com/nextcloud/server/pull/36198]


	OCP\Contacts\IManager::getAddressBooks method was removed (PR#34329 [https://github.com/nextcloud/server/pull/34329]


	OCP\Util loglevel constants were removed (PR#34329 [https://github.com/nextcloud/server/pull/34329]


	3rdparty dependency nikic/php-parser was removed (PR#36393 [https://github.com/nextcloud/server/pull/36393]


	Deprecated OCP\AppFramework\Db\Mapper was removed. You can easily migrate to OCP\AppFramework\Db\QBMapper, which is doing the same thing using the query builder instead of string based queries. (PR#34490 [https://github.com/nextcloud/server/pull/34490]


	Deprecated classes of OCP\Dashboard were removed (PR#35966 [https://github.com/nextcloud/server/pull/35966]






Added APIs


	New OCP\Authentication\Token\IProvider for authentication providers: Created a new public interface OCP\Authentication\Token\IProvider with a method invalidateTokensOfUser to invalidate all tokens of a specific user. OC\Authentication\Token\Manager implements OCP\Authentication\Token\IProvider. (PR#36033 [https://github.com/nextcloud/server/pull/36033]


	Auto-Submitted header for emails: There now is a new method on the OCP\Mail\IMessage interface IMessage::setAutoSubmitted(). With this method you can specify that an email was an automatic email or response, to allow mail servers to better detect if an out-of-office reply should be sent, better store/filter the emails and so on. Possible values are documented in the OCP\Mail\Headers\AutoSubmitted interface. (PR#36033 [https://github.com/nextcloud/server/pull/36033]


	OCP\BackgroundJob\IJobList::getJobsIterator method was added (PR#36073 [https://github.com/nextcloud/server/pull/36073])


	New OCP\BeforeSabrePubliclyLoadedEvent event dispatched on public webdav endpoints (it can be used just like OCP\SabrePluginEvent to inject additional Sabre plugins in apps for example) (PR#35789 [https://github.com/nextcloud/server/pull/35789])







Deprecated


	OCP\BackgroundJob\IJobList::getJobs method was deprecated (PR#36073 [https://github.com/nextcloud/server/pull/36073])


	Controller action annotation @UseSession is deprecated. Use new UseSession attribute instead (PR#36363 [https://github.com/nextcloud/server/pull/36363]


	Notifications jQuery event deprecated: The OCA.Notification.Action event of the notifications app is deprecated in favor of a notifications:action:executed event-bus event with (PR#728 [https://github.com/nextcloud/notifications/pull/728]








            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 25


Note

Critical changes were collected on GitHub [https://github.com/nextcloud/server/issues/32117]. See the original ticket for links to the pull requests and tickets.




General


info.xml

Make sure your appinfo/info.xml allows for Nextcloud 25.

<dependencies>
  <nextcloud min-version="22" max-version="25" />
</dependencies>







SCSS support removal

With 25, we removed the support for scss files provided by apps.
Please handle your own compilation, move to a vue app or move back to css.
See Github issue #32060 [https://github.com/nextcloud/server/issues/32060].




Front-end changes


Disabled keyboard shortcuts

A global option to disable keyboard shortcuts was added to the accessibility settings.
Since it heavily depends on the screenreader and tools that you use if Ctrl and/or Alt or other things are okay to use
or not and maintaining a more detailed list is too much effort, we went for a global on/off switch. Apps can use this
public javascript API call to determine whether the user used the opt-out: OCP.Accessibility.disableKeyboardShortcuts().
If that is the case, no additional shortcuts shall be registered by any app. Only Space to toggle checkboxes and
Enter to submit the currently active buttons/links are okay to be used.
See Github issue #34081 [https://github.com/nextcloud/server/pull/34081] and JavaScript Frontend documentation.




Back-end changes


christophwurst/nextcloud replaced

The christophwurst/nextcloud [https://packagist.org/packages/christophwurst/nextcloud] composer package was replaced
with a now Nextcloud owned nextcloud/ocp [https://packagist.org/packages/nextcloud/ocp] package. The content is the
same and all older versions were generated, so you can transition right away no matter which versions you support.



Removed APIs


	Removed SVG colour API









            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 24


Note

Critical changes were collected on GitHub [https://github.com/nextcloud/server/issues/29914]. See the original ticket for links to the pull requests and tickets.




General


info.xml

Make sure your appinfo/info.xml allows for Nextcloud 24.

<dependencies>
  <nextcloud min-version="21" max-version="24" />
</dependencies>








Back-end changes


PHP 8.1

Nextcloud 24 is the first major Nextcloud release to work with PHP 8.1. In this release support for PHP 7.3 was dropped. Follow the steps below to make your app compatible.


	If appinfo/info.xml has a dependency specification for PHP, increase the max-version to 8.1.




<dependencies>
  <php min-version="7.4" max-version="8.1" />
  <nextcloud min-version="21" max-version="24" />
</dependencies>






	If your app has a composer.json and the file contains the PHP restrictions from info.xml, adjust it as well.




{
  "require": {
    "php": ">=7.4 <=8.1"
  }
}






	If you have continuous integration set up, extend your test matrix with PHP 8.1 tests and linters and drop any jobs for PHP 7.3.




Information about code changes can be found on php.net [https://www.php.net/migration81] and stitcher.io [https://stitcher.io/blog/new-in-php-81#breaking-changes].



Entity slug deprecation

The usage of entity slugs has been deprecated. There is no provided replacement. If your app needs slugs, add your own logic to create them.






            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 23


Note

Critical changes were collected on GitHub [https://github.com/nextcloud/server/issues/27846]. See the original ticket for links to the pull requests and tickets.




Back-end changes


Changed APIs


	\OCP\User\Events\UserLoggedInEvent::getPassword is now nullable because logins are possible without a password in SSO setups






Deprecated APIs


	\OCP\Calendar\IManager::search: use the new calendar search API


	\OCP\Calendar\IManager::isEnabled: there is no replacement


	\OCP\Calendar\IManager::registerCalendar: use calendar providers


	\OCP\Calendar\IManager::unregisterCalendar there is no replacement


	\OCP\Calendar\IManager::register: use calendar providers


	\OCP\Calendar\IManager::getCalendars: use the new calendar API


	\OCP\Calendar\IManager::clear: there is no replacement






Updated core libraries


doctrine/dbal

The Doctrine Database Abstraction Layer (dbal) powers Nextcloud’s database connection and query builder. In Nextcloud 23 this dependency was updated from 3.0 to 3.1. As a consequence the \OC\DB\QueryBuilder\QueryBuilder::getFirstResult method now returns 0 instead of null if \OC\DB\QueryBuilder\QueryBuilder::setFirstResult wasn’t called.





Front-end changes


Deprecated APIs


	The OCA.Sharing.ExternalLinkActions API was deprecated in favor of OCA.Sharing.ExternalShareAction.









            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 22


Note

Critical changes were collected on GitHub [https://github.com/nextcloud/server/issues/26407]. See the original ticket for links to the pull requests and tickets.




General


Migration commands

The occ commands in the migration:* namespace are now only available in debug mode.

See the pull request on GitHub [https://github.com/nextcloud/server/pull/27113] for more information. If you thought you needed them, feel free to ping the author or a reviewer of the PR to solve the problem correctly. Running migrations directly mostly breaks the database status and is therefore only meant for debugging faulty migrations.



Log format

The JSON log format no longer contains full exception in the message field, but a separate exception entry is added and the existing message will only contain the exception message text. This might need adjustments by administrators when logs are extracted to external sources.




Front-end changes


Scss variable and compilation deprecation

Nextcloud is slowly phasing out scss variables and the compilation of app style sheets. It’s recommended that apps use their own compilation (e.g. through Webpack) to transform scss and similar to plain css. The ability of Nextcloud compiling scss for apps will be removed in the future. Subscribe to GitHub ticket 9940 [https://github.com/nextcloud/server/issues/9940] to get updates on how to best approach this. Right now some scss variables can be replaced with css variables. Other mechanisms like the icon generation still depend on the scss compilation by Nextcloud.



Node.js upgrade

Most Nextcloud apps and Nextcloud itself is now built with Node v14 LTS instead of v12. We recommend updating the configuration of your app accordingly.



IE11 removal

Internet Explorer 11 was phased out over the past few releases and starting with Nextcloud 22 the front-end code isn’t transpiled for IE11 any longer. You may also drop IE11 from your app as core components will possibly fail with this browser anyway.



Deprecated global variables


	DOMPurify: ship your own.







Back-end changes


Removed support for database.xml

The support for an app’s appinfo/database.xml has been removed.



PSR events

In order to bring Nextcloud APIs closer to PSR the base event class no longer extends the old Symfony event class but only \Psr\EventDispatcher\StoppableEventInterface. From an app’s perspective this change is transparent.



PSR container

The PSR 11 container interface was updated from version 1.0 to 1.1.



LDAP factory availability

\OCP\LDAP\ILDAPProviderFactory received a new method isAvailable so apps can check if LDAP is configured and used before any attributes are fetched or similar.



Boolean database columns

Since Oracle can not store booleans in a non-nullable boolean column Nextcloud doesn’t support non-null boolean columns anymore. Apps have to migrate their schema to nullable boolean columns.



HTTP 401 for invalid username/password

When invalid username/password is sent to a Nextcloud API, Nextcloud will now respond with a HTTP 401 status instead of 403.



Removed APIs


	\OC\Memcache\Factory::create


	\OCP\User


	\OCP\Util::isIe






Deprecated APIs


	\OCP\Log\ILogFactory::getCustomLogger: use \OCP\Log\ILogFactory::getCustomPsrLogger to get a customized PSR3 logger


	Event \OCP\IDBConnection::ADD_MISSING_INDEXES and the corresponding constant \OCP\IDBConnection::ADD_MISSING_INDEXES_EVENT: internal event


	Event \OCP\IDBConnection::CHECK_MISSING_INDEXES and the corresponding constant \OCP\IDBConnection::CHECK_MISSING_INDEXES_EVENT: internal event


	Event \OCP\IDBConnection::ADD_MISSING_PRIMARY_KEYS and the corresponding constant \OCP\IDBConnection::ADD_MISSING_PRIMARY_KEYS_EVENT: internal event


	Event \OCP\IDBConnection::CHECK_MISSING_PRIMARY_KEYS and the corresponding constant \OCP\IDBConnection::CHECK_MISSING_PRIMARY_KEYS_EVENT: internal event


	Event \OCP\IDBConnection::ADD_MISSING_COLUMNS_EVENT and the corresponding constant \OCP\IDBConnection::ADD_MISSING_COLUMNS: internal event


	Event \OCP\IDBConnection::CHECK_MISSING_COLUMNS and the corresponding constant \OCP\IDBConnection::CHECK_MISSING_COLUMNS: internal event









            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 21


Note

Critical changes were collected on GitHub [https://github.com/nextcloud/server/issues/23210]. See the original ticket for links to the pull requests and tickets.




Back-end changes

The biggest change in Nextcloud 21 is the initial support for PHP 8 and the corresponding updates of many core dependencies, which could have direct and indirect consequences for apps.


PHP 8 support

Nextcloud 21 is the first major release that is compatible with the new PHP 8.0. As a consequence, some previously working syntax can cause problems when an app is deployed with PHP newer than 7.4. The full changelog can be found on the php.net website [https://www.php.net/ChangeLog-8.php]. There is also a document for all breaking changes on GitHub [https://github.com/php/php-src/blob/PHP-8.0/UPGRADING#L20].

To check compatibility automatically we recommend adding or updating the Continuous Integration of your app so that linters, tests and static analysis can warn you about any problems before the app is shipped to users.



Updated core libraries

If apps use only official public APIs of Nextcloud, the update of core libraries should have little to no effect on apps. However, there are some edge cases where an app still has a code dependency to a library shipped with Nextcloud, e.g. when those 3rdparty classes or functions are used, and therefore app developers are recommended to check their code for any incompatibility. Moreover it’s recommended to check compatibility with sophisticated tools, as documented at the  static analysis section.


doctrine/dbal

The Doctrine Database Abstraction Layer powers Nextcloud’s database connection and query builder. In Nextcloud 21, this dependency was updated from 2.x to 3.0. As a consequence, some types that were previously exported through the Nextcloud OCP API are removed or changed by this update. For backwards-compatibility, there is now a tiny compatibility layer between the original Doctrine API and what apps use via the Nextcloud API.

Optimistically speaking, the database connection and the query builder should mostly work like in Nextcloud 20 or older. The main differences are that prepared statements and query results are not handled by the removed Doctrine Statement but two new Nextcloud types IPreparedStatement and IResult. You don’t have to worry about these types unless you pass around the result of a query to class/method/function with type hints. In this rare case, please adjust the type hints accordingly for the new type if you only support Nextcloud 21 in your apps or remove the type hint temporarily for multi-version Nextcloud support.

Some (minor) breaking changes were inevitable. Here’s the summary


	Many of the database connection methods have now a documented exception that can be thrown: \OCP\DB\Exception. This also acts as a replacement for the removed \Doctrine\DBAL\DBALException.


	$queryBuilder->execute()->fetch() only has one argument now (there were three previously)


	$queryBuilder->execute()->fetchColumn() has no more arguments and got also deprecated. Use fetchOne instead


	$queryBuilder->execute()->bindParam() was removed because conceptually it does not make sense to bind a parameter after executing a query. Use bindParam on the IPeparedStatement instead.


	$queryBuilder->execute()->bindValue() was removed because conceptually it does not make sense to bind a value after executing a query. Use bindValue on the IPeparedStatement instead.


	$queryBuilder->execute()->columnCount() was removed


	$queryBuilder->execute()->errorCode() was removed from Doctrine


	$queryBuilder->execute()->errorInfo() was removed from Doctrine


	$queryBuilder->execute()->setFetchMode() was removed from Doctrine


	$connection->prepare()->execute() previously returned false under some error conditions, it now always gives you an IResult or throws a \OCP\DB\Exception.


	\Doctrine\DBAL\Types\Type::* type constants were moved, which some apps used for column type constants in apps. Use the new \OCP\DB\Types::* as a replacement.




The details of this change can also be seen in the pull request on GitHub [https://github.com/nextcloud/server/pull/24948] and in the upstream dbal 3.0.xx upgrade document [https://github.com/doctrine/dbal/blob/3.0.x/UPGRADE.md].



guzzlehttp/guzzle

The HTTP client library behind the Nextcloud HTTP client was updated for PHP 8 compatibility. The Nextcloud abstraction remained untouched and will work like before. If you used Guzzle directly, make sure you don’t use the fluent API on requests or responses.



psr/log

The PSR-3: Logger Interface package was updated to v1.1. The log method can now theoretically throw an \Psr\Log\InvalidArgumentException, though Nextcloud does not make use of this at the moment. It’s recommended to check any usage of the method nevertheless and add error handling if appropriate.



sabre/*

The Sabre packages received a minor update. Only apps that provide DAV functionality should be effected, if any.




App code checker deprecation

The app code checker (occ app:check-code myapp) is obsolete due to static analysis. For Nextcloud 21 it will act as NOOP, meaning that you can still call the command but it will never fail. This allows you to still use it on CI if you test against 21, 20 and older releases. But prepare the switch to static analysis if you haven’t already. Please also note that the app code checker hadn’t received many updates recently, hence the number of issues it can detect is low.



PSR-0 deprecation

The original PSR-0 standard was deprecated in 2014 and therefore the support for it in Nextcloud will also end soon. Hence we recommend migrating your class file names to PSR-4.



Last version with database.xml support and migration

Nextcloud 21 is the last major release that supports an app’s appinfo/database.xml to define the database schema. This is your last chance to automatically convert this deprecated file into the new migration classes using occ migrations:generate-from-schema.



Replaced well-known handler API

There was an old, unused and unofficial mechanism to hook into well-known discovery via config settings. This includes host-meta, host-meta.json, nodeinfo and webfinger. A new public API replaces this mechanism in Nextcloud 21.






            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 20


Note

Critical changes were collected on GitHub [https://github.com/nextcloud/server/issues/20953]. See the original ticket for links to the pull requests and tickets.




Front-end changes


Body theme

The body theme classes are now theme--highcontrast, theme--dark and/or theme--light.



jQuery update

jQuery was updated to v2.2. The most notable change is that $(document).ready(...) or $(...) for short fires sooner than before. Use the DOMContentLoaded event [https://developer.mozilla.org/fr/docs/Web/Events/DOMContentLoaded] instead.



Search

The unified search replaces the traditional search input, hence OCA.Search became a noop. For backwards compatibility, the code will not raise any errors now, but it does not have any functionality.



Removed globals


	escape-html: use the escape-html package [https://www.npmjs.com/package/escape-html] or similar






Deprecated global variables


	humanFileSize: use formatfilesize from https://www.npmjs.com/package/@nextcloud/files


	OC.getCanonicalLocale: use getCanonicalLocale from https://www.npmjs.com/package/@nextcloud/l10n






Removed jQuery plugins


	$.tipsy







Back-end changes


App bootstrap logic

The code that initializes an app or anything that should run for every request and command is now moved to a dedicated and typed API. The appinfo/app.php is therefore obsolete and deprecated. See bootstrapping for details.



PSR-3 integration

Nextcloud 20 is the first major release of Nextcloud that brings full compatibility with PSR-3: Logger Interface. From this point on it is highly recommended to use this interface mainly as the old \OCP\ILogger got deprecated with the last remaining changes. The majority of methods are identical between the Nextcloud-specific interface and the PSR one. Pay attention to usages of \OCP\ILogger::logException as that method does not exist on the PSR logger. However, you can specify an exception key in the $context argument of any \Psr\Log\LoggerInterface method and Nextcloud will format it like it did with the old logException.



PSR-11 integration

Nextcloud 20 is the first major release of Nextcloud that brings full compatibility with PSR-11: Container Interface. From this point on it is highly recommended to use this interface mainly as the old \OCP\IContainer got deprecated with this change.

The interfaces \OCP\AppFramework\IAppContainer and \OCP\IServerContainer will remain, but they won’t extend the IContainer anymore once that interface gets removed. As a result, IAppContainer and IServerContainer will eventually become tagging interfaces with the sole purpose of making it possible to have either the app or server container injected explicitly.

If your app requires Nextcloud 20 or later, you can replace any of the old type hints with one of \Psr\Container\ContainerInterface and replace calls of query with get, e.g. on the closures used when registering services:

// old
$container->registerService('DecryptAll', function (IAppContainer $c) {
  return new DecryptAll(
    $c->query('Util'),
    $c->query(KeyManager::class),
    $c->query('Crypt'),
    $c->query(ISession::class)
  )
})





becomes

// new
$container->registerService('DecryptAll', function (ContainerInterface $c) {
  return new DecryptAll(
    $c->get('Util'),
    $c->get(KeyManager::class),
    $c->get('Crypt'),
    $c->get(ISession::class)
  )
})






Note

For a smoother transition, the old interfaces were changed so they are based on ContainerInterface, hence you can use has and get on IContainer and sub types.




Deprecated APIs


	\OCP\IContainer: see PSR-11 integration


	\OCP\ILogger: see PSR-3 integration


	\OCP\IServerContainer::getEventDispatcher


	\OCP\IServerContainer::getCalendarManager: have the interface injected instead


	\OCP\IServerContainer::getCalendarResourceBackendManager: have the interface injected instead


	\OCP\IServerContainer::getCalendarRoomBackendManager: have the interface injected instead


	\OCP\IServerContainer::getContactsManager: have the interface injected instead


	\OCP\IServerContainer::getEncryptionManager: have the interface injected instead


	\OCP\IServerContainer::getEncryptionFilesHelper: have the interface injected instead


	\OCP\IServerContainer::getEncryptionKeyStorage: have the interface injected instead


	\OCP\IServerContainer::getRequest: have the interface injected instead


	\OCP\IServerContainer::getPreviewManager: have the interface injected instead


	\OCP\IServerContainer::getTagManager: have the interface injected instead


	\OCP\IServerContainer::getSystemTagManager: have the interface injected instead


	\OCP\IServerContainer::getSystemTagObjectMapper: have the interface injected instead


	\OCP\IServerContainer::getAvatarManager: have the interface injected instead


	\OCP\IServerContainer::getRootFolder


	\OCP\IServerContainer::getUserManager: have the interface injected instead


	\OCP\IServerContainer::getGroupManager: have the interface injected instead


	\OCP\IServerContainer::getUserSession: have the interface injected instead


	\OCP\IServerContainer::getSession: have the interface injected instead


	\OCP\IServerContainer::getTwoFactorAuthManager: have the interface injected instead


	\OCP\IServerContainer::getNavigationManager: have the interface injected instead


	\OCP\IServerContainer::getConfig: have the interface injected instead


	\OCP\IServerContainer::getSystemConfig: have the interface injected instead


	\OCP\IServerContainer::getAppConfig: have the interface injected instead


	\OCP\IServerContainer::getL10NFactory: have the interface injected instead


	\OCP\IServerContainer::getL10N: have the interface injected instead


	\OCP\IServerContainer::getURLGenerator: have the interface injected instead


	\OCP\IServerContainer::getAppFetcher: have the interface injected instead


	\OCP\IServerContainer::getMemCacheFactory: have the interface injected instead


	\OCP\IServerContainer::getGetRedisFactory: have the interface injected instead


	\OCP\IServerContainer::getDatabaseConnection: have the interface injected instead


	\OCP\IServerContainer::getActivityManager: have the interface injected instead


	\OCP\IServerContainer::getJobList: have the interface injected instead


	\OCP\IServerContainer::getLogger: have the interface injected instead


	\OCP\IServerContainer::getLogFactory: have the interface injected instead


	\OCP\IServerContainer::getRouter: have the interface injected instead


	\OCP\IServerContainer::getSearch: have the interface injected instead


	\OCP\IServerContainer::getSecureRandom: have the interface injected instead


	\OCP\IServerContainer::getCrypto: have the interface injected instead


	\OCP\IServerContainer::getHasher: have the interface injected instead


	\OCP\IServerContainer::getCredentialsManager: have the interface injected instead


	\OCP\IServerContainer::getCertificateManager: have the interface injected instead


	\OCP\IServerContainer::getHTTPClientService: have the interface injected instead


	\OCP\IServerContainer::createEventSource


	\OCP\IServerContainer::getEventLogger: have the interface injected instead


	\OCP\IServerContainer::getQueryLogger: have the interface injected instead


	\OCP\IServerContainer::getTempManager: have the interface injected instead


	\OCP\IServerContainer::getAppManager: have the interface injected instead


	\OCP\IServerContainer::getMailer: have the interface injected instead


	\OCP\IServerContainer::getWebRoot: have the interface injected instead


	\OCP\IServerContainer::getOcsClient: have the interface injected instead


	\OCP\IServerContainer::getDateTimeZone: have the interface injected instead


	\OCP\IServerContainer::getDateTimeFormatter: have the interface injected instead


	\OCP\IServerContainer::getMountProviderCollection: have the interface injected instead


	\OCP\IServerContainer::getIniWrapper: have the interface injected instead


	\OCP\IServerContainer::getCommandBus: have the interface injected instead


	\OCP\IServerContainer::getTrustedDomainHelper: have the interface injected instead


	\OCP\IServerContainer::getLockingProvider: have the interface injected instead


	\OCP\IServerContainer::getMountManager: have the interface injected instead


	\OCP\IServerContainer::getUserMountCache: have the interface injected instead


	\OCP\IServerContainer::getMimeTypeDetector: have the interface injected instead


	\OCP\IServerContainer::getMimeTypeLoader: have the interface injected instead


	\OCP\IServerContainer::getCapabilitiesManager: have the interface injected instead


	\OCP\IServerContainer::getNotificationManager: have the interface injected instead


	\OCP\IServerContainer::getCommentsManager: have the interface injected instead


	\OCP\IServerContainer::getThemingDefaults: have the interface injected instead


	\OCP\IServerContainer::getIntegrityCodeChecker: have the interface injected instead


	\OCP\IServerContainer::getSessionCryptoWrapper: have the interface injected instead


	\OCP\IServerContainer::getCsrfTokenManager: have the interface injected instead


	\OCP\IServerContainer::getBruteForceThrottler: have the interface injected instead


	\OCP\IServerContainer::getContentSecurityPolicyManager: have the interface injected instead


	\OCP\IServerContainer::getContentSecurityPolicyNonceManager: have the interface injected instead


	\OCP\IServerContainer::getStoragesBackendService: have the interface injected instead


	\OCP\IServerContainer::getGlobalStoragesService: have the interface injected instead


	\OCP\IServerContainer::getUserGlobalStoragesService: have the interface injected instead


	\OCP\IServerContainer::getUserStoragesService: have the interface injected instead


	\OCP\IServerContainer::getShareManager: have the interface injected instead


	\OCP\IServerContainer::getCollaboratorSearch: have the interface injected instead


	\OCP\IServerContainer::getAutoCompleteManager: have the interface injected instead


	\OCP\IServerContainer::getLDAPProvider: have the interface injected instead


	\OCP\IServerContainer::getSettingsManager: have the interface injected instead


	\OCP\IServerContainer::getAppDataDir


	\OCP\IServerContainer::getCloudIdManager: have the interface injected instead


	\OCP\IServerContainer::getGlobalScaleConfig: have the interface injected instead


	\OCP\IServerContainer::getCloudFederationProviderManager: have the interface injected instead


	\OCP\IServerContainer::getRemoteApiFactory: have the interface injected instead


	\OCP\IServerContainer::getCloudFederationFactory: have the interface injected instead


	\OCP\IServerContainer::getRemoteInstanceFactory: have the interface injected instead


	\OCP\IServerContainer::getStorageFactory: have the interface injected instead


	\OCP\IServerContainer::getGeneratorHelper: have the interface injected instead


	\OC_App::registerLogIn(): use bootstrapping and \OCP\AppFramework\Bootstrap\IRegistrationContext::registerAlternativeLogin


	Event \OCA\DAV\CalDAV\CalDavBackend::createCachedCalendarObject: listen to \OCA\DAV\Events\CachedCalendarObjectCreatedEvent


	Event \OCA\DAV\CalDAV\CalDavBackend::createCalendar: listen to \OCA\DAV\Events\CalendarCreatedEvent


	Event \OCA\DAV\CalDAV\CalDavBackend::createCalendarObject: listen to \OCA\DAV\Events\CalendarObjectCreatedEvent


	Event \OCA\DAV\CalDAV\CalDavBackend::createSubscription: listen to \OCA\DAV\Events\SubscriptionCreatedEvent


	Event \OCA\DAV\CalDAV\CalDavBackend::deleteCachedCalendarObject: listen to \OCA\DAV\Events\CachedCalendarObjectDeletedEvent


	Event \OCA\DAV\CalDAV\CalDavBackend::deleteCalendar: listen to \OCA\DAV\Events\CalendarDeletedEvent


	Event \OCA\DAV\CalDAV\CalDavBackend::deleteCalendarObject: listen to \OCA\DAV\Events\CalendarObjectDeletedEvent


	Event \OCA\DAV\CalDAV\CalDavBackend::deleteSubscription: listen to \OCA\DAV\Events\SubscriptionDeletedEvent


	Event \OCA\DAV\CalDAV\CalDavBackend::publishCalendar: listen to \OCA\DAV\Events\CalendarPublishedEvent


	Event \OCA\DAV\CalDAV\CalDavBackend::publishCalendar: listen to \OCA\DAV\Events\CalendarUnpublishedEvent


	Event \OCA\DAV\CalDAV\CalDavBackend::updateCachedCalendarObject: listen to \OCA\DAV\Events\CachedCalendarObjectUpdatedEvent


	Event \OCA\DAV\CalDAV\CalDavBackend::updateCalendar: listen to \OCA\DAV\Events\CalendarUpdatedEvent


	Event \OCA\DAV\CalDAV\CalDavBackend::updateCalendarObject: listen to \OCA\DAV\Events\CalendarObjectUpdatedEvent


	Event \OCA\DAV\CalDAV\CalDavBackend::updateShares: listen to \OCA\DAV\Events\CalendarShareUpdatedEvent


	Event \OCA\DAV\CalDAV\CalDavBackend::updateSubscription: listen to \OCA\DAV\Events\SubscriptionUpdatedEvent


	Event \\OCA\DAV\CardDAV\CardDavBackend::createCard: listen to \OCA\DAV\Events\CardCreatedEvent


	Event \OCA\DAV\CardDAV\CardDavBackend::deleteCard: listen to \OCA\DAV\Events\CardDeletedEvent


	Event \OCA\DAV\CardDAV\CardDavBackend::updateCard: listen to \OCA\DAV\Events\CardUpdatedEvent


	Event \OCA\Files_Sharing::loadAdditionalScripts:: publicShareAuth: listen to \OCA\Files_Sharing\Event\BeforeTemplateRenderedEvent


	Event \OCA\Files_Sharing::loadAdditionalScripts: listen to \OCA\Files_Sharing\Event\BeforeTemplateRenderedEvent


	Event \OCA\User_LDAP\User\User::postLDAPBackendAdded: listen to \OCA\User_LDAP\Events\UserBackendRegistered


	Event \OCA\User_LDAP\User\User::postLDAPBackendAdded: listen to \OCA\User_LDAP\Events\GroupBackendRegistered


	Event \OCP\AppFramework\Http\StandaloneTemplateResponse::EVENT_LOAD_ADDITIONAL_SCRIPT: listen to \OCP\AppFramework\Http\Events\BeforeTemplateRenderedEvent


	Event \OCP\AppFramework\Http\StandaloneTemplateResponse::EVENT_LOAD_ADDITIONAL_SCRIPTS_LOGGEDIN: listen to \OCP\AppFramework\Http\Events\BeforeTemplateRenderedEvent


	Event \OCP\WorkflowEngine::loadAdditionalSettingScripts: listen to \OCP\WorkflowEngine\Events\LoadSettingsScriptsEvent







Removed from public namespace


	\OCP\IServerContainer::getAppFolder


	Hook \OCA\DAV\Connector\Sabre::authInit: use the \OCA\DAV\Events\SabrePluginAuthInitEvent event instead


	Event \OC_User::post_removeFromGroup: listen to \OCP\Group\Events\UserRemovedEvent


	Event \OCA\DAV\Connector\Sabre::authInit: listen to \OCA\DAV\Events\SabrePluginAuthInitEvent









            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 19


Note

Critical changes were collected on GitHub [https://github.com/nextcloud/server/issues/18479]. See the original ticket for links to the pull requests and tickets.




Front-end changes


Babel Polyfill removal

Nextcloud 19 no longer ships a global Babel Polyfill but uses core-js instead. Make sure your front-end scripts don’t reply on polyfilled browser APIs.



jQuery deprecation

As of Nextcloud 19, the global jquery and $ are deprecated for apps. While the library won’t be removed immediately to give developers time to adapt, we encourage you to either replace it with another library or simply use a bundling tool like webpack to scope it to your own. The library will be upgraded in Nextcloud in future versions of Nextcloud and there are breaking changes in the newer versions of jQuery.



Deprecated global variables


	OC.currentUser: use getCurrentUser from https://www.npmjs.com/package/@nextcloud/auth


	OC.filePath: use generateFilePath from https://www.npmjs.com/package/@nextcloud/router


	OC.generateUrl: use generateUrl from https://www.npmjs.com/package/@nextcloud/router


	OC.get: use https://lodash.com/docs#get


	OC.getCurrentUser: use getCurrentUser from https://www.npmjs.com/package/@nextcloud/auth


	OC.getRootPath: use getRootUrl from https://www.npmjs.com/package/@nextcloud/router


	OC.imagePath: use imagePath from https://www.npmjs.com/package/@nextcloud/router


	OC.linkTo: use linkTo from https://www.npmjs.com/package/@nextcloud/router


	OC.linkToOCS: use generateOcsUrl from https://www.npmjs.com/package/@nextcloud/router


	OC.linkToRemote: use generateRemoteUrl from https://www.npmjs.com/package/@nextcloud/router


	OC.set: use https://lodash.com/docs#set


	OC.webroot: use getRootUrl from https://www.npmjs.com/package/@nextcloud/router


	OCP.Toast.*: use https://www.npmjs.com/package/@nextcloud/dialogs






Removed globals


	getURLParameter


	formatDate


	humanFileSize


	relative_modified_date






Removed libraries


	marked







Back-end changes


Symfony update

Symfony was updated to v4.4 [https://github.com/symfony/symfony/blob/4.4/CHANGELOG-4.4.md]. The most important change for apps is to return an int value from CLI commands. Returning null (explicitly or implicitly) won’t be allowed in future versions of Symfony.



Deprecation of injection of named services

Apps had been able to query core services like the implementation of the interface \OCP\ITagManager as TagManager. To unify the service resolution with type hints for the constructor injection, the named resolution is deprecated, logs warnings and will be removed in the future. Use the fully-qualifier class name (with the ::class constant) instead:

If you had

$tagManager = \OC::$server->query('TagManager');





change your code to

$tagManager = \OC::$server->query(\OCP\ITagManager::class);





On constructor arguments you should always type-hint the service by its interface. If you do so already, nothing changes for you.



New APIs


	\OCP\Authentication\Events\LoginFailedEvent class added


	\OCP\Comments\IComment::getReferenceId method added


	\OCP\Comments\IComment::setReferenceId method added


	\OCP\Contacts\Events\ContactInteractedWithEvent class added


	\OCP\EventDispatcher\IEventDispatcher::removeListener method added


	\OCP\ITags::TAG_FAVORITE constant added


	\OCP\Mail\Events\BeforeMessageSent class added


	\OCP\Lock\LockedException::getExistingLock method added


	\OCP\Share\Events\VerifyMountPointEvent class added


	\OCP\Share\IManager::allowEnumeration method added


	\OCP\Share\IManager::limitEnumerationToGroups method added






Changed APIs


	\OCP\User\Events\BeforeUserLoggedInEvent::getUsername now correctly returns a string and not an \OCP\IUser









            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 18


Note

Critical changes were collected on GitHub [https://github.com/nextcloud/server/issues/17131]. See the original ticket for links to the pull requests and tickets.




Front-end changes


CSS


	Overall font-size was increased. Please make sure you use relative units like rem instead of pixels.






Deprecated global variables


	Backbone: ship your own.


	Clipboard: ship your own.


	ClipboardJs: ship your own.


	DOMPurify: ship your own.


	Handlebars: ship your own.


	jstimezonedetect: ship your own.


	jstz: ship your own.


	md5: ship your own.


	moment: ship your own.


	OC.basename: use basename from https://www.npmjs.com/package/@nextcloud/paths


	OC.dirname: use dirname from https://www.npmjs.com/package/@nextcloud/paths


	OC.encodePath: use encodePath from https://www.npmjs.com/package/@nextcloud/paths


	OC.isSamePath: use isSamePath from https://www.npmjs.com/package/@nextcloud/paths


	OC.joinPaths: use joinPaths from https://www.npmjs.com/package/@nextcloud/paths







Back-end changes


New APIs


	\OCP\WorkflowEngine namespace






Deprecations


	\OCP\Collaboration\Resources\IManager::registerResourceProvider: use \OCP\Collaboration\Resources\IProviderManager::registerResourceProvider instead.







Behavioral changes


	Email shares and link shares now share the same config.
You cannot create mail shares if the share links are disabled by your administrator


	Please register new sidebar tabs scripts with the OCA\Files\Event\LoadSidebar\Event script


	Viewer binds the full file object to the views now. Variables names changed!








            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 17


Note

Critical changes were collected on GitHub [https://github.com/nextcloud/server/issues/15339]. See the original ticket for links to the pull requests and tickets.




Front-end changes


Deprecated global variables


	initCore: don’t use this internal function.


	oc_appconfig: use OC.appConfig instead.


	oc_appswebroots: use OC.appswebroots instead.


	oc_capabilities: use OC.getCapabilities() instead.


	oc_config: use OC.config instead.


	oc_current_user: use OC.getCurrentUser().uid instead.


	oc_debug: use OC.debug instead.


	oc_isadmin: use OC.isUserAdmin() instead.


	oc_requesttoken: use OC.requestToken instead.


	oc_webroot: use OC.getRootPath() instead.


	OCDialogs: use OC.dialogs instead.


	OC._capabilities: use OC.getCapabilities() instead.


	OC.addTranslations: use OC.L10N.load instead.


	OC.coreApps: internal use only, no replacement.


	OC.getHost: use the use window.location.host directly.


	OC.getHostName: use the use window.location.hostname directly.


	OC.getPort: use the use window.location.port directly.


	OC.getProtocol: use the use window.location.protocol.split(':')[0] directly.


	OC.fileIsBlacklisted: use the regex OC.config.blacklist_files_regex directly.


	OC.redirect: use window.location directly.


	OC.reload: use window.location.reload() directly.






Removed jQuery plugins


	singleselect: ship your own if you really need it.







Back-end changes


Removed from public namespace


	\OCP\App::checkAppEnabled


	\OCP\Security\StringUtils


	\OCP\Util::callCheck






Deprecations


	\OCP\AppFramework\Http\EmptyContentSecurityPolicy::allowEvalScript: This means apps should no longer use eval in their JavaScript. We aim to forbid this in general in a future version of Nextcloud.


	\OCP\AppFramework\Utility\IControllerMethodReflector::reflec: Will be removed in 18.







Behavioral changes


	LDAP: default value for ldapGroupMemberAssocAttr changed from uniqueMember to unset. On scripted setups, it has to be set if LDAP groups should be used within Nextcloud.


	Provisioning API: creating users will return the assigned user ID as dataset, as in ['id' => $userid].








            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 16


Note

Critical changes were collected on GitHub [https://github.com/nextcloud/server/issues/12915]. See the original ticket for links to the pull requests and tickets.




Front-end changes


	CSP: frame-anchestor set to self by default.





Deprecation of shipped JavaScript libraries

The following libraries are considered as deprecated from Nextcloud 16 on. If you use one of those in your app, make sure to ship your own version that is properly bundled with your app.


	marked


	Clipboard -> now exported as ClipboardJS to resolve naming conflicts in Chrome.


	Apps should ship their own javascript dependencies and not depend on server shipping for example jquery etc. Depending on the server dist package is deprecated starting NC16.


	escapeHTML


	formatDate


	getURLParameter


	humanFileSize


	relative_modified_date


	select2







Back-end changes


	PHP 7.0 support removed. PHP 7.1 or higher required.


	PostgreSQL 9.5+ required.


	Autoloading: In the past it was also possible to autoload PHP classes in apps by specify a list of classes and filenames in appinfo/classpath.php. This should not be used anymore and also isn’t used by any app that is publicly available.





Removed APIs


	\OCP\Activity\IManager::getNotificationTypes


	\OCP\Activity\IManager::getDefaultTypes


	\OCP\Activity\IManager::getTypeIcon


	\OCP\Activity\IManager::translate


	\OCP\Activity\IManager::getSpecialParameterList


	\OCP\Activity\IManager::getGroupParameter


	\OCP\Activity\IManager::getNavigation


	\OCP\Activity\IManager::isFilterValid


	\OCP\Activity\IManager::filterNotificationTypes


	\OCP\Activity\IManager::getQueryForFilter


	\OCP\Security\ISecureRandom::getLowStrengthGenerator


	\OCP\Security\ISecureRandom::getMediumStrengthGenerator









            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 15


Note

Critical changes were collected on GitHub [https://github.com/nextcloud/server/issues/15339]. See the original ticket for links to the pull requests and tickets.




Front-end changes


	unsafe-eval not allowed anymore by default.





Removed APIs


	fileDownloadPath()


	getScrollBarWidth()


	OC.AppConfig.hasKey()


	OC.AppConfig.deleteApp()


	OC.Share.ShareConfigModel.areAvatarsEnabled()


	OC.Util.hasSVGSupport()


	OC.Util.replaceSVGIcon()


	OC.Util.replaceSVG()


	OC.Util.scaleFixForIE8()


	OC.Util.isIE8()







Back-end changes


	Removed PHP 7.0 support





Deprecated APIs


	\OCP\Util::linkToPublic


	\OCP\Util::recursiveArraySearch






Removed APIs


	\OCP\Activity\IManager::publishActivity


	\OCP\Util::logException


	\OCP\Util::mb_substr_replace


	\OCP\Util::mb_str_replace









            

          

      

      

    

  

    
      
          
            
  
Upgrade to Nextcloud 14


Note

Critical changes were collected on GitHub [https://github.com/nextcloud/server/issues/7827]. See the original ticket for links to the pull requests and tickets.




General


	PHP 7.0 and PHP 7.1 support added.


	Introduction of type hints for scalar types in public APIs according to existing PHPDoc.






Front-end changes


	OCA.Search is now OCA.Search.Core.


	Overall structure changed.


	.with-app-sidebar not required anymore to open the sidebar only use disappear on the sidebar


	.svg not required anymore


	.with-settings not required anymore


	.with-icon not required anymore






Back-end changes


Changed APIs


	AppFramework\Http\Request::getHeader always returns a string (and not null).


	Security\ICrypto::decrypt only accepts strings.


	\OCP\AppFramework\Utility\ITimeFactory is strictly typed.


	\OCP\IL10N is strictly typed.


	\OCP\Mail and the email templates got type hints.


	\OCP\Authentication\TwoFactorAuth got typehints and return type hints.


	\OCP\Migration\IMigrationStep has two new methods.


	EMailTemplate child classes should use the %$1s notation for replacements to be future compatible and be able to reuse parameters.






Deprecated APIs


	OCP\Files


	Setting custom client URLs in a custom \OC_Theme class. Settings in config.php should be used.


	Log levels in OCP\Util. Moved to the \OCP\ILogger interface


	OCP\AppFramework\Db\Mapper. Move to \OCP\AppFramework\Db\QBMapper






Removed APIs


	several deprecated functions from \OCP\AppFramework/IAppContainer


	\OCP\BackgroundJob::registerJob


	\OCP\Config


	\OCP\Contacts


	\OCP\DB


	\OCP\Files::tmpFile


	\OCP\Files::tmpFolder


	\OCP\IHelper


	\OCP\ISearch\search


	\OCP\JSON


	\OCP\Response


	\OCP\Share::resolveReshare


	\OCP\User::getDisplayNames


	\OCP\Util\formatDate


	\OCP\Util::generateRandomBytes


	\OCP\Util::sendMail


	\OCP\Util::encryptedFiles


	\OCP\Util::getServerProtocol


	\OCP\Util::getServerHost


	\OCP\Util::getServerProtocol


	\OCP\Util::getRequestUri


	\OCP\Util::getScriptName


	\OCP\Util::urlgenerator


	Deprecated OCP constants


	Deprecated template functions from OCP


	Some deprecated methods  of \OCP\Response


	HTTPHelper







Behavioral changes


	Removed --no-app-disable from occ upgrade command.


	$fromMailAddress won’t be injected anymore by the DI container.


	Apps that are enabled for groups can now provide public pages, that are available even if a user is not logged in.


	OCS API method AddUser POST:/users now allow empty password iff email is set and valid.


	Email texts are not automatically escaped anymore in all cases.






Configuration changes


	When using Swift Objectstore as home storage make sure that to set the bucket/container parameter.


	mail_smtpmode can no longer be set to php. As this option is lost with the upgrade of phpmailer.






OCS changes


Added APIs


	Details endpoint for the user list


	Details endpoint for the groups list






Changed APIs


	OCS API getGroup method replaced by getGroupUsers #8904







Internal changes


Note

Only relevant if you used non-public APIs. Don’t use them.




	cleanup of OC_* namespace - we removed quite some classes, methods and constants from our internal namespace.


	Removed OC_Group_Backend


	Removed OC_Response::setStatus and the constants for status codes
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Glossary

This page explains the concepts and terms you will encounter throughout the developer documentation and
tutorials. You do not need to read it all before you begin — bookmark it and come back when something
does not quite make sense.



	The language and platform


	PHP concepts you will encounter


	How web requests work in Nextcloud


	Database concepts


	Frontend and build tools


	Nextcloud-specific terms


	General web development terms








The language and platform


PHP

PHP is the programming language Nextcloud is written in. It runs on the server; users never see your
PHP code directly. The server executes it and sends back the result (usually an HTML page or JSON
data). PHP files end in .php.

If you have done an introductory programming course in Python or JavaScript, PHP will look familiar:
it has variables ($name), functions (function greet() {}), loops, and conditionals. The main
visual difference is that variables always start with a $ sign.



Nextcloud

Nextcloud is a self-hosted collaboration platform. “Self-hosted” means you (or your organisation) run
the server yourselves, rather than relying on a third-party cloud service. Nextcloud itself is a PHP
application, and almost all of its features (Files, Calendar, Talk) are built as apps that plug
into a shared framework.






PHP concepts you will encounter


Class

A class is a blueprint for creating objects. Think of a class like a template: a PageController
class describes what a page controller is and what it can do. You define it once and the
framework creates (“instantiates”) it when needed.

class PageController {
    public function index(): TemplateResponse {
        // This method handles a web request
    }
}







Namespace

A namespace is like a folder path for your PHP classes; it prevents name collisions when two
different apps both define a class called Controller.

Nextcloud uses three top-level namespaces:


	OCA\YourAppName\: where your own app’s private code lives.


	OCP\: Nextcloud’s stable public API. Use this to interact with Nextcloud’s internals. It is
versioned and will not break between Nextcloud releases.


	OC\: internal legacy code. Avoid it in new apps — it carries no compatibility guarantee and
can change between releases. You will come across it in existing code and documentation; some
widely-used helpers (such as OC::$server->get()) live here and remain in active use throughout
the Nextcloud codebase itself.




In practice, you will see namespaces at the top of every PHP file:

namespace OCA\NoteBook\Controller;   // "I am part of the NoteBook app, in the Controller subfolder"

use OCP\AppFramework\Controller;     // "I want to use Nextcloud's public Controller class"
use OCP\IRequest;                    // "I want to use Nextcloud's public IRequest interface"







PHP 8 attributes

Attributes are PHP 8’s way of attaching metadata to a class or method. They look like
#[SomeName] and appear on the line directly above what they describe.

In Nextcloud, you use attributes to configure routing and access control:

#[NoCSRFRequired]
#[NoAdminRequired]
#[FrontpageRoute(verb: 'GET', url: '/')]
public function index(): TemplateResponse {





This replaces the older style of writing these as special docblock comments
(e.g. /** @NoCSRFRequired */). Unlike comments, attributes are real PHP syntax; the framework
reads them directly.

Common attributes:


	#[FrontpageRoute]: declares which URL this method responds to (for regular page routes).


	#[ApiRoute]: same as above, but for OCS API routes (used with OCSController).


	#[NoAdminRequired]: allows regular (non-admin) users to access this route.


	#[NoCSRFRequired]: disables the CSRF token check — see CSRF and the #[NoCSRFRequired] attribute below.






CSRF and the #[NoCSRFRequired] attribute

CSRF (Cross-Site Request Forgery) is a web attack where a malicious site tricks your browser into
making a request to another site you are already logged into.

Nextcloud protects against this by requiring a hidden security token on most requests. When rendering
a page that users navigate to directly in their browser, there is no attack risk, so you mark it
#[NoCSRFRequired]. For routes that mutate data (saving a note, deleting a file), leave this
attribute off so the token is verified.



Dependency injection (DI)

Dependency injection is a pattern where your class asks for what it needs rather than creating it
itself. Nextcloud automatically provides the right objects based on the type hints in your
constructor.

class NoteController extends Controller {
    public function __construct(
        string $appName,
        IRequest $request,
        protected NoteMapper $mapper,   // Nextcloud creates this and passes it in
        protected IConfig $config,      // stored as a protected property automatically
    ) {
        parent::__construct($appName, $request);
    }





You do not call new NoteMapper() yourself. Nextcloud’s DI container reads the type hints
(NoteMapper, IConfig) and automatically creates and injects the right object. This keeps
code loosely coupled and easy to test.



Interface

An interface (prefixed with I in Nextcloud’s code, e.g. IRequest, IConfig) is a
contract that describes what methods an object must have without specifying how they work.
When you depend on IConfig, Nextcloud can supply its real configuration implementation, or a
test double during unit tests, and your code does not care which it receives.






How web requests work in Nextcloud


Route

A route maps a URL to a specific PHP method. When a user opens
https://your-nextcloud.example/apps/notebook/, Nextcloud looks up which method is registered
for that URL and calls it.

In modern Nextcloud apps, routes are declared directly on the method using the
#[FrontpageRoute] attribute:

#[FrontpageRoute(verb: 'GET', url: '/')]
public function index(): TemplateResponse {





You will sometimes see a dot-notation like notebook.page.index. This means: app notebook,
controller PageController, method index.



Controller

A controller is a PHP class that handles incoming web requests. Each public method in a controller
can be mapped to a URL. The method receives data from the request, performs whatever work is needed,
and returns a response.

Nextcloud has several response types:


	TemplateResponse: renders a PHP template file and returns HTML.


	JSONResponse: returns JSON data (used for APIs).


	DataResponse: like JSONResponse but with more flexibility over status codes and headers.






Template

A template is a .php file in the templates/ directory of your app. In modern Nextcloud apps
it is almost always just a single HTML mount point — a <div> that your Vue frontend attaches to.
The ID can be anything you like, as long as it matches the mount() call in your JavaScript:

<?php // templates/index.php — the entire file in a modern app ?>
<div id="notebook"></div>





// src/main.js
const app = createApp(App)
app.mount('#notebook')





The controller loads the compiled JavaScript bundle and passes initial data using IInitialState,
then returns the template:

// In the controller:
$this->initialState->provideInitialState('notes', $this->mapper->findAll());
Util::addScript('notebook', 'main');
return new TemplateResponse('notebook', 'index');





The frontend picks up that data with loadState('notebook', 'notes'); no PHP variables appear in
the template itself.

You may still encounter the older $_['key'] / p() pattern in legacy apps:

<!-- Older style — still works, but not used in new development -->
<p>Hello, <?php p($_['username']); ?></p>





p() outputs a value safely (HTML-escaped). If you see it, it belongs to an older app.






Database concepts


Migration

A migration is a PHP file that describes a change to the database schema: creating a table, adding
a column, and so on. Rather than running SQL directly, you write a migration class and apply it with
occ migrations:migrate yourapp (runs all pending migrations) or
occ migrations:execute yourapp versionnumber (runs one specific migration by version
number, useful during development).

Migrations are stored in lib/Migration/ and are numbered so they run in order. Anyone installing
your app gets the correct database structure automatically.



Entity

An entity is a PHP class that represents a single row in a database table. Each property of the
class corresponds to a column. Nextcloud’s app framework provides a base Entity class to extend:

class Note extends Entity {
    protected string $title = '';
    protected string $content = '';
    protected string $userId = '';
}







Mapper

A mapper is a PHP class responsible for reading and writing entities to the database. It extends
QBMapper (Query Builder Mapper) and provides methods like find(), findAll(),
insert(), update(), and delete(). You inject the mapper into your controller via
dependency injection; you never write raw SQL yourself.






Frontend and build tools


npm and package.json

npm is a package manager for JavaScript; it downloads and manages the JavaScript libraries your
frontend depends on. The list of dependencies lives in package.json.

Common commands:


	npm install: downloads all packages listed in package.json into node_modules/.


	npm run build: compiles your JavaScript for production.


	npm run watch: compiles automatically each time you save a file (use this during
development).




You only need to run npm install once, or when dependencies change.



Vite

Vite is a build tool that compiles modern JavaScript (and TypeScript, Vue components) into
browser-compatible files. You write your code in src/, run npm run build (or
npm run watch), and Vite outputs ready-to-use files into js/.

This step is necessary because browsers do not understand ES module imports
(import { ref } from 'vue') directly — Vite bundles everything into files the browser can load.
The npm run build and npm run watch commands invoke Vite under the hood.



Composer and composer.json

Composer is the PHP equivalent of npm; it manages PHP libraries. If your app has PHP dependencies
(for example, a Markdown parsing library), they are listed in composer.json and installed with
composer install.

For most beginner apps, you will not need to touch Composer — the skeleton generator handles it.






Nextcloud-specific terms


App ID

The app ID is the unique identifier for your app. You choose it when you create the app; it must be
lowercase and contain only letters, numbers, and underscores. It does not have to be derived from
your app’s display name in any particular way.

The one hard rule is that your folder name and the <id> in appinfo/info.xml must
be identical. Nextcloud discovers apps by reading the folder name and then verifies it against
info.xml; if they do not match, the app will not load.

For example, an app with the display name “My NoteBook” could have the ID notebook,
mynotebook, my_notebook, or anything else you choose, as long as the folder and info.xml
agree:

apps-extra/mynotebook/                    # folder name is "mynotebook"
apps-extra/mynotebook/appinfo/info.xml    # <id>mynotebook</id>  must match





The same ID appears consistently throughout the codebase:


	The folder name (apps-extra/mynotebook/)


	appinfo/info.xml as <id>mynotebook</id>


	PHP namespaces (OCA\MyNoteBook\) — PascalCase of the ID, but the ID itself is lowercase


	Route names (mynotebook.page.index)


	occ commands (occ app:enable mynotebook)






appinfo/info.xml

Every Nextcloud app has this file. It tells Nextcloud the app’s name, author, version, which
Nextcloud versions it supports, and whether it should appear in the navigation bar. Think of it as
your app’s identity card.

The <max-version> field is important: if it is lower than your running Nextcloud version, the
app is blocked from loading. To find your Nextcloud version, go to
Settings → Administration → Overview. The <id> field must match your app ID and folder name
exactly.



occ — the command-line tool

occ is Nextcloud’s command-line interface. See the
occ command reference [https://docs.nextcloud.com/server/latest/admin_manual/occ_command.html]
in the administration manual for the full list of commands.

In the Docker dev environment, prefix all occ commands with docker exec:

docker exec --user www-data master-nextcloud-1 php occ app:enable notebook





In GitHub Codespaces, run occ directly in the terminal:

sudo -E -u www-data php occ app:enable notebook





Common commands:



	Command

	What it does





	occ app:enable notebook

	Enable your app



	occ app:disable notebook

	Disable your app



	occ app:list

	List all installed apps



	occ migrations:migrate notebook

	Run all pending migrations for your app



	occ migrations:execute notebook 20240101120000

	Run a single specific migration by version number



	occ maintenance:mode --on

	Put Nextcloud in maintenance mode








OCS API

OCS (Open Collaboration Services) is an HTTP API format that Nextcloud uses for app-to-app and
client-to-server communication. When you build a REST API in a Nextcloud app, you extend
OCSController instead of the plain Controller class. Responses follow a specific envelope
format with JSON that the Nextcloud mobile and desktop clients know how to handle.



ExApp (external app)

An ExApp is an app that runs as a separate process outside of Nextcloud’s PHP process and
communicates with Nextcloud over HTTP. ExApps can be written in any language (Python, Go, Node.js).
They register themselves with Nextcloud using the AppAPI.

Classic PHP apps and ExApps are covered in separate sections of this documentation. If you are new
to Nextcloud development, start with classic PHP apps.






General web development terms


API (Application Programming Interface)

An API is a defined way for two pieces of software to talk to each other. In web development, this
usually means one program sends an HTTP request to a URL, and the other responds with structured
data (usually JSON). When your JavaScript frontend needs to load or save data, it makes an API call
to your PHP backend.



JSON

JSON (JavaScript Object Notation) is a text format for structured data:

{
  "id": 1,
  "title": "My first note",
  "content": "Hello, world!"
}





JSON is used everywhere as the common language between a frontend and a backend.



AJAX

AJAX refers to making HTTP API calls from JavaScript without reloading the page. When you click
“Save” in a web app and the page does not refresh, that is AJAX. In Nextcloud apps, you will
typically use the @nextcloud/axios library to make AJAX calls to your PHP controller.






            

          

      

      

    

  

    
      
          
            
  
Development process

This page gives an overview of how Nextcloud code is developed.


Source Code Version Control

Nextcloud uses git [https://git-scm.com/] to manage revisions of the code. Software components have their own repositories.


Branch Names

Default branches of Nextcloud and its app repositories are named main or master. Additionally, there are stable branches whenever a major version of Nextcloud is released. Those are named stableX, where X refers to the version. For Nextcloud 25, for example, the stable branch is named stable25.




Target Branches for Contributions

Any changes made to the source code go into the default branch of a repository through a pull request [https://docs.github.com/en/pull-requests].

# Switch to the default branch and update it
git checkout main
git pull origin main

# Create the new feature branch
git checkout -b feature/foo-bar

# Add and commit the changes
git add file1 file2
git commit --signoff -m 'Add foo bar'

# Push the new commit to the remote repository and open a pull request
git push origin feature/foo-bar






Bugfixes

If a contribution fixes a bug that also affects older Nextcloud or app releases, it may qualify for a backport. Backporting a fix means applying the change on an older version of the code. Git calls this operation cherry picking.

Whenever a critical bug (i.e. security vulnerability) is fixed, it is backported to all applicable major releases and - once merged - published in the next set of maintenance releases for all still supported majors (e.g. 28.0.3 -> 28.0.4).


Backporting Considerations

Major releases that have already been published do not need necessarily need every bug fix. Deciding what to backport is not obvious. There is some judgement involved here.

Here are some things to consider:


	Any major release that has not reached end-of-life status usually receives these backported fixes.


	Backporting even the simplest changes has some level of risk.


	Differences among stable branches - including of shipped and third-party apps - means there are additional variables outside of the main branch (or even versus the latest stable).


	Fixes often do not have a lot of time in the field (< 4 weeks and it’s possible no one has directly interacted with the new code outside of the original developer).




Showstoppers (never backport things that cause these):


	API changes [security related matters will be handled on a case-by-case basis since they have a unique priority]




When assessing whether a bug is critical enough to backport, here are some possible questions to ask yourself:


	Is this really a bug fix? Or is it more an enhancement or a general improvement?


	Is it even applicable to a previously published major release train?


	Is that major release train still supported?


	Is it a security vulnerability? [Yes, backport it without question.]


	How well can the change be tested?


	How confident are we in the fix?


	Is the bug likely to impact many users/environments?


	Is there any likelihood this change could inadvertenly introduce data loss?


	Is there any likelihood this change could inadvertenly introduce a security matter?


	How “hairy” is the change in general?


	Are we willing to support the backport if the change breaks something unexpected in a prior release?


	Can the change be backported as-is or will it require significant reworking?


	Is the bug causing a lot of support requests or bug reports?


	Does the main tracking Issue have a lot of upvotes/subscribers/comments?


	Is it possible to take a “wait and see” attitude about backporting (i.e. continue to test the fix in main/master branch and wait one maintenance cycle to re-evaluate and only backport if further data from the field suggests its important enough and/or low-risk enough to do so)?




Use your best judgement.

If appropriate, mention any major concerns in the backport PR so other code reviewers can consider them.

Ideally, when triggering/requesting a backport, also explain why the backport is necessary (if it’s not obvious). This will further help reviewers.

TLDR: Backporting bug fixes to older versions of code can have unintended side effects. Not every fix needs to be backported. Use caution.



Automatic Backport

In many cases the cherry pick results in a clean apply of the patch and git is able to resolve any small conflicts. In those cases it’s easiest to let the backport bot [https://github.com/nextcloud/backportbot] do the backport.

See the bot usage [https://github.com/nextcloud/backportbot#usage] for its commands.



Manual Backport

More complex changes may require the developer to do the backport manually. This can be done as follows:

# Switch to the target branch and update it
git checkout stable25
git pull origin stable25

# Create the new backport branch
git checkout -b fix/foo-stable25

# Cherry pick the change from the commit sha1 of the change against the default branch
# This might cause conflicts. Resolve them.
git cherry-pick abc123

# Push the cherry pick commit to the remote repository and open a pull request
git push origin fix/foo-stable25











            

          

      

      

    

  

    
      
          
            
  
Development environment

We have a tutorial available on setting up your development environment using docker. You can find the tutorial here [https://cloud.nextcloud.com/s/iyNGp8ryWxc7Efa?path=%2F]. We recommend you to follow that tutorial.

This page describes how to set up your development environment without docker.

Please follow the steps on this page to set up your development environment manually.


Set up Web server and database

First set up your Web server and database [https://docs.nextcloud.com/server/latest/admin_manual/installation/index.html] (Section: Manual Installation - Prerequisites).



Get the source

There are two ways to obtain Nextcloud sources:


	Using the stable version [https://docs.nextcloud.com/server/latest/admin_manual/installation/index.html]


	Using the development version from GitHub [https://github.com/nextcloud] which will be explained below.




To check out the source from GitHub [https://github.com/nextcloud] you will need to install Git (see Setting up Git [https://help.github.com/articles/set-up-git] from the GitHub help)


Gather information about server setup

To get started the basic Git repositories need to be cloned into the Web server’s directory. Depending on the distribution this will either be


	/var/www


	/var/www/html


	/srv/http




Then identify the user and group the Web server is running as and the Apache user and group for the chown command will either be


	http


	www-data


	apache


	wwwrun






Check out the code

The following commands are using /var/www as the Web server’s directory and www-data as user name and group.

Make the directory writable so you can install the code as your regular user, and don’t need root privileges:

sudo chmod o+rw /var/www





Then install Nextcloud at the root of your site from Git:

git clone https://github.com/nextcloud/server.git /var/www/
cd /var/www
git submodule update --init





If you prefer to install Nextcloud in a sub-folder, replace /var/www with /var/www/<folder>.

Create the data folder:

cd /var/www
mkdir data





Adjust permissions:

cd /var/www
sudo chown -R www-data:www-data config data apps
sudo chmod o-rw /var/www





Finally, restart the Web server (this might vary depending on your distribution):

sudo systemctl restart httpd.service





or:

sudo systemctl restart apache2.service





or:

sudo /etc/init.d/apache2 restart





Now access the installation at http://localhost/ (or the corresponding URL) in your web browser to set up your instance.



Check out external shipped apps

This optional step is especially necessary if you want to test upgrading, as the following apps are required to be present during an upgrade.

Install the viewer app:

cd /var/www/apps
git clone https://github.com/nextcloud/viewer.git





Make sure to use a version compatible with the server by checking out the matching tag.
You can check the appinfo/info.xml of the app to see if its min-version field is compatible with the current server.

When upgrading the server code you might need to upgrade the app code as well before running occ upgrade.


Note

The same applies to all the apps listed under alwaysEnabled in shipped.json [https://github.com/nextcloud/server/blob/master/core/shipped.json#L49] but most are already present in the server repository.





Enabling debug mode


Note

Do not enable this for production! This can create security problems and is only meant for debugging and development!



To disable JavaScript and CSS caching, debugging has to be enabled by setting debug to true in config/config.php:

<?php
$CONFIG = array (
    'debug' => true,
    ... configuration goes here ...
);







Keep the code up-to-date

If you have more than one repository cloned, it can be time consuming to do the same the action to all repositories one by one. To solve this, you can use the following command template:

find . -maxdepth <DEPTH> -type d -name .git -exec sh -c 'cd "{}"/../ && pwd && <GIT COMMAND>' \;





then, e.g. to pull all changes in all repositories, you only need this:

find . -maxdepth 3 -type d -name .git -exec sh -c 'cd "{}"/../ && pwd && git pull --rebase' \;





or to prune all merged branches, you would execute this:

find . -maxdepth 3 -type d -name .git -exec sh -c 'cd "{}"/../ && pwd && git remote prune origin' \;





It is even easier if you create aliases for these commands in case you want to avoid retyping those each time you need them.






            

          

      

      

    

  

    
      
          
            
  
Coding style & general guidelines


General


	Ideally, discuss your plans on the forums [https://help.nextcloud.com] to see if others want to work with you on it


	We use GitHub [https://github.com/nextcloud], please get an account there and clone the repositories you want to work on


	Fixes go directly to the main branch, nevertheless they need to be tested thoroughly.


	New features are always developed in a branch and only merged to the main branch once they are fully done.


	Software should work. We only put features into the main branch when they are complete.
It’s better to not have a feature instead of having one that works poorly.


	It is best to start working based on an issue - create one if there is none.
You describe what you want to do, ask feedback on the direction you take it and take it from there.


	When you are finished, use the merge request function on GitHub to create a pull request.
The other developers will look at it and give you feedback. You can signify that your PR is ready for review by adding the label “3. to review” to it.
See the code review page for more information


	It is key to keep changes separate and small. The bigger and more hairy a PR grows, the harder it is to get it in.
So split things up where you can in smaller changes - if you need a small improvement like a API addition for a big feature addition, get it in first rather than adding it to the big piece of work!


	Decisions are made by consensus. We strive for making the best technical decisions and as nobody can know everything, we collaborate.
That means a first negative comment might not be the final word, neither is positive feedback an immediate GO. Nextcloud is built out of modular pieces (apps) and maintainers have a strong influence.
In case of disagreement we consult other seasoned contributors.






Labels

We assign labels to issues and pull requests to make it easy to find them and to signal what needs to be done.
Some of these are assigned by the developers, others by QA, bug triagers, project lead or maintainers and so on.
It is not desired that users/reporters of bugs assign labels themselves, unless they are developers/contributors to Nextcloud.

The most important labels and their meaning:


	Tags showing the state of the issue or PR, numbered 0-4:


	0. to triage - issue or feature request needs to get triaged and approved for development


	1. to develop - ready to start development on this


	2. developing - development in progress


	3. to review - ready for review


	4. to release - reviewed PR that awaits unfreeze of a branch to get merged or has pending CI jobs


	needs info - this issue needs further information from the reporter, see Nextcloud bug triaging.
This tag is typically combined with 0. to triage to signal a bug report is not confirmed yet or a feature request has not been approved.


	needs review - this issue needs further investigation from the Nextcloud team, see Nextcloud bug triaging.






	Tags showing the type of issue or PR


	bug - this issue is a bug


	enhancement - this issue is a feature request/idea for improvement of Nextcloud


	technical debt - this issue or PR is about technical debt [https://en.wikipedia.org/wiki/Technical_debt]


	overview - this issue is a summary of a global effort, usually referencing other issues






	Tags that classify an issue or PR


	high, medium and low – signify how important the bug is.


	regression - something that worked in a previous release but is now not working as expected or missing.


	feature: *, e.g. feature: dav – these tags group tickets of specific feature or subsystems.


	design - this needs help from the design team or is a design-related issue/pull request


	good first issue - these are issues which are relatively easy to solve and ideal for people who want to learn how to code in Nextcloud






	backport-request - the pull requests also needs to be applied to older Nextcloud versions. This tag is typically assigned by automation.






User interface


	Software should get out of the way. Do things automatically instead of offering configuration options.


	Software should be easy to use. Show only the most important elements. Secondary elements only on hover or via Advanced function.


	User data is sacred. Provide undo instead of asking for confirmation - which might be dismissed [http://www.alistapart.com/articles/neveruseawarning/]


	The state of the application should be clear. If something loads, provide feedback.


	Do not adapt broken concepts (for example design of desktop apps) just for the sake of consistency. We aim to provide a better interface, so let’s find out how to do that!


	Regularly reset your installation to see how the first-run experience is like. And improve it.


	Ideally do usability testing [http://jancborchardt.net/usability-in-free-software] to know how people use the software.


	For further UX principles, read Alex Faaborg from Mozilla [http://uxmag.com/articles/quantifying-usability].






Coding standards


	Maximum line-length of 80 characters


	Use tabs to indent


	A tab is 4 spaces wide


	Opening braces of blocks are on the same line as the definition


	Quotes: ‘ for everything, “ for HTML attributes (<p class=”my_class”>)


	End of Lines : Unix style (LF / ‘n’) only


	No global variables or functions


	Code should be tested, ideally with unit and integration tests.


	When you git pull, always git pull --rebase to avoid generating extra commits like: merged main into main




The most part of Nextcloud is written in PHP, Typescript / JavaScript, so we have some more fine grained coding standards for those languages:



	PHP coding standards

	JavaScript and Typescript

	CSS and HTML coding standards







License headers

Nextcloud is licensed under the GNU Affero General Public License v3.0 [https://www.gnu.org/licenses/agpl].
From 16 June 2016, we switched to “GNU Affero General Public License v3.0 or later” for better long-term maintainability.

If you create a new file please use this header:

/**
 * SPDX-FileCopyrightText: [year] [your name] [<your email address>]
 * SPDX-License-Identifier: AGPL-3.0-or-later
 */





The year should then be the creation time and the email address is optional.

If you edit an existing file please, please keep the existing license header as it is and just add your copyright notice, if you consider your changes substantial enough to claim copyright.

In order to do so there are two options:


	If a generic header is already present, please just add yourself to the AUTHORS.md file


	If no generic header is present, you can add yourself with a copyright line as described above. As a rule of thumb, this is the case if you contributed more than seven lines of code.




An example of a generic license header where adding yourself to the AUTHORS.md
file is preferred please see the example below

/**
 * SPDX-FileCopyrightText: 2024 Nextcloud GmbH and Nextcloud contributors
 * SPDX-License-Identifier: AGPL-3.0-or-later
 */





The Nextcloud GmbH part only applies to employees of the company not to contributors.

For more, general information on SPDX headers and their usage for reuse-compliance, please see


	REUSE [https://reuse.software/]


	SPDX [https://spdx.dev/]








            

          

      

      

    

  

    
      
          
            
  
PHP coding standards

Starting with Nextcloud 19 there is a shared PHP Coding Standards Fixer [https://github.com/FriendsOfPhp/PHP-CS-Fixer] configuration you can use to automatically format your app’s source code. For full details see the repository on GitHub [https://github.com/nextcloud/coding-standard/].

Always use:

<?php





at the start of your php code. The final closing:

?>





should not be used at the end of the file due to the possible issue of sending white spaces [https://stackoverflow.com/questions/4410704/php-closing-tag].


Comments

All API methods need to be marked with PHPDoc [https://en.wikipedia.org/wiki/PHPDoc] markup. An example would be:

<?php

/**
 * Description what method does
 * @param Controller $controller the controller that will be transformed
 * @param API $api an instance of the API class
 * @throws APIException if the api is broken
 * @since 4.5
 * @return string a name of a user
 */
public function myMethod(Controller $controller, API $api) {
  // ...
}







Objects, functions, arrays & variables

Use UpperCamelCase for Objects, lowerCamelCase for functions and variables. If you set
a default function/method parameter, do not use spaces. Do not prepend private
class members with underscores.

class MyClass {

}

function myFunction($default=null) {

}

$myVariable = 'blue';

$someArray = array(
    'foo'  => 'bar',
    'spam' => 'ham',
);

?>







Operators

Use === and !== instead of == and !=.

Here’s why:

<?php

var_dump(0 == "a"); // 0 == 0 -> true
var_dump("1" == "01"); // 1 == 1 -> true
var_dump("10" == "1e1"); // 10 == 10 -> true
var_dump(100 == "1e2"); // 100 == 100 -> true

?>







Control structures


	Always use { } for one line ifs


	Split long ifs into multiple lines


	Always use break in switch statements and prevent a default block with warnings if it shouldn’t be accessed




<?php

// single line if
if ($myVar === 'hi') {
    $myVar = 'ho';
} else {
    $myVar = 'bye';
}

// long ifs
if (   $something === 'something'
    || $condition2
    && $condition3
) {
  // your code
}

// for loop
for ($i = 0; $i < 4; $i++) {
    // your code
}

switch ($condition) {
    case 1:
        // action1
        break;

    case 2:
        // action2;
        break;

    default:
        // defaultaction;
        break;
}

?>







Unit tests

Unit tests must always extend the \Test\TestCase class, which takes care
of cleaning up the installation after the test.

If a test is run with multiple different values, a data provider must be used.
The name of the data provider method must not start with test and must end
with Data.

<?php
namespace Test;
class Dummy extends \Test\TestCase {
    public function dummyData() {
        return array(
            array(1, true),
            array(2, false),
        );
    }

    /**
     * @dataProvider dummyData
     */
    public function testDummy($input, $expected) {
        $this->assertEquals($expected, \Dummy::method($input));
    }
}









            

          

      

      

    

  

    
      
          
            
  
JavaScript and Typescript



	General rules and advice


	ESLint config


	Filesystem structure


	Filenames










	Code style


	General


	Naming and casing


	Indentation


	Semicolons






	Strings


	Arrays


	Functions


	Objects


	Operators


	Control structures










General rules and advice


	Nextcloud uses Vue.js for its interface, for a consistent user interface we recommend apps to also use Vue with provided components.
Yet also vanilla JavaScript and HTML can be used.


	We recommend using Typescript for its type checking and improved static code analysis features.


	Do not create global variables, instead if needed use global namespace objects like OCA.YourApp.…


	Use JavaScript strict mode (automatically the case when using JavaScript modules)





ESLint config

There is a shared configuration for eslint [https://eslint.org/] that you can use to automatically format your Nextcloud apps’s JavaScript and Typescript code.
It consists of two parts: a config package [https://github.com/nextcloud-libraries/eslint-config] that contains the formatting preferences
and a plugin [https://github.com/nextcloud-libraries/eslint-plugin] to detect deprecated and removed APIs in your code. See their readmes for instructions.



Filesystem structure

For vanilla JavaScript we recommend the following structure:


	
	appid/: Root of the app
	
	
	js/: JavaScript files
	
	appid.js: Your app entry point










	
	css/: Location for all CSS files
	
	appid.css




















When using a bundler to compile Typescript (or JavaScript) we recommend the following structure:


	
	appid/: Root of the app
	
	js/: Compiled JavaScript files


	css/: Compiled CSS output


	
	src/: Root of all source files
	
	components/: Location of Vue components


	composables/: Location of Vue composables


	services/: Location for service files like API abstractions


	stores/: Location of Pinia stores


	views/: Location of views


	main.ts: Main entry point of your app





















Filenames

We do not have strict rules for filenames, either kebab case or camel case will work.

Yet we strongly recommend for Vue apps to follow the Vue recommendations and use the same filename as the component name.
E.g. if your component is called AppRoot then the file should be called AppRoot.vue.





Code style


General


Naming and casing


	Use camelCase for



	functions


	methods


	properties


	variables









	Use PascalCase for



	classes


	enums


	types


	interfaces


	Vue components









	For readability only capitalize the first letter of abbreviations like callHttpApi() instead of callHTTPAPI().


	Sub-components should be prefixed.
E.g. splitting a component like FileListEntry into smaller components called FileListEntryName, FileListEntryIcon …


	Components should not have single-word names, this could conflict with current or future native HTML tags as these are always single-word.
E.g. if you have a settings view, do not call it Settings but SettingsView or UserSettings etc.





Use camelCase for functions, methods, properties, and variables





	✅ Do

	❌ Don’t





	const fileId = 123
const obj = {
    myProperty: false,
}
doSomething()






	const file_id = 123
const obj = {
    'my-property': false,
}
do_something()












Use PascalCase for classes, interfaces, types and Vue components





	✅ Do

	❌ Don’t





	class MyClass { /* ... */ }
interface IRequest { /* ... */ }
type Arguments = string[]






	class myClass { /* ... */ }
interface I_request { /* ... */ }
type arguments = string[]













Indentation


	Use tabs instead of spaces for indenting - tab width is 4 spaces.



	You can align e.g. comments using spaces if needed.













Semicolons


Avoid semicolons where not needed.





	✅ Do

	❌ Don’t





	const text = 'foo'
doSomething()






	const text = 'foo';
doSomething();








	const text = 'foo'
;(someProp as SomeType).handle()






	








Strings


Use single quotes.





	✅ Do

	❌ Don’t





	const text = 'foo'






	const text = "foo"












Prefer template literals for readability.





	✅ Do

	❌ Don’t





	const text = `Hello ${username}!`






	const text = 'Hello ' + username













Arrays


Avoid multiple properties on the same line





	✅ Do

	❌ Don’t





	const arr = [
    'first',
    'second',
    'third',
]






	const arr = ['first', 'second', 'third']












Use dangling commas, this reduces the diff when adding new properties.





	✅ Do

	❌ Don’t





	const arr = [
    'first',
    'second',
    'third',
]






	const arr = [
    'first',
    'second',
    'third'
]








	const arr = [
    'first',
    'second',
+   'third',
]






	const arr = [
    'first',
-   'second'
+   'second',
+   'third'
]













Functions


	No spaces between function name and parameters.


	Braces on same line as the definition.


	Use consistent new lines in parameters (either all on one line, or one parameter per line).


	For top-level functions, prefer regular functions over arrow functions.
In Javascript functions defined with the function keyword will be hoisted, thus can even be used in other functions above their definition.
Also using the function keyword makes the definition more explicit for readability.
For callbacks anonymous arrow functions are often better suited as they do not create their own this binding.


	Always use parenthesis for arrow functions. This helps for readability and prevents issues if parameters are added.


	When using implicit return values in arrow functions with multi-line body use parenthesis around the body.





No space between function name and parameters





	✅ Do

	❌ Don’t





	doSomething(1, false)






	doSomething (1, false)












Braces on same line as the definition.





	✅ Do

	❌ Don’t





	function foo(name: string): boolean {
    // do something
}






	function foo(name: string): boolean
{
    // do something
}








	function bar(
    firstName: string,
    lastName: string,
): boolean {
    // do something
}






	function bar(
    firstName: string,
    lastName: string,
): boolean
{
    // do something
}








	const arrow = (name: string) => {
    // do something
}






	const arrow = (name: string) =>
{
    // do something
}












Use consistent new lines in function parameters





	✅ Do

	❌ Don’t





	function doSomething(num: number, enable: boolean) {
    // ...
}






	function doSomething(num: number,
    enable: boolean) {
    // ...
}








	function doSomething(
    num: number,
    enable: boolean,
) {
    // ...
}






	function doSomething(
    num: number, enable: boolean,
) {
    // ...
}












Prefer regular top-level functions.





	✅ Do

	❌ Don’t





	export function doSomething(num: number, enable: boolean) {
    // ...
}






	export const doSomething = (num: number, enable: boolean) => {
    // ...
}








	someArray.map((item) => item.name)
// or
someArray.map((item) => {
    return item.name
})






	// while this is valid and work
someArray.map(function (item) {
    return item.name
})
// there is a caveat with accessing "this"
someArray.map(function (item) {
    // "this" is not the previous context
    // but the context of the callback function.
    // Thus this.category will be undefined.
    return `${this.category}: ${item.name}`
})












Always use parenthesis for arrow function parameters.





	✅ Do

	❌ Don’t





	myArray.map((item) => item.name)






	myArray.map(item => item.name)








	myArray.map((item, index) => getName(item, index))






	






Use parenthesis for multi-line body of arrow functions.





	✅ Do

	❌ Don’t





	myArray.map((item) => (
    item.value
        ? 'yes'
        : 'no'
))






	myArray.map((item) => item.value
    ? 'yes'
    : 'no'
)








	myArray.map((item) => ({
    prop: item.value,
    other: true,
}))






	







Objects


Only quote properties when needed.





	✅ Do

	❌ Don’t





	const obj = {
    noQuotesNeeded: true,
    'quotes-needed': false,
}






	const obj = {
    'noQuotesNeeded': true,
    'quotes-needed': false,
}












Prefer shorthand properties





	✅ Do

	❌ Don’t





	const name = 'jdoe'
// ...
const obj = {
    name,
    id: 123,
}






	const name = 'jdoe'
// ...
const obj = {
    name: name,
    id: 123,
}












Avoid multiple properties on the same line





	✅ Do

	❌ Don’t





	const obj = {
    first: 1,
    second: 'two',
}






	const obj = { first: 1, second: 'two' }












Add spaces around content when needed





	✅ Do

	❌ Don’t





	const obj = { prop: true }






	const obj = {prop: true}












Use dangling commas, this reduces the diff when adding new properties.





	✅ Do

	❌ Don’t





	const obj = {
    first: 1,
    second: 2,
}






	const obj = {
    first: 1,
    second: 2
}








	const obj = {
    first: 1,
    second: 2,
+   third: 3,
}






	const obj = {
    first: 1,
-   second: 2
+   second: 2,
+   third: 3
}













Operators


	Always use === and !== instead of == and !=


	Prefer explicit comparisons




Here’s why:

'' == '0'           // false
0 == ''             // true
0 == '0'            // true

false == 'false'    // false
false == '0'        // true

false == undefined  // false
false == null       // false
null == undefined   // true

' \t\r\n ' == 0     // true






Use explicit comparisons





	✅ Do

	❌ Don’t





	if (array.length > 0) { /* ... */ }






	if (array.length) { /* ... */ }








	
	if (array) { /* this is always true! */ }













Control structures


	Always use braces, also for one line ifs


	Split long ifs into multiple lines


	Always use break in switch statements and prevent a default block with warnings if it shouldn’t be accessed





Always use braces.





	✅ Do

	❌ Don’t





	if (myVar === 'hi') {
    doSomething()
}






	if (array.length > 0) doSomething()








	for (let i = 0; i < 4; i++) {
    // your code
}






	for (let i = 0; i < 4; i++)
    // your code












Split long conditions into multiple lines.





	✅ Do

	❌ Don’t





	if (something === 'something'
    || condition2
    && condition3
) {
    // your code
}






	if (something === 'something' || condition2 && condition3) {
    // your code
}
















            

          

      

      

    

  

    
      
          
            
  
CSS and HTML coding standards


HTML


	HTML should be HTML5 compliant


	Avoid more than one tag per line


	Always indent blocks


	Try to avoid IDs instead prefer classes.




DO

<button>
    <span class="icon icon-close"></span>
    Close
</button>





DON’T

<button><span class="icon icon-close"></span>Close</button>







CSS


	Do not bind your CSS too much to your HTML structure.


	Try to avoid using IDs and tags for query selectors, but use classes.


	Try to make your CSS reusable by grouping common attributes into classes.


	Take a look at the Writing Tactical CSS & HTML [https://www.youtube.com/watch?v=hou2wJCh3XE&feature=plcp] video on YouTube.




DO:

.list {
    list-style-type: none;
}

.list > .list__item {
    display: inline-block;
}

.important_list_item {
    color: red;
}





DON’T:

#content .myHeader ul {
    list-style-type: none;
}

#content .myHeader ul li.list_item {
    color: red;
    display: inline-block;
}






Naming convention

We recommend to use the BEM (Block-Element-Modifier) naming convention for CSS classes.
BEM helps with making CSS reusable and better maintainable, especially when using pre-processors like SASS.

DO:

.button {
    background-color: var(--color-main-background);
}

.button--primary {
    background-color: var(--color-primary);
}

.button__icon {
    width: 20px;
}





DON’T:

button.btn {
    background-color: var(--color-main-background);
}

button.btn.primary {
    background-color: var(--color-primary);
}
button.btn span.myIcon {
    width: 20px;
}
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Request lifecycle

A typical HTTP request consists of the following:


	A URL: e.g. /index.php/apps/myapp/something


	Request Parameters: e.g. ?something=true&name=tom


	A Method: e.g. GET


	Request headers: e.g. Accept: application/json




The following sections will present an overview over how that request is being processed to provide an in depth view over how Nextcloud works. If you are not interested in the internals or don’t want to execute anything before and after your controller, feel free to skip this section and continue directly with defining your app’s routes.


Front controller

In the beginning, all requests are sent to Nextcloud’s index.php which in turn executes lib/base.php. This file inspects the HTTP headers, abstracts away differences between different Web servers and initializes the basic classes. Afterwards the basic apps are being loaded in the following order:


	Authentication backends


	Filesystem


	Logging




The type of the app is determined by inspecting the app’s configuration file (appinfo/info.xml). Each installed app is being loaded and executed (see Bootstrap). That means that if you want to execute code before a specific app is being run, you can place code in your app’s Navigation and pre-app configuration file.

Afterwards the following steps are performed:


	Try to authenticate the user


	Load and execute all the remaining apps’ Navigation and pre-app configuration files


	Load and run all the routes in the apps’ appinfo/routes.php


	Execute the router








            

          

      

      

    

  

    
      
          
            
  
Routing

Routes map a URL and a method to a controller method. Routes are defined inside appinfo/routes.php by returning them as an array:

<?php
return [
    'routes' => [
        ['name' => 'page#index', 'url' => '/', 'verb' => 'GET'],
    ],
];






Added in version 29: You can also use attributes on the Controller method to define routes.
They support all the same parameters (except for name which is not needed).
FrontpageRoute has to be used for routes that were in the routes section and ApiRoute has to be used for routes that were in the ocs section.



#[FrontpageRoute(verb: 'GET', url: '/')]





The route array contains the following parts:


	url: The URL that is matched after /index.php/apps/myapp


	name: The controller and the method to call; page#index is being mapped to PageController->index(), articles_api#drop_latest would be mapped to ArticlesApiController->dropLatest(). The controller in the example above would be stored in lib/Controller/PageController.php. This parameter is not needed for the attributes.


	verb (Optional, defaults to GET): The HTTP method that should be matched, (e.g. GET, POST, PUT, DELETE, HEAD, OPTIONS, PATCH)


	requirements (Optional): lets you match and extract URLs that have slashes in them (see Matching subURLs)


	postfix (Optional): lets you define a route id postfix. Since each route name will be transformed to a route id (page#method -> myapp.page.method) and the route id can only exist once you can use the postfix option to alter the route id creation by adding a string to the route id, e.g., ‘name’ => ‘page#method’, ‘postfix’ => ‘test’ will yield the route id myapp.page.methodtest. This makes it possible to add more than one route/URL for a controller method


	defaults (Optional): If this setting is given, a default value will be assumed for each URL parameter which is not present. The default values are passed in as a key => value pair array





OCS routes

Registering of OCS routes requires to use a corresponding controller.
Additionally, the route must be configured to be an OCS route in the router.
To do so, you use the ocs key in the routes.php file instead of the key routes.
The rest of the structure is the same.

You can of course have both index.php and OCS routes.

<?php
return [
    'routes' => [
        ['name' => 'page#index', 'url' => '/', 'verb' => 'GET'],
    ],
    'ocs' => [
        ['name' => 'api#data', 'url' => '/v1/data', 'verb' => 'GET'],
    ],
];





The prefix for OCS routes is /ocs/v2.php/apps/<APPNAME>/.
So, the configured URL for the OCS endpoint in the example would be <server>/ocs/v2.php/apps/<APPNAME>/v1/data.


Added in version 29: Similar to FrontpageRoute, you can use ApiRoute as attribute to mark a route in the controller directly.

This is equivalent to the configuration in the routes.php above.

// In class ApiController that is a OCSController
#[ApiRoute(verb: 'GET', url: '/v1/data')]
function data() { /* ... */ }









Extracting values from the URL

It is possible to extract values from the URL to allow RESTful URL design. To extract a value, you have to wrap it inside curly braces:

<?php

// Request: GET /index.php/apps/myapp/authors/3

// appinfo/routes.php
['name' => 'author#show', 'url' => '/authors/{id}', 'verb' => 'GET'],

// controller/authorcontroller.php
class AuthorController {
    public function show(string $id): Response {
        // $id is '3'
    }
}





The identifier used inside the route is being passed into controller method by reflecting the method parameters. So basically if you want to get the value {id} in your method, you need to add $id to your method parameters.



Matching subURLs

Sometimes it is needed to match more than one URL fragment. An example would be to match a request for all URLs that start with OPTIONS /index.php/apps/myapp/api. To do this, use the requirements parameter in your route which is an array containing pairs of ‘key’ => ‘regex’:

<?php

// Request: OPTIONS /index.php/apps/myapp/api/my/route

// appinfo/routes.php
array('name' => 'author_api#cors', 'url' => '/api/{path}', 'verb' => 'OPTIONS',
      'requirements' => array('path' => '.+')),

// controller/authorapicontroller.php
class AuthorApiController {
    public function cors(string $path): Response {
        // $path will be 'my/route'
    }
}







Default values for subURL

Apart from matching requirements, a subURL may also have a default value. Say you want to support pagination (a ‘page’ parameter) for your /posts subURL that displays posts entries list. You may set a default value for the ‘page’ parameter, that will be used if not already set in the URL. Use the defaults parameter in your route which is an array containing pairs of ‘urlparameter’ => ‘defaultvalue’:

<?php

// Request: GET /index.php/app/myapp/post

// appinfo/routes.php
array(
    'name'     => 'post#index',
    'url'      => '/post/{page}',
    'verb'     => 'GET',
    'defaults' => array('page' => 1) // this allows same URL as /index.php/myapp/post/1
),

// controller/postcontroller.php
class PostController {
    public function index(int $page = 1): Response {
        // $page will be 1
    }
}







Registering resources

When dealing with resources, writing routes can become quite repetitive since most of the time routes for the following tasks are needed:


	Get all entries


	Get one entry by id


	Create an entry


	Update an entry


	Delete an entry




To prevent repetition, it’s possible to define resources. The following routes:

<?php
return [
    'routes' => [
        ['name' => 'author#index', 'url' => '/authors', 'verb' => 'GET'],
        ['name' => 'author#show', 'url' => '/authors/{id}', 'verb' => 'GET'],
        ['name' => 'author#create', 'url' => '/authors', 'verb' => 'POST'],
        ['name' => 'author#update', 'url' => '/authors/{id}', 'verb' => 'PUT'],
        ['name' => 'author#destroy', 'url' => '/authors/{id}', 'verb' => 'DELETE'],
        // your other routes here
    ],
];





can be abbreviated by using the resources key:

<?php
return [
    'resources' => [
        'author' => ['url' => '/authors'],
    ],
    'routes' => [
        // your other routes here
    ],
];







Using the URLGenerator

Sometimes it is useful to turn a route into a URL to make the code independent from the URL design or to generate a URL for an image in img/. Inside the PageController the URL generator can be injected by adding it to the constructor, which will allow to use it to generate a URL for a redirect. For more details on that see the Basic Pattern of Dependency Injection reference.

<?php
namespace OCA\MyApp\Controller;

use \OCP\IRequest;
use \OCP\IURLGenerator;
use \OCP\AppFramework\Controller;
use \OCP\AppFramework\Http\RedirectResponse;

class PageController extends Controller {

    private $urlGenerator;

    public function __construct(string $appName, IRequest $request,
                                IURLGenerator $urlGenerator) {
        parent::__construct($appName, $request);
        $this->urlGenerator = $urlGenerator;
    }

    /**
     * Redirects to /apps/news/myapp/authors/3
     */
    public function redirect(): RedirectResponse {
        // route name: author_api#do_something
        // route url: /apps/news/myapp/authors/{id}

        // # needs to be replaced with a . due to limitations and prefixed
        // with your app id
        $route = 'myapp.author_api.do_something';
        $parameters = ['id' => 3];

        $url = $this->urlGenerator->linkToRoute($route, $parameters);

        return new RedirectResponse($url);
    }
}





URLGenerator is case sensitive, so appName must match exactly the name you use in configuration.
If you use a CamelCase name as myCamelCaseApp,

<?php
$route = 'myCamelCaseApp.author_api.do_something';







Console commands

Two occ commands help inspect and debug the routing table:

router
 router:list   list routes, optionally filtered by app
 router:match  match a URL path to a route






router:list

List all registered routes. Optionally filter to one or more apps:

sudo -E -u www-data php occ router:list
sudo -E -u www-data php occ router:list myapp





Use --ocs to show only OCS API routes, or --index to show only
index.php routes:

sudo -E -u www-data php occ router:list --ocs
sudo -E -u www-data php occ router:list myapp --index







router:match

Match a URL path against the routing table and show which route and controller
it resolves to. Useful for debugging why a request is landing in the wrong
place:

sudo -E -u www-data php occ router:match /apps/myapp/authors/3





Use --method to match against a specific HTTP verb (default: GET):

sudo -E -u www-data php occ router:match /apps/myapp/authors/3 --method=POST










            

          

      

      

    

  

    
      
          
            
  
Containers / Dependency Injection


Introduction

Modern software applications are composed of various components that need to interact
with one another. Traditionally, objects create their own dependencies internally,
which leads to tight coupling and makes code harder to test, maintain, and extend.
Dependency injection (DI) [https://en.wikipedia.org/wiki/Dependency_injection] is
a software design pattern that helps solve this problem by having dependencies provided
from the outside, rather than being constructed inside the object itself.

Dependency injection may sound like a big concept, but it’s really just about making
your code easier to work with and more flexible. Instead of each part of your app
creating the things it needs by itself, those “dependencies” are handed to it – usually
by a special helper called a container. This means your classes don’t need to know how
to create their collaborators; they just need to know how to use them.

The App Framework in Nextcloud assembles applications using a container based on this
design pattern. This approach leads to more modular, testable, and maintainable code.

Using dependency injection is about more than just elegant code. When all apps follow
this pattern:


	It’s easier to test and upgrade both apps and the server, since dependencies can be
swapped out or mocked.


	Apps stay decoupled from internal server details, making it safer for Nextcloud to
evolve without breaking your app.


	Core features like autowiring, service discovery, and new APIs become available to all
apps without extra boilerplate.


	Memory and resource usage can be reduced.


	New services or APIs become easier to adopt as Nextcloud evolves.




By sharing a consistent approach to building and wiring up dependencies, everyone –
core and app developers alike – benefits from a more robust, secure, and future-proof
platform.

If you are unfamiliar with the DI design pattern, don’t worry – it’s widely used in
modern frameworks, and you’ll soon become comfortable with it. You can also watch the
following video introduction:


	Google Clean Code Talks [https://www.youtube.com/watch?v=RlfLCWKxHJ0]






Basic Pattern of Dependency Injection

The essence of dependency injection is: don’t instantiate dependencies directly inside
your classes or methods, but instead pass them in as parameters. This allows swapping
out dependencies (such as with mocks in unit tests), makes dependencies explicit, and
centralizes object creation logic.

For example, consider the following pattern:

/**
 * Without dependency injection:
 */

use OCP\IDBConnection;

class AuthorMapper {

  // Define a property to store the dependency
  private IDBConnection $db;

  public function __construct() {
    // The dependency is instantiated within the class
    $this->db = new Db();
  }
}





With dependency injection, you would instead request the dependency as part of the constructor parameters:

/**
 * Using dependency injection:
 */

use OCP\IDBConnection;

class AuthorMapper {

  // Define a property to store the dependency
  private IDBConnection $db;

  // The dependency is passed in from outside (typically by the container)
  public function __construct(IDBConnection $db) {
    // Assigned to the property
    $this->db = $db;
  }
}





Or, more succinctly, by using constructor property promotion (available in current PHP versions).
The following is exactly equivalent:

/**
 * Using dependency injection with constructor property promotion:
 */

use OCP\IDBConnection;

class AuthorMapper {

  /**
   * Constructor property promotion with DI reduces boilerplate code by
   * handling everything within the constructor parameters. The example below
   * does exactly the same thing as the prior example, but in less code:
   *
   * - The dependency is passed in from outside (by the container)
   * - The private property is established to store the dependency
   * - The dependency is assigned directly to that property
   */
  public function __construct(private IDBConnection $db) {
  }
}







Advantages


	Testability: You can inject mock objects for unit testing.


	Maintainability: Changing how a dependency is constructed (in the container)
updates it wherever it is injected in the application.


	Explicitness: Dependencies are clearly listed in constructors or method signatures,
improving readability and maintainability.






Controller Injection

For controllers, Nextcloud allows dependencies to also be injected directly into
individual methods, not just constructors. This is referred to as method injection and
enables you to specify dependencies only where needed, potentially reducing resource
usage for rarely required services.


lib/Controller/ApiController.php

<?php

namespace OCA\MyApp\Controller;

use OCA\MyApp\Service\BarService;
use OCA\MyApp\Service\FooService;
use OCP\AppFramework\Controller;
use OCP\IRequest;

class ApiController extends Controller {
    public function __construct(string $appName, IRequest $request) {
        parent::__construct($appName, $request);
    }

    public function foo(FooService $service) {
        $service->foo();
    }

    public function bar(BarService $service) {
        $service->bar();
    }
}









Using a container


Note

Please do use automatic dependency injection (see below). For most
apps there is no need to register services manually.



Passing dependencies into the constructor rather than instantiating them in the
constructor has the following drawback: Every line in the source code where
new AuthorMapper is being used has to be changed, once a new constructor
argument is being added to it.

The solution for this particular problem is to limit the new AuthorMapper to
one file, the container. The container contains all the factories for creating
these objects and is configured in lib/AppInfo/Application.php.

Nextcloud 20 and later uses the PSR-11 standard for the container interface, so working
with the container might feel familiar if you’ve worked with other php applications
before that also adhere to the convention.

To add the app’s classes simply open the lib/AppInfo/Application.php and
use the IRegistrationContext::registerService method:

<?php

namespace OCA\MyApp\AppInfo;

use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IRegistrationContext;
use OCP\IDBConnection;
use OCP\IRequest;
use OCA\MyApp\Controller\AuthorController;
use OCA\MyApp\Service\AuthorService;
use OCA\MyApp\Db\AuthorMapper;
use Psr\Container\ContainerInterface;

class Application extends App implements IBootstrap {

  public function __construct(array $urlParams = []){
    parent::__construct('myapp', $urlParams);
  }

  public boot(IBootContext $context): void {
    // ...
  }

  /**
   * Define your dependencies in here
   */
  public function register(IRegistrationContext $context): void {
    /**
     * Controllers
     */
    $context->registerService(AuthorController::class, function(ContainerInterface $c): AuthorController {
      return new AuthorController(
        $c->get('appName'),
        $c->get(IRequest::class),
        $c->get(AuthorService::class)
      );
    });

    /**
     * Services
     */
    $context->registerService(AuthorService::class, function(ContainerInterface $c): AuthorService {
      return new AuthorService(
        $c->get(AuthorMapper::class)
      );
    });

    /**
     * Mappers
     */
    $context->registerService(AuthorMapper::class, function(ContainerInterface $c): AuthorMapper {
      return new AuthorMapper(
        $c->get(IDBConnection::class)
      );
    });
  }
}







How the container works

The container works in the following way:


	A request comes in and is matched against a route (for the AuthorController in this case)


	The matched route queries AuthorController service from the container:

return new AuthorController(
  $c->get('appName'),
  $c->get(IRequest::class),
  $c->get(AuthorService::class)
);







	The appName is queried and returned from the base class


	The Request is queried and returned from the server container


	AuthorService is queried. This triggers the registered Callable:

$container->registerService(AuthorService::class, function(ContainerInterface $c): AuthorService {
  return new AuthorService(
    $c->get(AuthorMapper::class)
  );
});







	AuthorMapper is queried:

$container->registerService(AuthorMapper::class, function(ContainerInterface $c): AuthorMapper {
  return new AuthorMapper(
    $c->get(IDBConnection::class)
  );
});







	The database connection is returned from the server container


	Now AuthorMapper has all of its dependencies and can be constructed by the DI code. The object is returned.


	AuthorService gets the AuthorMapper, is constructed, and returns the object


	AuthorController gets the AuthorService and finally the controller can be instantiated and the object is returned




So basically the container is used as a giant factory to build all the classes that are needed for the application. Because it centralizes all the creation of objects (the new Class() lines), it is very easy to add new constructor parameters without breaking existing code: only the __construct method and the container line where the new is being called need to be changed.



Use automatic dependency assembly (recommended)

In Nextcloud it is possible to build classes and their dependencies without having to explicitly register them on the container, as long as the container can reflect [https://www.php.net/manual/en/book.reflection.php] the constructor and look up the parameters by their type. This concept is widely known as auto-wiring.


How does auto-wiring work

Automatic assembly creates new instances of classes just by looking at the class name and its constructor parameters. For each constructor parameter the type or the argument name is used to query the container, e.g.:


	SomeType $type will use $container->get(SomeType::class)


	$variable will use $container->get(‘variable’)




If all constructor parameters are resolved, the class will be created, saved as a service and returned.

So basically the following is now possible:

<?php
namespace OCA\MyApp;

class MyTestClass {}

class MyTestClass2 {
    public MyTestClass $class;
    public string $appName;

    public function __construct(MyTestClass $class, string $appName) {
        $this->class = $class;
        $this->appName = $appName;
    }
}

$app = new \OCP\AppFramework\App('myapp');

$class2 = $app->getContainer()->get(MyTestClass2::class);

$class2 instanceof MyTestClass2;  // true
$class2->class instanceof MyTestClass;  // true
$class2->appName === 'myname';  // true
$class2 === $app->getContainer()->get(MyTestClass2::class);  // true






Note

$appName is resolved because the container registered a parameter under the key ‘appName’ which will return the app id.





How does it affect the request lifecycle


	A request comes in


	All apps’ routes.php files are loaded


	If a routes.php file returns an array, and an appname/lib/AppInfo/Application.php exists, include it, create a new instance of \OCA\AppName\AppInfo\Application.php and register the routes on it. That way a container can be used while still benefitting from the new routes behavior


	If a routes.php file returns an array, but there is no appname/lib/AppInfo/Application.php, create a new \OCP\AppFramework\App instance with the app id and register the routes on it






	A request is matched for the route, e.g. with the name page#index


	The appropriate container is being queried for the entry PageController (to keep backwards compatibility)


	If the entry does not exist, the container is queried for OCA\AppName\Controller\PageController and if no entry exists, the container tries to create the class by using reflection [https://www.php.net/manual/en/book.reflection.php] on its constructor parameters






How does this affect controllers

The only thing that needs to be done to add a route and a controller method is now:

myapp/appinfo/routes.php

<?php
return ['routes' => [
    ['name' => 'page#index', 'url' => '/', 'verb' => 'GET'],
]];





myapp/appinfo/lib/Controller/PageController.php

<?php
namespace OCA\MyApp\Controller;

use OCP\IRequest;

class PageController {
    public function __construct($appName, IRequest $request) {
        parent::__construct($appName, $request);
    }

    public function index() {
        // your code here
    }
}





There is no need to wire up anything in lib/AppInfo/Application.php. Everything will be done automatically.



How to deal with interface and primitive type parameters

Interfaces and primitive types can not be instantiated, so the container can not automatically assemble them. The actual implementation needs to be wired up in the container:

<?php

namespace OCA\MyApp\AppInfo;

use OCA\MyApp\Db\AuthorMapper;
use OCA\MyApp\Db\IAuthorMapper;

use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IRegistrationContext;
use Psr\Container\ContainerInterface;

class Application extends App implements IBootstrap {

    public function __construct(array $urlParams = []){
        parent::__construct('myapp', $urlParams);
    }

    public boot(IBootContext $context): void {
        // ...
    }

    /**
     * Define your dependencies in here
     */
    public function register(IRegistrationContext $context): void {
        // AuthorMapper requires a location as string called $TableName
        $context->registerParameter('TableName', 'my_app_table');

        // the interface is called IAuthorMapper and AuthorMapper implements it
        $context->registerService(IAuthorMapper::class, function (ContainerInterface $c): AuthorMapper {
            return $c->get(AuthorMapper::class);
        });

        // Less verbose alternative
        $context->registerServiceAlias(IAuthorMapper::class, AuthorMapper::class);
    }

}







Predefined core services

The following parameter names and type hints can be used to inject core services instead of using $container->getServer()->getServiceX()

Parameters:


	appName: The app id


	userId: The id of the current user


	webRoot: The path to the Nextcloud installation




Aliases:


	AppName: resolves to appName (deprecated)


	Request: resolves to \OCP\IRequest


	ServerContainer: resolves to \OCP\IServerContainer (deprecated)


	UserId: resolves to userId (deprecated)


	WebRoot: resolves to webRoot (deprecated)




Types:


	\OCP\IAppConfig


	\OCP\IAppManager


	\OCP\IAvatarManager


	\OCP\Activity\IManager


	\OCP\ICache


	\OCP\ICacheFactory


	\OCP\IConfig


	\OCP\AppFramework\Utility\IControllerMethodReflector


	\OCP\Contacts\IManager


	\OCP\IDateTimeZone


	\OCP\IDBConnection


	\OCP\Diagnostics\IEventLogger


	\OCP\Diagnostics\IQueryLogger


	\OCP\Files\Config\IMountProviderCollection


	\OCP\Files\IRootFolder


	\OCP\IGroupManager


	\OCP\IL10N


	\OCP\BackgroundJob\IJobList


	\OCP\INavigationManager


	\OCP\IPreview


	\OCP\IRequest


	\OCP\AppFramework\Utility\ITimeFactory


	\OCP\ITagManager


	\OCP\ITempManager


	\OCP\Route\IRouter


	\OCP\ISearch


	\OCP\Security\ICrypto


	\OCP\Security\IHasher


	\OCP\Security\ISecureRandom


	\OCP\IURLGenerator


	\OCP\IUserManager


	\OCP\IUserSession


	\Psr\Container\ContainerInterface


	\Psr\Log\LoggerInterface






How to enable it

To make use of this new feature, the following things have to be done:


	appinfo/info.xml requires to provide another field called namespace where the namespace of the app is defined. The required namespace is the one which comes after the top level namespace OCA\, e.g.: for OCA\MyBeautifulApp\Some\OtherClass the needed namespace would be MyBeautifulApp and would be added to the info.xml in the following way:

<?xml version="1.0"?>
<info>
   <namespace>MyBeautifulApp</namespace>
   <!-- other options here ... -->
</info>







	appinfo/routes.php: Instead of creating a new Application class instance, simply return the routes array like:

<?php
return ['routes' => [
    ['name' => 'page#index', 'url' => '/', 'verb' => 'GET'],
]];










Note

A namespace tag is required because you can not deduce the namespace from the app id






Which classes should be added

In general all of the app’s controllers need to be registered inside the container. Then the following question is: What goes into the constructor of the controller? Pass everything into the controller constructor that matches one of the following criteria:


	It does I/O (database, write/read to files)


	It is a global (e.g. $_POST, etc. This is in the request class by the way)


	The output does not depend on the input variables (also called impure function [https://en.wikipedia.org/wiki/Pure_function]), e.g. time, random number generator


	It is a service, basically it would make sense to swap it out for a different object




What not to inject:


	It is pure data and has methods that only act upon it (arrays, data objects)


	It is a pure function [https://en.wikipedia.org/wiki/Pure_function]






Optional services


Added in version 28.



If an injected dependency can’t be found or build, an exception is thrown. This can be avoided by using the a nullable type notation for a dependency:

namespace OCA\MyApp\MyService;

use Some\Service;

class MyService {
  public function __construct(private ?Service $service) {
  }
}





If \Some\Service exists and can be built, it will be injected. Else MyService will receive null.



Accessing the container from anywhere

Sometimes it can be hard to inject some service inside legacy code, in these cases
you can use OCPServer::get(MyService::class). This should only be used as
the last resort, as this makes your code more complicated to unit test and is
considered an anti-pattern.





            

          

      

      

    

  

    
      
          
            
  
Controllers

Controllers are used to connect routes with app logic. Think of it as callbacks that are executed once a request has come in. Controllers are defined inside the lib/Controller/ directory.

To create a controller, simply extend the Controller class and create a method that should be executed on a request:

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\Response;

class AuthorController extends Controller {

    public function index(): Response {

    }
}






Connecting a controller and a route

If you use a proper namespace for your app (see Classloader) Nextcloud
will resolve your controller and its dependencies automatically.

An example route name would look like this:

author_api#some_method





This name is processed in the following way:


	Remove the underscore and uppercase the next character:

authorApi#someMethod







	Split at the # and uppercase the first letter of the left part:

AuthorApi
someMethod







	Append Controller to the first part:

AuthorApiController
someMethod







	Now retrieve the service listed under AuthorApiController from the container, look up the parameters of the someMethod method in the request, cast them if there are PHPDoc type annotations and execute the someMethod method on the controller with those parameters.






Getting request parameters

Parameters can be passed in many ways:


	Extracted from the URL using curly braces like {key} inside the URL (see Routing)


	Appended to the URL as a GET request (e.g. ?something=true)


	application/x-www-form-urlencoded from a form or jQuery


	application/json from a POST, PATCH or PUT request




All those parameters can easily be accessed by adding them to the controller method:

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\Response;

class PageController extends Controller {

    // this method will be executed with the id and name parameter taken
    // from the request
    public function doSomething(string $id, string $name): Response {

    }

}





It is also possible to set default parameter values by using PHP default method values so common values can be omitted:

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\Response;

class PageController extends Controller {

    /**
     * @param int $id
     */
    public function doSomething(int $id, string $name='john', string $job='author'): Response {
        // GET ?id=3&job=killer
        // $id = 3
        // $name = 'john'
        // $job = 'killer'
    }

}






Casting parameters

URL, GET and application/x-www-form-urlencoded have the problem that every parameter is a string, meaning that:

?doMore=false





would be passed in as the string ‘false’ which is not what one would expect. To cast these to the correct types, simply add PHPDoc in the form of:

@param type $name





<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\Response;

class PageController extends Controller {

    /**
     * @param int $id
     * @param bool $doMore
     * @param float $value
     */
    public function doSomething(int $id, bool $doMore, float $value): Response {
        // GET /index.php/apps/myapp?id=3&doMore=false&value=3.5
        // => $id = 3
        //    $doMore = false
        //    $value = 3.5
    }

}





The following types will be cast:


	bool or boolean


	float


	int or integer






JSON parameters

It is possible to pass JSON using a POST, PUT or PATCH request. To do that the Content-Type header has to be set to application/json. The JSON is being parsed as an array and the first level keys will be used to pass in the arguments, e.g.:

POST /index.php/apps/myapp/authors
Content-Type: application/json
{
    "name": "test",
    "number": 3,
    "publisher": true,
    "customFields": {
        "mail": "test@example.com",
        "address": "Somewhere"
    }
}





<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\Response;

class PageController extends Controller {

    public function create(string $name, int $number, string $publisher, array $customFields): Response {
        // $name = 'test'
        // $number = 3
        // $publisher = true
        // $customFields = array("mail" => "test@example.com", "address" => "Somewhere")
    }

}







Reading headers, files, cookies and environment variables

Headers, files, cookies and environment variables can be accessed directly from the request object:

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\Response;
use OCP\IRequest;

class PageController extends Controller {

    public function someMethod(): Response {
        $type = $this->request->getHeader('Content-Type');  // $_SERVER['HTTP_CONTENT_TYPE']
        $cookie = $this->request->getCookie('myCookie');  // $_COOKIES['myCookie']
        $file = $this->request->getUploadedFile('myfile');  // $_FILES['myfile']
        $env = $this->request->getEnv('SOME_VAR');  // $_ENV['SOME_VAR']
    }

}





Why should those values be accessed from the request object and not from the global array like $_FILES? Simple:
because it’s bad practice [http://c2.com/cgi/wiki?GlobalVariablesAreBad] and will make testing harder.



Sessions and session variables


Introduction

Sessions allow your application to store data specific to a particular user across multiple HTTP
requests. Variables are saved server-side and tied to a unique session identifier managed via a
browser cookie.

Nextcloud uses PHP’s native session handling but adds several performance optimizations and a
transparent encryption layer via the CryptoSessionData class. Data written through the
OCP\ISession API benefits from these optimizations and is automatically encrypted at rest.


Danger

Never use the PHP superglobal $_SESSION. The superglobal bypasses Nextcloud’s encryption and
lifecycle management, leading to race conditions or lost data.





Basic usage

Inject the OCP\ISession object via your controller’s constructor.

A more complete example:

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\Attribute\UseSession;
use OCP\AppFramework\Http\Response;
use OCP\ISession;
use OCP\IRequest;

class PageController extends Controller {
    public function __construct(
        $appName,
        IRequest $request,
        private ISession $session // PHP 8 property promotion
    ) {
        parent::__construct($appName, $request);
    }

    // Simple (existing) variable retrieval
    public function simpleReads(): Response {
        $this->session->get('last_visit');
        return new Response();
    }

    // Default: Implicit locking per write. Good for single operations.
    public function simpleWrite(): Response {
        $this->session->set('last_visit', time());
        return new Response();
    }

    // Optimization: Keeps session open for the entire method.
    #[UseSession]
    public function batchUpdate(): Response {
        $this->session->set('theme', 'dark');
        $this->session->set('font_size', '14px');
        $this->session->remove('fallback_theme');
        return new Response();
    }
}







When to use #[UseSession]

By default, Nextcloud uses an on-demand locking strategy: it closes the session immediately after the
request starts to allow high concurrency, then briefly re-opens and closes it only during a set() or
remove() call. This default “close-early” behavior works for infrequent and standalone writing events
and prevents one request from blocking another. Developers do not need to do anything special to enable
this behavior.

However, in more advanced scenarios (e.g., calling set() five times in immediate succession) Nextcloud’s
default behavior means the session will open and close five times. This introduces significant I/O
overhead (even if it does minimize locking). For these cases, Nextcloud supports an optional method-level
attribute: #[UseSession]. This attribute ensures the session is opened once at the start of your method and
closed at the end, providing efficiency and correct locking in complex workflows.

Use the #[UseSession] attribute when:


	Multiple Writes: You are calling set() or remove() multiple times in one method (prevents
I/O overhead from repeated open/close cycles).


	Reference Manipulation: You need the session to remain open for complex logic or to ensure data
consistency throughout the method.


	Regenerating session ids: You are elevating a user’s privileges (e.g. a valid share password is
entered and the “access granted” status is stored in the session) or the user performs a sensitive
alteration (e.g. password change).





Note

The #[UseSession] attribute was introduced in Nextcloud 26. Previously, this feature used the
@UseSession annotation, which is now deprecated but otherwise equivalent.





Performance and concurrency

PHP natively locks the session file while it is open for writing. If a controller keeps a session open
unnecessarily, it may block other requests from the same user (e.g., parallel browser tabs or AJAX calls),
resulting in delays or timeouts.

By keeping sessions closed except during the brief window of an actual write, Nextcloud ensures a
responsive, multi-tab, and highly concurrent experience. For more technical background, see PHP Session
Locking and How to Prevent It [https://ma.ttias.be/php-session-locking-prevent-sessions-blocking-php-requests/].


Warning

If your controller method aggressively keeps sessions open, it may block other requests from the same user
or process (for example, a second browser tab, AJAX request, or background job), resulting in delays or
deadlocks.



For the full OCP\\ISession API, see
ISession.php [https://github.com/nextcloud/server/blob/master/lib/public/ISession.php].




Setting cookies

Cookies can be set or modified directly on the response class:

 <?php
 namespace OCA\MyApp\Controller;

 use DateTime;

 use OCP\AppFramework\Controller;
 use OCP\AppFramework\Http\TemplateResponse;
 use OCP\IRequest;

 class BakeryController extends Controller {

     /**
      * Adds a cookie "foo" with value "bar" that expires after user closes the browser
      * Adds a cookie "bar" with value "foo" that expires 2015-01-01
      */
     public function addCookie(): TemplateResponse {
         $response = new TemplateResponse(...);
         $response->addCookie('foo', 'bar');
         $response->addCookie('bar', 'foo', new DateTime('2015-01-01 00:00'));
         return $response;
     }

     /**
      * Invalidates the cookie "foo"
      * Invalidates the cookie "bar" and "bazinga"
      */
     public function invalidateCookie(): TemplateResponse {
         $response = new TemplateResponse(...);
         $response->invalidateCookie('foo');
         $response->invalidateCookies(array('bar', 'bazinga'));
         return $response;
     }
}








Responses

Similar to how every controller receives a request object, every controller method has to return a Response.
This can be in the form of a Response subclass or in the form of a value that can be handled by a registered responder.

There are different kinds of responses available, like HTML-based responses, data responses, or other.
The app decides of which kind the response is, by returning an appropriate Response object in the corresponding controller method.
The following sections give an overview over the various kinds and how to implement them.



HTML-based Responses

HTML pages are typically served using template responses.
This is typically used as a starting point to load the website.
This code linked by the template is by default encapsulated by the server to provide some common styling (e.g. the header row).
The code then uses JavaScript to load further components (see Frontend building in Vue) and the actual data.
This section only focuses on the actual HTML content, not the data to fill into the dynamic pages.


Templates

A template can be rendered by returning a TemplateResponse. A TemplateResponse takes the following parameters:


	appName: tells the template engine in which app the template should be located


	templateName: the name of the template inside the templates/ folder without the .php extension


	parameters: optional array parameters that are available in the template through $_, e.g.:

array('key' => 'something')





can be accessed through:

$_['key']







	renderAs: defaults to user, tells Nextcloud if it should include it in the web interface, or in case blank is passed solely render the template




<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\TemplateResponse;

class PageController extends Controller {

    public function index(): TemplateResponse {
        $templateName = 'main';  // will use templates/main.php
        $parameters = array('key' => 'hi');
        return new TemplateResponse($this->appName, $templateName, $parameters);
    }

}





Showing a template is the only exception to the rule to not disable CSRF checks:
The user might type the URL directly (or use a browser bookmark or similar) to navigate to a HTML template.
Therefore, usage of the #[NoCSRFRequired] attribute (see below) is acceptable in this context.



Public page templates

For public pages, that are rendered to users who are not logged in to the
Nextcloud instance, a OCP\\AppFramework\\Http\\Template\\PublicTemplateResponse should be used, to load the
correct base template. It also allows adding an optional set of actions that
will be shown in the top right corner of the public page.

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\Template\SimpleMenuAction;
use OCP\AppFramework\Http\Template\PublicTemplateResponse;

class PageController extends Controller {

    public function index(): PublicTemplateResponse {
        $template = new PublicTemplateResponse($this->appName, 'main', []);
        $template->setHeaderTitle('Public page');
        $template->setHeaderDetails('some details');
        $template->setHeaderActions([
            new SimpleMenuAction('download', 'Label 1', 'icon-css-class1', 'link-url', 0),
            new SimpleMenuAction('share', 'Label 2', 'icon-css-class2', 'link-url', 10),
        ]);
        return $template;
    }

}





The header title and subtitle will be rendered in the header, next to the logo.
The action with the highest priority (lowest number) will be used as the
primary action, others will shown in the popover menu on demand.

A OCP\\AppFramework\\Http\\Template\\SimpleMenuAction will be a link with an icon added to the menu. App
developers can implement their own types of menu renderings by adding a custom
class implementing the OCP\\AppFramework\\Http\\Template\\IMenuAction interface.

As the public template is also some HTML template, the same argumentation as for regular templates regarding the CSRF checks hold true:
The usage of #[NoCSRFRequired] for public pages is considered acceptable for some pages:
Each page that the user should be able to directly access (by typing/pasting the URL in the browser or clicking on a link in a mail) should have this attribute set.
For multi-page forms in the second and later stages, this should not be set as the user should follow the series of pages.




Data-based responses

In contrast to the HTML template responses, the data responses return some user-data in packed form.
There are different encodings thinkable like JSON, XML, or other formats.
The main point is that the data is requested by the browser using JavaScript on behalf of the shown website.
The user only indirectly requested the data by user interaction with the frontend.


OCS

In order to simplify exchange of data between the Nextcloud backend and any client (be it the web frontend or whatever else), the OCS API has been introduced.
Here, JSON and XML responders have been prepared and are installed without additional effort.


Note

The usage of OCS is closely related to the usage of REST APIs.
Unless you have a clear use-case, it is advised to use OCS over pure REST.
A more detailed description can be found in Relation of REST and OCS.



To use OCS in your API you can use the OCP\AppFramework\OCSController base class and return your data in the form of a DataResponse in the following way:

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Http\DataResponse;
use OCP\AppFramework\Http\Attribute\NoAdminRequired;
use OCP\AppFramework\OCSController;

class ShareController extends OCSController {

    #[NoAdminRequired]
    public function getShares(): DataResponse {
        return new DataResponse([
            //Your data here
        ]);
    }

}





For OCSController classes and their methods, responders can be registered as with any other Controller method.
The OCSController class have however automatically two responders pre-installed:
Both JSON (application/json) and XML (text/xml) are generated on-the-fly depending on the request by the browser/user.
To select the output format, the ?format= query parameter or the Accept header of the request work out of the box, no intervention is required.
It is advised to prefer the header generally, as this is the more standardized way.

To make routing work for OCS, the route must be registered in the core.
This can be done in two ways:
You can add an attribute #[ApiRoute] to the controller method.
Alternatively, you can add a separate ‘ocs’ entry to the routing table in appinfo/routes.php of your app.
Inside these, there are the same information as there are for normal routes.

<?php

return [
     'ocs' => [
         [
             'name' => 'Share#getShares',
             'url' => '/api/v1/shares',
             'verb' => 'GET',
         ],
     ],
];





Now your method will be reachable via <server>/ocs/v2.php/apps/<APPNAME>/api/v1/shares


Added in version 29: You can use the attribute ApiRoute as described in Routing instead of the entry in appinfo/routes.php as an alternative.





JSON


Warning

The usage of standard controller to access content data like JSON (no HTML) is considered legacy.
Better use OCS for this type of requests.



Returning JSON is simple, just pass an array to a JSONResponse:

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\JSONResponse;

class PageController extends Controller {

    public function returnJSON(): JSONResponse {
        $params = array('test' => 'hi');
        return new JSONResponse($params);
    }

}





Because returning JSON is such a common task, there’s even a shorter way to do this:

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;

class PageController extends Controller {

    public function returnJSON(): array {
        return array('test' => 'hi');
    }

}





Why does this work? Because the dispatcher sees that the controller did not return a subclass of a Response and asks the controller to turn the value into a Response. That’s where responders come in.


Deprecated since version 30: Usage of “index.php”-controllers for data transmission should be avoided. Use OCS instead.





Handling errors

Sometimes a request should fail, for instance if an author with id 1 is requested but does not exist. In that case use an appropriate HTTP error code [https://en.wikipedia.org/wiki/List_of_HTTP_status_codes#4xx_Client_Error] to signal the client that an error occurred.

Each response subclass has access to the setStatus method which lets you set an HTTP status code. To return a JSONResponse signaling that the author with id 1 has not been found, use the following code:

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http;
use OCP\AppFramework\Http\JSONResponse;

class AuthorController extends Controller {

    public function show($id) {
        try {
            // try to get author with $id

        } catch (NotFoundException $ex) {
            return new JSONResponse(array(), Http::STATUS_NOT_FOUND);
        }
    }
}







Responders

Responders are short functions that take a value and return a response. They are used to return different kinds of responses based on a format parameter which is supplied by the client. Think of an API that is able to return both XML and JSON depending on if you call the URL with:

?format=xml





or:

?format=json





The appropriate responder is being chosen by the following criteria:


	First the dispatcher checks the Request if there is a format parameter, e.g.:

?format=xml





or:

/index.php/apps/myapp/authors.{format}







	If there is none, take the Accept header, use the first mimetype and cut off application/. In the following example the format would be xml:

Accept: application/xml, application/json







	If there is no Accept header or the responder does not exist, format defaults to json.




By default there is only a responder for JSON but more can be added easily:

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\DataResponse;

class PageController extends Controller {

    public function returnHi(): array {

        // XMLResponse has to be implemented
        $this->registerResponder('xml', function($value) {
            if ($value instanceof DataResponse) {
                return new XMLResponse(
                    $value->getData(),
                    $value->getStatus(),
                    $value->getHeaders()
                );
            } else {
                return new XMLResponse($value);
            }
        });

        return array('test' => 'hi');
    }

}






Note

The above example would only return XML if the format parameter was xml. If you want to return an XMLResponse regardless of the format parameter, extend the Response class and return a new instance of it from the controller method instead.



Because returning values works fine in case of a success but not in case of failure that requires a custom HTTP error code, you can always wrap the value in a DataResponse. This works for both normal responses and error responses.

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\DataResponse;
use OCP\AppFramework\Http\Http;

class PageController extends Controller {

    public function returnHi(): DataResponse {
        try {
            return new DataResponse(calculate_hi());
        } catch (\Exception $ex) {
            return new DataResponse(array('msg' => 'not found!'), Http::STATUS_NOT_FOUND);
        }
    }

}








Miscellaneous responses

Some special responses are available as well.
These are discussed here.


Redirects

A redirect can be achieved by returning a RedirectResponse:

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\RedirectResponse;

class PageController extends Controller {

    public function toGoogle(): RedirectResponse {
        return new RedirectResponse('https://google.com');
    }

}







Downloads

A file download can be triggered by returning a DownloadResponse:

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\DownloadResponse;

class PageController extends Controller {

    public function downloadXMLFile(): DownloadResponse {
        $path = '/some/path/to/file.xml';
        $contentType = 'application/xml';

        return new DownloadResponse($path, $contentType);
    }

}







Creating custom responses

If no premade Response fits the needed use case, it is possible to extend the Response base class and custom Response. The only thing that needs to be implemented is the render method which returns the result as string.

Creating a custom XMLResponse class could look like this:

<?php
namespace OCA\MyApp\Http;

use OCP\AppFramework\Http\Response;

class XMLResponse extends Response {

    private array $xml;

    public function __construct(array $xml) {
        $this->addHeader('Content-Type', 'application/xml');
        $this->xml = $xml;
    }

    public function render(): string {
        $root = new SimpleXMLElement('<root/>');
        array_walk_recursive($this->xml, array ($root, 'addChild'));
        return $xml->asXML();
    }

}







Streamed and lazily rendered responses

By default all responses are rendered at once and sent as a string through middleware. In certain cases this is not a desirable behavior, for instance if you want to stream a file in order to save memory. To do that use the now available OCP\AppFramework\Http\StreamResponse class:

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\StreamResponse;

class PageController extends Controller {

    public function downloadXMLFile() {
        return new StreamResponse('/some/path/to/file.xml');
    }

}





If you want to use a custom, lazily rendered response simply implement the interface OCP\AppFramework\Http\ICallbackResponse for your response:

<?php
namespace OCA\MyApp\Http;

use OCP\AppFramework\Http\Response;
use OCP\AppFramework\Http\ICallbackResponse;

class LazyResponse extends Response implements ICallbackResponse {

    public function callback(IOutput $output) {
        // custom code in here
    }

}






Note

Because this code is rendered after several usually built in helpers, you need to take care of errors and proper HTTP caching by yourself.






Security considerations

Depending on your use-case, you can tighten or loosen the security measurements installed by default on the routes.
This section gives you a quick overview over the options.


Authentication

By default every controller method enforces the maximum security, which is:


	Ensure that the user is admin


	Ensure that the user is logged in


	Ensure that the user has passed the two-factor challenge, if applicable


	Ensure the request is no CSRF attack, that is at least one of the following:


	Ensure the CSRF token is present and valid


	Ensure the OCS-APIRequest header is present and set to true [1]









Loosening the default restrictions

Most of the time though it makes sense to also allow normal users to access the page and the PageController->index() method should not check the CSRF token because it has not yet been sent to the client and because of that can’t work.

To turn off checks the following Attributes can be added before the controller:


	#[NoAdminRequired]: Also users that are not admins can access the page


	#[PublicPage]: Everyone can access the page without having to log in


	#[NoTwoFactorRequired]: A user can access the page before the two-factor challenge has been passed (use this wisely and only in two-factor auth apps, e.g. to allow setup during login)


	#[NoCSRFRequired]: Don’t check the CSRF token (use this wisely since you might create a security hole; to understand what it does see CSRF in the security section)





Note

The attributes are only available in Nextcloud 27 or later. In older versions annotations with the same names exist:


	@NoAdminRequired instead of #[NoAdminRequired]


	@PublicPage` instead of #[PublicPage]


	@NoTwoFactorRequired` instead of #[NoTwoFactorRequired]


	@NoCSRFRequired` instead of #[NoCSRFRequired]






In the following some examples of configurations are given.



Showing an HTML page by the user

A typical app needs an index.html page to show all content within.
This page should be visible by all users in the instance.
Therefore, you need to loosen the restriction from admins only (#[NoAdminRequired]).
Additionally, as the user might not have a CSRF checker cookie set yet, the CSRF checks should be disabled (which is fine as this is a template response).

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\TemplateResponse;
use OCP\AppFramework\Http\Attribute\NoCSRFRequired;
use OCP\AppFramework\Http\Attribute\PublicPage;

class PageController extends Controller {

    #[NoCSRFRequired]
    #[NoAdminRequired]
    public function index(): TemplateResponse {
        return new TemplateResponse($this->appName, 'main');
    }

}





If the page should only be visible to the admin, you can keep the restrictive default by omitting the attribute #[NoAdminRequired].



Getting data from the backend using AJAX requests

Data for the frontend needs to be made available from the backend.
Here, OCS is the suggested way to go.
Here is the example from OCS controllers:

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Http\DataResponse;
use OCP\AppFramework\Http\Attribute\NoAdminRequired;
use OCP\AppFramework\OCSController;

class ShareController extends OCSController {

    #[NoAdminRequired]
    public function getShares(): DataResponse {
        return new DataResponse([
            // Your data here
        ]);
    }

}





The #[NoAdminRequired] is needed here as normal users should be able to access the data.
It can be left out in case only the admin user should be able to access the data.
The CSRF check is still active.
Thus, the client must obey the corresponding requirements.



Completely disabled authentication


Warning

This is a security issue if the side-effects are not carefully considered.
You should only use this for public pages that anyone is allowed to access.



A controller method that turns off all checks would look like this:

<?php
namespace OCA\MyApp\Controller;

use OCP\IRequest;
use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\Attribute\NoCSRFRequired;
use OCP\AppFramework\Http\Attribute\PublicPage;

class PageController extends Controller {
    #[NoCSRFRequired]
    #[PublicPage]
    public function freeForAll() {

    }
}








Rate limiting

Nextcloud supports rate limiting on a controller method basis and in a programmatic way. By default controller methods are not rate limited. Rate limiting should be used on expensive or security sensitive functions (e.g. password resets) to increase the overall security of your application.

The native rate limiting will return a 429 status code to clients when the limit is reached and a default Nextcloud error page. When implementing rate limiting in your application, you should thus consider handling error situations where a 429 is returned by Nextcloud.

To enable rate limiting the following Attributes can be added to the controller:


	#[UserRateLimit(limit: int, period: int)]: The rate limiting that is applied to logged-in users. If not specified Nextcloud will fallback to AnonRateLimit if available.


	#[AnonRateLimit(limit: int, period: int)]: The rate limiting that is applied to guests.





Note

The attributes are only available in Nextcloud 27 or later. In older versions the @UserRateThrottle(limit=int, period=int) and @AnonRateThrottle(limit=int, period=int) annotation can be used. If both are present, the attribute will be considered first.



A controller method that would allow five requests for logged-in users and one request for anonymous users within the last 100 seconds would look as following:

<?php
namespace OCA\MyApp\Controller;

use OCP\IRequest;
use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\Attribute\AnonRateLimit;
use OCP\AppFramework\Http\Attribute\UserRateLimit;

class PageController extends Controller {

    /**
     * @PublicPage
     */
    #[UserRateLimit(limit: 5, period: 100)]
    #[AnonRateLimit(limit: 1, period: 100)]
    public function rateLimitedForAll() {

    }
}







Brute-force protection

Nextcloud supports brute-force protection on an action basis. By default controller methods are not protected. Brute-force protection should be used on security sensitive functions (e.g. login attempts) to increase the overall security of your application.

The native brute-force protection will slow down requests if too many violations have been found. This slow down will be applied to all requests against a brute-force protected controller with the same action from the affected IP.

To enable brute force protection the following Attribute can be added to the controller:


	#[BruteForceProtection(action: 'string')]: “string” is the name of the action. Such as “login” or “reset”. Brute-force attempts are on a per-action basis; this means if a violation for the “login” action is triggered, other actions such as “reset” or “foobar” are not affected.





Note

The attribute is only available in Nextcloud 27 or later. In older versions the @BruteForceProtection(action=string) annotation can be used, but that does not allow multiple assignments to a single controller method.



Then the throttle() method has to be called on the response in case of a violation. Doing so will increase the throttle counter and make following requests slower, until a slowness of roughly 30 seconds is reached and the controller returns a 429 Too Many Requests status without further processing the request.

A controller method that would implement brute-force protection with an action of “foobar” would look as following:

<?php
namespace OCA\MyApp\Controller;

use OCP\IRequest;
use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\Attribute\BruteForceProtection;
use OCP\AppFramework\Http\TemplateResponse;

class PageController extends Controller {

    #[BruteForceProtection(action: 'foobar')]
    public function bruteforceProtected(): TemplateResponse {
        $templateResponse = new TemplateResponse(…);
        // In case of a violation increase the throttle counter
        // note that $this->auth->isSuccessful here is just an
        // example.
        if (!$this->auth->isSuccessful()) {
             $templateResponse->throttle();
        }
        return $templateResponse;
    }
}





A controller can also have multiple factors to brute force against. In this case you can specify multiple attributes and then in the throttle you specify the action which was violated. This is especially useful when a secret, in the sample below token, could be guessed on multiple endpoints e.g. a share token on the API level, preview endpoint, frontend controller, etc. while another secret (password), is specific to this one controller method.

<?php
namespace OCA\MyApp\Controller;

use OCP\IRequest;
use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\Attribute\BruteForceProtection;
use OCP\AppFramework\Http\TemplateResponse;

class PageController extends Controller {

    #[BruteForceProtection(action: 'token')]
    #[BruteForceProtection(action: 'password')]
    public function getPasswordProtectedShare(string $token, string $password): TemplateResponse {
        $templateResponse = new TemplateResponse(…);
        if (!$this->shareManager->getByToken($token)) {
            $templateResponse->throttle(['action' => 'token']);
        }
        // …
        if (!$share->verifyPassword($password)) {
            $templateResponse->throttle(['action' => 'password']);
        }
        return $templateResponse;
    }
}







Modifying the content security policy

By default Nextcloud disables all resources which are not served on the same domain, forbids cross domain requests and disables inline CSS and JavaScript by setting a Content Security Policy [https://developer.mozilla.org/en-US/docs/Web/Security/CSP/Introducing_Content_Security_Policy].
However if an app relies on third-party media or other features which are forbidden by the current policy the policy can be relaxed.


Note

Double check your content and edge cases before you relax the policy! Also read the documentation provided by MDN [https://developer.mozilla.org/en-US/docs/Web/Security/CSP/Introducing_Content_Security_Policy]



To relax the policy pass an instance of the ContentSecurityPolicy class to your response. The methods on the class can be chained.

The following methods turn off security features by passing in true as the $isAllowed parameter


	allowInlineScript (bool $isAllowed)


	allowInlineStyle (bool $isAllowed)


	allowEvalScript (bool $isAllowed)


	useStrictDynamic (bool $isAllowed)

Trust all scripts that are loaded by a trusted script, see ‘script-src’ and ‘strict-dynamic’



	useStrictDynamicOnScripts (bool $isAllowed)

Trust all scripts that are loaded by a trusted script which was loaded using a <script> tag, see ‘script-src-elem’ (enabled by default)






Note

useStrictDynamicOnScripts is enabled by default to allow module javascript to load its dependencies using import since Nextcloud 28. You can disable this by passing false as the parameter.



The following methods whitelist domains by passing in a domain or * for any domain:


	addAllowedScriptDomain (string $domain)


	addAllowedStyleDomain (string $domain)


	addAllowedFontDomain (string $domain)


	addAllowedImageDomain (string $domain)


	addAllowedConnectDomain (string $domain)


	addAllowedMediaDomain (string $domain)


	addAllowedObjectDomain (string $domain)


	addAllowedFrameDomain (string $domain)


	addAllowedChildSrcDomain (string $domain)




The following policy for instance allows images, audio and videos from other domains:

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\Controller;
use OCP\AppFramework\Http\TemplateResponse;
use OCP\AppFramework\Http\ContentSecurityPolicy;

class PageController extends Controller {

    public function index() {
        $response = new TemplateResponse('myapp', 'main');
        $csp = new ContentSecurityPolicy();
        $csp->addAllowedImageDomain('*');
            ->addAllowedMediaDomain('*');
        $response->setContentSecurityPolicy($csp);
    }

}







[1]
Even though the header name OCS-APIRequest hints purely at OCS controllers, with NC 30 classic controller methods respect this header as well.
Until NC 30, classical controller methods did not respect the header.








            

          

      

      

    

  

    
      
          
            
  
Middlewares

Middleware is logic that is run before and after each request and is modeled after Django’s Middleware system [https://docs.djangoproject.com/en/dev/topics/http/middleware/]. It offers the following hooks:


	beforeController: This is executed before a controller method is being executed. This allows you to plug additional checks or logic before that method, like for instance security checks


	afterException: This is being run when either the beforeController method or the controller method itself is throwing an exception. The middleware is asked in reverse order to handle the exception and to return a response. If the middleware can’t handle the exception, it throws the exception again


	afterController: This is being run after a successful controller method call and allows the manipulation of a Response object. The middleware is run in reverse order


	beforeOutput: This is being run after the response object has been rendered and allows the manipulation of the outputted text. The middleware is run in reverse order





[image: Middleware flow chart]

To generate your own middleware, simply inherit from the Middleware class and overwrite the methods that should be used.

<?php

namespace OCA\MyApp\Middleware;

use \OCP\AppFramework\Middleware;


class CensorMiddleware extends Middleware {

    /**
     * this replaces "bad words" with "********" in the output
     */
    public function beforeOutput($controller, $methodName, $output): string {
        return str_replace('bad words', '********', $output);
    }

}





The middleware can be registered in the app’s Application class:


lib/AppInfo/Application.php

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCA\MyApp\Middleware\CensorMiddleware;
use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IRegistrationContext;

class Application extends App implements IBootstrap {

    public function __construct() {
        parent::__construct('myapp');
    }

    public function register(IRegistrationContext $context): void {
        $context->registerMiddleware(CensorMiddleware::class);
    }

    public function boot(IBootContext $context): void {}

}








Global Middlewares


Added in version 26.



Registered middleware will only intercept requests of the same app by default. To make a middleware global and trigger for other apps’ middleware, add true as the second argument of the registerMiddleware call:


lib/AppInfo/Application.php

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCA\MyApp\Middleware\MonitoringMiddleware;
use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IRegistrationContext;

class Application extends App implements IBootstrap {

    public function __construct() {
        parent::__construct('myapp');
    }

    public function register(IRegistrationContext $context): void {
        $context->registerMiddleware(MonitoringMiddleware::class, true);
    }

    public function boot(IBootContext $context): void {}

}









Dependency Injection Container Registration


Deprecated since version 20.



Middleware can also be added using the registerMiddleware method of the container:


lib/AppInfo/Application.php

<?php

namespace OCA\MyApp\AppInfo;

use OCP\AppFramework\App;
use OCP\IServerContainer;
use OCA\MyApp\Middleware\CensorMiddleware;

class MyApp extends App {

    public function __construct(array $urlParams = []) {
        parent::__construct('myapp', $urlParams);

        $container = $this->getContainer();

        // executed in the order that it is registered
        $container->registerMiddleware(CensorMiddleware::class);
    }
}








Note

The order is important! The middleware that is registered first gets run first in the beforeController method. For all other hooks, the order is being reversed, meaning: if a middleware is registered first, it gets run last.





Parsing annotations

Sometimes it is useful to conditionally execute code before or after a controller method. This can be done by defining custom annotations. An example would be to add a custom authentication method or simply add an additional header to the response. To access the parsed annotations, inject the ControllerMethodReflector class:

<?php

namespace OCA\MyApp\Middleware;

use OCP\AppFramework\Middleware;
use OCP\AppFramework\Utility\IControllerMethodReflector;
use OCP\AppFramework\Http\Response;

class HeaderMiddleware extends Middleware {

  private $reflector;

  public function __construct(IControllerMethodReflector $reflector) {
      $this->reflector = $reflector;
  }

  /**
   * Add custom header if @MyHeader is used
   */
  public function afterController($controller, $methodName, Response $response): Response {
      if($this->reflector->hasAnnotation('MyHeader')) {
          $response->addHeader('My-Header', 3);
      }
      return $response;
  }
}






Note

An annotation always starts with an uppercase letter







            

          

      

      

    

  

    
      
          
            
  
Events

Events are used to communicate between different aspects of the Nextcloud eco system. They are used in the Nextcloud server internally, for server-to-apps communication as well as inter-app communication.


Overview

The term “events” is a bit broad in Nextcloud and there are multiple ways of emitting them.


	OCP event dispatcher


	Hooks


	Public Emitter






OCP event dispatcher

This mechanism is a versatile and typed approach to events in Nextcloud’s php code. It uses objects rather than just passing primitives or untyped arrays. This should help provide a better developer experience while lowering the risk of unexpected changes in the API that are hard to find after the initial implementation.


Naming scheme

The name should reflect the subject and the actions. Suffixing event classes with Event makes it easier to recognize their purpose.

For example, if a user is created, a UserCreatedEvent will be emitted.

Events are usually emitted after the event has happened. If it’s emitted before, it should be prefixed with Before.

Thus BeforeUserCreatedEvent is emitted before the user data is written to the database.


Note

Although you may choose to name your event classes differently, sticking to the convention will allow Nextcloud developers understand each other’s apps more easily.




Note

For backwards compatibility with the Symfony class GenericEvent [https://symfony.com/doc/current/components/event_dispatcher/generic_event.html], Nextcloud also provides a \OCP\EventDispatcher\Event class. With the release of Nextcloud 22 this class has been deprecated. Named and typed event classes should be used instead.





Writing events

As a rule events are dedicated classes extending \OCP\EventDispatcher\Event.

<?php

use OCP\EventDispatcher\Event;

namespace OCA\MyApp\Event;

class AddEvent extends Event {}





The event above allows signalling that something happened. But in many cases you want to actually transport data like the affected resource with the event. Then the events act as simple data transfer objects [https://en.wikipedia.org/wiki/Data_transfer_object]. Therefore they need a constructor that takes the arguments, private members to store them and getters to access the values in listeners.

<?php

use OCP\EventDispatcher\Event;
use OCP\IUser;

class UserCreatedEvent extends Event {
    private IUser $user;

    public function __construct(IUser $user) {
        parent::__construct();
        $this->user = $user;
    }

    public function getUser(): IUser {
        return $this->user;
    }

}







Writing a listener

A listener can be a simple callback function (or anything else that is callable [https://www.php.net/manual/en/language.types.callable.php], or a dedicated class.


Listener callbacks

You can use simple callback to react on events. They will receive the event object as first and only parameter. You can type-hint the base Event class or the subclass you expect and register for.

<?php

use OCA\MyApp\Event\AddEvent;
use OCP\AppFramework\App;
use OCP\EventDispatcher\IEventDispatcher;

namespace OCA\MyApp\AppInfo;

class Application extends App {
    public function __construct() {
        parent::__construct('myapp');
            /* @var IEventDispatcher $dispatcher */
            $dispatcher = $this->getContainer()->query(IEventDispatcher::class);
            $dispatcher->addListener(AddEvent::class, function(AddEvent $event) {
                // ...
            });
    }
}






Note

Type-hinting the actual event class will give you better IDE and static analyzers support. It’s generally safe to assume the dispatcher will not give you any other objects.





Listener classes

A class that can handle an event will implement the \OCP\EventDispatcher\IEventListener interface. Class names should end with Listener.

<?php

use OCA\MyApp\Event\AddEvent;
use OCP\EventDispatcher\Event;
use OCP\EventDispatcher\IEventListener;

namespace OCA\MyApp\Event;

class AddTwoListener implements IEventListener {

    public function handle(Event $event): void {
        if (!($event instanceOf AddEvent)) {
            return;
        }

        $event->addToCounter(2);
    }
}






Note

Php parameter type hints are not allowed to be more specific than the type hints on the interface, thus you can’t use AddEvent in the method signature but use an instanceOf instead.



In the Application.php the event and the listener class are connected. The class is instantiated only when the actual event is fired.

<?php

use OCA\MyApp\Event\AddEvent;
use OCA\MyApp\Listener\AddTwoListener;
use OCP\AppFramework\App;
use OCP\EventDispatcher\IEventDispatcher;

namespace OCA\MyApp\AppInfo;

class Application extends App {
    public function __construct() {
        parent::__construct('myapp');
        /* @var IEventDispatcher $eventDispatcher */
        $dispatcher = $this->getContainer()->get(IEventDispatcher::class);
        $dispatcher->addServiceListener(AddEvent::class, AddTwoListener::class);
    }
}






Note

The listener is resolved via the DI container, therefore you can add a constructor and type-hint services required for processing the event.






Available Events

Here you find an overview of the public events that can be consumed in apps. See their source files for more details.


\OCA\DAV\Events\AddressBookCreatedEvent


Added in version 20.



This event is triggered when a user creates a new address-book.



\OCA\DAV\Events\AddressBookDeletedEvent


Added in version 20.



This event is triggered when a user deletes an address-book.



\OCA\DAV\Events\AddressBookShareUpdatedEvent


Added in version 20.



This event is triggered when a user shares or unshares an address-book.



\OCA\DAV\Events\AddressBookUpdatedEvent


Added in version 20.



This event is triggered when a user updates an address-book.



\OCA\DAV\Events\CachedCalendarObjectCreatedEvent


Added in version 20.



This event is triggered when a cached calendar object is being created while fetching a calendar-subscription.



\OCA\DAV\Events\CachedCalendarObjectDeletedEvent


Added in version 20.



This event is triggered when a cached calendar object is being deleted while fetching a calendar-subscription.



\OCA\DAV\Events\CachedCalendarObjectUpdatedEvent


Added in version 20.



This event is triggered when a cached calendar object is being updated while fetching a calendar-subscription.



\OCA\DAV\Events\CalendarCreatedEvent


Added in version 20.



This event is triggered when a user creates a new calendar.



\OCA\DAV\Events\CalendarDeletedEvent


Added in version 20.



This event is triggered when a user deletes a calendar.



\OCA\DAV\Events\CalendarObjectCreatedEvent


Added in version 20.



This event is triggered when a user creates a calendar-object.



\OCA\DAV\Events\CalendarObjectDeletedEvent


Added in version 20.



This event is triggered when a user deletes a calendar-object.



\OCA\DAV\Events\CalendarObjectUpdatedEvent


Added in version 20.



This event is triggered when a user updates a calendar-object.



\OCA\DAV\Events\CalendarPublishedEvent


Added in version 20.



This event is triggered when a user publishes a calendar.



\OCA\DAV\Events\CalendarShareUpdatedEvent


Added in version 20.



This event is triggered when a user shares or unshares a calendar.



\OCA\DAV\Events\CalendarUnpublishedEvent


Added in version 20.



This event is triggered when a user unpublishes calendar.



\OCA\DAV\Events\CalendarUpdatedEvent


Added in version 20.



This event is triggered when a user updates a calendar.



\OCA\DAV\Events\CardCreatedEvent


Added in version 20.



This event is triggered when a user creates a new card in an address-book.



\OCA\DAV\Events\CardDeletedEvent


Added in version 20.



This event is triggered when a user deletes a card in an address-book.



\OCA\DAV\Events\CardUpdatedEvent


Added in version 20.



This event is triggered when a user updates a card in an address-book.



OCA\DAV\Events\SabrePluginAddEvent


Added in version 28.



This event is triggered during the setup of the SabreDAV server to allow the registration of additional plugins.



\OCA\DAV\Events\SabrePluginAuthInitEvent


Added in version 20.



This event is triggered during the setup of the SabreDAV server to allow the registration of additional authentication backends.



\OCA\DAV\Events\SubscriptionCreatedEvent


Added in version 20.



This event is triggered when a user creates a new calendar-subscription.



\OCA\DAV\Events\SubscriptionDeletedEvent


Added in version 20.



This event is triggered when a user deletes a calendar-subscription.



\OCA\DAV\Events\SubscriptionUpdatedEvent


Added in version 20.



This event is triggered when a user updates a calendar subscription.



\OCA\FederatedFileSharing\Events\FederatedShareAddedEvent


Added in version 20.



This event is triggered when a federated share is successfully added.



\OCA\Files\Event\LoadAdditionalScriptsEvent


Added in version 17.



This event is triggered when the files app is rendered. It can be used to add additional scripts to the files app.



\OCA\Files_Sharing\Event\BeforeTemplateRenderedEvent


Added in version 20.



Emitted before the rendering step of the public share page happens. The event holds a flag that specifies if it is the authentication page of a public share.



\OCA\Files_Trashbin\Events\MoveToTrashEvent


Added in version 28.



Emitted after a file or folder is moved to the trashbin.



\OCA\Settings\Events\BeforeTemplateRenderedEvent


Added in version 20.



This event is triggered right before the user management template is rendered.



\OCA\User_LDAP\Events\GroupBackendRegistered


Added in version 20.



This event is triggered right after the LDAP group backend is registered.



\OCA\User_LDAP\Events\UserBackendRegistered


Added in version 20.



This event is triggered right after the LDAP user backend is registered.



\OCA\Viewer\Event\LoadViewer


Added in version 17.



This event is triggered whenever the viewer is loaded and extensions should be loaded.



OCP\Accounts\UserUpdatedEvent


Added in version 28.



This event is triggered when the account data of a user was updated.



OCP\App\Events\AppDisableEvent


Added in version 27.



This event is triggered when an app is disabled.



OCP\App\Events\AppEnableEvent


Added in version 27.



This event is triggered when an app is enabled.



OCP\App\Events\AppUpdateEvent


Added in version 27.



This event is triggered when an app is updated.



OCP\App\ManagerEvent


Added in version 9.



Class ManagerEvent



OCP\AppFramework\Http\Events\BeforeLoginTemplateRenderedEvent


Added in version 28.



Emitted before the rendering step of the login TemplateResponse.



OCP\AppFramework\Http\Events\BeforeTemplateRenderedEvent


Added in version 20.



Emitted before the rendering step of each TemplateResponse. The event holds a
flag that specifies if an user is logged in.



OCP\Authentication\Events\AnyLoginFailedEvent


Added in version 26.



Emitted when the authentication fails



OCP\Authentication\Events\LoginFailedEvent


Added in version 19.



Emitted when the authentication fails, but only if the login name can be associated with an existing user.



OCP\Authentication\Events\TokenInvalidatedEvent


Added in version 32.



Emitted when an authentication token is invalidated.



OCP\Authentication\TwoFactorAuth\RegistryEvent


Added in version 15.





OCP\Authentication\TwoFactorAuth\TwoFactorProviderChallengeFailed


Added in version 28.





OCP\Authentication\TwoFactorAuth\TwoFactorProviderChallengePassed


Added in version 28.





OCP\Authentication\TwoFactorAuth\TwoFactorProviderDisabled


Added in version 20.





OCP\Authentication\TwoFactorAuth\TwoFactorProviderForUserDisabled


Added in version 22.





OCP\Authentication\TwoFactorAuth\TwoFactorProviderForUserEnabled


Added in version 22.





OCP\Authentication\TwoFactorAuth\TwoFactorProviderForUserRegistered


Added in version 28.





OCP\Authentication\TwoFactorAuth\TwoFactorProviderForUserUnregistered


Added in version 28.





OCP\Authentication\TwoFactorAuth\TwoFactorProviderUserDeleted


Added in version 28.





OCP\BeforeSabrePubliclyLoadedEvent


Added in version 26.



Dispatched before Sabre is loaded when accessing public webdav endpoints
This can be used to inject a Sabre plugin for example



OCP\Calendar\Events\CalendarObjectCreatedEvent


Added in version 32.





OCP\Calendar\Events\CalendarObjectDeletedEvent


Added in version 32.





OCP\Calendar\Events\CalendarObjectMovedEvent


Added in version 32.





OCP\Calendar\Events\CalendarObjectMovedToTrashEvent


Added in version 32.





OCP\Calendar\Events\CalendarObjectRestoredEvent


Added in version 32.





OCP\Calendar\Events\CalendarObjectUpdatedEvent


Added in version 32.





OCP\Collaboration\AutoComplete\AutoCompleteEvent


Added in version 16.





OCP\Collaboration\AutoComplete\AutoCompleteFilterEvent


Added in version 28.





OCP\Collaboration\Reference\RenderReferenceEvent


Added in version 25.



Event emitted when apps might render references like link previews or smart picker widgets.
This can be used to inject scripts for extending that.
Further details can be found in the Reference providers deep dive.



OCP\Collaboration\Resources\LoadAdditionalScriptsEvent


Added in version 25.



This event is used by apps to register their own frontend scripts for integrating
projects in their app. Apps also need to dispatch the event in order to load
scripts during page load



OCP\Comments\CommentsEntityEvent


Added in version 9.1.




Changed in version 28.0.0: Dispatched as a typed event



Class CommentsEntityEvent



OCP\Comments\CommentsEvent


Added in version 9.



Class CommentsEvent



OCP\Config\BeforePreferenceDeletedEvent


Added in version 25.





OCP\Config\BeforePreferenceSetEvent


Added in version 25.





OCP\Console\ConsoleEvent


Added in version 9.



Class ConsoleEvent



OCP\Contacts\Events\ContactInteractedWithEvent


Added in version 19.



An event that allows apps to notify other components about an interaction
between two users. This can be used to build better recommendations and
suggestions in user interfaces.
Emitters should add at least one identifier (uid, email, federated cloud ID)
of the recipient of the interaction.



OCP\DB\Events\AddMissingColumnsEvent


Added in version 28.



Event to allow apps to register information about missing database columns
This event will be dispatched for checking on the admin settings and when running
occ db:add-missing-columns which will then create those columns



OCP\DB\Events\AddMissingIndicesEvent


Added in version 28.



Event to allow apps to register information about missing database indices
This event will be dispatched for checking on the admin settings and when running
occ db:add-missing-indices which will then create those indices



OCP\DB\Events\AddMissingPrimaryKeyEvent


Added in version 28.



Event to allow apps to register information about missing database primary keys
This event will be dispatched for checking on the admin settings and when running
occ db:add-missing-primary-keys which will then create those keys



OCP\DirectEditing\RegisterDirectEditorEvent


Added in version 18.



Event to allow to register the direct editor.



OCP\EventDispatcher\GenericEvent


Added in version 18.



Class GenericEvent
convenience re-implementation of SymfonyComponentGenericEvent against
OCPEventDispatcherEvent



OCP\Federation\Events\TrustedServerRemovedEvent


Added in version 25.





OCP\Files\Cache\AbstractCacheEvent


Added in version 22.





OCP\Files\Cache\CacheEntryInsertedEvent


Added in version 21.



Event for when an existing entry in the cache gets inserted



OCP\Files\Cache\CacheEntryRemovedEvent


Added in version 21.



Event for when an existing entry in the cache gets removed



OCP\Files\Cache\CacheEntryUpdatedEvent


Added in version 21.



Event for when an existing entry in the cache gets updated



OCP\Files\Cache\CacheInsertEvent


Added in version 16.



Event for when a new entry gets added to the cache



OCP\Files\Cache\CacheUpdateEvent


Added in version 16.



Event for when an existing entry in the cache gets updated



OCP\Files\Config\Event\UserMountAddedEvent


Added in version 31.



Event emitted when a user mount was added.



OCP\Files\Config\Event\UserMountRemovedEvent


Added in version 31.



Event emitted when a user mount was removed.



OCP\Files\Config\Event\UserMountUpdatedEvent


Added in version 31.



Event emitted when a user mount was moved.



OCP\Files\Events\BeforeDirectFileDownloadEvent


Added in version 25.



This event is triggered when a user tries to download a file
directly.



OCP\Files\Events\BeforeFileScannedEvent


Added in version 18.





OCP\Files\Events\BeforeFileSystemSetupEvent


Added in version 31.



Event triggered before the file system is setup



OCP\Files\Events\BeforeFolderScannedEvent


Added in version 18.





OCP\Files\Events\BeforeZipCreatedEvent


Added in version 25.



This event is triggered before a archive is created when a user requested
downloading a folder or multiple files.
By setting successful to false the tar creation can be aborted and the download denied.



OCP\Files\Events\FileCacheUpdated


Added in version 18.





OCP\Files\Events\FileScannedEvent


Added in version 18.





OCP\Files\Events\FolderScannedEvent


Added in version 18.





OCP\Files\Events\InvalidateMountCacheEvent


Added in version 24.



Used to notify the filesystem setup manager that the available mounts for a user have changed



OCP\Files\Events\Node\BeforeNodeCopiedEvent


Added in version 20.





OCP\Files\Events\Node\BeforeNodeCreatedEvent


Added in version 20.





OCP\Files\Events\Node\BeforeNodeDeletedEvent


Added in version 20.





OCP\Files\Events\Node\BeforeNodeReadEvent


Added in version 20.





OCP\Files\Events\Node\BeforeNodeRenamedEvent


Added in version 20.





OCP\Files\Events\Node\BeforeNodeTouchedEvent


Added in version 20.





OCP\Files\Events\Node\BeforeNodeWrittenEvent


Added in version 20.





OCP\Files\Events\Node\FilesystemTornDownEvent


Added in version 24.



Event fired after the filesystem has been torn down



OCP\Files\Events\Node\NodeCopiedEvent


Added in version 20.





OCP\Files\Events\Node\NodeCreatedEvent


Added in version 20.





OCP\Files\Events\Node\NodeDeletedEvent


Added in version 20.





OCP\Files\Events\Node\NodeRenamedEvent


Added in version 20.





OCP\Files\Events\Node\NodeTouchedEvent


Added in version 20.





OCP\Files\Events\Node\NodeWrittenEvent


Added in version 20.





OCP\Files\Events\NodeAddedToCache


Added in version 18.





OCP\Files\Events\NodeAddedToFavorite


Added in version 28.





OCP\Files\Events\NodeRemovedFromCache


Added in version 18.





OCP\Files\Events\NodeRemovedFromFavorite


Added in version 28.





OCP\Files\ObjectStore\Events\BucketCreatedEvent


Added in version 33.





OCP\Files\Template\BeforeGetTemplatesEvent


Added in version 30.





OCP\Files\Template\FileCreatedFromTemplateEvent


Added in version 21.





OCP\Files\Template\RegisterTemplateCreatorEvent


Added in version 30.





OCP\FilesMetadata\Event\MetadataBackgroundEvent


Added in version 28.



MetadataBackgroundEvent is an event similar to MetadataLiveEvent but dispatched
on a background thread instead of live thread. Meaning there is no limit to
the time required for the generation of your metadata.



OCP\FilesMetadata\Event\MetadataLiveEvent


Added in version 28.



MetadataLiveEvent is an event initiated when a file is created or updated.
The app contains the Node related to the created/updated file, and a FilesMetadata that already
contains the currently known metadata.

Setting new metadata, or modifying already existing metadata with different value, will trigger
the save of the metadata in the database.



OCP\FilesMetadata\Event\MetadataNamedEvent


Added in version 28.



MetadataNamedEvent is an event similar to MetadataBackgroundEvent completed with a target name,
used to limit the refresh of metadata only listeners capable of filtering themselves out.
Meaning that when using this event, your app must implement a filter on the event’s registered
name returned by getName()


	This event is mostly triggered when a registered name is added to the files scan
	i.e. ./occ files:scan –generate-metadata [name]







OCP\Group\Events\BeforeGroupChangedEvent


Added in version 26.





OCP\Group\Events\BeforeGroupCreatedEvent


Added in version 18.





OCP\Group\Events\BeforeGroupDeletedEvent


Added in version 18.





OCP\Group\Events\BeforeUserAddedEvent


Added in version 18.





OCP\Group\Events\BeforeUserRemovedEvent


Added in version 18.





OCP\Group\Events\GroupChangedEvent


Added in version 26.





OCP\Group\Events\GroupCreatedEvent


Added in version 18.





OCP\Group\Events\GroupDeletedEvent


Added in version 18.





OCP\Group\Events\SubAdminAddedEvent


Added in version 21.





OCP\Group\Events\SubAdminRemovedEvent


Added in version 21.





OCP\Group\Events\UserAddedEvent


Added in version 18.





OCP\Group\Events\UserRemovedEvent


Added in version 18.





OCP\Log\Audit\CriticalActionPerformedEvent


Added in version 22.



Emitted when the admin_audit app should log an entry



OCP\Log\BeforeMessageLoggedEvent


Added in version 28.



Even for when a log item is being logged



OCP\Mail\Events\BeforeMessageSent


Added in version 19.



Emitted before a system mail is sent. It can be used to alter the message.



OCP\Navigation\Events\LoadAdditionalEntriesEvent


Added in version 31.





OCP\OCM\Events\ResourceTypeRegisterEvent


Added in version 28.



Use this event to register additional OCM resources before the API returns
them in the OCM provider list and capability



OCP\Preview\BeforePreviewFetchedEvent


Added in version 25.0.1.




Changed in version 28.0.0: the constructor arguments $width, $height, $crop and $mode are no longer nullable.




Changed in version 31.0.0: the constructor arguments $mimeType was added



Emitted before a file preview is being fetched.
It can be used to block preview rendering by throwing a OCP\Files\NotFoundException



OCP\Profile\BeforeTemplateRenderedEvent


Added in version 25.



Emitted before the rendering step of the public profile page happens.



OCP\SabrePluginEvent


Added in version 8.2.





OCP\Security\CSP\AddContentSecurityPolicyEvent


Added in version 17.



Allows to inject something into the default content policy. This is for
example useful when you’re injecting Javascript code into a view belonging
to another controller and cannot modify its Content-Security-Policy itself.
Note that the adjustment is only applied to applications that use AppFramework
controllers.

WARNING: Using this API incorrectly may make the instance more insecure.
Do think twice before adding whitelisting resources. Please do also note
that it is not possible to use the disallowXYZ functions.



OCP\Security\Events\GenerateSecurePasswordEvent


Added in version 18.



Event to request a secure password to be generated.

Since Nextcloud 31 this event also provides a getContext method
allowing to apply different rules for different password context like account passwords or share passwords.



OCP\Security\Events\ValidatePasswordPolicyEvent


Added in version 18.



This event can be emitted to request a validation of a password.
If a password policy app is installed and the password
is invalid, an OCPHintException will be thrown.

Since Nextcloud 31 this event also provides a getContext method
allowing to apply different rules for different password context like account passwords or share passwords.



OCP\Security\FeaturePolicy\AddFeaturePolicyEvent


Added in version 17.



Event that allows to register a feature policy header to a request.



OCP\Settings\Events\DeclarativeSettingsGetValueEvent


Added in version 29.





OCP\Settings\Events\DeclarativeSettingsRegisterFormEvent


Added in version 29.





OCP\Settings\Events\DeclarativeSettingsSetValueEvent


Added in version 29.





OCP\Share\Events\BeforeShareCreatedEvent


Added in version 28.





OCP\Share\Events\BeforeShareDeletedEvent


Added in version 28.





OCP\Share\Events\ShareAcceptedEvent


Added in version 28.





OCP\Share\Events\ShareCreatedEvent


Added in version 18.





OCP\Share\Events\ShareDeletedEvent


Added in version 21.





OCP\Share\Events\ShareDeletedFromSelfEvent


Added in version 28.





OCP\Share\Events\VerifyMountPointEvent


Added in version 19.





OCP\SpeechToText\Events\TranscriptionFailedEvent


Added in version 27.



This Event is emitted if a transcription of a media file using a Speech-To-Text provider failed



OCP\SpeechToText\Events\TranscriptionSuccessfulEvent


Added in version 27.



This Event is emitted when a transcription of a media file happened successfully



OCP\SystemTag\ManagerEvent


Added in version 9.



Class ManagerEvent



OCP\SystemTag\MapperEvent


Added in version 9.



Class MapperEvent



OCP\SystemTag\SystemTagsEntityEvent


Added in version 9.1.




Changed in version 28.0.0: Dispatched as a typed event



Class SystemTagsEntityEvent



OCP\TaskProcessing\Events\GetTaskProcessingProvidersEvent


Added in version 32.



Event dispatched by the server to collect Task Processing Providers
and custom Task Types from listeners (like AppAPI).
Listeners should add their providers and task types using the
addProvider() and addTaskType() methods.



OCP\TaskProcessing\Events\TaskFailedEvent


Added in version 30.





OCP\TaskProcessing\Events\TaskSuccessfulEvent


Added in version 30.





OCP\TextProcessing\Events\TaskFailedEvent


Added in version 27.1.





OCP\TextProcessing\Events\TaskSuccessfulEvent


Added in version 27.1.





OCP\TextToImage\Events\TaskFailedEvent


Added in version 28.





OCP\TextToImage\Events\TaskSuccessfulEvent


Added in version 28.





OCP\User\Events\BeforePasswordUpdatedEvent


Added in version 18.



Emitted before the user password is updated.



OCP\User\Events\BeforeUserCreatedEvent


Added in version 18.



Emitted before a new user is created on the back-end.



OCP\User\Events\BeforeUserDeletedEvent


Added in version 18.





OCP\User\Events\BeforeUserIdUnassignedEvent


Added in version 31.



Emitted before removing the mapping between an external user and an internal userid



OCP\User\Events\BeforeUserLoggedInEvent


Added in version 18.





OCP\User\Events\BeforeUserLoggedInWithCookieEvent


Added in version 18.



Emitted before a user is logged in via remember-me cookies.



OCP\User\Events\BeforeUserLoggedOutEvent


Added in version 18.



Emitted before a user is logged out.



OCP\User\Events\OutOfOfficeChangedEvent


Added in version 28.



Emitted when a user’s out-of-office period has changed



OCP\User\Events\OutOfOfficeClearedEvent


Added in version 28.



Emitted when a user’s out-of-office period is cleared



OCP\User\Events\OutOfOfficeEndedEvent


Added in version 28.



Emitted when a user’s out-of-office period ended



OCP\User\Events\OutOfOfficeScheduledEvent


Added in version 28.



Emitted when a user’s out-of-office period is scheduled



OCP\User\Events\OutOfOfficeStartedEvent


Added in version 28.



Emitted when a user’s out-of-office period started



OCP\User\Events\PasswordUpdatedEvent


Added in version 18.



Emitted when the user password has been updated.



OCP\User\Events\PostLoginEvent


Added in version 18.





OCP\User\Events\UserChangedEvent


Added in version 18.





OCP\User\Events\UserCreatedEvent


Added in version 18.



Emitted when a new user has been created on the back-end.



OCP\User\Events\UserDeletedEvent


Added in version 18.





OCP\User\Events\UserFirstTimeLoggedInEvent


Added in version 28.





OCP\User\Events\UserIdAssignedEvent


Added in version 31.



Emitted by backends (like user_ldap) when a user created externally is mapped for the first time and assigned a userid



OCP\User\Events\UserIdUnassignedEvent


Added in version 31.



Emitted after removing the mapping between an external user and an internal userid



OCP\User\Events\UserLiveStatusEvent


Added in version 20.





OCP\User\Events\UserLoggedInEvent


Added in version 18.





OCP\User\Events\UserLoggedInWithCookieEvent


Added in version 18.



Emitted when a user has been successfully logged in via remember-me cookies.



OCP\User\Events\UserLoggedOutEvent


Added in version 18.



Emitted when a user has been logged out successfully.



OCP\User\GetQuotaEvent


Added in version 20.



Event to allow apps to



OCP\WorkflowEngine\Events\LoadSettingsScriptsEvent


Added in version 20.



Emitted when the workflow engine settings page is loaded.



OCP\WorkflowEngine\Events\RegisterChecksEvent


Added in version 18.





OCP\WorkflowEngine\Events\RegisterEntitiesEvent


Added in version 18.





OCP\WorkflowEngine\Events\RegisterOperationsEvent


Added in version 18.







Hooks


Deprecated since version 18: Use the OCP event dispatcher instead.



Hooks are used to execute code before or after an event has occurred. This is for instance useful to run cleanup code after users, groups or files have been deleted. Hooks should be registered in the Bootstrapping process.


Available hooks

The scope is the first parameter that is passed to the listen method, the second parameter is the method and the third one the callback that should be executed once the hook is being called, e.g.:

<?php

// listen on user predelete
$callback = function($user) {
    // your code that executes before $user is deleted
};
$userManager->listen('\OC\User', 'preDelete', $callback);





Hooks can also be removed by using the removeListener method on the object:

<?php

// delete previous callback
$userManager->removeListener(null, null, $callback);





The following hooks are available:



Session

Injectable from the ServerContainer with the \OCP\IUserSession service.

Hooks available in scope \OC\User:


	preSetPassword (\OC\User\User $user, string $password, string $recoverPassword)


	postSetPassword (\OC\User\User $user, string $password, string $recoverPassword)


	changeUser (\OC\User\User $user, string $feature, string $value)


	preDelete (\OC\User\User $user)


	postDelete (\OC\User\User $user)


	preCreateUser (string $uid, string $password)


	postCreateUser (\OC\User\User $user)


	preLogin (string $user, string $password)


	postLogin (\OC\User\User $user, string $password)


	logout ()






UserManager

Injectable from the ServerContainer with the \OCP\IUserManager service.

Hooks available in scope \OC\User:


	preSetPassword (\OC\User\User $user, string $password, string $recoverPassword)


	postSetPassword (\OC\User\User $user, string $password, string $recoverPassword)


	preDelete (\OC\User\User $user)


	postDelete (\OC\User\User $user)


	preCreateUser (string $uid, string $password)


	postCreateUser (\OC\User\User $user, string $password)






GroupManager

Hooks available in scope \OC\Group:


	preAddUser (\OC\Group\Group $group, \OC\User\User $user)


	postAddUser (\OC\Group\Group $group, \OC\User\User $user)


	preRemoveUser (\OC\Group\Group $group, \OC\User\User $user)


	postRemoveUser (\OC\Group\Group $group, \OC\User\User $user)


	preDelete (\OC\Group\Group $group)


	postDelete (\OC\Group\Group $group)


	preCreate (string $groupId)


	postCreate (\OC\Group\Group $group)






Filesystem root

Injectable from the ServerContainer by calling the method getRootFolder(), getUserFolder() or getAppFolder().

To enable these events for your app you should add the following to your info.xml file:

<types>
    <filesystem/>
</types>





Filesystem hooks available in scope \OC\Files:


	preWrite (\OCP\Files\Node $node)


	postWrite (\OCP\Files\Node $node)


	preCreate (\OCP\Files\Node $node)


	postCreate (\OCP\Files\Node $node)


	preDelete (\OCP\Files\Node $node)


	postDelete (\OCP\Files\Node $node)


	preTouch (\OCP\Files\Node $node, int $mtime)


	postTouch (\OCP\Files\Node $node)


	preCopy (\OCP\Files\Node $source, \OCP\Files\Node $target)


	postCopy (\OCP\Files\Node $source, \OCP\Files\Node $target)


	preRename (\OCP\Files\Node $source, \OCP\Files\Node $target)


	postRename (\OCP\Files\Node $source, \OCP\Files\Node $target)






Filesystem scanner

Filesystem scanner hooks available in scope \OC\Files\Utils\Scanner:


	scanFile (string $absolutePath)


	scanFolder (string $absolutePath)


	postScanFile (string $absolutePath)


	postScanFolder (string $absolutePath)







Public emitter


Deprecated since version 18: Use the OCP event dispatcher instead.



tbd
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Templates

Nextcloud provides its own templating system which is basically plain PHP with some additional functions and preset variables. All the parameters which have been passed from the controller are available in an array called $_[], e.g.:

array('key' => 'something')





can be accessed through:

$_['key']






Note

To prevent XSS the following PHP functions for printing are forbidden: echo, print() and <?=. Instead use the p() function for printing your values. Should you require unescaped printing, double check for XSS and use: print_unescaped().



Printing values is done by using the p() function, printing HTML is done by using print_unescaped().

templates/main.php

<?php foreach($_['entries'] as $entry){ ?>
  <p><?php p($entry); ?></p>
<?php
}






Including templates

Templates can also include other templates by using the $this->inc(‘templateName’) method.

<?php print_unescaped($this->inc('sub.inc')); ?>





The parent variables will also be available in the included templates, but should you require it, you can also pass new variables to it by using the second optional parameter as array for $this->inc.

templates/sub.inc.php

<div>I am included, but I can still access the parents variables!</div>
<?php p($_['name']); ?>

<?php print_unescaped($this->inc('other_template', array('variable' => 'value'))); ?>







Including CSS and JavaScript


Warning

This is deprecated, please use addScript and addStyle in your controller instead.
See JavaScript for more information.



To include CSS or JavaScript use the style and script functions:

<?php
script('myapp', 'script');  // add js/script.js
style('myapp', 'style');  // add css/style.css







Including images

To generate links to images use the image_path function:

<img src="<?php print_unescaped(image_path('myapp', 'app.png')); ?>" />









            

          

      

      

    

  

    
      
          
            
  
JavaScript

The JavaScript files reside in the js/ folder and should be included
in the appropriate controller. There are two methods to inject your JavaScript files.



	Util::addScript


	Util::addInitScript







/**
 * Add a javascript file
 *
 * @param string $application Your application ID, e.g. 'your_app'
 * @param string $file Your script name, e.g. 'main'
 * @param string $afterAppId Optional, the script will be loaded after this app
 * @param bool $prepend Optional, if true the script will be prepended to this app scripts list
 */
 public static function addScript(string $application, string $file = null, string $afterAppId = 'core', bool $prepend = false): void

/**
 * Add a standalone init js file that is loaded for initialization.
 * Be careful loading scripts using this method as they are loaded early
 * and block the initial page rendering. They should not have dependencies
 * on any other scripts than core-common and core-main.
 *
 * @param string $application Your application ID, e.g. 'your_app'
 * @param string $file Your script name, e.g. 'main'
 */
 public static function addInitScript(string $application, string $file): void






Note

If your script is only needed after a specific event, e.g. after the Files app is loaded,
you will have to register a Listener in your app Appinfo/Application.php.



Here is an example for the Files app (which emits the LoadAdditionalScriptsEvent).
For more information about app bootstrapping, see the The Application class section.

namespace OCA\YourApp\AppInfo;

use OCA\Files\Event\LoadAdditionalScriptsEvent;
use OCA\YourApp\Listener\LoadAdditionalListener;
use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IRegistrationContext;

/**
 * @package OCA\YourApp\AppInfo
 */
class Application extends App implements IBackendProvider, IAuthMechanismProvider, IBootstrap {
  public const APP_ID = 'your_app';

  public function __construct(array $urlParams = []) {
    parent::__construct(self::APP_ID, $urlParams);
  }

  public function register(IRegistrationContext $context): void {
    $context->registerEventListener(LoadAdditionalScriptsEvent::class, LoadAdditionalListener::class);
  }

  public function boot(IBootContext $context): void {}





namespace OCA\YourApp\Listener;

use OCA\YourApp\AppInfo\Application;
use OCA\Files\Event\LoadAdditionalScriptsEvent;
use OCP\EventDispatcher\Event;
use OCP\EventDispatcher\IEventListener;
use OCP\Util;

class LoadAdditionalListener implements IEventListener {

    public function handle(Event $event): void {
        if (!($event instanceof LoadAdditionalScriptsEvent)) {
            return;
        }

        Util::addInitScript(Application::APP_ID, 'init');
        Util::addScript(Application::APP_ID, 'main', 'files');
    }
}






Sending the CSRF token

If any other JavaScript request library than jQuery is being used, the requests need to send the CSRF token as an HTTP header named requesttoken. The token is available in the global variable OC.requestToken.

For AngularJS the following lines would need to be added:

var app = angular.module('MyApp', []).config(['$httpProvider', function($httpProvider) {
    $httpProvider.defaults.headers.common.requesttoken = OC.requestToken;
}]);







Generating URLs

To send requests to Nextcloud the base URL where Nextcloud is currently running is needed. To get the base URL use:

var baseUrl = OC.generateUrl('');





Full URLs can be generated by using:

var authorUrl = OC.generateUrl('/apps/myapp/authors/1');







Extending core parts

It is possible to extend components of the core web UI. The following examples
should show how this is possible.


Extending the “new” menu in the files app


Added in version 9.0.



var myFileMenuPlugin = {
    attach: function (menu) {
        menu.addMenuEntry({
            id: 'abc',
            displayName: 'Menu display name',
            templateName: 'templateName.ext',
            iconClass: 'icon-filetype-text',
            fileType: 'file',
            actionHandler: function () {
                console.log('do something here');
            }
        });
    }
};
OC.Plugins.register('OCA.Files.NewFileMenu', myFileMenuPlugin);





This will register a new menu entry in the “New” menu of the files app. The
method attach() is called once the menu is built. This usually happens right
after the click on the button.




Loading initial state

Often apps have some kind of initial state. Often the first thing a script does
is querying an endpoint to obtain this initial state. This makes the user
experience sub optimal as they have to wait for yet another request to finish
loading.

To provide the initial state in a standardized way quickly to the javascript
Nextcloud provides an API. The API consists of a PHP part (that supplies the state)
and a JS part (that fetches and parses the state).


Providing the initial state with PHP

Providing state in PHP is done via the OCP\AppFramework\Services\IInitialState. This service
has two methods you can use to provide the initial state. They will automatically be scoped
to your app, so you don’t have to provide your app id anymore.


	provideInitialState(string $key, $data):
If you know for sure your state will be used. For example on the settings page of your app.


	provideLazyInitialState(string $key, Closure $closure):
If you want to inject your state on a general page. For example the initial state of the notifications app. The callback will be invoked if and only if a template is rendered.




You call both methods with the name of your app and a key. This is to scope
the states properly. You will need both when retrieving the initial state in
javascript.

The data for the initial state is converted to JSON. So be sure that the
data you provide (either in $data or as a return from the $closure) can be converted
to JSON.



Obtaining the initial state in JavaScript

To obtain the initial state in your JavaScript you have to only call one
function


	Vue way with @nextcloud/initial-state [https://github.com/nextcloud/nextcloud-initial-state]:




import { loadState } from '@nextcloud/initial-state'

const val = loadState('myapp', 'user_preference')

// Provide a fallback value to return when the state is not found
const valWithFallback = loadState('myapp', 'user_preference', 'no_preference')






	Legacy way:




const state = OCP.InitialState.loadState('MyApp', 'MyState');





Now state will contain the provided state which you can use as any variable. It
is as simple as that.




Keyboard shortcuts

In case you want to improve your user experience with keyboard shortcuts, make sure
to not overwrite browser, operating system and other Nextcloud wide shortcuts.
Also there is an accessibility setting for users to opt-out of any keyboard shortcuts
Nextcloud wide. You can check the setting with the following function which returns a boolean
(available in Nextcloud 25 and later):

OCP.Accessibility.disableKeyboardShortcuts();





If that is the case, no additional shortcuts shall be registered by any app. Only Space
to toggle checkboxes and Enter to submit the currently active buttons or links are okay,
as any other shortcut might interfere with screenreaders and other accessibility tools.





            

          

      

      

    

  

    
      
          
            
  
CSS

The CSS files reside in the css/ folder and should be included in the template:

<?php
// include one file
style('myapp', 'style');  // adds css/style.(s)css

// include multiple files for the same app
style('myapp', array('style', 'navigation'));  // adds css/style.(s)css, css/navigation.(s)css

// include vendor file (also allows array syntax)
vendor_style('myapp', 'style');  // adds vendor/style.(s)css






Note

SCSS is supported natively.
You can migrate your files by simply renaming your .css files to .scss.
The server will automatically compile, cache and and serve it.
The priority goes to the scss file. So having two file with the same name and a scss & css extension
will ensure a retro compatibility with <12 versions as scss files will be ignored by the server.



Web Components go into the component/ folder and can be imported like this:

<?php
// include one file
component('myapp', 'tabs');  // adds component/tabs.html

// include multiple files for the same app
component('myapp', array('tabs', 'forms'));  // adds component/tabs.html, component/forms.html






Note

Keep in mind that Web Components are still very new and you might need to add polyfills [https://www.webcomponents.org/polyfills/]






            

          

      

      

    

  

    
      
          
            
  
Theming support

The Nextcloud theming app offers some tools for app developers to ensure that apps also match the themed look.


CSS variables

There are a lot of CSS variables available, see CSS variables.



JavaScript

When the theming app is enabled, it provides the OCA.Theming object. It can
be used to handle themed instances differently.

if(OCA.Theming) {
  $('.myapp-element').animate({backgroundColor:OCA.Theming.color});
}





The following information is available:


	OCA.Theming.color Main color


	OCA.Theming.inverted Will be true on bright theming colors to get contrast with text


	OCA.Theming.name Instance name


	OCA.Theming.slogan Instance slogan


	OCA.Theming.url  Instance web address






Icons

The theming app will automatically generate favicons and home screen icons for
each app by using the icon img/app.svg inside of the app folder. Any custom
favicon set by an app will only be visible when the theming app is disabled.





            

          

      

      

    

  

    
      
          
            
  
Translations

Nextcloud provides mechanisms for internationalization (make an application translatable) and localization (add translations for specific languages). This section provides detailed instructions for both aspects.
In order to make your app translatable (internationalization), you should use Nextcloud’s methods for translating strings. They are available for both the server-side (PHP, Templates) as well as for the client-side (JavaScript).


PHP Backend

If localized strings are used in the backend code, simply inject the \OCP\IL10N class into your service via type hinting it in the constructor. You will automatically get the language object containing the translations of your app:

<?php
class AuthorService {
    public function __construct(
        private \OCP\IL10N $l,
    ) {
    }

    …
}





Strings can then be translated in the following way:

<?php
class AuthorService {

    …

    public function getLanguageCode() {
        // Get the language code of the current language
        return $this->l->getLanguageCode();
    }

    public sayHello() {
        // Simple string
        return $this->l->t('Hello');
    }

    public function getAuthorName($name) {
        // String using a parameter
        return $this->l->t('Getting author %1$s', [$name]);
    }

    public function getAuthors($count, $city) {
        // Translation with plural
        return $this->l->n(
            '%n author is currently in the city %1$s', // singular string
            '%n authors are currently in the city %1$s', // plural string
            $count, // number to decide which plural to use
            [$city] // further parameters are possible
        );
    }
}






Language of other users

If you need to get the language of another user, e.g. to send them an email or inside a background job, there are also
the force_language and default_language configuration options to consider. To make this easier, the
OCP\L10N\IFactory class comes with a getUserLanguage method:

<?php
class SendEmail {
    public function __construct(
        private \OCP\L10N\IFactory $l10nFactory,
     ) {
    }

    public function send(IUser $user): void {
        $lang = $this->l10nFactory->getUserLanguage($user);
        $l = $this->l10nFactory->get('myapp', $lang);

        // …
    }








PHP Templates

In every template the global variable $l can be used to translate the strings using its methods t() and n():

// Simple text string
<button><?php p($l->t('Hide')); ?></button>

// Text with a placeholder
<div><?php p($l->t('Show files of %1$s', [$user])); ?></div>

// Date string
<em><?php p($l->l('date', time())); ?></em>







JavaScript / TypeScript / Vue

There are global functions t() and n() available for translating strings in javascript code.
If your app is build, you can import the translation functions from the @nextcloud/l10n package [https://github.com/nextcloud-libraries/nextcloud-l10n].
They differ a bit in terms of usage compared to php:


	First argument is the appId e.g. 'myapp'


	Placeholders (apart from the count in plurals) use single-mustache brackets with meaning-full descriptors.


	The parameter list is an object with the descriptors as key.




t('myapp', 'Hello World!');
t('myapp', '{name} is available. Get {linkstart}more information{linkend}', {name: 'Nextcloud 16', linkstart: '<a href="...">', linkend: '</a>'});
n('myapp', 'Import %n calendar into {collection}', 'Import %n calendars into {collection}', selectionLength, {collection: 'Nextcloud'});







ExApps (Python)

For ExApps, Python is currently only supported for automated Transifex translations.

Alongside the usual l10n/*.json and l10n/*.js files, translation source files located in translationfiles/<lang>/*.po are also included in the Transifex sync.
These .po files can be compiled into .mo files, which are typically used by the ExApp backend for runtime translations.

For more details, see Translations.



Guidelines

Please also look through the following hints to improve your strings and make them better translatable by the community
and therefore improving the experience for non-english users.


Dos and Don’ts



	Bad

	Good

	Description





	´ or ’

	'

	Use ascii single quote



	Loading...

	Loading …

	
Use Unicode triple-dot character.

Add a non-breaking space before the triple-dot when trimming a sentence instead of a word.






	
Loading …

(a general space U+0020)




	
Loading …

(a non-breaking space U+00A0)




	
Only use a non-breaking space before the triple-dot (U+00A0).






	Don’t

	Do not

	Using the spelled out version is easier to understand and makes translating easier.



	Won’t

	Will not

	Using the spelled out version is easier to understand and makes translating easier.



	Can not

	Cannot

	Using the combined version is easier to understand and makes translating easier.



	id

	ID

	Full uppercase for shortcutting “identifier”



	Users

	Accounts / People

	Use accounts when you refer to a profile/entity. Use people when referring to humans.



	Admin / Administrator

	Administration

	
Refer to administration as a non-human organizational entity

instead of a single or multiple persons.






	Headline

	Headline:

	Include colons : in the translations as some languages add a space before the colon.



	
“ Leading space”

“Trailing space “




	
“No leading space”

“No trailing space”




	
Leading or trailing spaces mostly indicate that strings are concatenated.

For translators it is often helpful to have all the content in a single translation,

as order and references between words and sentences might get lost otherwise.






	“Error:” $error

	“Error: %s”

	Instead of concatenating errors or part messages, make them a proper placeholder








Correct plurals

If you use a plural, you must also use the %n placeholder. The placeholder defines the plural and the word without the number preceding is wrong. If you don’t know/have a number for your translation, e.g. because you don’t know how many items are going to be selected, just use an undefined plural. They exist in every language and have one form. They do not follow the normal plural pattern.

PHP Example:

// BAD: Plural without count
$title = $l->n('Import calendar', 'Import calendars', $selectionLength)
// BETTER: Plural has count, but disrupting to read and unnecessary information
$title = $l->n('Import %n calendar', 'Import %n calendars', $selectionLength)
// BEST: Simple string with undefined plural not using any number in the string
$title = $l->t('Import calendars')





Opposed to the normal placeholders in javascript, the plural number also uses the %n syntax:

JS Example:

/* BAD: Plural without count */
n('myapp', 'Import calendar', 'Import calendars', selected.length)
/* BETTER: Plural has count, but disrupting to read and unnecessary information */
n('myapp', 'Import %n calendar', 'Import %n calendars', selected.length)
/* BEST: Simple string with undefined plural not using any number in the string */
t('myapp', 'Import calendars')







Improving your translations

Starting with the following example, improving it step by step:

<?php p($l->t('Select file from')) . ' '; ?><a href='#' id="browselink"><?php p($l->t('local filesystem'));?></a><?php p($l->t(' or ')); ?><a href='#' id="cloudlink"><?php p($l->t('cloud'));?></a>






Step 1: String split

You shall never split sentences and never concatenate two translations (e.g. “Enable” and “dark mode” can not be combined to “Enable dark mode”, because languages might have to use different cases)! Translators lose the context and they have no chance to possibly re-arrange words/parts as needed.

Translators will translate:


	Select file from


	local filesystem


	or (with leading and trailing whitespace)


	cloud




Translating these individual strings results in  local filesystem and cloud losing case. The two white spaces surrounding or will get lost while translating as well. For languages that have a different grammatical order it prevents the translators from reordering the sentence components.

So the following code is a bit better, but suffers from another issue:

<?php p($l->t('Select file from <a href="#" id="browselink">local filesystem</a> or <a href="#" id="cloudlink">cloud</a>'));?>







Step 2: HTML Markup

In this case the translators can re-arrange as they like, but have to deal with your markup and can mess it up easily. It is better to keep the markup out of your code, so the following translation is even better:

<?php p($l->t('Select file from %slocal filesystem%s or %scloud%s', ['<a href="#" id="browselink">', '</a>', '<a href="#" id="cloudlink">', '</a>']));?>





But there is one last problem with this.



Step 3: Placeholders

In case the language has to turn things around, your code will still insert the parameters in the given order and they can not re-order them. To prevent this last hurdle simply use positioned placeholders like %1$s:

<?php p($l->t('Select file from %1$slocal filesystem%2$s or %3$scloud%4$s', ['<a href="#" id="browselink">', '</a>', '<a href="#" id="cloudlink">', '</a>']));?>





This allows translators to have the cloudlink before the browselink in case the language is e.g. right-to-left.




Provide context hints for translators

In case some translation strings may be translated wrongly because they have multiple meanings.
Especially translations strings that only contain a single word often result in problems.
The most famous example in the Nextcloud code base is Share which can which can be the verb and action To share something or the noun A share.
The added hints will be shown in the Transifex web-interface:


PHP

Place the comment on the line before the ->t() or ->n() call:

// TRANSLATORS Will be shown inside a popup and asks the user to add a new file
p($l->t('Add new file'));

// TRANSLATORS The placeholder refers to the software product name, e.g. "Add to your Nextcloud"
$l->t('Add to your %s', [$productName]);





For multi-line context or example output, use consecutive comment lines:

// TRANSLATORS
// Indicates when a calendar event will happen, shown on invitation emails.
// Output example: "In 1 hour on July 1, 2024 for the entire day"
$l->t('In %1$s on %2$s for the entire day', [$relativeTime, $date]);







JavaScript / TypeScript

Place the comment on the line before the t() or n() call:

// TRANSLATORS: name that is appended to copied files, will be put in parenthesis with a number for the second+ copy
var copyNameLocalized = t('files', 'copy');

// TRANSLATORS: {relativeDueDate} will be replaced with a relative time, e.g. "2 hours ago" or "in 3 days"
t('files_reminders', 'We will remind you of this file {relativeDueDate}', { relativeDueDate })







Vue

In the <template> block, use an HTML comment on the line above the element:

<!-- TRANSLATORS: Making this question necessary to be answered when submitting to a form -->
<span>{{ t('forms', 'Required') }}</span>





In the <script> block, use the same // style as JavaScript.



C++ (Qt) / Desktop client

//: Example text: "Progress of sync process. Shows the currently synced filename"
fileProgressString = tr("Syncing %1").arg(allFilenames);







Android

<!-- TRANSLATORS List of deck boards -->
<string name="simple_boards">Boards</string>







iOS

/* The title on the navigation bar of the Scanning screen. */
"wescan.scanning.title"             = "Scanning";









Adding translations

The steps how to set up translations for an app have been moved to it’s own page in the “App development” chapter: Translation



Testing translations

You can use the query parameter forceLanguage to force a specific language for a web request (API or frontend). See Forcing language for a given call.



Console commands


l10n:createjs

Generate JavaScript translation files for an app from its l10n/ source
files. Pass the app ID and optionally a specific language code:

sudo -E -u www-data php occ l10n:createjs myapp
sudo -E -u www-data php occ l10n:createjs myapp de





When no language is specified, JavaScript files are generated for all
available languages. The output files are written to the app’s l10n/
directory as <lang>.js and <lang>.json.


Note

This command is intended for development and CI pipelines. In production,
JavaScript translation files are generated automatically during app
installation and updates.








            

          

      

      

    

  

    
      
          
            
  
Background jobs (Cron)

Often there is a need to run background jobs. For example there are Background
jobs in Nextcloud that send out the activity emails. Or expire the trashbin.


Types of background jobs

Nextcloud by default offers you two types of background jobs. The \OCP\BackgroundJob\QueuedJob
and \OCP\BackgroundJob\TimedJob.

The QueuedJob is for one time jobs. This can for example be triggered by inserting
a job because an event happened. The TimedJob has a method setInterval where
you can set the minimum time in seconds between the jobs (from the constructor).
This is useful in case you want to have a job that is run at most once a day for example.

Of course you can customize this all to your liking by just extending \OCP\BackgroundJob\Job



Writing a background job

Writing a background job is rather straight forward. You write a class and extend
your job class of choice.

<?php
namespace OCA\MyApp\Cron;

use OCA\MyApp\Service\SomeService;
use OCP\BackgroundJob\TimedJob;
use OCP\AppFramework\Utility\ITimeFactory;

class SomeTask extends TimedJob {

    private SomeService $myService;

    public function __construct(ITimeFactory $time, SomeService $service) {
        parent::__construct($time);
        $this->myService = $service;

        // Run once an hour
        $this->setInterval(3600);
    }

    protected function run($arguments) {
        $this->myService->doCron($arguments['uid']);
    }

}





As you can see our dependency injection also works just fine for background jobs.
The ITimeFactory always needs to be passed to the parent constructor. Since it is
required to be set.

In this case it is a background job that runs every hour. And we take the uid argument
to pass on to the service to run the background job.

The run function is the main thing you need to implement and where all the
logic happens.


Heavy load and time insensitive

When the background job is a \OCP\BackgroundJob\TimedJob and can impact the performance of
the instance and is not time sensitive, e.g. clearing old data, running training of AI models
or similar things, consider flagging it as time insensitive in the constructor.

<?php

// Run once a day
$this->setInterval(24 * 3600);
// Delay until low-load time
$this->setTimeSensitivity(\OCP\BackgroundJob\IJob::TIME_INSENSITIVE);





This allows the Nextcloud to delay the job until a given nightly time window so the users
are not that impacted by the heavy load of the background job.



Configuring parallelism


Added in version 27.



With resource-heavy background jobs that run for longer than a few minutes, be they QueuedJob and TimedJob instances, you may want to restrict parallelism to prevent multiple such jobs from clogging up the server’s resources. You can do this with the setAllowParallelRuns method of OCP\BackgroundJob\Job (QueuedJob and TimedJob both inherit from this class, so they also have this available).

<?php

// Only run one instance of this job at a time
$this->setAllowParallelRuns(false);








Registering a background job

Now that you have written your background job there is of course the small matter of
how to make sure the system actually runs your job. In order to do this your
job needs to be registered.


info.xml

You can register your jobs in your info.xml by adding;

<background-jobs>
    <job>OCA\MyApp\Cron\SomeTask</job>
</background-jobs>





This will on install/update of the application add the job OCA\MyApp\Cron\SomeTask.
Of course in this case the arguments passed to your run function is just an empty
array.



Registering manually

In case you want more fine grained control about when a background job is inserted
and you want to pass arguments to it you need to manually register your background jobs.

You do this by using \OCP\BackgroundJob\IJobList. There you can add a job or remove a job.

For example you could add or remove a certain job based on some controller:

<?php
namespace OCA\MyApp\Controller;

use OCA\MyApp\Cron\SomeTask;
use OCP\AppFramework\Controller;
use OCP\BackgroundJob\IJobList;
use OCP\IRequest;

class SomeController extends Controller {

    private IJobList $jobList;

    public function __construct(string $appName, IRequest $request, IJobList $jobList) {
        parent::__construct($appName, $request);

        $this->jobList = $jobList;
    }

    public function addJob(string $uid) {
        $this->jobList->add(SomeTask::class, ['uid' => $uid]);
    }

    public function removeJob(string $uid) {
        $this->jobList->remove(SomeTask::class, ['uid' => $uid]);
    }
}





This provides more fine grained control and you can pass arguments to your background
jobs easily.



Scheduling

A background job can be scheduled to run after a specific time and date. This avoids maintaining a time check inside a background job.

Beware that the reliability of the execution time is limited. Systems that do not use system cron may have no active users and therefore no reliable cron trigger at the target time. System cron can also not guarantee that the job is picked up right away if the background job queue is full. The only guarantee you get is that the job is not picked up earlier than the specified time.


lib/Service/ShareService.php

<?php

namespace OCA\MyApp\Service;

use OCA\MyApp\BackgroundJob\RevokeShare;
use OCP\BackgroundJob\IJobList;

class ShareService {

    private IJobList $jobList

    public function __construct(IJobList $jobList) {
        $this->jobList = $jobList;
    }

    public function shareWithUser(string $uid, int $expiration) {
        // create an expiring share

        $this->jobList->scheduleAfter(
            RevokeShare::class,
            ['id' => $shareId],
            $expiration,
        );
    }
}












            

          

      

      

    

  

    
      
          
            
  
Caching

Results of expensive or slow operations can be cached to speed up Nextcloud and its apps.


Types of caches

Nextcloud offers in-memory, local and distributed caches. The caching back-end (APCu, Redis, Memcached) is configurable.

For single server setups, admins typically only configure one type of cache. Larger installations can have two types of cache. The Nextcloud API lets you pick a cache type. The following table tries to highlight the main advantages and disadvantages of each type.



	
	In-memory cache

	Local cache

	Distributed cache





	Latency

	Low

	Low

	High



	Data scope

	Same process

	Application server

	Full cluster



	Expiration

	End of process

	TTL reached

	TTL reached






For scalability it should be preferred to use local caches. A local cache has to be populated on each application server, but avoids creating a bottleneck of too much traffic on the distributed cache. A distributed cache is most useful for data that has to be synchronized across the full Nextcloud cluster.



In-memory cache

The OCP\Cache\CappedMemoryCache class is an in-memory cache that can be used like an array:


lib/Service/PictureService.php

<?php

namespace OCA\MyApp\Service;

use OCP\Cache\CappedMemoryCache;

class PictureService {
    private $cache;

    public function __construct(){
        $this->cache = new CappedMemoryCache(64);
    }

    public function getPicture(string $url): void {
        if (isset($this->cache[$url])) {
            return $this->cache[$url];
        }

        // Fetch picture and serialize result into $picture

        $this->cache[$url] = $picture;
        return $picture;
    }
}







A cache instance can also be built by the cache factory. This approach allows mocking the injected factory for finer control during unit testing:


lib/Service/PictureService.php

<?php

namespace OCA\MyApp\Service;

use OCP\ICacheFactory;

class PictureService {
    private ICacheFactory $cacheFactory;

    public function __construct(ICacheFactory $cacheFactory){
        $this->cacheFactory = $cacheFactory;
    }

    public function getPicture(string $url): void {
        // Initialize the cache. The instance has to be remembered because
        // each call to `createInMemory` returns a fresh, empty cache.
        if ($this->cache === null) {
            $this->cache = $this->cacheFactory->createInMemory(64);
        }

        if (isset($this->cache[$url])) {
            return $this->cache[$url];
        }

        // Fetch picture and serialize result into $picture

        $this->cache[$url] = $picture;
        return $picture;
    }
}









Local cache

A local cache instance can be acquired through the \OCP\ICacheFactory service. The factory can be injected:


lib/Service/PictureService.php

<?php

namespace OCA\MyApp\Service;

use OCP\ICacheFactory;

class PictureService {
    private ICacheFactory $cacheFactory;

    public function __construct(ICacheFactory $cacheFactory){
        $this->cacheFactory = $cacheFactory;
    }

    public function getPicture(string $url): void {
        $cache = $this->cacheFactory->createLocal('my-app-pictures');
        $cachedPicture = $cache->get($url);
        if ($cachedPicture !== null) {
            return $cachedPicture;
        }

        // Fetch picture and serialize result into $picture

        $cache->set($url, $picture, 6 * 3600); // Cache result for 6h
        return $picture;
    }
}









Distributed cache

A distributed cache instance can be acquired through the \OCP\ICacheFactory service. The factory can be injected:


lib/Service/PictureService.php

<?php

namespace OCA\MyApp\Service;

use OCP\ICacheFactory;

class PictureService {
    private ICacheFactory $cacheFactory;

    public function __construct(ICacheFactory $cacheFactory){
        $this->cacheFactory = $cacheFactory;
    }

    public function getPicture(string $url): void {
        $cache = $this->cacheFactory->createDistributed('my-app-pictures');
        $cachedPicture = $cache->get($url);
        if ($cachedPicture !== null) {
            return $cachedPicture;
        }

        // Fetch picture and serialize result into $picture

        $cache->set($url, $picture, 6 * 3600); // Cache result for 6h
        return $picture;
    }
}











            

          

      

      

    

  

    
      
          
            
  
Logging

Nextcloud uses a PSR-3 logger (Psr\Log\LoggerInterface).
The recommended way to use it is via dependency injection.


Basic usage

Inject Psr\Log\LoggerInterface into your class. When the logger is resolved
from an app container, Nextcloud automatically wraps it so that every log
message is attributed to your app – you do not need to pass an app name
yourself:

<?php
namespace OCA\MyApp\Service;

use Psr\Log\LoggerInterface;

class AuthorService {
    public function __construct(
        private LoggerInterface $logger,
    ) {
    }

    public function doSomething(): void {
        $this->logger->error('Something went wrong');
    }
}






Note

Behind the scenes, each app’s DI container registers a ScopedPsrLogger
that prepends ['app' => '<your-app-id>'] to the context of every call.
You do not need to set this manually.



In cases where you can not inject a logger into a class, you can use
the \OCP\Log\logger function to acquire a logger instance. As a first argument you need to pass
the app ID.

<?php

use function OCP\Log\logger;

logger('my_app')->warning('look, no dependency injection');







Available log methods

The logger exposes the full set of PSR-3 methods:


	emergency() – System is unusable


	alert() – Action must be taken immediately


	critical() – Critical conditions


	error() – Runtime errors


	warning() – Exceptional occurrences that are not errors


	notice() – Normal but significant events


	info() – Interesting events (e.g. user logs in)


	debug() – Detailed debug information




Each method has the signature (string|\Stringable $message, array $context = []): void.



Log level mapping

PSR-3 defines eight severity levels, but Nextcloud internally uses five numeric
levels (set via the loglevel setting in config.php). The mapping is:



	PSR-3 level

	Nextcloud level

	Numeric value





	emergency

	FATAL

	4



	alert, critical, error

	ERROR

	3



	warning

	WARN

	2



	notice, info

	INFO

	1



	debug

	DEBUG

	0






A message is written to the log only when its numeric level is ≥ the
configured loglevel (default: 2 / WARN).



Message interpolation

Nextcloud supports PSR-3 message interpolation. Context values whose keys
appear as {placeholder} tokens in the message string are substituted
automatically:

$this->logger->warning('User {user} failed to log in', [
    'user' => $userId,
]);





This produces a log message like User jane failed to log in. The user
key is consumed by the interpolation and will not appear separately in the
stored log entry.



Context array

The second argument to every log method is a context array. Nextcloud
recognises several special keys:


	exception
	If the context contains an exception key whose value is a
\Throwable, Nextcloud will serialize the full exception (class name,
message, code, file, line, stack trace and any previous exceptions). This
is the recommended way to log exceptions:

try {
    $this->doRiskyThing();
} catch (\Exception $e) {
    $this->logger->error('Operation failed', ['exception' => $e]);
}





You can provide a custom message as the first argument; if you omit it, the
exception’s own message is used.



	app
	Identifies the app that produced the message. This is set automatically
when you obtain the logger via dependency injection or the logger()
helper. You can override it explicitly if needed:

$this->logger->info('Cross-app note', ['app' => 'other_app']);









Any other keys you add to the context array are included in the log entry as
additional data:

$this->logger->info('Cron job finished', [
    'duration' => $seconds,
    'items_processed' => $count,
]);







Logging exceptions

As shown above, passing an exception key in the context triggers detailed
exception serialization. This is preferred over manually calling
$e->getMessage() because Nextcloud will capture the full stack trace and
chain of previous exceptions.

try {
    $this->service->process($data);
} catch (\OCP\DB\Exception $e) {
    $this->logger->error('Database operation failed for item {id}', [
        'id' => $itemId,
        'exception' => $e,
    ]);
}





You can combine message interpolation with exception logging – Nextcloud
handles both.



Custom log file

If your app needs to write to a separate log file (for example, to keep
verbose debug output out of the main log), you can use
OCP\Log\ILogFactory::getCustomPsrLogger():

<?php
namespace OCA\MyApp\Service;

use OCP\Log\ILogFactory;
use Psr\Log\LoggerInterface;

class ImportService {
    private LoggerInterface $importLogger;

    public function __construct(ILogFactory $logFactory) {
        $this->importLogger = $logFactory->getCustomPsrLogger(
            '/var/log/nextcloud/import.log'
        );
    }

    public function run(): void {
        $this->importLogger->info('Import started');
    }
}





The method signature is:

public function getCustomPsrLogger(
    string $path,
    string $type = 'file',
    string $tag = 'Nextcloud'
): LoggerInterface;





$type can be file (default), errorlog, syslog, or systemd.


Note

getCustomPsrLogger has been available since Nextcloud 22.
The $type and $tag parameters were added in Nextcloud 24.





Structured data logging

For advanced use cases, the logger also implements OCP\Log\IDataLogger
(since Nextcloud 18.0.1), which provides a logData() method for logging
arbitrary structured data:

use OCP\Log\IDataLogger;

/** @var IDataLogger $logger */
$logger = \OCP\Server::get(\Psr\Log\LoggerInterface::class);
$logger->logData('Sync completed', [
    'provider' => 'caldav',
    'items' => 42,
], [
    'app' => 'my_app',
    'level' => \OCP\ILogger::INFO,
]);





The first argument is a message string, the second is the structured data array,
and the third is an optional context array (which accepts the app and
level keys described above).



Listening to log events

If your app needs to react when log messages are written (e.g. to forward them
to an external monitoring service), you can listen for the
OCP\Log\BeforeMessageLoggedEvent event (since Nextcloud 28):

<?php
namespace OCA\MyApp\Listener;

use OCP\EventDispatcher\Event;
use OCP\EventDispatcher\IEventListener;
use OCP\Log\BeforeMessageLoggedEvent;

/** @template-implements IEventListener<BeforeMessageLoggedEvent> */
class LogEventListener implements IEventListener {
    public function handle(Event $event): void {
        if (!$event instanceof BeforeMessageLoggedEvent) {
            return;
        }

        $app = $event->getApp();
        $level = $event->getLevel();
        $message = $event->getMessage(); // array with the log entry
        // ... forward to external service
    }
}





Register the listener in your Application::register() method:

$context->registerEventListener(
    BeforeMessageLoggedEvent::class,
    LogEventListener::class
);







Admin audit logging

If you want to log things less for system administration but for compliance reasons, e.g. who accessed which file,
who changed the password of an item or made it public, the
admin audit log [https://docs.nextcloud.com/server/latest/admin_manual/configuration_server/logging_configuration.html#admin-audit-log]
is the correct place.

You can easily add a log by simply emitting an OCP\Log\Audit\CriticalActionPerformedEvent event:

<?php

$dispatcher = \OCP\Server::get(\OCP\EventDispatcher\IEventDispatcher::class);

$event = new \OCP\Log\Audit\CriticalActionPerformedEvent(
    'My critical action for app %s',
    ['name' => 'My App ID']
);
$dispatcher->dispatchTyped($event);





The constructor also accepts an optional third parameter
bool $obfuscateParameters = false. Set it to true when the parameters
may contain sensitive information (passwords, tokens, etc.) that should not be
written in clear text to the audit log:

$event = new \OCP\Log\Audit\CriticalActionPerformedEvent(
    'Password changed for user %s',
    ['name' => $userId],
    true  // obfuscate parameters in the audit log
);









            

          

      

      

    

  

    
      
          
            
  
Settings

Each Nextcloud application can provide both personal and admin settings. For this
you will need to create a section implementing IIconSection. This section will be
used in the setting sidebar to create a new entry.

In our case we will create an admin section class in <myapp>/lib/Sections/NotesAdmin.php:

<?php
namespace OCA\NotesTutorial\Sections;

use OCP\IL10N;
use OCP\IURLGenerator;
use OCP\Settings\IIconSection;

class NotesAdmin implements IIconSection {
    private IL10N $l;
    private IURLGenerator $urlGenerator;

    public function __construct(IL10N $l, IURLGenerator $urlGenerator) {
        $this->l = $l;
        $this->urlGenerator = $urlGenerator;
    }

    public function getIcon(): string {
        return $this->urlGenerator->imagePath('core', 'actions/settings-dark.svg');
    }

    public function getID(): string {
        return 'notes';
    }

    public function getName(): string {
        return $this->l->t('Notes tutorial');
    }

    public function getPriority(): int {
        return 98;
    }
}





The next step is to fill the new admin section with am admin setting. For that, we create a new class
in <myapp>/lib/Settings/NotesAdmin.php*.

<?php
namespace OCA\NotesTutorial\Settings;

use OCP\AppFramework\Http\TemplateResponse;
use OCP\IConfig;
use OCP\IL10N;
use OCP\Settings\ISettings;

class NotesAdmin implements ISettings {
    private IL10N $l;
    private IConfig $config;

    public function __construct(IConfig $config, IL10N $l) {
        $this->config = $config;
        $this->l = $l;
    }

    /**
     * @return TemplateResponse
     */
    public function getForm() {
        $parameters = [
            'mySetting' => $this->config->getSystemValue('my_notes_setting', true),
        ];

        return new TemplateResponse('settings', 'settings/admin', $parameters, '');
    }

    public function getSection() {
        return 'notes'; // Name of the previously created section.
    }

    /**
     * @return int whether the form should be rather on the top or bottom of
     * the admin section. The forms are arranged in ascending order of the
     * priority values. It is required to return a value between 0 and 100.
     *
     * E.g.: 70
     */
    public function getPriority() {
        return 10;
    }
}





The last missing part is to register both classes inside <myapp>/appinfo/info.xml.

<settings>
    <admin>OCA\NotesTutorial\Settings\NotesAdmin</admin>
    <admin-section>OCA\NotesTutorial\Sections\NotesAdmin</admin-section>
</settings>






Note

To register personal sections and settings class use <personal-section> and
<personal> instead.



Additionally since Nextcloud 23, groups can be granted authorization to access individual
admin settings (see admin docs [https://docs.nextcloud.com/server/latest/admin_manual/configuration_server/admin_delegation_configuration.html]).
This is a feature that needs to be enabled for each admin setting class.
To do so, the setting class needs to implement IDelegatedSettings instead of ISettings
and implement two additional methods.

<?php
namespace OCA\NotesTutorial\Settings;

use OCP\AppFramework\Http\TemplateResponse;
use OCP\IConfig;
use OCP\IL10N;
use OCP\Settings\IDelegatedSettings;

class NotesAdmin implements IDelegatedSettings {

    ...

    public function getName(): ?string {
        // This can also return an empty string in case there is only one setting
        // in the section.
        return $this->l->t('Notes Admin Settings');
    }

    public function getAuthorizedAppConfig(): array {
        return [
            // Allow a list of regex that the user can modify with this setting.
            'notes' => ['/notes_.*/', '/my_notes_setting/'],
        ];
    }
}





Additionally, if your setting class needs to fetch data or send data to some admin-only
controllers, you will need to mark the methods in the controller as accessible by the
setting with attribute.


Note

The attribute is only available in Nextcloud 27 or later. In older versions, the @AuthorizedAdminSetting(settings=OCA\NotesTutorial\Settings\NotesAdmin) annotation can be used.



<?php
use OCP\AppFramework\Http\Attribute\AuthorizedAdminSetting;
class NotesSettingsController extends Controller {
    /**
     * Save settings
     */
    #[PasswordConfirmationRequired]
    #[AuthorizedAdminSetting(settings: 'OCA\NotesTutorial\Settings\NotesAdmin')]
    public function saveSettings($mySetting) {
        ....
    }
    ...
}





If you have several IDelegatedSettings classes that are needed for a function, add multiple attributes and separate them with semicolons.


Note

If you use the deprecated annotation specify the classes separated by semicolons:

@AuthorizedAdminSetting(settings=OCA\NotesTutorial\Settings\NotesAdmin;OCA\NotesTutorial\Settings\NotesSubAdmin)



<?php
use OCP\AppFramework\Http\Attribute\AuthorizedAdminSetting;
class NotesSettingsController extends Controller {
    /**
     * Save settings
     */
    #[PasswordConfirmationRequired]
    #[AuthorizedAdminSetting(settings: 'OCA\NotesTutorial\Settings\NotesAdmin')]
    #[AuthorizedAdminSetting(settings: 'OCA\NotesTutorial\Settings\NotesSubAdmin')]
     public function saveSettings($mySetting) {
         ....
     }
     ...
}








            

          

      

      

    

  

    
      
          
            
  
Storage and database
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Migrations

Migrations change the database schema and operate in three steps:


	Pre schema changes


	Schema changes


	Post schema changes




Apps can have multiple migrations, which allows a way more flexible updating process.
For example, you can rename a column while copying all the content with 3 steps
packed in 2 migrations.

The Nextcloud updater logic will look for your migration
files in the apps lib/Migration folder.


Note

While in theory you can run any code in the pre- and post-steps, we
recommend not to use actual php classes. With migrations you can update
from any old version to any new version as long as the migration steps
are retained. Since they are also used for installation, you should
keep them anyway. But this also means when you change a php class which
you use in your migration, the code may be executed on different
database/file/code standings when being ran in an upgrade situation.




Note

Since Nextcloud stores, which migrations have been executed already
you must not “update” migrations. The recommendation is to keep them
untouched as long as possible. You should only adjust it to make sure
it still executes, but additional changes to the database should be done
in a new migration.




1. Migration 1: Schema change

With this step the new column gets created:

public function changeSchema(IOutput $output, \Closure $schemaClosure, array $options) {
           /** @var ISchemaWrapper $schema */
           $schema = $schemaClosure();

           $table = $schema->getTable('twofactor_backupcodes');

           $table->addColumn('user_id', \OCP\DB\Types::STRING, [
                   'notnull' => true,
                   'length' => 64,
           ]);

           return $schema;
  }







2. Migration 1: Post schema change

In this step the content gets copied from the old to the new column.


Note

This could also be done as part of the second migration as part of
a pre schema change



public function postSchemaChange(IOutput $output, \Closure $schemaClosure, array $options) {
       $query = $this->db->getQueryBuilder();
       $query->update('twofactor_backupcodes')
               ->set('user_id', 'uid');
       $query->executeStatement();
}







3. Migration 2: Schema change

With this the old column gets removed.

 public function changeSchema(IOutput $output, \Closure $schemaClosure, array $options) {
        /** @var ISchemaWrapper $schema */
        $schema = $schemaClosure();

        $table = $schema->getTable('twofactor_backupcodes');
        $table->dropColumn('uid');

        return $schema;
}







Construction of migration classes

All migration classes are constructed via Basic Pattern of Dependency Injection. So if your migration
steps need additional dependencies, these can be defined in the constructor of your migration
class.

Example: If your migration needs to execute SQL statements, inject a OCP\IDBConnection
instance into your migration class like this:

class Version2404Date20220903071748 extends SimpleMigrationStep {
   public function __construct(
      private IDBConnection $db
   ) {
   }

   public function postSchemaChange(IOutput $output, \Closure $schemaClosure, array $options) {
      $query = $this->db->getQueryBuilder();
      // execute some SQL ...
   }
}







Migrations and Metadata

Since 30, details about migrations are available to administrator as metadata can be attached to your migration class by adding specific PHP Attributes:

use OCP\Migration\Attributes\CreateTable;
use OCP\Migration\Attributes\ColumnType;
use OCP\Migration\Attributes\ModifyColumn;

#[CreateTable(
    table: 'new_table',
    description: 'Table is used to store things, but also to get more things',
    notes: ['this is a notice', 'and another one, if really needed']
)]
#[ModifyColumn(table: 'other_table', name: 'this_field', type: ColumnType::BIGINT)]
class Version30000Date20240729185117 extends SimpleMigrationStep {
    public function changeSchema(IOutput $output, Closure $schemaClosure, array $options) {
[...]
    }
}





List of available Migration Attributes:


	\OCP\Migration\Attributes\AddColumn if your migration implies the creation of a new column


	\OCP\Migration\Attributes\AddIndex if your migration adds a new index


	\OCP\Migration\Attributes\CreateTable if your migration creates a new table


	\OCP\Migration\Attributes\DropColumn if your migration drops a column


	\OCP\Migration\Attributes\DropIndex if your migration drops an index


	\OCP\Migration\Attributes\DropTable if your migration drops a table


	\OCP\Migration\Attributes\ModifyColumn if your migration modifies a column






Console commands

The following occ commands help you create and manage migrations:

migrations
 migrations:execute  execute a single migration version manually
 migrations:generate generate a new migration file for an app
 migrations:migrate  execute migrations to a specified or the latest version
 migrations:preview  preview available DB migrations before an upgrade
 migrations:status   view the status of migrations for an app






migrations:execute

Execute a single migration version manually. The version argument is the
migration class name without the Version prefix — for example, if your
migration is named Version2404Date20220903071748, the version is
2404Date20220903071748:

sudo -E -u www-data php occ migrations:execute myapp 2404Date20220903071748






Note

Without debug mode enabled, migrations:execute will refuse to run a
version that has already been executed or that would roll back a previous
migration. Enable debug mode (’debug’ => true in config.php) to
override this restriction during development.





migrations:generate

Generate a new migration file for an app. The version argument is the
major version of your app as an integer. Use the major and minor digits of
your app version, mapped to 3 digits (1.0.x => 1000, 2.34.x => 2034),
to leave room for parallel branch migrations:

sudo -E -u www-data php occ migrations:generate myapp 1000





The generated file is placed in apps/myapp/lib/Migration/.


Note

After generating a migration you may need to run composer dump-autoload
before it can be executed.





migrations:migrate

Execute all pending migrations for an app, or migrate to a specific version.
Accepts a version number (YYYYMMDDHHMMSS) or an alias (first,
prev, next, latest):

sudo -E -u www-data php occ migrations:migrate myapp
sudo -E -u www-data php occ migrations:migrate myapp prev







migrations:preview

Preview the DB migrations that would be applied during an upgrade to a given
version, without executing them:

sudo -E -u www-data php occ migrations:preview 30.0.0







migrations:status

Show which migrations have been executed and which are pending for an app:

sudo -E -u www-data php occ migrations:status myapp








Adding indices

Adding indices to existing tables can take long time, especially on large tables. Therefore it is recommended to not add the indices in the migration itself, but to indicate the index requirement to the server by adding a listener for the AddMissingIndicesEvent. This way the migration can be executed in a separate step and do not block the upgrade process. For new installations the index should still be added to the migration that creates the table.

class AddMissingIndicesListener implements IEventListener {
   public function handle(Event $event): void {
      if (!$event instanceof AddMissingIndicesEvent) {
         return;
      }

      $event->addMissingIndex('my_table', 'my_index', ['column_a', 'column_b']);
   }
}







Replacing indices


Added in version 29.0.0.



Similar to adding an index to an existing table, it could be necessary to replace one or more indices with a new one. To avoid a gap between dropping the old indices in a migration and adding the new one through AddMissingIndicesEvent, it is possible to do both at once in AddMissingIndicesEvent.

If none of the previous indices are found, e.g. because they were optional and not created yet, the replacement index will be treated as missing index.


Note

Make sure to not use the same index name for the new index as for old indices.



class ReplaceIndicesListener implements IEventListener {
   public function handle(Event $event): void {
      if (!$event instanceof AddMissingIndicesEvent) {
         return;
      }

      $event->replaceIndex('my_table', ['my_old_index_one', 'my_old_index_two'], 'my_new_index', ['column_a', 'column_b'], false);
   }
}









            

          

      

      

    

  

    
      
          
            
  
Database access

The basic way to run a database query is to use the database connection provided by OCP\IDBConnection.

Inside your database layer class you can now start running queries like:


lib/Db/AuthorDAO.php

<?php

namespace OCA\MyApp\Db;

use OCP\DB\QueryBuilder\IQueryBuilder;
use OCP\IDBConnection;

class AuthorDAO {

    private $db;

    public function __construct(IDBConnection $db) {
        $this->db = $db;
    }

    public function find(int $id) {
        $qb = $this->db->getQueryBuilder();

        $qb->select('*')
           ->from('myapp_authors')
           ->where(
               $qb->expr()->eq('id', $qb->createNamedParameter($id, IQueryBuilder::PARAM_INT))
           );

        $result = $qb->executeQuery();
        $row = $result->fetchAssociative();
        $result->closeCursor();

        return $row;
    }

}








Transactions

Database operations can be run in a transaction to commit or roll back a group of changes in an atomic fashion.

<?php

$this->db->beginTransaction();

try {
    // DB operations

    $this->db->commit();
} catch (\Throwable $e) {
    // Optional: handle the error

    // Important: roll back (or commit) your changes when an error
    //            happens, so this transaction ends
    $this->db->rollBack();

    throw $e;
}






Warning

Omitting the error handling for transactions will lead to unexpected behavior as any database operations that come after your error will still run in your transaction and due to the lack of a commit PDO will automatically roll-back all changes at the end of the script.



In the context of a class you can use the TTransactional trait and move the unit of work into a closure.

<?php

use OCP\AppFramework\Db\TTransactional;
use OCP\IDBConnection;

class MyService() {

    use TTransactional;

    private IDBConnection $db;

    public function __construct(IDBConnection $db) {
        $this->db = $db;
    }

    public function doSomeWork(): void {
        $this->atomic(function () {
            // $this->db->...
            // $this->db->...
            // $this->db->...
        }, $this->db);
    }

    /**
     * It's also possible to get a result out of the closure
     */
    public function doSomeWorkWithResults(): int {
        return $this->atomic(function () {
            // $this->db->...
            // $this->db->...
            // $this->db->...

            return 1;
        }, $this->db);
    }
}







Mappers

The aforementioned example is the most basic way to write a simple database query but the more queries amass, the more code has to be written and the harder it will become to maintain it.

To generalize and simplify the problem, split code into resources and create an Entity and a Mapper class for it. The mapper class provides a way to run SQL queries and maps the result onto the related entities.

To create a mapper, inherit from the mapper base class and call the parent constructor with the following parameters:


	Database connection


	Table name


	Optional: Entity class name, defaults to \OCA\MyApp\Db\Author in the example below





lib/Db/AuthorMapper.php

<?php

namespace OCA\MyApp\Db;

use OCP\DB\QueryBuilder\IQueryBuilder;
use OCP\IDBConnection;
use OCP\AppFramework\Db\QBMapper;

class AuthorMapper extends QBMapper {

    public function __construct(IDBConnection $db) {
        parent::__construct($db, 'myapp_authors');
    }


    /**
     * @throws \OCP\AppFramework\Db\DoesNotExistException if not found
     * @throws \OCP\AppFramework\Db\MultipleObjectsReturnedException if more than one result
     */
    public function find(int $id) {
        $qb = $this->db->getQueryBuilder();

        $qb->select('*')
           ->from('myapp_authors')
           ->where(
               $qb->expr()->eq('id', $qb->createNamedParameter($id, IQueryBuilder::PARAM_INT))
           );

        return $this->findEntity($qb);
    }


    public function findAll($limit=null, $offset=null) {
        $qb = $this->db->getQueryBuilder();

        $qb->select('*')
           ->from('myapp_authors')
           ->setMaxResults($limit)
           ->setFirstResult($offset);

        return $this->findEntities($qb);
    }


    public function authorNameCount($name) {
        $qb = $this->db->getQueryBuilder();

        $qb->select($qb->func()->count('*', 'count'))
           ->from('myapp_authors')
           ->where(
               $qb->expr()->eq('name', $qb->createNamedParameter($name, IQueryBuilder::PARAM_STR))
           );

        $result = $qb->executeQuery();
        $row = $result->fetchAssociative();
        $result->closeCursor();

        return $row['count'];
    }

}








Note

The cursor is closed automatically for all INSERT, DELETE, UPDATE queries and when calling the methods findOneQuery, findEntities, findEntity, delete, insert and update. For custom calls using execute you should always close the cursor after you are done with the fetching to prevent database lock problems on SQLite



Every mapper also implements default methods for deleting and updating an entity based on its id:

$authorMapper->delete($entity);





or:

$authorMapper->update($entity);







Entities

Entities are data objects that carry all the table’s information for one row.
Every Entity has an id field by default that is set to the integer type.
Table rows are mapped from lower case and underscore separated names to lowerCamelCase attributes:


	Table column name: phone_number


	Property name: phoneNumber





lib/Db/Author.php

<?php

namespace OCA\MyApp\Db;

use OCP\AppFramework\Db\Entity;
use OCP\DB\Types;

class Author extends Entity {

    protected $stars;
    protected $name;
    protected $phoneNumber;

    public function __construct() {
        // add types in constructor
        $this->addType('stars', Types::INTEGER);
        // other fields are implicitly `Types::STRING`
    }
}








Types

The following properties should be annotated by types, to not only assure that the types are converted correctly for storing them in the database
(e.g. PHP casts false to the empty string which fails on PostgreSQL) but also for casting them when they are retrieved from the database.

The following types (as part of OCP\DB\Types) can be added for a field:


	Types::INTEGER


	Types::FLOAT


	Types::BOOLEAN


	Types::STRING - For text and string columns


	Types::BLOB - For binary data


	Types::JSON - JSON data is automatically decoded on reading


	For time and/or dates, provided as \DateTimeImmutable objects, the following types can be used:


	Types::DATE_IMMUTABLE - only the date is stored (without timezone)


	Types::TIME_IMMUTABLE - only the time is stored (without timezone)


	Types::DATETIME_IMMUTABLE - date and time are stored, but without timezone


	Types::DATETIME_TZ_IMMUTABLE - date and time are stored with timezone information






	Types::DATE, Types::TIME, Types::DATETIME, Types::DATETIME_TZ - similar as the immutable variants, but these will be provided as \DateTime objects.
It is recommended to use the immutable variants as the internal state tracking of the Entity class only work with re-assignments,
so any changes on this mutable types will not be tracked and the update method will not write back the changes to the database.






Accessing attributes

Since all attributes should be protected, getters and setters are automatically generated for you:

:caption: lib/Db/Author.php

<?php

namespace OCA\MyApp\Db;

use OCP\AppFramework\Db\Entity;

class Author extends Entity {
    protected $stars;
    protected $name;
    protected $phoneNumber;
}

$author = new Author();
$author->setId(3);
$author->getPhoneNumber()  // null







Custom attribute to database column mapping

By default each attribute will be mapped to a database column by a certain convention, e.g. phoneNumber
will be mapped to the column phone_number and vice versa. Sometimes it is needed though to map attributes to
different columns because of backwards compatibility. To define a custom
mapping, simply override the columnToProperty and propertyToColumn methods of the entity in question:


lib/Db/Author.php

<?php

namespace OCA\MyApp\Db;

use OCP\AppFramework\Db\Entity;

class Author extends Entity {
    protected $stars;
    protected $name;
    protected $phoneNumber;

    // map attribute phoneNumber to the database column phonenumber
    public function columnToProperty($column) {
        if ($column === 'phonenumber') {
            return 'phoneNumber';
        } else {
            return parent::columnToProperty($column);
        }
    }

    public function propertyToColumn($property) {
        if ($property === 'phoneNumber') {
            return 'phonenumber';
        } else {
            return parent::propertyToColumn($property);
        }
    }

}









Transient attributes

You can add attributes to an entity class that do not map to a database column. These are called transient because they are neither loaded from database rows nor are their values persisted.


lib/Db/User.php

<?php

namespace OCA\MyApp\Db;

use OCP\AppFramework\Db\Entity;

class User extends Entity {
    protected string $uid;       // Exists in the database
    protected $lastLogin; // Does not exist in the database

    public function getLastLogin(): ?int {
        return $this->lastLogin;
    }

    public function setLastLogin(int $lastLogin): void {
        $this->lastLogin = $lastLogin;
    }
}







It is important to define getters and setters for any transient attributes.
Do not use the magic getters and setters of attributes that map to database columns.



Slugs


Deprecated since version 24.



Slugs are used to identify resources in the URL by a string rather than integer id.
Since the URL allows only certain values, the entity base class provides a slugify method for it:

<?php
$author = new Author();
$author->setName('Some*thing');
$author->slugify('name');  // Some-thing








Table management tips

It makes sense to apply some general tips from the beginning, so you don’t have to migrate your data and schema later on.


	Don’t use table name longer than 23 characters. As Oracle is limited to 30 chars and we need 3 more for oc_ at the beginning and 5 for the primary key suffix _pkey.


	Add an auto-incremented id column. This will ease the use of QBMapper + Entity approach:



	https://github.com/nextcloud/server/blob/master/lib/public/AppFramework/Db/QBMapper.php


	https://github.com/nextcloud/server/blob/master/lib/public/AppFramework/Db/Entity.php











<?php
$table->addColumn('id', Types::BIGINT, [
    'autoincrement' => true,
    'notnull' => true,
    'length' => 20,
    'unsigned' => true,
]);






	Set a primary key to prevent errors in clustered setups. You can use the id field for that.




<?php
$table->setPrimaryKey(['id']);






	Manually set the name of your indexes. It will help you to manipulate them if needed in the future. Note that the names of the index are “global” database wide in some database platforms so having generic names can create conflicts. Since Nextcloud 28 uniqueness across all tables is ensured at installation time and during updates. This happens regardless of the in-use database platform to maintain broad compatibility and consistency.




<?php
$table->addUniqueIndex(['your', 'column', 'names', '...'], 'table_name_uniq_feature');







Querying the database provider

If you would like to find out which database your app is running on, use the IDBConnection::getDatabaseProvider method.
This can be helpful in cases where specific databases have their own
requirements, such as Oracle limiting IN- queries to 1000 expressions.



Supporting more databases

Most queries should run fine on all supported databases, but if scaling is required and a database is split into a cluster and for some special database types more rules apply.
You can specify your supported databases in the appinfo/info.xml of your app in the dependencies section:

<database>pgsql</database>
<database>sqlite</database>
<database>mysql</database>





When Oracle (oci) is supported (also when you don’t list any databases), Nextcloud performs some additional tests on the schema which apply to databases in this case:


	Table names can not be longer than 27 characters (including the oc_ prefix)


	Primary keys must have a custom index name when the table name is longer than 23 characters


	Column names can not be longer than 30 characters


	Index names can not be longer than 30 characters


	Foreign key names can not be longer than 30 characters


	Sequence names can not be longer than 30 characters


	String columns can not be NotNull and have an empty string as default value when being added in a later migration


	String columns can not have a length longer than 4.000 characters, use text instead


	Boolean columns can not be NotNull




Additionally we assume that Oracle support means you are interested in scaling and therefore check additional restrictions of other databases in clustered setups:


	Galera Cluster: All tables must have a primary key




On top of that there are some configs which influence the queries you can run. Known problems are:


	MySQL deleting lot of entries - Use a LIMIT on the delete (not supported on other databases), see this sample of the activity app [https://github.com/nextcloud/activity/blob/master/lib/Data.php#L385-L397]


	MySQL ONLY_FULL_GROUP_BY - All values selected in a query with a GROUP BY need to be aggregated as per MySQL manual [https://dev.mysql.com/doc/refman/8.0/en/sql-mode.html#sqlmode_only_full_group_by]








            

          

      

      

    

  

    
      
          
            
  
Configuration

Nextcloud provides three configuration scopes: system-wide values (config.php),
per-app values, and per-user values. Each scope has a dedicated API.


System values

System values are saved in config/config.php. Inject \OCP\IConfig
and use the getSystemValue* / setSystemValue methods.

Note that setSystemValue may throw OCP\HintException when the config file is read-only.

<?php
namespace OCA\MyApp\Service;

use OCP\HintException;
use OCP\IConfig;

class AuthorService {
    public function __construct(
        private IConfig $config,
    ) {}

    public function getSystemValue(string $key): mixed {
        return $this->config->getSystemValue($key);
    }

    public function setSystemValue(string $key, mixed $value): void {
        try {
            $this->config->setSystemValue($key, $value);
        } catch (HintException $e) {
            // Handle exception, e.g. when config file is read-only
        }
    }
}






Note

Use getSystemValueBool(), getSystemValueString(), and getSystemValueInt()
for typed return values.




Naming conventions

For consistency there are conventions for config keys:


	System config keys should only contain lower case letters, numbers and _. This ensures that they can be used as environment variables.


	Keys can be scoped to subsystems like <subsystem>_<key>. This makes it easier to group related configuration.




Here are some examples:


	files_external_allow_create_new_local


	filesystem_cache_readonly


	log_rotate_size


	mail_smtpname


	session_lifetime







App values


Changed in version 29: Use \OCP\AppFramework\Services\IAppConfig (app-scoped) or \OCP\IAppConfig
(global) instead of IConfig::getAppValue() / IConfig::setAppValue(),
which are deprecated.



App values are stored in the database and are useful for global app settings.

Inside an AppFramework app, inject \OCP\AppFramework\Services\IAppConfig.
Methods are automatically scoped to your app — no app ID argument needed.

<?php
namespace OCA\MyApp\Service;

use OCP\AppFramework\Services\IAppConfig;

class AuthorService {
    public function __construct(
        private IAppConfig $appConfig,
    ) {}

    public function getRetryCount(): int {
        return $this->appConfig->getAppValueInt('retry_count', 3);
    }

    public function setRetryCount(int $count): void {
        $this->appConfig->setAppValueInt('retry_count', $count);
    }
}





Use \OCP\IAppConfig when you need to read or write configuration for an
arbitrary app ID (e.g. from a different app’s config).

For a full reference — typed values, lazy loading, sensitive values, key management —
see AppConfig.



User values


Changed in version 31: Use \OCP\Config\IUserConfig instead of IConfig::getUserValue() /
IConfig::setUserValue(), which are deprecated.



User values are stored in the database per user and app and are suitable for
per-user app settings.

Inject \OCP\Config\IUserConfig and use the typed getter/setter methods:

<?php
namespace OCA\MyApp\Service;

use OCP\Config\IUserConfig;

class AuthorService {
    public function __construct(
        private IUserConfig $userConfig,
    ) {}

    public function getUserTheme(string $userId): string {
        return $this->userConfig->getValueString($userId, 'myapp', 'theme', 'default');
    }

    public function setUserTheme(string $userId, string $theme): void {
        $this->userConfig->setValueString($userId, 'myapp', 'theme', $theme);
    }
}





For a full reference — typed values, lazy loading, sensitive and indexed values,
key management — see UserConfig.





            

          

      

      

    

  

    
      
          
            
  
Nextcloud filesystem API

High level guide to using the Nextcloud filesystem API.

Because users can choose their storage backend, the filesystem should be accessed by using the appropriate filesystem classes. For a simplified filesystem for app specific data see IAppData


Node API

The “Node API” is the primary api for apps to access the Nextcloud filesystem, each item in the filesystem is
represented as either a File or Folder node with each node providing access to the relevant filesystem information
and actions for the node.


Getting access

Access to the filesystem is provided by the IRootFolder which can be injected into your class.
From the root folder you can either access a user’s home folder or access a file or folder by its absolute path.

use OCP\Files\IRootFolder;
use OCP\IUserSession;

class FileSystemAccessExample {
    private IUserSession $userSession;
    private IRootFolder $rootFolder;

    public function __construct(IUserSession $userSession, IRootFolder $rootFolder) {
        $this->userSession = $userSession;
        $this->rootFolder = $rootFolder;
    }

    /**
    * Create a new file with specified content in the home folder of the current user
    * returning the size of the resulting file.
    */
    public function getCurrentUserFolder(string $path, string $content): int {
        $user = $this->userSession->getUser();

        if ($user === null) {
            return null;
        }

        // the "user folder" corresponds to the root of the user visible files
        return $this->rootFolder->getUserFolder($user->getUID());
    }
}





For more details on the specific methods provided by file and folder nodes see the method documentation from the OCP\Files\File and OCP\Files\Folder interfaces.



Writing to a file

All methods return a Folder object on which files and folders can be accessed, or filesystem operations can be performed relatively to their root. For instance for writing to nextcloud/data/myfile.txt you should get the root folder and use:

use OCP\Files\IRootFolder;

class FileWritingExample {

    private IRootStorage $storage;

    public function __construct(IRootFolder $storage){
        $this->storage = $storage;
    }

    public function writeContentToFile($content) {

        $userFolder = $this->storage->getUserFolder('myUser');

        // check if file exists and write to it if possible
        try {
            try {
                $file = $userFolder->get('myfile.txt');

                // the id can be accessed by $file->getId();
                $file->putContent($content);
            } catch(\OCP\Files\NotFoundException $e) {
                $userFolder->newFile('myfile.txt', $content);
            }

        } catch(\OCP\Files\NotPermittedException $e) {
            // you have to create this exception by yourself ;)
            throw new StorageException('Cant write to file');
        }
    }
}







Reading from a file

Files and folders can also be accessed by id, by calling the getById method on the folder.

use OCP\Files\IRootFolder;

class FileReadingExample {

    private IRootFolder $storage;

    public function __construct(IRootFolder $storage){
        $this->storage = $storage;
    }

    public function getFileContent($id) {

        $userFolder = $this->storage->getUserFolder('myUser');

        // check if file exists and read from it if possible
        try {
            $file = $userFolder->getById($id);
            if ($file instanceof \OCP\Files\File) {
                return $file->getContent();
            } else {
                throw new StorageException('Can not read from folder');
            }
        } catch(\OCP\Files\NotFoundException $e) {
            throw new StorageException('File does not exist');
        }
    }
}







Direct storage access

While it should be generally avoided in favor of the higher level apis,
sometimes an app needs to talk directly to the storage implementation of it’s metadata cache.

You can get access to the underlying storage of a file or folder by calling getStorage on the node or first getting
the mountpoint by calling getMountPoint and getting the storage from there.

Once you have the storage instance you can use the storage api from OCP\Files\Storage\IStorage, note however that
all paths used in the storage api are internal to the storage, the IMountPoint returned from getMountPoint provides
methods for translating between absolute filesystem paths and internal storage paths.

If you need to query the cached metadata directory you can get the OCP\Files\Cache\ICache from the storage by calling getCache.



Implementing a storage

The recommended way for implementing a storage backend is by sub-classing OC\Files\Storage\Common which provides
fallback implementations for various methods, reducing the amount of work required to implement the full storage api.
Note however that various of these fallback implementations are likely to be significantly less efficient than an
implementation of the method optimized for the abilities of the storage backend.



Adding mounts to the filesystem

The recommended way of adding your own mounts to the filesystem from an app is implementing OCP\Files\Config\IMountProvider
and registering the provider using OCP\Files\Config\IMountProviderCollection::registerProvider.

Once registered, your provider will be called every time the filesystem is being setup for a user and your mount provider
can return a list of mounts to add for that user.






            

          

      

      

    

  

    
      
          
            
  
AppData

Often an app wants to store data. However not all data that is stored belongs with the users files.
Often you just want a very simple storage to have some temp files. In order to facilitate this there
is the AppData folder that provides each app with a private simple filesystem.

Usage is almost trivial when your app is using the AppFramework.

<?php

namespace OCA\MyApp\Controller\MyController;

use OCP\AppFramework\Controller;
use OCP\Files\IAppData;
use OCP\IRequest;

class MyController extends Controller {
    /** @var IAppData */
    private $appData;

    public function __construct($appName,
                                IRequest $request,
                                IAppData $appData) {
        parent::__construct($appName, $request);
        $this->appData = $appData;
    }
}





This gives your controller access to the IAppData simple filesystem of your app.


The simple filesystem

The IAppData uses the simple filesystem. This is a very simplified filesystem that will allow for easy
mapping to for example memcaches. The filesystem has three elements: root, folder, file.

The root can only contain folders. And each folder can only contain files. This is limited to keep
things simple and to allow easy mapping to other backends. For example a sysadmin might chose to map the
avatars to fast storage since they are used often.


Root

The root element can only contain folders. There are 3 things you
can do on a root element:


	getFolder: get the folder you request


	newFolder: creates a new folder


	getDirectoryListing: lists all the folders in this root






Folder

A folder has a bit more options.


	getDirectoryListing: lists all the files in the folder


	fileExists: check if a file exists


	getFile: get a file


	newFile: create a new file


	delete: delete a folder and its content


	getName: get the name of the folder






File


	getName: get the name of the file


	getSize: get the size of the file


	getETag: get the ETag of the file


	getMTime: get the modification time of the file


	getContent: get the content of the file


	putContent: write content to the file


	delete: delete the file


	getMimeType: get the mimetype of the file


	read: get a resource for reading the file


	write: get a resource for writing to the file









            

          

      

      

    

  

    
      
          
            
  
Public share template

It is possible to override the default public share view. This is possible by implementing the IPublicShareTemplateProvider interface.

<?php
// lib/AppInfo/Application.php
namespace OCA\MyApp;

class Application extends App implements IBootstrap {
    ...

    public function register(IRegistrationContext $context): void {
        ...

        $context->registerPublicShareTemplateProvider(MyPublicShareTemplateProvider::class);
    }
}





<?php
// lib/providers/MyPublicShareTemplateProvider.php
namespace OCA\MyApp;

use OCA\MyApp\AppInfo\Application;
use OCP\AppFramework\Http\ContentSecurityPolicy;
use OCP\AppFramework\Http\Template\PublicTemplateResponse;
use OCP\AppFramework\Http\TemplateResponse;
use OCP\Defaults;
use OCP\IL10N;
use OCP\IURLGenerator;
use OCP\IUserManager;
use OCP\Share\IShare;
use OCP\Share\IPublicShareTemplateProvider;
use OCP\AppFramework\Services\IInitialState;
use OCP\Util;

class E2EEPublicShareTemplateProvider implements IPublicShareTemplateProvider {
    public function __construct(
        private IUserManager $userManager,
        private IUrlGenerator $urlGenerator,
        private IL10N $l10n,
        private Defaults $defaults,
        private IInitialState $initialState,
    ) {
    }

    public function shouldRespond(IShare $share): bool {
        $node = $share->getNode();
        return ...; // Whether your provider should be used or not.
    }

    public function renderPage(IShare $share, string $token, string $path): TemplateResponse {
        $shareNode = $share->getNode();
        $owner = $this->userManager->get($share->getShareOwner());

        $this->initialState->provideInitialState('fileId', $shareNode->getId());
        ...; // More initial state that you might need in your view.

        // OpenGraph Support: http://ogp.me/
        Util::addHeader('meta', [
            'property' => "og:title",
            'content' => $this->l10n->t("Encrypted share"),
        ]);
        Util::addHeader('meta', [
            'property' => "og:description",
            'content' => $this->defaults->getName()
                . ($this->defaults->getSlogan() !== '' ? ' - ' . $this->defaults->getSlogan() : ''),
        ]);
        Util::addHeader('meta', [
            'property' => "og:site_name",
            'content' => $this->defaults->getName(),
        ]);
        Util::addHeader('meta', [
            'property' => "og:url",
            'content' => $this->urlGenerator->linkToRouteAbsolute(
                'files_sharing.sharecontroller.showShare',
                ['token' => $token]
            ),
        ]);
        Util::addHeader('meta', [
            'property' => "og:type",
            'content' => "object",
        ]);

        $response = new PublicTemplateResponse(Application::APP_ID, 'myCustomTemplateFileName', []);
        $response->setHeaderTitle($this->l10n->t("My custom title"));

        $csp = new ContentSecurityPolicy();
        $csp->addAllowedFrameDomain('\'self\'');
        $response->setContentSecurityPolicy($csp);

        return $response;
    }
}








            

          

      

      

    

  

    
      
          
            
  
Testing

All PHP classes can be tested with PHPUnit [https://phpunit.de/], JavaScript can be tested by using Karma [http://karma-runner.github.io].


PHP

The PHP tests go into the tests/ directory and PHPUnit can be run with:

phpunit tests/





When writing your own tests, please ensure that PHPUnit bootstraps from tests/bootstrap.php, to set up various environment variables and autoloader registration correctly. Without this, you will see errors as the Nextcloud autoloader security policy prevents access to the tests/ subdirectory. This can be configured in your phpunit.xml file as follows:

<phpunit bootstrap="../../tests/bootstrap.php">





PHP classes should be tested by accessing them from the container to ensure that the container is wired up properly. Services that should be mocked can be replaced directly in the container.

A test for the AuthorStorage class in Nextcloud filesystem API:

<?php
namespace OCA\MyApp\Storage;

class AuthorStorage {

    private $storage;

    public function __construct($storage){
        $this->storage = $storage;
    }

    public function getContent($id) {
        // check if file exists and write to it if possible
        try {
            $file = $this->storage->getById($id);
            if($file instanceof \OCP\Files\File) {
                return $file->getContent();
            } else {
                throw new StorageException('Can not read from folder');
            }
        } catch(\OCP\Files\NotFoundException $e) {
            throw new StorageException('File does not exist');
        }
    }
}





would look like this:

<?php
// tests/Storage/AuthorStorageTest.php
namespace OCA\MyApp\Tests\Storage;

class AuthorStorageTest extends \Test\TestCase {

    private $container;
    private $storage;

    protected function setUp() {
        parent::setUp();

        $app = new \OCA\MyApp\AppInfo\Application();
        $this->container = $app->getContainer();
        $this->storage = $storage = $this->getMockBuilder('\OCP\Files\Folder')
            ->disableOriginalConstructor()
            ->getMock();

        $this->container->registerService('RootStorage', function($c) use ($storage) {
            return $storage;
        });
    }

    /**
     * @expectedException \OCA\MyApp\Storage\StorageException
     */
    public function testFileNotFound() {
        $this->storage->expects($this->once())
            ->method('get')
            ->with($this->equalTo(3))
            ->will($this->throwException(new \OCP\Files\NotFoundException()));

        $this->container['AuthorStorage']->getContent(3);
    }

}





Make sure to extend the \Test\TestCase class with your test and always call the parent methods,
when overwriting setUp(), setUpBeforeClass(), tearDown() or tearDownAfterClass() method
from the TestCase. These methods set up important stuff and clean up the system after the test,
so the next test can run without side effects, like remaining files and entries in the file cache, etc.
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Introduction


Create an app

After you’ve set up the development environment change into the Nextcloud apps directory:

cd /var/www/nextcloud/apps





Then create a skeleton app in the app store [https://apps.nextcloud.com/developer/apps/generate]. This doesn’t publish anything on the appstore yet, it just gives you a download.



Edit an existing app

Alternatively, if you would like to contribute to an existing app instead of creating a new one, first set up the development environment, then create an apps-extra folder in the Nextcloud root directory:

cd /var/www/nextcloud/apps-extra





You can then configure Nextcloud to run apps from this directory, by changing your app_paths system config in your config.php

'apps_paths' => array (
    0 => array (
        'path' => '/var/www/html/apps',
        'url' => '/apps',
        'writable' => false,
    ),
    1 => array (
        'path' => '/var/www/html/apps-extra',
        'url' => '/apps-extra',
        'writable' => false,
    ),
),





Finally, clone the app to which you would like to contribute inside the apps-extra folder. For example:


git clone https://github.com/nextcloud/cookbook.git






Enable the app

The app can now be enabled on the Nextcloud apps page.



App architecture

The following directories have now been created:


	appinfo/: Contains app metadata and configuration


	css/: Contains the CSS


	img/: Contains icons and images


	js/: Contains the JavaScript files


	lib/: Contains the PHP class files of your app


	src/: Contains the source code of your vue.js app


	templates/: Contains the templates


	tests/: Contains the tests








            

          

      

      

    

  

    
      
          
            
  
Tutorial

To help you get started on Nextcloud app development we have compiled a comprehensive set of tutorials that cover everything from setting up your development environment to developing a full fledged app with database storage.

Please head here [https://cloud.nextcloud.com/s/iyNGp8ryWxc7Efa?path=%2F] to get started.




            

          

      

      

    

  

    
      
          
            
  
Bootstrapping

Every php process has a relatively short lifespan that lasts as long as the HTTP request or the invocation of the command
line program. At the beginning of this lifespan, Nextcloud initializes its services. At the same time, any additional apps
might want to register their services to Nextcloud as well. This event is called the bootstrapping and this chapter
shall shed some light on how to hook into this with an app.


The Application class

The Application class is the main entry point of an app. This class is optional but highly recommended if your app needs
to register any services or run some code for every request.

Nextcloud will try to autoload the class from the namespace \OCA\<App namespace>\AppInfo\Application, like
\OCA\MyApp\AppInfo\Application, where MyApp would be the name of your app. The file will therefore have the location myapp/lib/AppInfo/Application.php.

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCP\AppFramework\App;

class Application extends App {

    public function __construct() {
        parent::__construct('myapp');
        \OCP\Util::connectHook('OC_User', 'pre_deleteUser', 'OCA\MyApp\Hooks\User', 'deleteUser');
    }

}





The class must extend OCP\AppFramework\App and may optionally implement \OCP\AppFramework\Bootstrap\IBootstrap:


lib/AppInfo/Application.php

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCA\MyApp\Listeners\UserDeletedListener;
use OCA\MyApp\Notifications\Notifier;
use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IRegistrationContext;
use OCP\Notification\IManager;
use OCP\User\Events;

class Application extends App implements IBootstrap {

    public function __construct() {
        parent::__construct('myapp');
    }

    public function register(IRegistrationContext $context): void {
        // ... registration logic goes here ...

        // Register the composer autoloader for packages shipped by this app, if applicable
        include_once __DIR__ . '/../../vendor/autoload.php';

        $context->registerEventListener(
            BeforeUserDeletedEvent::class,
            UserDeletedListener::class
        );
    }

    public function boot(IBootContext $context): void {
        // ... boot logic goes here ...

        /** @var IManager $manager */
        $manager = $context->getAppContainer()->query(IManager::class);
        $manager->registerNotifierService(Notifier::class);
    }

}







Note that the context objects of the methods register and boot have different interfaces and thus have different capabilities appropriate for their stage.



Bootstrapping process

To give a better overview of when each of the bootstrapping stages are reached and how they app can interact with them,
this section explains the changes done for Nextcloud 20.


Nextcloud 20 and later

Nextcloud 20 is the first release with the interface \OCP\AppFramework\Bootstrap\IBootstrap. This interface can be
implemented by your app’s Application class to signal that it wants to act on the bootstrapping stages. The major difference
between this and the old process is that the bootstrapping is not performed in sequence, but apps register and boot
interleaved. This should ensure that an app that boots can rely on all other apps’ registration to be finished.

The overall process is as follows:


	In each installed and enabled app that has an Application class that also implements IBootstrap, the register
method will be called. This method receives a context argument via which the app can prime the dependency injection
container and register other services lazily, e.g. by calling $context->registerService(...). The emphasis is on laziness. At this very early stage of the
process lifetime, no other apps nor all of the server components are ready. Therefore the app must not try to use
anything except the API provided by the context. That shall ensure that all apps can safely run their registration logic
before any services are queried (instantiated) from the DI container or related code is run.


	Nextcloud will load groups of certain apps early, e.g. filesystem or session apps, and other later.


	Nextcloud will query the app’s Application class (again), no matter whether it implements IBootstrap or not.


	Nextcloud will invoke the boot method of every Application instance that implements IBootstrap. At this stage
you may assume that all registrations via IBootstrap::register have completed.





Booting an app

Any code that should run once for every Nextcloud process goes into the boot method of an app’s Application class. Use this mechanism carefully as it could have a negative effect on Nextcloud’s overall performance.


lib/AppInfo/Application.php

<?php

class Application extends App implements IBootstrap {

    public function __construct() {
        parent::__construct('myapp');
    }

    public function register(IRegistrationContext $context): void {}

    public function boot(IBootContext $context): void {
        /** @var IFooManager $manager */
        $manager = $context->getAppContainer()->query(IFooManager::class);
        $manager->registerCustomFoo(MyFooImpl::class);
    }

}







The code above fetches a fictional foo manager to register an app class. The boot context object comes with a injectFn helper that eases dependency injection inside the boot method by injecting arguments of a callable:


lib/AppInfo/Application.php

<?php

class Application extends App implements IBootstrap {

    public function __construct() {
        parent::__construct('myapp');
    }

    public function register(IRegistrationContext $context): void {}

    public function boot(IBootContext $context): void {
        $context->injectFn(function(IFooManager $manager) {
            $manager->registerCustomFoo(MyFooImpl::class);
        });
    }

}







With the help of Closure::fromCallable you can also delegate to other methods that get their arguments injected:


lib/AppInfo/Application.php

<?php

class Application extends App implements IBootstrap {

    public function __construct() {
        parent::__construct('myapp');
    }

    public function register(IRegistrationContext $context): void {}

    public function boot(IBootContext $context): void {
        $context->injectFn($this->registerFoo(...));
    }

    protected function registerFoo(IFooManager $manager): void {
        $manager->registerCustomFoo(MyFooImpl::class);
    }

}













            

          

      

      

    

  

    
      
          
            
  
App metadata

The appinfo/info.xml contains metadata about the app. A detailed documentation can be found at the app store documentation [https://nextcloudappstore.readthedocs.io/en/latest/developer.html#info-xml].

The info.xml is validated using an XML Schema which can be accessed online [https://apps.nextcloud.com/schema/apps/info.xsd].

A minimum valid info.xml would look like this:


appinfo/info.xml

<?xml version="1.0"?>
<info xmlns:xsi= "http://www.w3.org/2001/XMLSchema-instance"
      xsi:noNamespaceSchemaLocation="https://apps.nextcloud.com/schema/apps/info.xsd">
    <id>news</id>
    <name>News</name>
    <summary>An RSS/Atom feed reader</summary>
    <description>An RSS/Atom feed reader</description>
    <version>8.8.2</version>
    <licence>AGPL-3.0-or-later</licence>
    <author>Bernhard Posselt</author>
    <category>multimedia</category>
    <bugs>https://github.com/nextcloud/news/issues</bugs>
    <dependencies>
        <nextcloud min-version="31"/>
    </dependencies>
</info>







A comprehensive example would look like this (needs to be utf-8 encoded):


appinfo/info.xml

<?xml version="1.0"?>
<info xmlns:xsi= "http://www.w3.org/2001/XMLSchema-instance"
      xsi:noNamespaceSchemaLocation="https://apps.nextcloud.com/schema/apps/info.xsd">
    <id>news</id>
    <name lang="de">Nachrichten</name>
    <name>News</name>
    <summary lang="en">An RSS/Atom feed reader</summary>
    <description lang="en"># Description\nAn RSS/Atom feed reader</description>
    <description lang="de"><![CDATA[# Beschreibung\nEine Nachrichten App, welche mit [RSS/Atom](https://en.wikipedia.org/wiki/RSS) umgehen kann]]></description>
    <version>8.8.2</version>
    <licence>AGPL-3.0-or-later</licence>
    <author mail="mail@provider.com" homepage="http://example.com">Bernhard Posselt</author>
    <author>Alessandro Cosentino</author>
    <author>Jan-Christoph Borchardt</author>
    <documentation>
        <user>https://github.com/nextcloud/news/wiki#user-documentation</user>
        <admin>https://github.com/nextcloud/news#readme</admin>
        <developer>https://github.com/nextcloud/news/wiki#developer-documentation</developer>
    </documentation>
    <category>multimedia</category>
    <category>tools</category>
    <website>https://github.com/nextcloud/news</website>
    <discussion>https://your.forum.com</discussion>
    <bugs>https://github.com/nextcloud/news/issues</bugs>
    <repository>https://github.com/nextcloud/news</repository>
    <screenshot small-thumbnail="https://example.com/1-small.png">https://example.com/1.png</screenshot>
    <screenshot>https://example.com/2.jpg</screenshot>
    <dependencies>
        <php min-version="5.6" min-int-size="64"/>
        <database min-version="9.4">pgsql</database>
        <database>sqlite</database>
        <database min-version="5.5">mysql</database>
        <command>grep</command>
        <command>ls</command>
        <lib min-version="2.7.8">libxml</lib>
        <lib>curl</lib>
        <lib>SimpleXML</lib>
        <lib>iconv</lib>
        <nextcloud min-version="31" max-version="32"/>
    </dependencies>
    <background-jobs>
        <job>OCA\DAV\CardDAV\Sync\SyncJob</job>
    </background-jobs>
    <repair-steps>
        <pre-migration>
            <step>OCA\DAV\Migration\Classification</step>
        </pre-migration>
        <post-migration>
            <step>OCA\DAV\Migration\Classification</step>
        </post-migration>
        <live-migration>
            <step>OCA\DAV\Migration\GenerateBirthdays</step>
        </live-migration>
        <install>
            <step>OCA\DAV\Migration\GenerateBirthdays</step>
        </install>
        <uninstall>
            <step>OCA\DAV\Migration\GenerateBirthdays</step>
        </uninstall>
    </repair-steps>
    <two-factor-providers>
        <provider>OCA\AuthF\TwoFactor\Provider</provider>
    </two-factor-providers>
    <commands>
        <command>A\Php\Class</command>
    </commands>
    <settings>
        <admin>OCA\Theming\Settings\Admin</admin>
        <admin-section>OCA\Theming\Settings\Section</admin-section>
    </settings>
    <activity>
        <settings>
            <setting>OCA\Files\Activity\Settings\FavoriteAction</setting>
            <setting>OCA\Files\Activity\Settings\FileChanged</setting>
            <setting>OCA\Files\Activity\Settings\FileCreated</setting>
            <setting>OCA\Files\Activity\Settings\FileDeleted</setting>
            <setting>OCA\Files\Activity\Settings\FileFavorite</setting>
            <setting>OCA\Files\Activity\Settings\FileRestored</setting>
        </settings>

        <filters>
            <filter>OCA\Files\Activity\Filter\FileChanges</filter>
            <filter>OCA\Files\Activity\Filter\Favorites</filter>
        </filters>

        <providers>
            <provider>OCA\Files\Activity\FavoriteProvider</provider>
            <provider>OCA\Files\Activity\Provider</provider>
        </providers>
    </activity>
    <navigations>
        <navigation role="admin">
            <id>files</id>
            <name>Files</name>
            <route>files.view.index</route>
            <order>0</order>
            <icon>app.svg</icon>
            <type>link</type>
        </navigation>
    </navigations>
    <collaboration>
        <plugins>
            <plugin type="collaborator-search" share-type="SHARE_TYPE_CIRCLE">OCA\Circles\Collaboration\v1\CollaboratorSearchPlugin</plugin>
        </plugins>
    </collaboration>
</info>







The following tags are validated and used in the following way:


	id
	
	required


	must contain only lowercase ASCII characters and underscore


	must match the first folder in the archive


	will be used to identify the app






	name
	
	required


	must occur at least once with lang=”en” or no lang attribute


	can be translated by using multiple elements with different lang attribute values, language code needs to be set lang attribute


	will be rendered on the app detail page






	summary
	
	optional


	if not provided the description element’s text will be used


	must occur at least once with lang=”en” or no lang attribute


	can be translated by using multiple elements with different lang attribute values, language code needs to be set lang attribute


	will be rendered on the app list page as short description






	description
	
	required


	must occur at least once with lang=”en” or no lang attribute


	can contain Markdown


	can be translated by using multiple elements with different lang attribute values, language code needs to be set lang attribute


	will be rendered on the app detail page






	version
	
	required


	must be a semantic version [http://semver.org/] without build metadata, e.g. 9.0.1 or 9.1.0-alpha.1


	more info on app versioning






	licence
	
	required


	can occur multiple times with different licenses


	must contain one of the following licenses (for apps targeting v31 or higher, see the SPDX License List [https://spdx.org/licenses/] for details):



	AGPL-3.0-only


	AGPL-3.0-or-later


	Apache-2.0


	GPL-3.0-only


	GPL-3.0-or-later


	MIT


	MPL-2.0









	(deprecated, for apps targeting v30 or lower) the following shorthand aliases are also used:



	agpl (AGPL-3.0)


	apache (Apache-2.0)


	gpl3 (GPL-3.0)


	mit (MIT)


	mpl (MPL-2.0)













	author
	
	required


	can occur multiple times with different authors


	can contain a mail attribute which must be an email


	can contain a homepage which must be a URL


	will not (yet) be rendered on the App Store


	will be provided through the REST API






	documentation/user
	
	optional


	must contain a URL to the user documentation


	will be rendered on the app detail page






	documentation/admin
	
	optional


	must contain a URL to the admin documentation


	will be rendered on the app detail page






	documentation/developer
	
	optional


	must contain a URL to the developer documentation


	will be rendered on the app detail page






	category
	
	optional


	if not provided the category tools will be used


	must contain one of the following values:



	customization


	files


	games


	integration


	monitoring


	multimedia


	office


	organization


	security


	social


	tools









	old categories are migrated:



	auth will be converted to security









	can occur more than once with different categories






	website
	
	optional


	must contain a URL to the project’s homepage


	will be rendered on the app detail page






	discussion
	
	optional


	must contain a URL to the project’s discussion page/forum


	will be rendered on the app detail page as the “ask question or discuss” button


	if absent, it will default to our forum at https://help.nextcloud.com/






	bugs
	
	required


	must contain a URL to the project’s bug tracker


	will be rendered on the app detail page






	repository
	
	optional


	must contain a URL to the project’s repository


	can contain a type attribute, git, mercurial, subversion and bzr are allowed values, defaults to git


	currently not used






	screenshot
	
	optional


	must contain an HTTPS URL to an image


	can contain a small-thumbnail attribute which must contain an https url to an image. This image will be used as small preview (e.g. on the app list overview). Keep it small so it renders fast


	will be rendered on the app list and detail page in the given order






	dependencies/php
	
	optional


	can contain a min-version attribute (maximum 3 digits separated by dots)


	can contain a max-version attribute (maximum 3 digits separated by dots)


	can contain a min-int-size attribute, 32 or 64 are allowed as valid values


	will be rendered on the app releases page






	dependencies/database
	
	optional


	must contain the database name as text, sqlite, pgsql and mysql are allowed as valid values


	can occur multiple times with different databases


	can contain a min-version attribute (maximum 3 digits separated by dots)


	can contain a max-version attribute (maximum 3 digits separated by dots)


	will be rendered on the app releases page






	dependencies/command
	
	optional


	must contain a linux command as text value


	can occur multiple times with different commands


	will be rendered on the app releases page






	dependencies/lib
	
	optional


	will be rendered on the app releases page


	must contain a required php extension


	can occur multiple times with different php extensions


	can contain a min-version attribute (maximum 3 digits separated by dots)


	can contain a max-version attribute (maximum 3 digits separated by dots)






	dependencies/nextcloud
	
	required


	must contain a min-version attribute (maximum 3 digits separated by dots)


	must contain a max-version attribute (maximum 3 digits separated by dots)









Note

Dependencies dependencies/php, dependencies/database and dependencies/lib are checked at installation time (not on update time), hence applications need to stick to the dependencies supported by a major version of Nextcloud the moment an app releases support for that version, i.e. app needs to support the same PHP version-range the supported Nextcloud version supports.




	background-jobs/job
	
	optional


	must contain a php class which is run as background jobs


	will not be used, only validated






	repair-steps/pre-migration/step
	
	optional


	must contain a php class which is run before executing database migrations


	will not be used, only validated






	repair-steps/post-migration/step
	
	optional


	must contain a php class which is run after executing database migrations


	will not be used, only validated






	repair-steps/live-migration/step
	
	optional


	must contain a php class which is run after executing post-migration jobs


	will not be used, only validated






	repair-steps/install/step
	
	optional


	must contain a php class which is run after installing the app


	will not be used, only validated






	repair-steps/uninstall/step
	
	optional


	must contain a php class which is run after uninstalling the app


	will not be used, only validated






	two-factor-providers/provider
	
	optional


	must contain a php class which is registered as two factor auth provider


	will not be used, only validated






	commands/command
	
	optional


	must contain a php class which is registered as occ command


	will not be used, only validated






	activity/settings/setting
	
	optional


	must contain a php class which implements OCPActivityISetting and is used to add additional settings ui elements to the activity app






	activity/filters/filter
	
	optional


	must contain a php class which implements OCPActivityIFilter and is used to add additional filters to the activity app






	activity/providers/provider
	
	optional


	must contain a php class which implements OCPActivityIProvider and is used to react to events from the activity app






	settings/admin
	
	optional


	must contain a php class which implements OCPSettingsISettings and returns the form to render for the admin settings area






	settings/admin-section
	
	optional


	must contain a php class which implements OCPSettingsISection and returns data to render navigation entries in the admin settings area






	settings/personal
	
	optional


	must contain a php class which implements OCPSettingsISettings and returns the form to render for the personal settings area






	settings/personal-section
	
	optional


	must contain a php class which implements OCPSettingsISection and returns data to render navigation entries in the personal settings area






	settings/admin-delegation
	
	optional


	must contain a php class which implements OCPSettingsISettings and has no UI (in settings) because it is only intended to be used for admin delegation






	settings/admin-delegation-section
	
	optional


	must contain a php class which implements OCPSettingsISection which contains delegation-only settings classes as defined above






	navigations
	
	optional


	must contain at least one navigation element






	navigations/navigation
	
	required


	must contain a name and route element


	denotes a navigation entry


	role denotes the visibility, all means everyone can see it, admin means only an admin can see the navigation entry, defaults to all






	navigations/navigation/id
	
	optional


	the app id


	you can also create entries for other apps by setting an id other than your app one’s






	navigations/navigation/name
	
	required


	will be displayed below the navigation entry icon


	will be translated by the default translation tools






	navigations/navigation/route
	
	required


	name of the route that will be used to generate the link






	navigations/navigation/icon
	
	optional


	name of the icon which is looked up in the app’s img/ folder


	defaults to app.svg






	navigations/navigation/order
	
	optional


	used to sort the navigation entries


	a higher order number means that the entry will be ordered further to the bottom






	navigations/navigation/type
	
	optional


	can be either link or settings


	link means that the entry is added to the default app menu


	settings means that the entry is added to the right-side menu which also contains the personal, admin, users, help and logout entry






	collaboration
	
	optional


	can contain plugins for collaboration search (e.g. supplying share dialog)






	collaboration/plugins
	
	optional


	must contain at least one plugin






	collaboration/plugins/plugin
	
	required


	the PHP class name of the plugin


	must contain type attribute (currently only collaboration-search). The class must implement OCPCollaborationCollaboratorsISearchPlugin.


	must contain share-type attribute, according to the specific OCPShare constants








The following character maximum lengths are enforced:


	All description Strings are database text fields and therefore not limited in size


	All other Strings have a maximum of 256 characters




The following elements are either deprecated or for internal use only and will fail the validation if present:


	standalone


	default_enable


	shipped


	public


	remote


	requiremin


	requiremax





Changelog

Apps can provide a changelog. This should be written in the keep a changelog [https://keepachangelog.com/].

If the apps provide a CHANGELOG.md file in the project root, this file will be used to show changes for the released version in the app store and for administrators in the app settings.

Moreover, since Nextcloud 29, if the updatenotification app is enabled, apps can also provide a changelog for the users.
The app will notify users about after the app update if either a CHANGELOG.language.md (where language is the language code of that user) or a fallback CHANGELOG.en.md is available.





            

          

      

      

    

  

    
      
          
            
  
Navigation and pre-app configuration


Adding a navigation entry

Navigation entries for apps can be created by adding a navigation section to the appinfo/info.xml file, containing the name, order and route the navigation entry should link to. For details on the XML schema check the app store documentation [https://nextcloudappstore.readthedocs.io/en/latest/developer.html#info-xml].

<navigation>
    <name>MyApp</name>
    <route>myapp.page.index</route>
    <order>0</order>
</navigation>







Initialization events

Often apps do not need to load their JavaScript and CSS on every page. For this
purpose there are several events emitted that an app can act upon.


	OCA\Files::loadAdditionalScripts (string): loaded on the files list page


	OCA\Files_Sharing::loadAdditionalScripts (string): loaded on the public sharing page


	OCA\Files_Sharing::loadAdditionalScripts::publicShareAuth (string): loaded on the public share authentication page


	OCP\AppFramework\Http\TemplateResponse::EVENT_LOAD_ADDITIONAL_SCRIPTS (constant): loaded when a template response is finished


	OCP\AppFramework\Http\TemplateResponse::EVENT_LOAD_ADDITIONAL_SCRIPTS_LOGGEDIN (constant): loaded when a template response is finished for a logged in user




You can register listeners for these events in the bootstrapping code of the app. See the events documentation for more details on the event dispatcher and available events.





            

          

      

      

    

  

    
      
          
            
  
Dependency management

You can leverage existing software packages to build a Nextcloud app.


Composer

You can add 3rd party php packages with Composer [https://getcomposer.org/]. Composer will download the specified packages to a directory of your choice, typically to /vendor. In order to benefit from Composer’s autoloader, you’ll want to add a require_once to the register method of your Application class in the bootstrapping code of your app.


Remove unneeded files from packages

It is heavily recommended to remove files that are not required in production from the final packages.
This especially, but not exclusively, refers to:


	Developer files, e.g. /Makefile


	CI workflows, e.g. /.github


	Test assets, e.g. /tests


	Configuration of development tools, e.g. /phpunit.xml, /psalm.xml


	Git or other version control code, e.g. /.git




You can check the Server’s .gitignore [https://github.com/nextcloud/3rdparty/blob/master/.gitignore] file for more inspiration.



Dependency hell

Be careful with which packages you add to an app. PHP can not load two version of the same class twice, hence there can be conflicts between Nextcloud Server and an app or between two or more apps if they require the same package. So try to keep the number of production dependencies to a minimum and see Development tools.

Alternatively you can use [composer-bin-plugin](https://github.com/bamarni/composer-bin-plugin) to avoid dependency conflicts between apps.


	Install composer-bin-plugin according to their docs.


composer require --dev bamarni/composer-bin-plugin










	Install the tools you need in the vendor-bin directory.


composer bin psalm require --dev psalm/phar
composer bin psalm require --dev nextcloud/ocp:dev-master










	
	Adjust some config (see below)
	
	Add in composer.json:





composer.json

{
    "extra": {
        "bamarni-bin": {
            "bin-links": true,
            "forward-command": true
        }
    }
}








	Add in composer.json:





composer.json

{
    "scripts": {
        "post-install-cmd": [
            "[ $COMPOSER_DEV_MODE -eq 0 ] || composer bin all install --ansi"
        ],
        "post-update-cmd": [
            "[ $COMPOSER_DEV_MODE -eq 0 ] || composer bin all update --ansi"
        ]
    }
}








	
	Adjust psalm.xml:
	
	Ensure the schemaLocation is correct:





psalm.xml

xsi:schemaLocation="https://getpsalm.org/schema/config vendor-bin/psalm/vendor/vimeo/psalm/config.xsd"








	Ensure it has something like this:





psalm.xml

<projectFiles>
    <directory name="lib" />
    <ignoreFiles>
        <directory name="vendor" />
        <directory name="vendor-bin" />
    </ignoreFiles>
</projectFiles>
<extraFiles>
    <directory name="vendor" />
    <directory name="vendor-bin/psalm/vendor" />
</extraFiles>













	Adjust .php-cs-fixer.dist.php





.php-cs-fixer.dist.php

require_once __DIR__ . '/vendor-bin/cs-fixer/vendor/autoload.php';
















Conflict example

To illustrate the problem imagine app A depends on package foo in version 1, app B depends on package foo in version 2. The package foo had a breaking change to which app B has been adjusted, A uses the old API.

Both apps ship a Composer autoloader that autoloads the foo functions and classes. There is a race between the two autoloaders. If A’s autoloader is asked to load the class first, then v1 will be used. If B’s autoloader loads functions and classes first it will be v2. In some scenarios there might be classes of v1 and v2 when autoloaders are invoked without a defined order.

Depending on which functions and classes are loaded, app A might work or break. The same applies to B.




Development tools

It is very common for an app to use CLI tools for syntax checks, testing and building. Since many tools depend on common Composer packages like psr/* and symfony/console, it is likely that apps produce a dependency hell on development environments.

The dependency hell for CLI tools can be avoided by using the Composer bin plugin. It’s a composer plugin that puts development dependencies into sub directorory with a dedicated autoloader. That autoloader is only used if the CLI tool is used. For Nextcloud apps this means two apps can use conflicting versions of one tool. Moreover dependency conflicts between the tools of one app are no longer an issue.

Tools known to be problematic that should be moved into bin plugin directories include


	friendsofphp/php-cs-fixer


	phpunit/phpunit


	vimeo/psalm




Please see the package page [https://packagist.org/packages/bamarni/composer-bin-plugin] for up-to-date installation instructions.






            

          

      

      

    

  

    
      
          
            
  
occ commands

Nextcloud apps can register custom occ [https://docs.nextcloud.com/server/latest/admin_manual/occ_command.html] commands that administrators can run from the command line. Commands extend OC\Core\Command\Base, which wraps
Symfony Console [https://symfony.com/doc/current/console.html] and adds bash completion support, so the full Symfony
Console API is available.


Registering a command

List every command class in appinfo/info.xml under the <commands> element:


appinfo/info.xml

<info>
    ...
    <commands>
        <command>OCA\MyApp\Command\Greet</command>
    </commands>
</info>







Nextcloud reads this list at startup and wires each class through the dependency
injection container, so constructor injection works automatically.



Creating a command class

Place command classes in lib/Command/. Each class must extend
OC\Core\Command\Base and implement two methods:


	configure() — declare the name, description, arguments, and options.


	execute() — run the command logic and return an exit code.





lib/Command/Greet.php

<?php

declare(strict_types=1);

namespace OCA\MyApp\Command;

use OC\Core\Command\Base;
use OCP\IUserManager;
use Symfony\Component\Console\Input\InputArgument;
use Symfony\Component\Console\Input\InputInterface;
use Symfony\Component\Console\Input\InputOption;
use Symfony\Component\Console\Output\OutputInterface;

class Greet extends Base {

    public function __construct(
        private IUserManager $userManager,
    ) {
        parent::__construct();
    }

    #[\Override]
    protected function configure(): void {
        $this
            ->setName('myapp:greet')
            ->setDescription('Print a greeting for a Nextcloud user')
            ->addArgument(
                'user-id',
                InputArgument::REQUIRED,
                'The user to greet',
            )
            ->addOption(
                'shout',
                null,
                InputOption::VALUE_NONE,
                'Print the greeting in uppercase',
            );
    }

    #[\Override]
    protected function execute(InputInterface $input, OutputInterface $output): int {
        $userId = $input->getArgument('user-id');
        $user = $this->userManager->get($userId);

        if ($user === null) {
            $output->writeln("<error>User \"$userId\" not found.</error>");
            return self::FAILURE;
        }

        $greeting = 'Hello, ' . $user->getDisplayName() . '!';

        if ($input->getOption('shout')) {
            $greeting = strtoupper($greeting);
        }

        $output->writeln($greeting);
        return self::SUCCESS;
    }
}









Command naming

Use appid:command-name as the command name. For apps with many commands, group them
with an extra segment: appid:group:command-name. Names must be lowercase and use
hyphens as word separators.



Arguments and options

Arguments are positional. Options are prefixed with --.



	Constant

	Meaning





	InputArgument::REQUIRED

	Argument must be provided



	InputArgument::OPTIONAL

	Argument may be omitted



	InputArgument::IS_ARRAY

	Argument accepts multiple values



	InputOption::VALUE_NONE

	Flag — present or absent, no value



	InputOption::VALUE_REQUIRED

	Option requires a value



	InputOption::VALUE_OPTIONAL

	Option value is optional



	InputOption::VALUE_IS_ARRAY

	Option can be repeated






See the Symfony Console documentation [https://symfony.com/doc/current/console/input.html]
for the full reference.



Return codes

execute() must return an integer. Use the constants defined by
OC\Core\Command\Base (inherited from Symfony):


	self::SUCCESS (0) — command completed successfully.


	self::FAILURE (1) — command encountered an error.


	self::INVALID (2) — command was called with invalid input.






Interactive commands

Commands can ask for confirmation or prompt for values using Symfony’s
question helper [https://symfony.com/doc/current/components/console/helpers/questionhelper.html]:

use Symfony\Component\Console\Helper\QuestionHelper;
use Symfony\Component\Console\Question\ConfirmationQuestion;

// In execute():
/** @var QuestionHelper $helper */
$helper = $this->getHelper('question');
$question = new ConfirmationQuestion('Are you sure? (y/n) ', false);

if (!$helper->ask($input, $output, $question)) {
    $output->writeln('Aborted.');
    return self::FAILURE;
}






Note

Interactive prompts are skipped when occ is run non-interactively (e.g. from a
cron job). Guard against this with $input->isInteractive() or use
--yes/--no options so administrators can automate the command.







            

          

      

      

    

  

    
      
          
            
  
Extending the DAV server

Nextcloud apps can extend the DAV server by registering SabreDAV plugins that hook into
different phases of a DAV request. Plugins can add handlers for custom methods and
properties, adjust response behavior, and more. See Writing Plugins - sabre/dav [https://sabre.io/dav/writing-plugins/] for additional possibilities.


Registering a DAV plugin

To register a server plugin in your app, register an event listener for
OCA\DAV\Events\SabrePluginAddEvent (introduced in Nextcloud 28). In the
listener’s handler, add your DAV plugin to the server.

For example:


MyApplication.php

class MyApplication extends App implements IBootstrap {
    public function register(IRegistrationContext $context): void {
        $context->registerEventListener(SabrePluginAddEvent::class, MyListener::class);
    }
}








MyListener.php

use OCP\EventDispatcher\Event;
use OCP\EventDispatcher\IEventListener;
use OCA\DAV\Events\SabrePluginAddEvent;

class MyListener implements IEventListener {
    public function handle(Event $event): void {
        if (!$event instanceof SabrePluginAddEvent) {
            return;
        }
        $server = $event->getServer();
        $server->addPlugin(new MyDavPlugin());
    }
}









Handling DAV events

In this example, we register a handler for the propFind event and add a
custom property that is returned in PROPFIND requests.


MyDavPlugin.php

use Sabre\DAV\ServerPlugin;
use Sabre\DAV\PropFind;

class MyDavPlugin extends ServerPlugin {

    public function initialize(\Sabre\DAV\Server $server): void {
        // Register your property handler
        $server->on('propFind', $this->handleGetProperties(...));
    }

    private function handleGetProperties(PropFind $propFind, \Sabre\DAV\INode $node): void {
        // Add a property called "my-property" with the value "custom"
        $propFind->handle('{myapplication.example}my-property', fn() => 'custom');
    }
}









Performance considerations

In the example above, if you replace the “custom” value with a database lookup, you introduce a
performance issue: a query runs every time the property is loaded. This may
not be obvious at first, but it quickly becomes a problem, because a
propFind event is emitted for every file in a collection to discover its
properties. If a collection contains 1,000 children, the code issues 1,000
queries that are likely very similar, differing only by the file identifier.

To mitigate this, Nextcloud 32 introduces a new event that signals your app to
preload data for a collection and its immediate children. Read more in
WebDAV collection preload events.





            

          

      

      

    

  

    
      
          
            
  
Translation

Nextcloud’s translation system is powered by Transifex [https://explore.transifex.com/nextcloud/]. To start translating sign up and enter a group. If your community app should be translated by the Nextcloud community on Transifex [https://explore.transifex.com/nextcloud/] just follow the setup section below.


Translation tool


Note

The tool-based translation currently only supports repositories hosted on github.com. If your app is hosted elsewhere, you can try to follow the Manual translation instead.



The translation tool [https://github.com/nextcloud/docker-ci/tree/master/translations/translationtool] scrapes the source code for method calls to  t()
or n() to extract the strings that should be translated. If you check
in minified JS code for example then those method names are also quite
common and could cause wrong extractions. For this reason we allow to
specify a list of files that the translation tool will not scrape for
strings. You simply need to add a file named .l10nignore into
the root folder of your app and specify the files one per line:

# compiled vue templates
js/bruteforcesettings.js







Setup of the transifex sync


Transifex configuration .tx/config

To setup the transifex sync within the Nextcloud community you need to add first the
transifex config to your app folder at .tx/config (please replace MYAPP with your apps id):

[main]
host     = https://www.transifex.com
lang_map = hu_HU: hu, nb_NO: nb, sk_SK: sk, th_TH: th, ja_JP: ja, bg_BG: bg, cs_CZ: cs, fi_FI: fi

[o:nextcloud:p:nextcloud:r:{{APPID}}]
file_filter = translationfiles/<lang>/{{APPID}}.po
source_file = translationfiles/templates/{{APPID}}.pot
source_lang = en
type        = PO





Then create a folder l10n and a file l10n/.gitkeep to create an
empty folder which later holds the translations.



Branch selection .tx/backport

The bot will run every night and only push commits to the following branches once there is an update to the translation:


	main


	master


	stableX (X being the recent 3 versions of Nextcloud Server)




You can overwrite this list by creating a file .tx/backport in your repository with the following content:

develop stable





That would sync the translations for the branches (main and master are added automatically):


	main


	master


	develop


	stable






Excluding files .l10nignore

Add one more file called .l10nignore in root of the repository and the files and folders to ignore for translations.
This should be used to exclude files that create false-positive translations, such as:


	Compiled JavaScript files js/


	3rd-party PHP dependencies vendor/


	Non-shipped files and documentation docs/






Validate source strings

After finishing the setup, you can validate the translation source strings which outlines some common mistakes.
Clone the nextcloud/docker-ci [https://github.com/nextcloud/docker-ci/] repository and afterwards run the following script:

bash translations/validateSyncSetup.sh Owner Repository







Repository permissions

Now the GitHub account @nextcloud-bot [https://github.com/nextcloud-bot] needs to get write access to your repository.
You can invite it from your repository settings:

https://github.com/<user-name>/<repo-name>/settings/access





After sending the invitation, please open a ticket using the “Request translations” template [https://github.com/nextcloud/docker-ci/issues/new/choose].


Attention

In general you should enable the
protected branches feature [https://help.github.com/articles/configuring-protected-branches/]
for default and stable branches. If you do that, you need to grant the
@nextcloud-bot [https://github.com/nextcloud-bot] admin permissions and allow administrators to bypass the protection.
This feature however is only possible for repositories owned by organizations, not in repositories owned by individuals!
You can create your own organization [https://docs.github.com/en/organizations/collaborating-with-groups-in-organizations/creating-a-new-organization-from-scratch]



If you need help just open a ticket with the request [https://github.com/nextcloud/docker-ci/issues/new/choose]
and we can also guide you through the steps.




Manual translation

If Transifex is not the right choice or the app is not accepted for translation,
generate the gettext strings by yourself by executing our
translation tool [https://github.com/nextcloud/docker-ci/tree/master/translations/translationtool]
in the app folder:

cd /srv/http/nextcloud/apps/myapp
translationtool.phar create-pot-files





The translation tool requires gettext, installable via:

apt-get install gettext





The above tool generates a template that can be used to translate all strings
of an app. This template is located in the folder translationfiles/template/ with the
name myapp.pot. It can be used by your favored translation tool such
as Poedit [https://poedit.net]. It then creates a .po file.
The .po file needs to be placed in a folder named like the language code
with the app name as filename - for example translationfiles/es/myapp.po.
After this step the tool needs to be invoked to transfer the po file into our
own fileformat that is more easily readable by the server code:

translationtool.phar convert-po-files





Now the following folder structure is available:

myapp/l10n
|-- es.js
|-- es.json
myapp/translationfiles
|-- es
|   |-- myapp.po
|-- templates
    |-- myapp.pot





You then just need the .json and .js files for a working localized app.



Documentation on the translation process

The following describes four processes:


	Process to translate new string




[image: Process to translate new string]

	Process to correct typo/grammar issue in translated string




[image: Process to correct typo/grammar issue in translated string]

	Process for making an untranslatable string translatable




[image: Process for making an untranslatable string translatable]

	Process to correct issue in source string




[image: Process to correct issue in source string]
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Introduction

ExApps (short for “External Apps”) are Nextcloud apps that are developed in another programming language (outside of PHP) using the AppAPI OCS API.
AppAPI [https://apps.nextcloud.com/apps/app_api] is a project introduced by Nextcloud to revolutionize the process of application development within the Nextcloud ecosystem.


Overview

The main tasks of the AppAPI ecosystem are:



	Providing a reliable and fast method for authenticating applications


	Supporting various application deployment options


	Offering a clear and straightforward application administration interface


	Ensuring a reliable implementation of all the necessary missing APIs for applications


	Supplying clear, understandable documentation and support on how to implement libraries in other programming languages for writing next-gen applications for Nextcloud







The system should support the expansion and integration of new deployment methods, avoiding any tight coupling with a specific deployment type.
Applications should be capable of indicating the deployment methods they can accommodate.

Given the evolving landscape of new technologies and the potential emergence of more intricate or simplified deployment options,
the system is architected to seamlessly embrace the integration of novel deployment modes.

If you have any questions or corrections regarding the documentation,
we would be glad to address them in discussions, incorporate corrections through pull requests,
and handle complex problems through issues.



Glossary

AppAPI brings out the following terms frequently used in the code:


	ExApp (External App) - the app on another (from PHP) programming language, which uses AppAPI OCS API


	DaemonConfig - configuration of orchestration daemon (e.g. Docker) where ExApps are deployed


	DeployConfig - additional DaemonConfig options for orchestrator (e.g. network) and ExApps (nextcloud_url, host, etc.)


	ExAppConfig - similar to Nextcloud app_config, but for ExApps configuration


	ExAppPreferences - similar to Nextcloud app_preferences, user-specific settings for ExApps


	AppAPIAuth - AppAPI authentication


	FileActionsMenu - entry in files actions menu (context menu)








            

          

      

      

    

  

    
      
          
            
  
Setting up dev environment

AppAPI development requires a Nextcloud development environment setup.
We highly recommend using Julius Knorr’s Docker setup [https://github.com/juliusknorr/nextcloud-docker-dev] for this.
For an alternate environment without using Docker, please refer to the setup instructions in Getting started.

Suggested IDE: PhpStorm, though you can certainly use any IDE of your preference such as VS Code or Vim.


Install AppAPI

All ExApps require the AppAPI [https://apps.nextcloud.com/apps/app_api] Nextcloud app as a dependency.
As of Nextcloud version 30.0.1, AppAPI is automatically installed by default.
If you prefer,
you can also build the latest development version of AppAPI from the source code,
in which case uninstall the release version of AppAPI and perform the following steps.

Clone the latest main branch:


git clone https://github.com/nextcloud/app_api.git && cd app_api








or clone a specific version by specifying the version tag:


git clone https://github.com/nextcloud/app_api.git --branch <version-tag> && cd app_api








where <version-tag> is the version you want to install.

Then, build frontend assets in development mode:


npm ci && npm run dev








Enable AppAPI from the directory where the occ command resides:


./occ app:enable --force app_api









Deploy daemons types

There are two types of Deploy daemons that can be used for development and testing of ExApps:


	manual_install: This type of Deploy daemon is running manually in the host machine.
This is useful for ExApp development as you can run your ExApp directly on the host.


	docker_install: This type of Deploy daemon is running in a Docker container.




You can register (create) these daemons in the AppAPI admin settings.
For the equivalent occ command or an explanation of the Deploy daemon parameters,
see DaemonConfig registration.



Docker Socket Proxy

For development and testing locally,
the simplest way is to use the Nextcloud AppAPI DSP HTTP [https://github.com/nextcloud/docker-socket-proxy?tab=readme-ov-file#httplocal].




In Place of a Conclusion

There are several make commands available to ease frequent development actions.

To see the complete list, execute make help.


Docker remote API

The Docker Engine remote API can be easily configured via make dock2port command.
The command will create a docker container to provide remote Docker Engine API.

Afterward, register DaemonConfigs in Nextcloud using make dock-port command.



Docker by socket

For Docker via socket, use the command make dock-sock.
This registers DaemonConfigs in Nextcloud for the default socket connection (/var/run/docker.sock).

Make sure that socket has enough permissions for Nextcloud and webserver user to access it
and actually forwarded to the container:

...
volumes:
    ...
    - /var/run/docker.sock:/var/run/docker.sock
    ...










            

          

      

      

    

  

    
      
          
            
  
Development overview

This section contains the most common information for ExApp developers,
grouped from other parts of documentation.



	ExApp development
	0. Setting up the development environment

	1. Starting from template

	3. Development

	4. Packaging

	5. AppStore publishing

	6. Testing





	ExApp overview
	ExApp structure

	Backend

	Frontend

	L10n translations

	Makefile





	ExApp lifecycle
	ExApp lifecycle methods

	ExApp lifecycle scheme

	Nextcloud-side ExApp lifecycle methods

	AppAPI Authentication





	Adapting ExApps to HaRP
	Summary

	Key integration considerations

	Steps needed to adapt an ExApp

	Running your ExApp with a non-root user

	Integration test example












            

          

      

      

    

  

    
      
          
            
  
ExApp development

The ExApp development process is similar to that of a regular Nextcloud (PHP) app,
and should follow the same guidelines in terms of security, design and coding style (see Development process for details)
based on your programming language standards.

Despite the fact, that ExApp can be developed in any language, it’s still recommended to have the understanding
of the Nextcloud PHP request lifecycle and other basic concepts,
as they are usually similar to the ExApp backend to which Nextcloud communicates.

You can think of each ExApp as a microservice (Docker container)
that runs separately from Nextcloud on the Deploy daemon, which can be remote or local.
The communication between Nextcloud and ExApp is done via network secured with AppAPIAuth.

Let’s go through the ExApp development steps briefly.


0. Setting up the development environment

First, you need to have a Nextcloud dev setup, refer to Setting up dev environment for more details.



1. Starting from template

Next is to setup the ExApp skeleton.
There are several ExApp examples available so you can have a look at them and start from.
The ExApp template and examples:



	[Python] App Skeleton [https://github.com/nextcloud/app-skeleton-python]


	[Python] UI Example Skeleton [https://github.com/nextcloud/ui_example]


	[Python] More complex ExApp UI example with 3rd-party service [https://github.com/cloud-py-api/visionatrix]


	[GoLang] Go Lang ExApp example [https://github.com/nextcloud/file_to_text_example]


	etc.







They contain the basic structure of the ExApp, including:


	Dockerfile


	ExApp backend


	ExApp frontend


	Manual translations tools setup and example script to convert translation files to Nextcloud l10n format and for your programming language


	Some necessary GitHub workflows (e.g. Docker image build workflows [https://github.com/cloud-py-api/visionatrix/tree/main/.github/workflows])




More details are available in the ExApp overview section.



3. Development

The basic development process consists of the following steps:


	
	Implement the ExApp <-> Nextcloud lifecycle methods:
	
	/heartbeat: ExApp heartbeat method


	/init: ExApp initialization method


	/enabled: ExApp enable/disable method










	Implement the ExApp backend API and logic


	Implement the ExApp frontend (Nextcloud Vue.js app) [optional]






4. Packaging

The ExApp packaging can be done manually or via GitHub actions.
It is recommended to use GitHub actions for packaging,
as it will automate the process of building the Docker image and pushing it to the Docker registry.
The GitHub action workflow for building Docker images can be found in the 3rdparty service example [https://github.com/cloud-py-api/visionatrix].


4.1 Hardware acceleration

If your ExApp work with GPUs, you should consider building different Docker images for each compute device.
Currently, there are 3 main compute devices to target with custom Docker images:


	CPU (default, no specific tag)


	GPU: CUDA (NVIDIA) (<image_name>:<version>-cuda)


	GPU: ROCm (AMD) (<image_name>:<version>-rocm)





Note

If the Deploy daemon configured with the GPU compute device,
AppAPI will try to pull the Docker image with the GPU support first (<image_name>:<version>-<cuda|rocm>, ref PR [https://github.com/nextcloud/app_api/pull/340]).
If the image is not found, AppAPI will try to pull the base (CPU) image (<image_name>:<version>).





Dockerfile

The Dockerfile is required to build the Docker image for the ExApp.
The guidelines for writing the Dockerfile can be found in the Dockerfile best practices [https://docs.docker.com/develop/develop-images/dockerfile_best-practices/].

Short recommendations:


	Keep the Dockerfile as small as possible.


	Use minimal base images to keep the image size small.


	Place rarely changing instructions at the top of the Dockerfile to take advantage of Docker’s caching mechanism.






Logging

The Docker container logs are shown in the standard output and error streams.
For the admin to be able to see the important logs from the ExApp container,
you should consider redirecting the logs to the standard output and standard error streams.
For more info, see the official docs for logging [https://docs.docker.com/config/containers/logging/].




5. AppStore publishing

Once the ExApp is ready, and the Docker image is available in the Docker registry,
you can follow the AppStore publishing process [https://nextcloudappstore.readthedocs.io/en/latest/developer.html].
It’s the same as for the regular Nextcloud app, but with the requirement of the ExApp specific fields in the appinfo/info.xml file.



6. Testing

It is important to ensure that your ExApp works as expected.
We recommend having different types of dev setup configurations to test all of them.
While the main development is done locally via manual_install, you must also ensure that
the ExApp works correctly in a Docker container with Docker Socket Proxy (HTTP and HTTPS).





            

          

      

      

    

  

    
      
          
            
  
ExApp overview

The basic concept of the AppAPI is to provide a way to develop/write an app for Nextcloud in any language, especially the backend part.
The frontend part is usually kept the same. You can think of the ExApp as a microservice.


ExApp structure

The typical ExApp folder structure is the following:


	appinfo/: contains the ExApp metadata, which is based on the regular Nextcloud PHP appinfo,
but with additional new fields under the external-app key.


	
	ex_app/: the ExApp specific folder, which contains the ExApp frontend and backend parts.
	
	lib/: contains the ExApp backend part, which can be written in any language.


	src/: contains the ExApp frontend part, which is a regular Nextcloud Vue.js application, with small adjustments to the script loading paths (see ExApp specific frontend changes).


	img/: contains the ExApp images.


	css/: contains the ExApp CSS files.










	l10n: contains the ExApp translations.


	translationfiles: contains the source translation (.po, .mo) files for the ExApp.


	other folders or files: depends on your case, e.g. screenshots, scripts, etc.





ExApp metadata

The <external-app> info.xml tag is required for the ExApp metadata.
It should contain the following fields:

<external-app>
    <docker-install>
        <registry>ghcr.io</registry>
        <image>nextcloud/skeleton</image>
        <image-tag>latest</image-tag>
    </docker-install>
</external-app>






	
	docker-install: contains the Docker image information for the ExApp.
	
	registry: the Docker registry where the image is stored.


	image: the Docker image name.


	image-tag: the Docker image tag (version tag).















Backend

The ExApp backend part can be implemented in any language and framework you want.
The only requirement here is to follow the microservice architecture and ExApp <-> Nextcloud communication flow.


Note

There is a limitation of AppAPI ExApp proxy - the websocket connections are not supported.



Each ExApp container has environment variables set by AppAPI; you can find out more about them here.


Persistent storage

For each ExApp, AppAPI creates a Docker volume (nc_app_<app_id>_data) that is attached to the ExApp container as persistent storage.
It is available inside the container under the /nc_app_<app_id>_data path or via the APP_PERSISTENT_STORAGE environment variable passed by AppAPI.




Frontend

The ExApp frontend part is loaded only for TopMenu entry.
It is a regular Nextcloud Vue.js application with a small routing adjustment to the paths,
as they are being loaded via AppAPI proxy from the ExApp server.

To simplify the usage, we declare a few constants:

export const EX_APP_ID = 'ui_example'
export const EX_APP_MENU_ENTRY_NAME = 'first_menu'
export const APP_API_PROXY_URL_PREFIX = '/apps/app_api/proxy'
export const APP_API_ROUTER_BASE = '/apps/app_api/embedded'





The bootstrap of the Vue app (UI Example bootstrap [https://github.com/nextcloud/ui_example/blob/main/src/bootstrap.js]) is changed as follows:

import Vue from 'vue'
import { translate, translatePlural } from '@nextcloud/l10n'
import { generateUrl } from '@nextcloud/router'
import { APP_API_PROXY_URL_PREFIX, EX_APP_ID } from './constants/AppAPI.js'
import { getCSPNonce } from '@nextcloud/auth'

Vue.prototype.t = translate
Vue.prototype.n = translatePlural
Vue.prototype.OC = window.OC
Vue.prototype.OCA = window.OCA

__webpack_public_path__ = generateUrl(`${APP_API_PROXY_URL_PREFIX}/${EX_APP_ID}/js/`) // eslint-disable-line
__webpack_nonce__ = getCSPNonce() // eslint-disable-line






Frontend routing

The frontend routing base URL is also adjusted to be loaded via AppAPI proxy.
For example, the vuex router has the following base URL configuration:

...
const router = new VueRouter({
    mode: 'history',
    base: generateUrl(`${APP_API_ROUTER_BASE}/${EX_APP_ID}/${EX_APP_MENU_ENTRY_NAME}`, ''), // setting base to AppAPI embedded URL
    linkActiveClass: 'active',
...





The same applies to the frontend API requests to the ExApp backend API:

...
axios.get(generateUrl(`${APP_API_PROXY_URL_PREFIX}/${EX_APP_ID}/some_api_endpoint`))
...








L10n translations

To add support of your programming language from translations string extraction using Nextcloud translation tool,
you just need to add your file extensions to it in createPotFile [https://github.com/nextcloud/docker-ci/blob/master/translations/translationtool/src/translationtool.php#L69]
and down below adjust the --language and keyword parameters.

Currently only Python is supported as an additional language in translationtool for ExApps.
Here is an example using translationtool adjusted for Python:

diff --git a/translations/translationtool/src/translationtool.php b/translations/translationtool/src/translationtool.php
index 42513563..8aa06618 100644
--- a/translations/translationtool/src/translationtool.php
+++ b/translations/translationtool/src/translationtool.php
@@ -67,7 +67,7 @@ public function createPotFile() {
        $this->createFakeFileForVueFiles();
        $this->createFakeFileForLocale();
        $translatableFiles = $this->findTranslatableFiles(
-           ['.php', '.js', '.jsx', '.mjs', '.html', '.ts', '.tsx'],
+           ['.php', '.js', '.jsx', '.mjs', '.html', '.ts', '.tsx', '.py'],
            ['.min.js']
        );

@@ -79,6 +79,8 @@ public function createPotFile() {
            $keywords = '';
            if (substr($entry, -4) === '.php') {
                $keywords = '--keyword=t --keyword=n:1,2';
+           } elseif (substr($entry, -3) === '.py') {
+               $keywords = '--keyword=_ --keyword=_n:1,2';
            } else {
                $keywords = '--keyword=t:2 --keyword=n:2,3';
            }
@@ -86,6 +88,8 @@ public function createPotFile() {
            $language = '--language=';
            if (substr($entry, -4) === '.php') {
                $language .= 'PHP';
+           } elseif (substr($entry, -3) === '.py') {
+               $language .= 'Python';
            } else {
                $language .= 'Javascript';
            }





where we declare the methods used in source code for translating strings.

The ExApp translations are stored in the l10n directory under the ExApp project root directory.
On the Nextcloud side, it still has to contain the translation files as with regular Nextcloud apps (.js and .json).
The ExApp translation files are copied to the Nextcloud server during installation (removed on uninstall),
and can be used to translate ExApp strings on the backend or frontend in the same way as PHP apps.


Note

In a clustered Nextcloud setup, the ExApp translations must be also copied to the other Nextcloud instances,
if the apps folder is not shared between them.
It is done automatically only for the instance where the installation is performed.



You might need to convert the translation files to the format that is used in your language.
And this can be done with simple bash scripts, as in our example for Python [https://github.com/nextcloud/ui_example]:


	scripts/compile_po_to_mo.sh [https://github.com/nextcloud/ui_example/tree/main/scripts/compile_po_to_mo.sh]: compiles the .po files to .mo files. (needed in case of Transifex sync, only .po and l10n/*js|json files are provided)


	scripts/copy_translations.sh [https://github.com/nextcloud/ui_example/tree/main/scripts/copy_translations.sh]: for Python example ExApp transforms translationfiles/<lang>/*.(po|mo) into the locale folder structure: <locale_dir>/<lang>/LC_MESSAGES/*.(po|mo). This can be adjusted to your needs, depending on the language you are using.





Note

Your translations conversion should be also included in Dockerfile [https://github.com/nextcloud/ui_example/blob/main/Dockerfile] build process, so that the ExApp translations are available in the Docker image.





Makefile

It is recommended to use the following default set of commands:


	help: shows the list of available commands.


	build-push-cpu: builds the Docker image for CPU and uploads it to the Docker registry.


	build-push-cuda: builds the Docker image for CUDA and uploads it to the Docker registry.


	build-push-rocm: builds the Docker image for ROCm and uploads it to the Docker registry.


	run: installs the ExApp for Nextcloud latest via the occ app_api:app:register command, like from the UI.


	register: performs registration of running manually ExApp using the manual_install Deploy daemon.


	translation_templates: execute translationtool.phar to extract translation strings from sources (frontend and backend).


	convert_translations_nc: converts translations to Nextcloud format files (json, js).


	compile_po_to_mo: compiles the .po files to .mo files using the scripts/compile_po_to_mo.sh script.


	copy_translations: copies translations to needed location depending on your ExApp backend programming language.





Note

These Makefiles are typically written to work in the nextcloud-docker-dev [https://github.com/juliusknorr/nextcloud-docker-dev] development environment.



For a complete example, you can take a look at our Makefile for the 3rd-party service example [https://github.com/cloud-py-api/visionatrix/blob/main/Makefile].
This example also requires the xmlstarlet program to be installed so that the Makefile can automatically detect the ExApp version from the info.xml file.





            

          

      

      

    

  

    
      
          
            
  
ExApp lifecycle

The ExApp lifecycle is a set of communication rules (or protocols) between Nextcloud and the ExApp.
They are required as for the microservice architecture of ExApp.
This section is an overview, more details on that here: App Installation Flow, Deployment.


ExApp lifecycle methods

When the ExApp is being installed in Nextcloud, there are several lifecycle steps happening.
The ExApp lifecycle requires the following API endpoint handlers (in order):



	healthcheck: Docker container healthcheck


	/heartbeat: [required] ExApp heartbeat handler


	/init: [optional] ExApp initialization handler


	/enabled: [required] ExApp enable/disable handler








Healthcheck

Docker allows you to define a custom healthcheck script for your container (specified in the Dockerfile).
You can define any custom container startup logic here if needed.


Note

The AppAPI healthcheck timeout is 15 minutes.





Heartbeat

The GET /heartbeat method is called periodically by Nextcloud to check the ExApp health status,
i.e. if its webserver is running and receiving requests.

URL: GET http://localhost:2345/heartbeat

AppAPI expects a response with HTTP status 200.
This step fails if the ExApp does not respond within 10 minutes.


Note

This endpoint should be available without AppAPIAuth authentication.
There is a 10 minute timeout for the ExApp to startup and respond to the /heartbeat request.





Init

The POST /init endpoint is called after the ExApp is enabled in Nextcloud.
This is a trigger for the ExApp to start its initialization process, e.g. downloading models, starter data, etc.


Note

The default init timeout (init_timeout) is 40 minutes. It can be changed in the AppAPI admin settings
or via the command occ config:app:set app_api init_timeout --value 40 --type mixed.



URL: POST http://localhost:2345/init

AppAPI expects a response with HTTP status 200.


Note

Even if the ExApp does not not implement /init endpoint and AppAPI receives a HTTP 501 NOT IMPLEMENTED or HTTP 404 NOT FOUND response,
AppAPI can still enable the ExApp.



The ExApp should update the init progress via the PUT /ocs/v2.php/apps/app_api/ex-app/status API request
containing a { "progress": <number> } payload.



Enabled

The PUT /enabled?enabled=1|0 method is called when the ExApp is enabled or disabled in Nextcloud.
The enabled query parameter is used to determine the ExApp state: 1 - enabled, 0 - disabled.


	PUT http://localhost:2345/enabled?enabled=1 - enable ExApp, during this call ExApp should register all needed APIs


	PUT http://localhost:2345/enabled?enabled=0 - disable ExApp, during this call ExApp should unregister all APIs




AppAPI expects a response with HTTP status 200. Any other status code will be considered as an error.


Note

The AppAPI timeout for the enabled handler is 30 seconds.






ExApp lifecycle scheme

Let’s review a simple ExApp lifecycle scheme:


        sequenceDiagram
    participant Nextcloud
    participant ExApp
    loop Heartbeat
        Nextcloud->>ExApp: HTTP GET /heartbeat
        ExApp-->>Nextcloud: /heartbeat HTTP 200
    end
    Nextcloud->>ExApp: HTTP POST /init
    ExApp->>Nextcloud: /init HTTP OK 200
    loop Init
        ExApp->>ExApp: Download models, starter data, etc.
        ExApp-->>Nextcloud: PUT /ocs/v2.php/apps/app_api/ex-app/status { "progress": 50 }
    end
    Nextcloud->>ExApp: HTTP PUT /enabled?enabled=1
    ExApp-->>Nextcloud: Register all needed APIs via OCS API
    ExApp->>Nextcloud: /enabled HTTP 200
    Nextcloud->>ExApp: HTTP PUT /enabled?enabled=0
    ExApp-->>Nextcloud: Unregister all APIs via OCS API
    ExApp->>Nextcloud: /enabled HTTP 200
    


Nextcloud-side ExApp lifecycle methods

The Nextcloud-side ExApp lifecycle methods are the OCS APIs.
You can find available AppAPI Nextcloud OCS APIs here.


Note

The ExApp should register all needed APIs during the enabled method call,
such as the UI (top-menu, filesactionmenu), occ commands, etc.





AppAPI Authentication

Nextcloud requests to the ExApp are secured with AppAPIAuth.
The ExApp should validate the authentication using the same algorithm as AppAPI does.


Note

Is it up to the developer to apply rate limits, bruteforce protection, and other security measures
to the ExApp API endpoints.




Cookies

Along with the AppAPIAuth, ExApp can utilize the Nextcloud cookies of the authenticated user,
who made the request to the ExApp.






            

          

      

      

    

  

    
      
          
            
  
Adapting ExApps to HaRP


        graph LR
  Client[Client] -->|connects| NC[Nextcloud Proxy]
  NC -->|connects| HaRP[HaRP - FRP proxy]
  HaRP -->|forwards| ExApp[ExApp container]
  ExApp -->|runs FRP client| HaRP
  AppAPI[Nextcloud AppAPI] -->|manage certs| ExApp
    

Summary

HaRP is a reverse proxy system designed to simplify the deployment workflow
for Nextcloud 32’s AppAPI.

It enables direct communication between clients and ExApps, bypassing
the Nextcloud instance to improve performance and reduce the complexity
traditionally associated with DockerSocketProxy setups.

HaRP provides an FRP-based [https://github.com/fatedier/frp]
transport for ExApps and recommends copying
start.sh [https://github.com/nextcloud/HaRP/blob/main/exapps_dev/start.sh]
into your ExApp image and using it as the container entrypoint.
The script installs or starts the FRP client and executes your app process.


Warning

We strongly recommend starting support for HaRP in ExApps from the start
of Nextcloud 32, as the old DSP [https://github.com/nextcloud/docker-socket-proxy]
way will be deprecated and marked for removal in Nextcloud 35.

Adding HaRP support is fully compatible with the existing DSP system,
so you won’t need to maintain two separate release types of your ExApp.





Key integration considerations


	Connecting to HaRP with FRPC: Your ExApp does not need to expose any ports to the host
or be reachable from the Nextcloud server. The FRP client (FRPC) inside your ExApp
container will create an outbound connection to HaRP, which will proxy
requests from clients to your ExApp.


	File permissions: AppAPI may copy certificate files into the container and
execute commands inside it. If your container runs the main process as a
non-root service user, AppAPI’s file writes or execs may fail unless the
receiving paths are writable/readable by that user.


	Certs and FRP config: HaRP expects FRP cert files to be accessible under
/certs/frp (client.crt, client.key, ca.crt). The FRP client configuration
path used by many example start.sh scripts is /frpc.toml.


	Root-only commands: Some setup steps (for example updating CA bundles with
update-ca-certificates) require root; AppAPI may need to run those using
docker exec … when setting up containers.






Steps needed to adapt an ExApp

1. Copy the start.sh [https://github.com/nextcloud/HaRP/blob/main/exapps_dev/start.sh]
script from the exapps_dev folder of the HaRP repository into your Docker image
(e.g., using a COPY instruction).

2. In your ExApp’s Dockerfile, set the ENTRYPOINT to execute start.sh followed by
the command and arguments required to launch your actual application. The start.sh
script will launch the FRP client if needed and then use exec to
run the command you provide as arguments.

3. Ensure the curl command-line utility is installed in your ExApp’s Docker image,
as it’s needed by the following script to download the FRP client.

4. Add the following lines to your Dockerfile to automatically include the FRP
client binaries in your Docker image:


# Download and install FRP client
RUN set -ex; \
    ARCH=$(uname -m); \
    if [ "$ARCH" = "aarch64" ]; then \
      FRP_URL="https://raw.githubusercontent.com/nextcloud/HaRP/main/exapps_dev/frp_0.61.1_linux_arm64.tar.gz"; \
    else \
      FRP_URL="https://raw.githubusercontent.com/nextcloud/HaRP/main/exapps_dev/frp_0.61.1_linux_amd64.tar.gz"; \
    fi; \
    echo "Downloading FRP client from $FRP_URL"; \
    curl -L "$FRP_URL" -o /tmp/frp.tar.gz; \
    tar -C /tmp -xzf /tmp/frp.tar.gz; \
    mv /tmp/frp_0.61.1_linux_* /tmp/frp; \
    cp /tmp/frp/frpc /usr/local/bin/frpc; \
    chmod +x /usr/local/bin/frpc; \
    rm -rf /tmp/frp /tmp/frp.tar.gz






Note

For Alpine 3.21 Linux you can just install FRP from repo using apk add frp command.








Running your ExApp with a non-root user


Note

In Docker Build best practices [https://docs.docker.com/build/building/best-practices/#user],
it is recommended to run application containers as non-root users for security reasons
whenever possible.



To run the main process as a non-root user while remaining compatible with HaRP and AppAPI,
ensure the following:


	Keep image default user as root, drop to less privileged service user at runtime.


	Make it easy for AppAPI to perform privileged operations (copying files,
setting permissions, running update-ca-certificates) by leaving the
container default user as root in the image.


	Drop privileges for the main process in the ENTRYPOINT using gosu
or su-exec so the runtime process runs as a non-root service user.




Example snippet (Dockerfile):

FROM python:3.12-alpine AS app

ARG USER=serviceuser

ENV USER=$USER
ENV HOME=/home/$USER
ENV GOSU_VERSION=1.19

# ... other Dockerfile instructions ..

# Install GOSU
RUN set -eux; \
  \
  apk add --no-cache --virtual .gosu-deps \
    ca-certificates \
    dpkg \
    gnupg \
  ; \
  \
  dpkgArch="$(dpkg --print-architecture | awk -F- '{ print $NF }')"; \
  wget -O /usr/local/bin/gosu "https://github.com/tianon/gosu/releases/download/$GOSU_VERSION/gosu-$dpkgArch"; \
  wget -O /usr/local/bin/gosu.asc "https://github.com/tianon/gosu/releases/download/$GOSU_VERSION/gosu-$dpkgArch.asc"; \
  \
  export GNUPGHOME="$(mktemp -d)"; \
  gpg --batch --keyserver hkps://keys.openpgp.org --recv-keys B42F6819007F00F88E364FD4036A9C25BF357DD4; \
  gpg --batch --verify /usr/local/bin/gosu.asc /usr/local/bin/gosu; \
  gpgconf --kill all; \
  rm -rf "$GNUPGHOME" /usr/local/bin/gosu.asc; \
  \
  apk del --no-network .gosu-deps; \
  \
  chmod +x /usr/local/bin/gosu

# Use gosu in combination with start.sh
ENTRYPOINT ["/bin/sh", "-c", "exec gosu \"$USER\" /start.sh python3 -u main.py"]










Note

See the gosu documentation [https://github.com/tianon/gosu/blob/master/INSTALL.md]
for more details.




	Ensure FRP config and cert paths are prepared for the service user


	Create `/frpc.toml` or the directory that will contain it at image build
time and set ownership to the service user so at runtime start.sh can
write to it without requiring root.


	Create directory `/certs/frp` and make it readable by the service user.
AppAPI will copy cert files into that folder by using a docker cp … command
with the default container user (which is still root). By setting the directory
owner to the service user, we will ensure the service user can read the certs at runtime.









Use some similar commands in your Dockerfile:


RUN touch /frpc.toml && \
  mkdir -p /certs/frp && \
  chown $USER:$USER /frpc.toml && \
  chown -R $USER:$USER /certs/frp && \
  chmod 600 /frpc.toml











Putting it all together:

FROM python:3.12-alpine AS app

ARG USER=serviceuser

ENV USER=$USER
ENV HOME=/home/$USER
ENV GOSU_VERSION=1.19

# Install dependencies and create service user. You might want to
# add additional packages depending on your app requirements.
# Make sure curl and FRP are installed.
RUN apk update && \
    apk add --no-cache curl frp ca-certificates && \
    adduser -D $USER && \
    touch /frpc.toml && \
    mkdir -p /certs/frp && \
    chown $USER:$USER /frpc.toml && \
    chown -R $USER:$USER /certs/frp && \
    chmod 600 /frpc.toml

# Install GOSU
RUN set -eux; \
  \
  apk add --no-cache --virtual .gosu-deps \
    ca-certificates \
    dpkg \
    gnupg \
  ; \
  \
  dpkgArch="$(dpkg --print-architecture | awk -F- '{ print $NF }')"; \
  wget -O /usr/local/bin/gosu "https://github.com/tianon/gosu/releases/download/$GOSU_VERSION/gosu-$dpkgArch"; \
  wget -O /usr/local/bin/gosu.asc "https://github.com/tianon/gosu/releases/download/$GOSU_VERSION/gosu-$dpkgArch.asc"; \
  \
  export GNUPGHOME="$(mktemp -d)"; \
  gpg --batch --keyserver hkps://keys.openpgp.org --recv-keys B42F6819007F00F88E364FD4036A9C25BF357DD4; \
  gpg --batch --verify /usr/local/bin/gosu.asc /usr/local/bin/gosu; \
  gpgconf --kill all; \
  rm -rf "$GNUPGHOME" /usr/local/bin/gosu.asc; \
  \
  apk del --no-network .gosu-deps; \
  \
  chmod +x /usr/local/bin/gosu

WORKDIR /app

# Copy your app code
COPY --chown=$USER:$USER <files> .

# Copy the start.sh script and make it executable
COPY --chown=$USER:$USER start.sh /start.sh
RUN chmod +x /start.sh && \
  chown -R $USER:$USER /app && \
  pip install -r requirements.txt

# Run the start.sh as entrypoint with non-root user and point it to your app
ENTRYPOINT ["/bin/sh", "-c", "exec gosu \"$USER\" /start.sh python3 -u main.py"]







Integration test example

An example test suite used to validate HaRP support for an ExApp is available
in the workflow_ocr_backend repository (example commit that added HaRP
support and tests):


	https://github.com/R0Wi-DEV/workflow_ocr_backend/blob/f5ae6efb6e4a3307328a188898968abf000511ab/test/test_harp_integration.py




This test demonstrates automated verification of FRP connection and runtime
behaviour; it can be used as a reference when adding CI checks for HaRP
compatibility.
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App Installation Flow


Image Pulling (Docker)

AppAPI will first try to pull the Docker image whose suffix is equal to the value of computeDevice.

The following values are available for computeDevice: cpu, cuda, or rocm.

The suffix will be added as follows:

return $imageParams['image_src'] . '/' .
    $imageParams['image_name'] . '-' . $daemonConfig['computeDevice']['id'] . ':' . $imageParams['image_tag'];





For cpu, AppAPI will first try to get the image from ghcr.io/nextcloud/skeleton-cpu:latest.
In case the image is not found, ghcr.io/nextcloud/skeleton:latest will be pulled.

If you as an application developer want to have a custom images for any of these values,
you can push the extended images to the registry in addition to the base one.



Heartbeat

The first thing AppAPI does is deploy the application.

In the case of Docker, this means:



	performing an image pull


	creating container from the docker image


	if the container supports healthcheck - AppAPI waits for the healthy status


	waiting until the “/heartbeat” endpoint becomes available with a GET request







The application, in response to the “/heartbeat” request, should return: {"status": "ok"}.


Note

The request to the /heartbeat endpoint is made without AppAPI authentication.





Init


Note

Starting from this point, all requests made by AppAPI contain authentication headers.



After the application is ready, which is determined by the previous step,
AppAPI sends a POST request to the /init application endpoint.

If the application does not need to carry out long initialization, it has an option to not implement “/init” endpoint, so
AppAPI will get 404 or 501 error on it’s request, but you can consider that initialization to be done and this section can be skipped.

In case you want to implement “/init” endpoint, your application should:



	In “/init” handler: return a Response with empty JSON data on AppAPI call.


	In background job: send an OCS request to PUT /ocs/v1.php/apps/app_api/ex-app/status with the progress value.








Warning

PUT /ocs/v1.php/apps/app_api/apps/status/$APP_ID is deprecated and will be removed in the future.



Possible values for progress are integers from 1 to 100;
after receiving the value 100, the application is considered initialized and ready to work.

If, at the initialization stage, the application has a critical error due to which its further operation is impossible,
"error": "some error"
should be added to the OCS request for setting progress,
with a short explanation at what stage this error occurred.

Example of request payload with error:

{"progress": 67, "error": "connection error to huggingface."}







Enabled

After receiving progress: 100 (or when the ExApp is not implementing the “/init” endpoint), AppAPI enables the application.

To enable or disable the application, a PUT request is sent to the /enabled endpoint.


Note

Unlike using a payload, this request utilizes a query parameter named enabled to specify the desired state.



The enabled parameter accepts an integer value:



	1 to enable the application


	0 to disable the application







For example, to enable the application, the request would be:

PUT http://ex-app:2432/enabled?enabled=1





Similarly, to disable the application, the request would be:

PUT http://ex-app:2432/enabled?enabled=0





This approach ensures that the application’s state can be easily toggled using a simple query parameter.


Note

The /enabled endpoint shares both enabling and disabling,
so the app should determine what is going on using the enabled input parameter of the request.



Inside the /enabled handler, the application should register all actions related to the Nextcloud, such as the UI and other stuff.

The response for this request should contain:

{"error": ""}





for success, and if some error occurs during enabling, it should be present and not be empty:

{"error": "i can't handle enabling"}





This is all the steps involved in the ExApp installation flow.





            

          

      

      

    

  

    
      
          
            
  
Deployment


Overview

The ExApp deployment process consists of 2 steps:


	DaemonConfig registration


	ExApp registration






DaemonConfig registration

The first step is to register the DaemonConfig, where your ExApps will be deployed.
Before that, you will need to configure your Docker socket to be accessible by the Nextcloud instance and webserver user.
If you use the remote Docker Engine API, you will need to expose it so that it is accessible by the Nextcloud instance and import certificates.


Note

For now, only the Docker daemon accepts-deploy-id: docker-install is supported.
For development and manually deployed apps in Docker, there is accepts-deploy-id: manual-install.



This can be done by the occ app_api:daemon:register command:

app_api:daemon:register <name> <display-name> <accepts-deploy-id> <protocol> <host> <nextcloud_url> [--net NET] [--haproxy_password PASSWORD] [--compute_device DEVICE] [--set-default] [--]






Arguments



	name - unique name of the daemon (e.g. docker_local_sock)


	display-name - name of the daemon (e.g. My Local Docker, will be displayed in the UI)


	accepts-deploy-id - type of deployment (docker-install or manual-install)


	protocol - protocol used to connect to the daemon (http or https)


	host - host of the daemon (e.g. /var/run/docker.sock or host:port)


	nextcloud_url - Nextcloud URL, Daemon config required option (e.g. https://nextcloud.local)









Options



	--net [network-name]  - [required] network name to bind docker container to (default: host)


	--haproxy_password PASSWORD - [optional] password for HAProxy Basic auth if AppAPI Docker Socket Proxy is used


	--compute_device DEVICE - [optional] GPU device to expose to the daemon (defaults to cpu, but cuda and rocm are also supported)


	--set-default - [optional] sets the newly created daemon as the default








Note

Common configurations are tested by the CI in our repository, see workflows on GitHub [https://github.com/nextcloud/app_api/blob/main/.github/workflows/tests-deploy.yml].





Example

Example of occ app_api:daemon:register command:

sudo -E -u www-data php occ app_api:daemon:register docker_local_sock "My Local Docker" docker-install http /var/run/docker.sock "https://nextcloud.local" --net nextcloud








ExApp registration

The second and final step is to deploy and register ExApp in Nextcloud on a previously registered daemon.
This can be done by the occ app_api:app:register command:

app_api:app:register [--info-xml INFO-XML] [--json-info JSON-INFO] [--] <appid> <daemon-config-name>






Arguments



	appid - unique name of the ExApp (e.g. app_python_skeleton, must be the same as in deployed container)


	daemon-config-name - unique name of the daemon (e.g. docker_local_sock)









Options



	--info-xml INFO-XML [optional] - path to info.xml file (url or local absolute path)


	--json-info JSON-INFO [optional] - ExApp deploy JSON info (json string)








Warning

After successful deployment (pull, create, and start container), there is a heartbeat check with a 90 second timeout (will be configurable).





Manual install for development

For development purposes, you can install the ExApp manually.
There is a manual-install DeployConfig type, which can be used in case of development.
To register an ExApp with it, you need to provide the app info as a JSON string or a path to the app’s info.xml file.

For all examples and applications we release, we usually add the manual_install command in it’s Makefile for easier development.

sudo -E -u www-data php occ app_api:app:register nc_py_api manual_install --json-info \
        "{\"id\":\"nc_py_api\",\"name\":\"nc_py_api\",\"daemon_config_name\":\"manual_install\",\"version\":\"1.0.0\",\"secret\":\"12345\",\"port\":$APP_PORT}" \






Note

App deployment/startup should be done by the developer when manual-install DeployConfig type is used.





Deploy environment variables

Deploy environment variables are used to configure the ExApp container.
The following variables are required and built automatically:



	AA_VERSION - AppAPI version


	APP_SECRET - generated shared secret used for AppAPI authentication


	APP_ID - ExApp app ID


	APP_DISPLAY_NAME - ExApp display name


	APP_VERSION - ExApp version


	APP_HOST - host ExApp is listening on


	APP_PORT - port ExApp is listening on (randomly selected by AppAPI)


	APP_PERSISTENT_STORAGE - path to mounted volume for persistent data storage between ExApp updates


	NEXTCLOUD_URL - Nextcloud URL to connect to










Application installation scheme



	AppAPI deploys the application and launches it.


	For N seconds (default 90), AppAPI checks the /heartbeat endpoint with a GET request.


	AppAPI sends a POST request to the /init endpoint. If the ExApp does not implement the /init endpoint and AppAPI receives a 501 or 404 status code, AppAPI enables the application and goes straight to step 5.


	The ExApp sends an integer from 0 to 100 to the OCS endpoint apps/app_api/apps/status indicating the initialization progress. After sending 100, the application is considered initialized.


	AppAPI sends a PUT request to the /enabled endpoint.









ExApp info.xml schema

The ExApp info.xml (example [https://github.com/cloud-py-api/nc_py_api/blob/main/examples/as_app/talk_bot/appinfo/info.xml]) file is used to describe ExApp parameters.
It is used to generate the ExApp docker container and register the ExApp in Nextcloud.
It has the same structure as other Nextcloud appinfo/info.xml files, but with some additional fields:

...
<external-app>
    <docker-install>
        <registry>ghcr.io</registry>
        <image>nextcloud/talk_bot</image>
        <image-tag>latest</image-tag>
    </docker-install>
</external-app>
...









            

          

      

      

    

  

    
      
          
            
  
Authentication

AppAPI introduces a distinct method of authentication for external apps.
This authentication relies on a shared secret between Nextcloud and the external app.


Authentication flow


	ExApp sends a request to Nextcloud


	Nextcloud passes request to AppAPI


	AppAPI validates request (see authentication flow in details)


	Request is accepted/rejected





        sequenceDiagram
    participant ExApp
    box Nextcloud
        participant Nextcloud
        participant AppAPI
    end
    ExApp->>+Nextcloud: Request to API
    Nextcloud->>+AppAPI: Validate request
    AppAPI-->>-Nextcloud: Request accepted/rejected
    Nextcloud-->>-ExApp: Response (200/401)
    


Authentication headers

Each ExApp request to secured API with AppAPIAuth must contain the following headers:


	AA-VERSION - minimal version of the AppAPI


	EX-APP-ID- ID of the ExApp


	EX-APP-VERSION - version of the ExApp


	AUTHORIZATION-APP-API - base64 encoded userid:secret





Authentication flow in details


        sequenceDiagram
    autonumber
    participant ExApp
    box Nextcloud
        participant Nextcloud
        participant AppAPI
    end
    ExApp->>+Nextcloud: Request to API
    Nextcloud->>Nextcloud: Check if AUTHORIZATION-APP-API header exists
    Nextcloud-->>ExApp: Reject if AUTHORIZATION-APP-API header not exists
    Nextcloud->>Nextcloud: Check if AppAPI app is enabled
    Nextcloud-->>ExApp: Reject if AppAPI is not exists or disabled
    Nextcloud->>+AppAPI: Validate request
    AppAPI-->>AppAPI: Check if ExApp exists and enabled
    AppAPI-->>Nextcloud: Reject if ExApp not exists or disabled
    AppAPI-->>AppAPI: Validate shared secret from AUTHORIZATION-APP-API
    AppAPI-->>Nextcloud: Reject if secret does not match
    AppAPI-->>AppAPI: Check if user is not empty and active
    AppAPI-->>Nextcloud: Set active user
    AppAPI->>-Nextcloud: Request accepted/rejected
    Nextcloud->>-ExApp: Response (200/401)
    



AppAPIAuth

AppAPI provides an AppAPIAuth attribute with middleware to validate requests from ExApps.
In your API controllers, you can use it as a PHP attribute.



AppAPI session keys

After successful authentication, AppAPI sets the app_api session key to true.

$this->session->set('app_api', true);






Note

The Nextcloud server verifies this session key and allows CORS protection and Two-Factor authentication to be bypassed for requests coming from ExApps.
Also, the rate limit is not applied to requests coming from ExApps.







            

          

      

      

    

  

    
      
          
            
  
Translations

ExApps translations work in the same way as for PHP apps with a few adjustments and differences.

In short, you just have to provide the l10n/<lang>.js (for front-end) and l10n/<lang>.json (for back-end) files for your app.


Front-end

For the front-end part, AppAPI will inject the current user’s locale l10n/<lang>.js script, so that access to translated strings in kept the same as was before in PHP apps.


Note

ExApp l10n files are included only on the ExApp UI pages (Top Menu), Files (for FileAction) and Settings (for DeclarativeSettings).





Back-end

For the back-end part of ExApp, which can be written in different programming languages, it is up to the developer to decide how to handle translations files.
There is an example repository with translations: UI example with translations [https://github.com/nextcloud/ui_example].

There are two Python functions used by translationtool [https://github.com/nextcloud/docker-ci/tree/master/translations/translationtool] to extract translation string: _('singular string') and _n('singular string', 'plural string', count).



Manual translations

Manual translations instructions can be found here.


Transifex sync

For automated Transifex sync there are only .po files included.
You can then compile them to .mo files using ui_example’s [https://github.com/nextcloud/ui_example/tree/main/scripts/compile_po_to_mo.sh] scripts/compile_po_to_mo.sh script.




Manual install

For the manual-install type, an administrator will have to manually extract to the server’s writable apps directory [https://docs.nextcloud.com/server/latest/admin_manual/configuration_server/config_sample_php_parameters.html#apps-paths] l10n folder of the ExApp
(e.g. /path/to/apps-writable/<appid>/l10n/*.(js|json)).
This will allow the server to access the ExApp’s strings with translations.


Note

Only the l10n folder must be present on the server side; appinfo/info.xml could lead to misdetection by the server as a PHP app folder.





Docker install

For the docker-install type, AppAPI will extract the l10n folder to the server automatically during installation from the ExApp release archive.



Translation tool

To add support for your language in Nextcloud translationtool [https://github.com/nextcloud/docker-ci/tree/master/translations/translationtool],
feel free to create an issue in the nextcloud/docker-ci [https://github.com/nextcloud/docker-ci] repository
or open a pull request with the changes made in the createPotFile function to extract and convert translation strings.





            

          

      

      

    

  

    
      
          
            
  
AppAPI Nextcloud APIs


Note

AppAPIAuth is required for all AppAPI OCS APIs, except ExApp.





	Logging
	Send log message (OCS)





	AppConfig
	Set app config value

	Get app config values

	Delete app config values





	Preferences
	Set user config value

	Get user config values

	Delete user config values





	ExApp
	Get ExApps list

	Set ExApp init progress

	Get Nextcloud URL

	Make Requests to ExApps

	Get ExApp enabled status





	Routes
	Register

	Unregister





	Miscellaneous OCS APIs
	Get list of NC users





	File Actions Menu
	Register

	Unregister

	Action payload to ExApp

	Redirect to ExApp UI page (top menu)

	Request flow

	Examples





	Top Menu Entry
	Register Menu Entry

	Unregister Menu Entry

	Set Initial state

	Remove Initial state

	Add script

	Remove script

	Add style

	Remove style





	Declarative Settings
	Register Settings

	Unregister Menu Entry





	Notifications
	Send notification (OCS)

	Params





	Events Listener
	Register

	Unregister

	Event payload

	Events types





	OCC Command
	Register

	Unregister





	Talk bots
	Register ExApp Talk bot (OCS)

	Unregister ExApp Talk bot (OCS)





	Other OCS APIs








            

          

      

      

    

  

    
      
          
            
  
Logging

There is a logging API that can be used to log messages from ExApps in Nextcloud.


Note

You can retrieve the Nextcloud loglevel for internal ExApp usage
from private app_api (after authentication) capabilities.




Send log message (OCS)

OCS endpoint: POST /apps/app_api/api/v1/log


Request data

{
    "level": "log_lvl(integer)",
    "message": "message",
}





The possible values of log_lvl are described here: Nextcloud Log level [https://docs.nextcloud.com/server/latest/admin_manual/configuration_server/logging_configuration.html#log-level]



Response data

If no error occurs, an empty response with status code 200 is returned.
If the ExApp is not found or disabled, or the loglevel is invalid, an OCS Bad Request is returned.






            

          

      

      

    

  

    
      
          
            
  
AppConfig

The ExApp AppConfig API is similar to the standard Nextcloud appconfig API.


Note

Since Nextcloud 32, sensitive config values are encrypted in the database.




Set app config value

Set or update ExApp config value.


Note

when sensitive is not specified during updating value, it will be not changed to default.



OCS endpoint: POST /apps/app_api/api/v1/ex-app/config


Request data

{
    "configKey": "key",
    "configValue": "value"
    "sensitive": "store value encrypted in the database (0/1, default: 0)"
}







Response data

On success, ExAppConfig object is returned.
On error, OCS Bad Request is returned.

{
    "ocs":
    {
        "meta":
        {
            "status":"ok",
            "statuscode":100,
            "message":"OK",
            "totalitems":"",
            "itemsperpage":""
        },
        "data":
        {
            "id":1084,
            "appid":"app_id",
            "configkey":"key",
            "configvalue":"value",
            "sensitive":1
        }
    }
}








Get app config values

Get ExApp config values

OCS endpoint: POST /apps/app_api/api/v1/ex-app/config/get-values


Request data

{
    "configKeys": ["key1", "key2", "key3"]
}







Response data

List of ExApp config values are returned.

{
    "ocs":
    {
        "meta":
        {
            "status":"ok",
            "statuscode":100,
            "message":"OK",
            "totalitems":"",
            "itemsperpage":""
        },
        "data":[
            {
            "configkey":"test_key",
            "configvalue":"123"
            }
        ]
    }
}








Delete app config values

Delete ExApp config values.

OCS endpoint: DELETE /apps/app_api/api/v1/ex-app/config


Request data

{
    "configKeys": ["key1", "key2", "key3"]
}







Response

Returns the number of configuration values removed.

{
    "ocs":
    {
        "meta":
        {
            "status":"ok",
            "statuscode":100,
            "message":"OK",
            "totalitems":"",
            "itemsperpage":""
        },
    "data":1
    }
}










            

          

      

      

    

  

    
      
          
            
  
Preferences

The ExApp preferences API is similar to the standard preferences API.
It is a user specific setting.


Note

Since Nextcloud 32, sensitive config values are encrypted in the database.




Set user config value

Set or update config value for the current authenticated user.

OCS endpoint: POST /apps/app_api/api/v1/ex-app/preference


Request data

{
    "configKey": "key",
    "configValue": "value",
    "sensitive": "store value encrypted in the database (0/1, default: 0)"
}







Response data

On success, ExAppPreference object is returned.
On error, OCS Bad Request is returned.

{
    "ocs":
    {
        "meta":
        {
            "status":"ok",
            "statuscode":100,
            "message":"OK",
            "totalitems":"",
            "itemsperpage":""
        },
        "data":
        {
            "id":983,
            "appid":"app_id",
            "configkey":"test key",
            "configvalue":"123",
            "sensitive":0
        }
    }
}








Get user config values

Get config values for the current authenticated user.

OCS endpoint: POST /apps/app_api/api/v1/ex-app/preference/get-values


Request data

{
    "configKeys": ["key1", "key2", "key3"]
}







Response data

List of ExApp preferences values are returned.

{
    "ocs":
    {
        "meta":
        {
            "status":"ok",
            "statuscode":100,
            "message":"OK",
            "totalitems":"",
            "itemsperpage":""
        },
        "data":[
            {
            "configkey":"test key",
            "configvalue":"123"
            },
            {
            "configkey":"test key2",
            "configvalue":"321"
            }
        ]
    }
}








Delete user config values

Delete config values for the current authenticated user.

OCS endpoint: DELETE /apps/app_api/api/v1/ex-app/preference


Request data

{
    "configKeys": ["key1", "key2", "key3"]
}







Response

{
    "ocs":
    {
        "meta":
        {
            "status":"ok",
            "statuscode":100,
            "message":"OK",
            "totalitems":"",
            "itemsperpage":""
        },
        "data":2
    }
}










            

          

      

      

    

  

    
      
          
            
  
ExApp

OCS APIs for ExApp actions.


Get ExApps list

Get list of installed ExApps.

OCS endpoint: GET /apps/app_api/api/v1/ex-app/{list}

There are two list options:


	enabled: list only enabled ExApps


	all: list all ExApps





Response data

The response data is a JSON array of ExApp objects with the following attributes:

{
    "id": "appid of the ExApp",
    "name": "name of the ExApp",
    "version": "version of the ExApp",
    "enabled": "true/false flag",
    "last_check_time": "timestamp of last successful Nextcloud->ExApp connection check",
}








Set ExApp init progress

Used during ExApp initialization step.


Note

AppAPIAuth required.



OCS endpoint: PUT /apps/app_api/ex-app/status


Request data

{
    "progress": "progress value",
    "error": "optional, error string message"
}







Response data

Returns HTTP 200 on success, HTTP 404 on error.




Get Nextcloud URL

It might be necessary for the ExApp to know (or update) the Nextcloud URL.

OCS endpoint: GET /apps/app_api/api/v1/info/nextcloud_url


Response data

Returns the base URL of the Nextcloud instance:

{
    "base_url": "http(s)://nextcloud.example.com"
}








Make Requests to ExApps

There are two endpoints for making requests to ExApps:


	Synchronous request: POST /apps/app_api/api/v1/ex-app/request/{appid}


	Synchronous request with ExApp user setup: POST /apps/app_api/api/v1/ex-app/request/{appid}/{userId}





Request data

The request data params are the same as in lib/PublicFunction.php:

{
    "route": "relative route to ExApp API endpoint",
    "method": "GET/POST/PUT/DELETE",
    "params": {},
    "options": {},
}






Note

userId and appId is taken from url params





Response data

Successful request to ExApp OCS data response structure is the following:

{
    "status_code": "HTTP status code",
    "body": "response data from ExApp",
    "headers": "response headers from ExApp",
}





If there is an error, the response object will have only an error attribute with the error message.




Get ExApp enabled status

Return the enabled status of the authenticated ExApp.

OCS endpoint: GET /apps/app_api/api/v1/ex-app/state


Note

This endpoint can be called by ExApp even if it is disabled on the Nextcloud side,
and requires AppAPIAuth.




Response data

Returns 1 if the ExApp is enabled, 0 if it is disabled.






            

          

      

      

    

  

    
      
          
            
  
Routes

All ExApps must declare the routes that are allowed to be accessed via the AppAPI ExApp proxy (/apps/app_api/proxy/*).


Register

During ExApp installation, the ExApp routes are registered automatically.
The routes must be declared in the external-app - routes tag of the info.xml file.


Example

...
<external-app>
    <routes>
        <route>
            <url>.*</url>
            <verb>GET,POST,PUT,DELETE</verb>
            <access_level>USER</access_level>
            <headers_to_exclude>[]</headers_to_exclude>
            <bruteforce_protection>[401, 500]</bruteforce_protection>
        </route>
    </routes>
</external-app>
...





where the fields are:


	url: the route to be registered on the ExApp side, can be a regex


	verb: the HTTP verb that the route will accept, can be a comma separated list of verbs


	access_level: the name of the access level required to access the route, PUBLIC - public access without auth, USER - Nextcloud user auth required, ADMIN - admin user required


	headers_to_exclude: a JSON-encoded string of an array of strings, the headers that the ExApp wants to be excluded from the request to it


	bruteforce_protection: a JSON-encoded string of an array of numbers, the HTTP status codes that must trigger the bruteforce protection







Unregister

ExApp routes are unregistered automatically when the ExApp is uninstalled,
and new routes are re-registered when the ExApp is updated.





            

          

      

      

    

  

    
      
          
            
  
Miscellaneous OCS APIs

There are some system utils APIs required for ExApps internal logic.


Get list of NC users

OCS endpoint: GET /apps/app_api/api/v1/users


Response data

Returns a list of user IDs only.

{"ocs": {
    "meta": {
        "status": "ok",
        "statuscode": 100,
        "message": "OK",
        "totalitems": "",
        "itemsperpage": ""
        },
    "data": ["admin", "alice", "bob", "jane", "john"]
    }
}










            

          

      

      

    

  

    
      
          
            
  
File Actions Menu

FileActionsMenu is a simple API for registering entry to the file actions menu for ExApps.
AppAPI takes responsibility to register FileActionsMenu; ExApps only need to register it in AppAPI.


Note

The FileActionsMenu is rendered only for enabled ExApps.




Register

OCS endpoint: POST /apps/app_api/api/v2/ui/files-actions-menu


Params

Complete list of params (including optional):

{
    "name": "unique_name_of_file_actions_menu",
    "displayName": "Display name (for UI listing)",
    "actionHandler": "/action_handler_route"
    "mime": "mime of files where to display action menu",
    "icon": "img/icon.svg",
    "permissions": "permissions",
    "order": "order_in_file_actions_menu",
}






Note

Urls icon and actionHandler are relative to the ExApp root, starting slash is not required.





Optional params



	permissions - File permissions required to display action menu, default: 31 (all permissions)


	order - Order in file actions menu, default: 0


	icon - Url to icon, default: null


	mime - One mime or mimes separated by commas, default: file










Unregister

OCS endpoint: DELETE /apps/app_api/api/v1/ui/files-actions-menu


Params

To unregister FileActionsMenu, you just need to provide the name of the registered FileActionsMenu:

{
    "name": "unique_name_of_file_action_menu"
}








Action payload to ExApp

When FileActionsMenu is invoked, AppAPI forwards the handling action to the ExApp.
The following data is sent to the ExApp FileActionsMenu handler from the context of the action:

{
    "fileId": "123",
    "name": "filename",
    "directory": "relative/to/user/path/to/directory",
    "etag": "file_etag",
    "mime": "file_full_mime",
    "fileType": "dir/file",
    "mtime": "last modify time(integer)",
    "size": "integer",
    "favorite": "nc_favorite_flag",
    "permissions": "file_permissions_for_owner",
    "shareOwner": "optional, str",
    "shareOwnerId": "optional, str",
    "shareTypes": "optional, int",
    "shareAttributes": "optional, int",
    "sharePermissions": "optional, int",
    "userId": "string",
    "instanceId": "string",
}







Redirect to ExApp UI page (top menu)


Note

Supported only for Nextcloud 28+.



If you want to open some files in the ExApp UI, your FileActionsMenu has to be registered using OCS v2 version (/apps/app_api/api/v2/ui/files-actions-menu).

After that, AppAPI will expect in the JSON response of the ExApp action_handler
the redirect_handler - a relative path on the ExApp Top Menu page,
to which AppAPI will attach a fileIds query parameter with the selected file IDs, for example:

/index.php/apps/app_api/embedded/ui_example/first_menu/second_page?fileIds=123,124,125,

where the first_menu is the name of the Top Menu ExApp UI page,
and the second_page the relative route handled on the frontend routing of the ExApp.
the fileIds query parameter contains the selected file IDs separated by commas.
After that, you can get the files info via WebDAV search request, see ui_example [https://github.com/nextcloud/ui_example].



Request flow

General ExApp workflow based on FileActionsMenu.


User action


        sequenceDiagram
    User->>FileActionMenu: Press on registered ExApp action
    FileActionMenu->>AppAPI: send action context payload
    AppAPI->>ExApp: forward request to handler
    ExApp->>AppAPI: handler accepted action status
    AppAPI->>User: Alert (action sent or error)
    


Action results

File processing results could be stored next to the initial file or anywhere else,
e.g. on a location configured in ExApp settings (appconfig_ex) or ExApp user settings (preferences_ex).


        sequenceDiagram
    ExApp->>Nextcloud: Upload result file
    ExApp->>AppAPI: Send notification about action results
    



Examples

Here is a list of simple example ExApps based on FileActionsMenu:


	to_gif [https://github.com/cloud-py-api/nc_py_api/tree/main/examples/as_app/to_gif] - ExApp based on FileActionsMenu to convert videos to GIF in place


	upscaler_example [https://github.com/cloud-py-api/upscaler_example.git] - ExApp based on FileActionsMenu to upscale image in place








            

          

      

      

    

  

    
      
          
            
  
Top Menu Entry

TopMenu is an API for registering entry in the Nextcloud Top Menu for ExApps.
AppAPI takes responsibility to register TopMenu and proxy all requests to the ExApp.


Note

The TopMenu is rendered only for enabled ExApps.




Register Menu Entry

OCS endpoint: POST /apps/app_api/api/v1/ui/top-menu


Params

Complete list of params (including optional):

{
    "name": "unique_name_of_top_menu",
    "displayName": "Display name",
    "icon": "img/icon.svg",
    "adminRequired": "0 or 1",
}






Note

icon is relative to the ExApp root, starting slash is not required.





Optional params



	icon - Url to icon, default: null


	adminRequired - Value indicating whether the entry should be visible to all or only to admins










Unregister Menu Entry

OCS endpoint: DELETE /apps/app_api/api/v1/ui/top-menu


Params

To unregister TopMenu, just provide the name of registered TopMenu:

{
    "name": "unique_name_of_top_menu"
}








Set Initial state

OCS endpoint: POST /apps/app_api/api/v1/ui/initial-state


Params

{
    "type": "top_menu",
    "name": "unique_name_of_top_menu",
    "key": "key_name",
    "value": "array with value(s)",
}








Remove Initial state

OCS endpoint: DELETE /apps/app_api/api/v1/ui/initial-state


Params

{
    "type": "top_menu",
    "name": "unique_name_of_top_menu",
    "key": "key_name",
}








Add script

OCS endpoint: POST /apps/app_api/api/v1/ui/script


Params

{
    "type": "top_menu",
    "name": "unique_name_of_script",
    "path": "Url to script, e.g.: js/ui_example-main",
    "afterAppId": "optional value",
}






Note

Url to script is relative to the ExApp root, starting slash is not required,
“.js” extension is not needed and will be appended automatically by server.






Remove script

OCS endpoint: DELETE /apps/app_api/api/v1/ui/script


Params

{
    "type": "top_menu",
    "name": "unique_name_of_script",
    "path": "Url to script",
}








Add style

OCS endpoint: POST /apps/app_api/api/v1/ui/style


Params

{
    "type": "top_menu",
    "name": "unique_name_of_style",
    "path": "Url to style, e.g.: css/my-style",
}






Note

Url to style is relative to the ExApp root, starting slash is not required,
“.css” extension is not needed and will be appended automatically by server.






Remove style

OCS endpoint: DELETE /apps/app_api/api/v1/ui/style


Params

{
    "type": "top_menu",
    "name": "unique_name_of_style",
    "path": "Url to style",
}










            

          

      

      

    

  

    
      
          
            
  
Declarative Settings

Starting from Nextcloud 29, AppAPI provides the ability to display ExApp settings.
When an admin or user changes some ExApp settings,
they will be stored in the database and can be retrieved using Preferences or AppConfig API.


Note

These settings are rendered only for enabled ExApps.




Warning

section_id from scheme should be already registered by any PHP application.

AppAPI provides two sections which you can use for that: ai_integration_team and declarative_settings.




Register Settings

OCS endpoint: POST /apps/app_api/api/v1/ui/settings


Params

Complete list of params (including optional):

{
    "formScheme": "settings scheme"
}








Unregister Menu Entry

OCS endpoint: DELETE /apps/app_api/api/v1/ui/settings


Params

{
    "formId": "formId from scheme"
}





Example of settings scheme in Python:

{
    "id": "settings_example",
    "priority": 10,
    "section_type": "admin",
    "section_id": "ai_integration_team",
    "title": "AppAPI declarative settings",
    "description": "These fields are rendered dynamically from declarative schema",
    "fields": [
        {
            "id": "field1",
            "title": "Multi-selection",
            "description": "Select some option setting",
            "type": 'multi-select',
            "options": ["foo", "bar", "baz"],
            "placeholder": "Select some multiple options",
            "default": ["foo", "bar"],
        },
        {
            "id": "some_real_setting",
            'title': 'Choose init status check background job interval',
            'description': 'How often AppAPI should check for initialization status',
            'type': 'radio',
            'placeholder': 'Choose init status check background job interval',
            'default': '40m',
            'options': [
                {
                    'name': 'Each 40 minutes',
                    'value': '40m',
                },
                {
                    'name': 'Each 60 minutes',
                    'value': '60m',
                },
                {
                    'name': 'Each 120 minutes',
                    'value': '120m',
                },
                {
                    'name': 'Each day',
                    'value': f"{60 * 24}m",
                },
            ],
        },
        {
            'id': 'test_ex_app_field_1',
            'title': 'Default text field',
            'description': 'Set some simple text setting',
            'type': 'text',
            'placeholder': 'Enter text setting',
            'default': 'foo',
        },
        {
            'id': 'test_ex_app_field_1_1',
            'title': 'Email field',
            'description': 'Set email config',
            'type': 'email',
            'placeholder': 'Enter email',
            'default': '',
        },
        {
            'id': 'test_ex_app_field_1_2',
            'title': 'Tel field',
            'description': 'Set tel config',
            'type': 'tel',
            'placeholder': 'Enter your tel',
            'default': '',
        },
        {
            'id': 'test_ex_app_field_1_3',
            'title': 'Url (website) field',
            'description': 'Set url config',
            'type': url',
            'placeholder': 'Enter url',
            'default': '',
        },
        {
            'id': 'test_ex_app_field_1_4',
            'title': 'Number field',
            'description': 'Set number config',
            'type': 'number',
            'placeholder': 'Enter number value',
            'default': 0,
        },
        {
            'id': 'test_ex_app_field_2',
            'title': 'Password',
            'description': 'Set some secure value setting',
            'type': password',
            'placeholder': 'Set secure value',
            'default': '',
        },
        {
            'id': 'test_ex_app_field_3',
            'title': 'Selection',
            'description': 'Select some option setting',
            'type': 'select',
            'options': ['foo', 'bar', 'baz'],
            'placeholder': 'Select some option setting',
            'default': 'foo',
        },
        {
            'id': 'test_ex_app_field_4',
            'title': 'Toggle something',
            'description': 'Select checkbox option setting',
            'type': 'checkbox',
            'label': 'Verify something if enabled',
            'default': False,
        },
        {
            'id': 'test_ex_app_field_5',
            'title': 'Multiple checkbox toggles, describing one setting, checked options are saved as a JSON object {foo: true, bar: false}',
            'description': 'Select checkbox option setting',
            'type': 'multi-checkbox',
            'default': {'foo': True, 'bar': True},
            'options': [
                {
                    'name':'Foo',
                    'value': 'foo',
                },
                {
                    'name': 'Bar',
                    'value': 'bar',
                },
                {
                    'name': 'Baz',
                    'value': 'baz',
                },
                {
                    'name': 'Qux',
                    'value': 'qux',
                },
            ],
        },
        {
            'id': 'test_ex_app_field_6',
            'title': 'Radio toggles, describing one setting like single select',
            'description': 'Select radio option setting',
            'type': 'radio',
            'label': 'Select single toggle',
            'default': 'foo',
            'options': [
                {
                    'name': 'First radio',
                    'value': 'foo'
                },
                {
                    'name': 'Second radio',
                    'value': 'bar'
                },
                {
                    'name': 'Second radio',
                    'value': 'baz'
                },
            ],
        },
    ]
}










            

          

      

      

    

  

    
      
          
            
  
Notifications

AppAPI allows ExApps to send limited notifications to users.
The ExApp can send simple notifications using available rich object strings [https://github.com/nextcloud/server/blob/master/lib/public/RichObjectStrings/Definitions.php#L42].
More info about rich object strings can be found here [https://github.com/nextcloud/server/issues/1706].


Send notification (OCS)

OCS endpoint: POST /apps/app_api/api/v1/notification


Request payload

Example payload.

{
    "params": {
        "object": "app_api",
        "object_id": "app_api_id",
        "subject_type": "app_api_ex_app",
        "subject_params": {
            "rich_subject": "Image {file} successfully upscaled!",
            "rich_subject_params": {
                "file": {
                    "type": "file",
                    "id": 123,
                    "name": "upscaled_image_name",
                    "path": "path/to/upscaled_image_name"
                }
            },
            "rich_message": "{user} checkout results!",
            "rich_message_params": {
                "user": {
                    "type": "user",
                    "id": "admin",
                    "name": "admin"
                }
            },
            "link": "http(s)://nextcloud.local/index.php/apps/files/?fileid=123"
        }
    }
}








Params

Required payload params:



	object - [required] should be set to default value, not used yet


	object_id - [required] should be set to default value, not used yet


	subject_type - [required] subject type should be set to default value, not used yet


	
	subject_params - [required]
	
	rich_subject - [optional] rich subject (title) string


	rich_subject_params - [optional] rich subject (title) params to replace rich objects in string


	rich_message - [optional] rich message string


	rich_message_params - [optional rich message params to replace objects in string


	link - absolute url to set for notification link



















            

          

      

      

    

  

    
      
          
            
  
Events Listener

This API allows you to listen to Nextcloud events.

Currently only a limited number of events are supported.

Please let us know if there are any specific event we should add support to.


Note

Unlike PHP events, all information from events comes to the ExApp asynchronously, more like a notification system
in order to not slow down the server.




Register

OCS endpoint: POST /apps/app_api/api/v1/events_listener


Params

{
    "eventType": "node_event",
    "actionHandler": "/action_handler_route"
    "eventSubtypes": [],
}






Note

eventSubtypes is an optional parameter, when it is not specified all event subtypes will be propagated to ExApp.

Url in actionHandler is relative to the ExApp root, starting slash is not required.






Unregister

OCS endpoint: DELETE /apps/app_api/api/v1/events_listener


Params

To unregister EventsListener, you just need to provide an eventType for the registered EventsListener:

{
    "eventType": "node_event"
}








Event payload

{
    "event_type": "node_event",
    "event_subtype": "NodeCreatedEvent",
    "event_data": "associative array depending on `event_subtype`"
}







Events types


Node Events

node_event - events about File Nodes


	Supported event sub-types:
	
	NodeCreatedEvent


	NodeTouchedEvent


	NodeWrittenEvent


	NodeDeletedEvent


	NodeRenamedEvent


	NodeCopiedEvent








For all Node events, event_data contains a target key which has the same format as in FileActionsMenu payload.

For NodeCopiedEvent and NodeRenamedEvent, there is also a source key in the same format.






            

          

      

      

    

  

    
      
          
            
  
OCC Command

This API allows you to register OCC CLI commands.
The principle is similar to the regular occ command for PHP apps that are working within the context of the Nextcloud instance,
but for ExApps, it is a trigger via the Nextcloud OCC interface to perform some action on the ExApp side.


Note

Passing files directly as an input argument to the occ command is not supported.




Register

OCS endpoint: POST /apps/app_api/api/v1/occ_command


Params

{
    "name": "appid:unique:command:name",
    "description": "Description of the command",
    "hidden": "1/0",
    "arguments": [
        {
            "name": "argument_name",
            "mode": "required/optional/array",
            "description": "Description of the argument",
            "default": "default_value"
        }
    ],
    "options": [
        {
            "name": "option_name",
            "shortcut": "s",
            "mode": "required/optional/none/array/negatable",
            "description": "Description of the option",
            "default": "default_value"
        }
    ],
    "usages": [
        "occ appid:unique:command:name argument_name --option_name",
        "occ appid:unique:command:name argument_name -s"
    ],
    "execute_handler": "handler_route"
}





For more details on the command arguments and options modes,
see the original docs for the Symfony console input parameters, which are actually being built from the provided data:
https://symfony.com/doc/current/console/input.html#using-command-arguments



Example

Let’s assume we have a command ping that takes an argument test_arg and has an option test-option:

{
    "name": "my_app_id:ping",
    "description": "Test ping command",
    "hidden": 0,
    "arguments": [
        {
            "name": "test_arg",
            "mode": "required",
            "description": "Test argument",
            "default": 123
        }
    ],
    "options": [
        {
            "name": "test-option",
            "shortcut": "t",
            "mode": "none",
            "description": "Test option",
        }
    ],
    "usages": [
        "occ my_app_id:ping 12345",
        "occ my_app_id:ping 12345 --test-option",
        "occ my_app_id:ping 12345 -t"
    ],
    "execute_handler": "handler_route"
}








Unregister

OCS endpoint: DELETE /apps/app_api/api/v1/occ_command


Params

To unregister an OCC CLI command, you just need to provide a command name:

{
    "name": "occ_command_name"
}










            

          

      

      

    

  

    
      
          
            
  
Talk bots

AppAPI provides an API for registering ExApp Talk bots.
This means that ExApps could function as just a Talk bot or as one of the app options.
Read more about Talk bots here [https://nextcloud-talk.readthedocs.io/en/latest/bots/].


Register ExApp Talk bot (OCS)

OCS endpoint: POST /apps/app_api/api/v1/talk_bot


Request data

{
    "name": "Talk bot display name",
    "route": "/talk_bot_webhook_route_on_ex_app",
    "description": "Talk bot description",
}








Unregister ExApp Talk bot (OCS)

To unregister the ExApp Talk bot, pass the route where the Talk bot is registered.

OCS endpoint: DELETE /apps/app_api/api/v1/talk_bot


Request data

{
    "route": "/route_of_talk_bot"
}










            

          

      

      

    

  

    
      
          
            
  
Other OCS APIs

With AppAPI authentication, it is possible for ExApps to use any other OCS APIs that don’t require OCP implementation:


Note

To access these APIs, they have to be supported by AppAPI,
and the ExApp must grant access to them (in info.xml) accordingly.




	Calendar


	Contacts


	File System & Tags


	Shares


	Notifications


	Users & Groups


	User & Weather status


	Activities


	Notes


	Etc.







            

          

      

      

    

  

    
      
          
            
  
Frequently Asked Questions

This section contains the most common or problematic questions
that users or developers may encounter when working with AppAPI.
It can be used as pointer to other parts of the documentation, as it usually refers to,
or provide a brief answer.


Note

This section will be updated with time, as new questions arise.
If you have a question that is not listed here or the answer is not enough for you, please feel free to
ask it by creating an issue in the AppAPI repository [https://github.com/nextcloud/app_api/issues].





	Docker Container Registry
	How to use a private Docker container registry with authentication?





	Docker Socket Proxy
	Nextcloud AppAPI DSP

	Nextcloud AIO

	Other implementations





	GPU support
	How to enable GPU support for the Deploy daemon?

	How to limit the number of GPUs per ExApp?





	Scaling
	GPUs scaling





	Corporate Proxy - Permanent Settings for PHP CLI
	Symptoms

	Cause

	Permanent Solution

	Troubleshooting

	Contact Support





	Troubleshooting
	How to troubleshoot networking issues?

	ExApp deployment issues

	Failed to create volume

	ExApps management list of apps from App Store is empty












            

          

      

      

    

  

    
      
          
            
  
Docker Container Registry


How to use a private Docker container registry with authentication?

Currently, we don’t support authentication for the Docker container registry.
The ExApp images must be publicly available.





            

          

      

      

    

  

    
      
          
            
  
Docker Socket Proxy

The recommended way to setup the AppAPI Deploy daemon
is to use our Docker Socket Proxy implementation [https://github.com/nextcloud/docker-socket-proxy].


Nextcloud AppAPI DSP

Nextcloud AppAPI DSP (Docker Socket Proxy) is a simple Docker container that provides a secure way to access the Docker Engine API and ExApps.
It is secured with haproxy Basic authentication.
There are two parts of reverse proxy configuration:


	HaProxy config for Docker Engine API [https://github.com/nextcloud/docker-socket-proxy/blob/main/haproxy.cfg.template]


	HaProxy config for ExApps [https://github.com/nextcloud/docker-socket-proxy/blob/main/haproxy_ex_apps.cfg.template]





Note

For remote Docker Socket Proxy setup, it should expose the ports on the host.





Nextcloud AIO

Nextcloud AIO implements its own Docker Socket Proxy container [https://github.com/nextcloud/all-in-one/tree/main/Containers/docker-socket-proxy];
you just need to tick the checkbox in the AIO configuration interface to enable it.
AppAPI automatically creates the default Deploy daemon configuration for Nextcloud AIO.

See Nextcloud in Docker AIO (all-in-one) [https://docs.nextcloud.com/server/latest/admin_manual/exapps_management/DeployConfigurations.html#nextcloud-in-docker-aio-all-in-one] for more details.


Note

Nextcloud AIO is not limited to its default Deploy daemon.
You can setup any other Deploy daemon (local or remote) for use in AppAPI.





Other implementations

Our implementation is inspired by Tecnativa Docker Socket Proxy [https://github.com/Tecnativa/docker-socket-proxy].
By default, it restricts access to the required by AppAPI Docker Engine APIs.
In this case, you will have to enable these APIs via the environment variables:


	IMAGES=1


	CONTAINER=1


	POST=1





Note

For local Deploy daemon setup, other implementations of Docker Socket Proxy may be enough.
But for remote Deploy daemon setup, we recommend using our DSP,
as we allow [https://github.com/nextcloud/docker-socket-proxy/blob/main/haproxy.cfg.template] only the Docker Engine APIs we actually use in AppAPI,
and it is additionally secured with haproxy authentication.







            

          

      

      

    

  

    
      
          
            
  
GPU support


How to enable GPU support for the Deploy daemon?

To enable GPU support, you have to specify the GPU compute device when registering the Deploy daemon configuration.

In this way, by default, AppAPI will create ExApp containers with request to the Docker Engine to attach all available GPU devices.
This also involves the specific ExApp supporting work with GPU internally
and the necessary Docker runtime toolkits installed on the Deploy daemon host:


	For NVIDIA, refer to the NVIDIA Docker configuration docs [https://docs.nvidia.com/datacenter/cloud-native/container-toolkit/latest/install-guide.html].


	For AMD, refer to the ROCm Docker configuration docs [https://rocm.docs.amd.com/projects/install-on-linux/en/latest/how-to/docker.html].





Note

If you encounter any issues with GPU support, it is highly dependent on the specific GPU device,
software libraries and therefore ExApps support of different hardware, or other factors.
Please, feel free to ask for help by creating an issue.





How to limit the number of GPUs per ExApp?

Currently, there is no such configuration option.
AppAPI attaches all available GPU devices to each ExApp container on the same Deploy daemon.





            

          

      

      

    

  

    
      
          
            
  
Scaling

AppAPI delegates the scaling task to the ExApp itself.
This means that the ExApp must be designed in a way to be able to scale vertically.
As for the horizontal scaling, it is currently not possible except by using,
for example, a Server-Worker architecture, which is a good way to support basic scaling capabilities.
In this case, the Server is your ExApp and the Workers are the external machines that can work with the ExApp
using Nextcloud user authentication.
Additional clients (or workers) can be (optionally) added (or attached) to the ExApp
to increase the capacity and performance.


GPUs scaling

Currently, if a Deploy daemon configured with GPUs available,
AppAPI by default will attach all available GPU devices to each ExApp container on this Deploy daemon.
This means that these GPUs are shared between all ExApps on the same Deploy daemon.
Therefore, for the ExApps that require heavy use of GPUs,
it is recommended to have a separate Deploy daemon (host) for them.





            

          

      

      

    

  

    
      
          
            
  
Corporate Proxy - Permanent Settings for PHP CLI

If you’re using our application within a corporate network that requires proxy settings, you might encounter issues when running PHP CLI commands that attempt to access the Internet.

To resolve this, you need to configure permanent proxy settings for the PHP CLI environment.


Symptoms

When running the command:

sudo -E -u www-data php occ app_api:app:register test-deploy docker_socket_proxy --info-xml https://raw.githubusercontent.com/nextcloud/test-deploy/main/appinfo/info.xml --test-deploy-mode --no-ansi --no-warnings





You may receive an error similar to:

file_get_contents(https://raw.githubusercontent.com/nextcloud/test-deploy/main/appinfo/info.xml): Failed to open stream: Connection timed out at /var/www/html/custom_apps/app_api/lib/Service/ExAppService.php#277







Cause

This issue occurs because the PHP CLI environment does not have the proxy settings configured, unlike the web PHP environment which may already be using proxy settings specified in your web server configuration.



Permanent Solution

To permanently configure proxy settings for PHP CLI, you can either modify the PHP CLI php.ini file or set environment variables system-wide.


Method 1: Edit PHP CLI php.ini File


	Locate the PHP CLI php.ini File

Run the following command to find the loaded configuration file for PHP CLI:

php --ini





Look for the line:

Loaded Configuration File: /path/to/php.ini







	Edit the php.ini File

Open the php.ini file in a text editor with the appropriate permissions:

sudo nano /path/to/php.ini







	Add Proxy Settings

Add the following lines to configure the proxy settings:

[HTTP]
; Proxy settings for HTTP
http.proxy_host = "proxy.example.com"
http.proxy_port = 8080
http.proxy_user = "username"
http.proxy_password = "password"

[HTTPS]
; Proxy settings for HTTPS
https.proxy_host = "proxy.example.com"
https.proxy_port = 8080
https.proxy_user = "username"
https.proxy_password = "password"





Replace the placeholders with your actual proxy server details:


	proxy.example.com: Your proxy server address.


	8080: Your proxy server port.


	username: Your proxy username (if required).


	password: Your proxy password (if required).






	Save and Close the File

Save the changes and exit the text editor.



	Verify the Configuration

Run the PHP CLI command again:

sudo -E -u www-data php occ app_api:app:register





It should now be able to access the Internet through the proxy.






Note

Not all PHP functions respect the proxy settings in php.ini.
If issues persist, consider using system-wide environment variables.





Method 2: Set System-Wide Environment Variables


	Edit Shell Profile

For a permanent solution, add the proxy settings to the system-wide environment variables. Open the /etc/environment file:

sudo nano /etc/environment







	Add Proxy Environment Variables

Add the following lines to the file:

http_proxy="http://proxy.example.com:8080"
https_proxy="http://proxy.example.com:8080"

# If your proxy requires authentication:
http_proxy="http://username:password@proxy.example.com:8080"
https_proxy="http://username:password@proxy.example.com:8080"





Replace the placeholders with your actual proxy details.



	Apply the Changes

Log out and log back in, or reboot the system to apply the changes.



	Verify the Configuration

Run the command again:

sudo -E -u www-data php occ app_api:app:register test-deploy docker_socket_proxy --info-xml https://raw.githubusercontent.com/nextcloud/test-deploy/main/appinfo/info.xml --test-deploy-mode --no-ansi --no-warnings





It should now work without connectivity issues.






Note

This method sets the proxy settings for all users and applications on the system.






Troubleshooting


	Incorrect Proxy Details

Ensure all proxy details are correct. Incorrect hostnames, ports, or credentials will prevent connectivity.



	Environment Variables Not Loaded

Make sure the environment variables are correctly loaded. A system reboot or re-login may be necessary.



	Firewall Restrictions

Verify with your network administrator that your system is allowed to access the Internet through the proxy.







Contact Support

If you’ve followed these steps and still experience issues, please contact our support team for further assistance.





            

          

      

      

    

  

    
      
          
            
  
Troubleshooting

This section describes common steps to troubleshoot specific issues.


How to troubleshoot networking issues?

Networking issues can be not so straightforward to identify and resolve.
Here are some common steps to verify the network configuration:


	Verify that the Deploy daemon is running and accessible (AppAPI admin settings - Select Deploy daemon - Check connection).


	Verify the network mode and access levels, firewall, VPN, etc.


	Verify that Nextcloud is reachable from the Deploy daemon host


	Verify that the Deploy daemon host is reachable from the Nextcloud host


	Verify that Nextcloud is reachable from the ExApp container


	Verify that there are no DNS resolution issues


	Verify that there are no SSL certificate issues


	If there are HTTP 401 Unauthorized errors, check the ExApp (docker logs nc_app_<appid>) / Nextcloud logs, on which API route it fails to authenticate, try to re-enable AppAPI and re-install the ExApp.





Note

If your case is not documented here or doesn’t exist in GitHub issues,
please feel free to ask by creating an issue in the AppAPI repository [https://github.com/nextcloud/app_api/issues].





ExApp deployment issues

The deployment issues questions are covered in the Test Deploy [https://docs.nextcloud.com/server/latest/admin_manual/exapps_management/TestDeploy.html] section of the administration guide.
Generally speaking, there are three steps to find the proper error message to understand the problem:


	Check Nextcloud logs


	Check ExApp container logs (available only if ExApp container is created and/or running)


	Check Deploy daemon host logs (journalctl -u docker.service)


	Check Docker Socket Proxy logs (if used, and if needed, e.g. for SSL or 401 errors check)






Failed to create volume

If you encounter a “Failed to create volume” error, please check the following:


	Make sure that there is enough disk space on the host machine.


	Check the Docker system logs while reproducing the issue (journalctl -u docker.service).






ExApps management list of apps from App Store is empty

This issue may occur if you are loading the ExApps management (or regular Apps management) page
frequently during the short period of time, and therefore your IP address can be blocked by the App Store rate-limits protection.
Please wait a while and try again.





            

          

      

      

    

  

    
      
          
            
  
Server development
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Front-end code


Prerequisites: Node.js and npm

Nextcloud uses the current active LTS version of Node.js and npm. You can check the schedule at
endoflife.date/nodejs [https://endoflife.date/nodejs].

The required versions are declared in the engines field of the app’s package.json, for example:

{
    "engines": {
        "node": "^24.0.0",
        "npm": "^11.0.0"
    }
}





We recommend using nvm (Node Version Manager) [https://github.com/nvm-sh/nvm] to install and switch between Node.js versions.
Once nvm is installed, you can install and activate the required Node.js version with:

# Install the Node.js version declared in .nvmrc or package.json engines
nvm install
nvm use

# Or install a specific version explicitly
nvm install 24
nvm use 24





Then install or update npm to the version required by your app:

npm install -g npm@11






Note

For the full Nextcloud Node.js and npm version policy, see the
Nextcloud standards [https://github.com/nextcloud/standards/issues/5].





Building Vue components and scripts

We are moving more and more toward using Vue.js in the front-end, starting with Settings. For building the code on changes, use these terminal commands in the root folder:

# install dependencies
npm install

# build for development
npm run dev

# build for development and watch edits
npm run watch

# build for production with minification
npm run build







Building styles

Styles are written in SCSS and compiled to css.

# install dependencies
make dev-setup

# compile style sheets
npm run sass

# compile style sheets and watch edits
npm run sass:watch







Committing changes

When making changes, also commit the compiled files!

We still use Handlebars templates in some places in Files and Settings. We will replace these step-by-step with Vue.js, but in the meantime, you need to compile them separately.

If you don’t have Handlebars installed yet, you can do it with this terminal command:

sudo npm install -g handlebars





Then inside the root folder of your local Nextcloud development installation, run this command in the terminal every time you changed a .handlebars file to compile it:

./build/compile-handlebars-templates.sh





Before checking in JS changes, make sure to also build for production:

make build-js-production





Then add the compiled files for committing.

To save some time, to only rebuild for a specific app, use the following and replace the module with the app name:

MODULE=user_status make build-js-production





Please note that if you used make build-js or make watch-js before, you’ll notice that a lot of files were marked as changed, so might need to clear the workspace first.





            

          

      

      

    

  

    
      
          
            
  
Back-end code

When changing back-end PHP code, in general, no additional steps are needed before checking in.

However, if new files were created, you will need to run the following command to update the autoloader files:

build/autoloaderchecker.sh





After that, please also include the autoloader file changes in your commits.


Compatibility documentation


	New APIs (interfaces, constants, methods, classes, traits, enums) added to the public namespace OCP have to be annotated with a @since X.Y.Z attribute of the version it was added in.


	When it is backported the version should be adjusted to the X.Y.Z of the stable version it was backported in only in that stable branch.
The master branch should still contain the newest Major version shipping the API.


	Once an API was shipped, unless it is marked as experimental, it has to be deprecated in similar fashion using @deprecated X.Y.Z for 3 years (9 Nextcloud releases) before it can be removed.
Deprecations have to be clearly documented in the Critical changes for the upcoming Major version.








            

          

      

      

    

  

    
      
          
            
  
Static analysis


PHP static analysis

In the server repository psalm is used for static analysis of the PHP code.


Required PHP extensions

The following PHP extensions are required to be installed and enabled to make psalm work:


	acpu


	curl


	ftp


	gd


	iconv


	imagick


	json


	ldap


	libxml


	mbstring


	openssl


	pdo


	simplexml


	sysvsem


	xmlreader


	zip




Some of these are for optional features, but are still required to validate the code.






            

          

      

      

    

  

    
      
          
            
  
Unit-Testing


PHP unit testing


Getting PHPUnit

Nextcloud uses PHPUnit >= 8.5 for unit testing.

PHPUnit documentation: https://phpunit.de/documentation.html



Writing PHP unit tests


	To get started, do the following:
	
	Create a directory called tests in the top level of your application


	Create a PHP file in the directory and require_once your class which you want to test








Then you can simply run the created test with phpunit.


Note

If you use Nextcloud functions in your class under test (i.e., OC::getUser()) you’ll need to bootstrap Nextcloud or use dependency injection.




Note

You’ll most likely run your tests under a different user than the Web server. This might cause problems with your PHP settings (i.e., open_basedir) and requires you to adjust your configuration.



An example for a simple test would be:

/srv/http/nextcloud/apps/myapp/tests/testaddtwo.php

<?php
namespace OCA\Myapp\Tests;

class TestAddTwo extends \Test\TestCase {
    protected $testMe;

    protected function setUp() {
        parent::setUp();
        $this->testMe = new \OCA\Myapp\TestMe();
    }

    public function testAddTwo(){
          $this->assertEquals(5, $this->testMe->addTwo(3));
    }

}





/srv/http/nextcloud/apps/myapp/lib/testme.php

<?php
namespace OCA\Myapp;

class TestMe {
    public function addTwo($number){
        return $number + 2;
    }
}





In /srv/http/nextcloud/apps/myapp/ you run the test with:

phpunit tests/testaddtwo.php





Make sure to extend the \Test\TestCase class with your test and always call the parent methods
when overwriting setUp(), setUpBeforeClass(), tearDown() or tearDownAfterClass() method
from the TestCase. These methods set up important stuff and clean up the system after the test,
so the next test can run without side effects, like remaining files and entries in the file cache, etc.

For more resources on PHPUnit visit: https://www.phpunit.de/manual/current/en/writing-tests-for-phpunit.html



Bootstrapping Nextcloud

If you use Nextcloud functions or classes in your code, you’ll need to make them available to your test by bootstrapping Nextcloud.

To do this, you’ll need to provide the --bootstrap argument when running PHPUnit:

/srv/http/nextcloud:

phpunit --bootstrap tests/bootstrap.php apps/myapp/tests/testsuite.php





If you run the test under a different user than your Web server, you’ll have to
adjust your php.ini and file rights.

/etc/php/php.ini:

open_basedir = none





/srv/http/nextcloud:

su -c "chmod a+r config/config.php"
su -c "chmod a+rx data/"
su -c "chmod a+w data/nextcloud.log"







Running unit tests for the Nextcloud server project

The server project provides server unit tests using different database backends like sqlite, mysql, pgsql, oci (for Oracle).
Every database to test needs to accessible either


	natively, setup with


	Host: localhost


	Database: oc_autotest


	User: oc_autotest


	Password: owncloud






	or via docker by setting the USEDOCKER environment variable.




Notes on how to setup databases for this test can be found in https://github.com/nextcloud/server/blob/master/autotest.sh.

To run tests for all database engines:

./autotest.sh





To run tests only for sqlite:

./autotest.sh sqlite





To run a specific test suite (note that the test file path is relative to the “tests” directory):

./autotest.sh sqlite lib/share/share.php







Further reading


	https://googletesting.blogspot.de/2008/08/by-miko-hevery-so-you-decided-to.html


	https://www.phpunit.de/manual/current/en/writing-tests-for-phpunit.html


	https://www.youtube.com/watch?v=4E4672CS58Q&feature=bf_prev&list=PLBDAB2BA83BB6588E


	Clean Code: A Handbook of Agile Software Craftsmanship (Robert C. Martin)







JavaScript unit testing for server

JavaScript Unit testing for server and server apps is done using the Karma [http://karma-runner.github.io] test runner with Jasmine [https://jasmine.github.io/].


Installing Node JS

To run the JavaScript unit tests you will need to install Node JS.

You can get it here: https://nodejs.org/

After that you will need to setup the Karma test environment.
The easiest way to do this is to run the automatic test script first, see next section.



Running all tests

To run all tests, just run:

./autotest-js.sh





This will also automatically set up your test environment.



Debugging tests in the browser

To debug tests in the browser, you need to run Karma in browser mode:

karma start tests/karma.config.js





From there, open the URL http://localhost:9876 in a web browser.

On that page, click on the “Debug” button.

An empty page will appear, from which you must open the browser console (F12 in Firefox/Chrome).

Every time you reload the page, the unit tests will be relaunched and will output the results in the browser console.



Unit test paths

JavaScript unit test examples can be found in apps/files/tests/js/.

Unit tests for the core app JavaScript code can be found in core/js/tests/specs.



Documentation

Here are some useful links about how to write unit tests with Jasmine and Sinon:


	Karma test runner: https://karma-runner.github.io/


	Jasmine: https://pivotal.github.io/jasmine


	Sinon (for mocking and stubbing): http://sinonjs.org/









            

          

      

      

    

  

    
      
          
            
  
External API


Introduction

The external API inside Nextcloud allows third party developers to access data
provided by Nextcloud apps. Nextcloud follows the Open Collaboration Services
specification [https://open-collaboration-services.org].



Usage


Registering methods

Methods are registered inside the appinfo/routes.php by returning an
array holding the endpoint meta data.

<?php

return [
  'ocs' => [
    // Apps
    ['name' => 'Bar#getFoo', 'url' => '/foobar', 'verb' => 'GET'],
  ],
];







Returning data

Once the API backend has matched your URL, your callable function as defined in
BarController::getFoo will be executed. The AppFramework will make sure that
send parameters are provided to the method based on its declaration.

Be sure to extend the OCP\AppFramework\OCSController from the AppFramework.
Your functions then should returns a OCP\AppFramework\Http\DataResponse. The
AppFramework will then take care formatting the response properly.



Exceptions

To throw an exception to the user in the OCS response. You can throw an
OCP\AppFramework\OCS\OCSException. You can set the message and code.

There are 3 commonly used exceptions already available:


	OCSBadRequestException


	OCSForbiddenException


	OCSNotFoundException






Authentication & basics

The requests to the OCS endpoint often have to be authenticated.


curl -u user:password https://example.com/ocs/v2.php/apps/yourapp/foobar






Output

The output defaults to XML. If you want to get JSON append this to the URL:

?format=json





Or set the proper Accept header:

Accept: application/json





Output from the application is wrapped inside a data element:

XML:

<?xml version="1.0"?>
<ocs>
 <meta>
  <status>ok</status>
  <statuscode>200</statuscode>
  <message/>
 </meta>
 <data>
   <!-- data here -->
 </data>
</ocs>





JSON:

{
  "ocs": {
    "meta": {
      "status": "ok",
      "statuscode": 200,
      "message": null
    },
    "data": {
      // data here
    }
  }
}







Statuscodes

The statuscode can be any of the following numbers:


	200 - successful


	996 - server error


	401 - not authorized


	404 - not found


	999 - unknown error






Changing API and backwards compatibility

We aim to keep our API as stable as possible to avoid breaking third-party apps.
Before an API is allowed to be removed, it should be marked as deprecated for at
least 3 years (9 Nextcloud releases) before it gets removed.

Changing the API should be discussed in a github issue in our server repo [https://github.com/nextcloud/server/issues]. A pull request is most welcome.






            

          

      

      

    

  

    
      
          
            
  
Nextcloud architecture
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Nextcloud filesystem API


High level overview

The Nextcloud filesystem is roughly based on the unix filesystem, consisting of multiple storages
mounted at various locations.

     ┌──────────────────────────────────┐
     │Code wanting to use the filesystem│
     └─────────┬─────────────────────┬──┘
               │                     │
               │                     │
┌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌┐
╎Filesystem    │                     │         ╎
╎layer         │new                  │legacy   ╎
╎              │                     │         ╎
╎              ▼                     ▼         ╎
╎      ┌────────┐ Partly build on  ┌─┴──────┐  ╎
╎      │Node API├─────────────────►│View API│  ╎
╎      └───────┬┘                  └─┬──────┘  ╎
╎              │                     │         ╎
└╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌┘
               │                     │
┌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌┐
╎Storage layer │                     │         ╎
╎              ├─────────────────────┤         ╎
╎              │                     │         ╎
╎              ▼                     ▼         ╎
╎        ┌───────┐    ┌───────┐    ┌──────┐    ╎
╎        │Storage│═══>│Scanner│═══>│Cache │    ╎
╎        └───────┘    └───────┘    └──────┘    ╎
╎                                              ╎
╎                                              ╎
└╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌╌┘






Filesystem layer

Any code that wants to use the filesystem has two API options to use, the new Node api and the old View api.
New code should preferably use the Node api as it allows building systems with less overhead than the old api.

Besides the filesystem apis, this layer also manages the available mounts, containing the logic to allow apps
to setup their mounts and translating filesystem paths into a mountpoint + “internal” path.



Storage layer

The storage implementation handles the details of communicating with the filesystem or remote storage api
and provide a uniform api for Nextcloud to use the storage.

For each storage a metadata cache/index is maintained to allow reading metadata of the storage without having
to talk to the (potentially) slow storage backend. The scanner is responsible for updating the cache with
information from the storage backend.




Storage/Cache wrappers

To allow apps to customize the behavior of a storage without requiring the app to implement this for every
possible storage backend, a Wrapper system is used.

A Wrapper encapsulates an inner storage and allows overwriting any method to customize its behavior, with
all other methods being passed through to the inner storage.

Generally search storage wrapper has an equivalent cache wrapper encapsulating the cache of the inner storage
to provide the same behavior modifications when reading metadata from the cache.

Wrappers can be layered to stack the behavior of the wrappers, for example the groupfolders app works by
stacking a wrapper to provide access to a single folder on the root storage with a wrapper to limit the permissions
of the storage.

┌───────────────┐      ┌────────────────────┐
│PermissionsMask├─────►│CachePermissionsMask│  PermissionsMask applies a mask to the permissions of a storage
└───────┬───────┘      └─────────┬──────────┘  to provide less-privileged access to a storage
        │                        │
        ▼                        ▼
┌───────────────┐      ┌────────────────────┐
│Jail           ├─────►│CacheJail           │  Jail restricts access to a file or folder of a storage providing
└───────┬───────┘      └─────────┬──────────┘  a limited view into the storage (think unix chroot or bind mount)
        │                        │
        ▼                        ▼
┌───────────────┐      ┌────────────────────┐
│Base Storage   ├─────►│Base Cache          │
└───────────────┘      └────────────────────┘







Code Map

Approximate overview of the significant filesystem code


AppData

High level api for accessing “appdata” folders, based on the Node/SimpleFS API



Cache


	Cache implementation


	Cache wrappers


	Scanner and cache update logic


	Search infrastructure






Mount

Mountpoint management and setup



Node

Node filesystem api implementation



ObjectStorage

Implementation of the various supported object store storage backends



SimpleFS

Simplified version of the Node api, for providing a more limited api for some filesystem bits



Storage

Implementation of various storage backends and wrappers



Streams

Various low-level php stream wrapper used in storage implementations



Type

Mimetype management and detection



View.php

Legacy View api






            

          

      

      

    

  

    
      
          
            
  
How to test …

This page should explain how to test given features in Nextcloud.


Email sending

docker run -d -p 1025:1025 -p 8025:8025 mailhog/mailhog
occ config:system:set mail_smtpmode --value=smtp
occ config:system:set mail_smtphost --value=127.0.0.1
occ config:system:set mail_smtpport --value=1025 --type=integer





Then after having Nextcloud send some emails, open http://127.0.0.1:8025 to view them.



Redis

First you need to install the phpredis extension [https://github.com/phpredis/phpredis] . There is a install document available inside the repo [https://github.com/phpredis/phpredis/blob/develop/INSTALL.markdown] and many linux distribtutions ship it in their repositories as well.


pecl install redis






Redis Cluster

For a local Redis cluster setup there are some docker script collected in this repository [https://github.com/Grokzen/docker-redis-cluster]. It boils down to clone the repo and run make up. Then the redis cluster is available at localhost:7000.

Following config.php can be used:

'memcache.distributed' => '\OC\Memcache\Redis',
'redis.cluster' => [
   'seeds' => [ // provide some/all of the cluster servers to bootstrap discovery, port required
      'localhost:7000',
   ],
   'timeout' => 0.0,
   'read_timeout' => 0.0,
   'failover_mode' => \RedisCluster::FAILOVER_ERROR,
],







Primary object store with S3

docker run -p 9000:9000 minio/minio server /data





The edit config.php and add the following section:

'objectstore' =>
    array (
        'class' => 'OC\\Files\\ObjectStore\\S3',
        'arguments' =>
        array (
            'bucket' => 'nextcloud-dev',
            'key' => 'minioadmin',
            'secret' => 'minioadmin',
            'hostname' => 'localhost',
            'port' => '9000',
            'use_ssl' => false,
            'use_path_style' => true,
        ),
    ),







S3 external storage

occ app:enable files_external

docker run -p 9000:9000 minio/minio server /data





Then add an external storage in the web UI using the following configuration:


	Authentication type: Access key


	Access key: minioadmin


	Secret key: minioadmin


	Bucket: nextcloud-dev


	Hostname: localhost


	Port: 9000


	Region: leave empty


	Storage class: leave empty


	Enable SSL: false


	Enable path style: yes






SMB external storage

SMB external storage can be tested with Docker. The following commands create an SMB server with a public (shared) directory and user home directories for the credentials smb1:pwd1 and smb2:pwd2.

occ app:enable files_external

mkdir -p /tmp/samba/{public,home/{smb1,smb2}}
chmod a+rw /tmp/samba/home/smb*
docker run -it -p 139:139 -p 445:445 \
    -v /tmp/samba/public:/smbpublic \
    -v /tmp/samba/home:/smbhome \
    dperson/samba \
    -u "smb1;pwd1" \
    -u "smb2;pwd2" \
    -s "public;/smbmount;yes;no;yes" \
    -s "home;/smbhome/%U;yes;no;no;all;none"





Make sure that smbclient is installed on your Nextcloud server and has the following configuration:

# /etc/samba/smb.conf
[global]
client min protocol = SMB2
client max protocol = SMB3
hide dot files = no





The setup can be verified with

smbclient //127.0.0.1/public -U smb1                 # Shared storage for all users
smbclient //127.0.0.1/home -U smb1 --password=pwd1   # Home storage







SAML setup with onelogin


	create dev account on onelogin.com


	log into onelogin.com


	create new app: SAML Test Connector (Advanced)



	go to “Configuration”



	Audience: https://localhost/apps/user_saml/saml/metadata


	Recipient: https://localhost/apps/user_saml/saml/acs


	ACS (Consumer) URL Validator: https://localhost/apps/user_saml/saml/acs









	go to “Parameters”



	Add “User.email” -> email (and add to assertion)


	Add “User.FirstName” -> first name (and add to assertion)


	Add “User.LastName” -> last name (and add to assertion)
















	open Nextcloud SAML settings



	Select SAML


	Configure it according to https://portal.nextcloud.com/article/configuring-single-sign-on-10.html













Collabora without SSL

1) Start Collabora in a docker container

docker run -p 127.0.0.1:9980:9980 -e 'domain=172.17.0.1' \
    -e 'username=admin' -e 'password=487903ffcf4' \
    -e extra_params='--o:ssl.enable=false' \
    --restart always --cap-add MKNOD collabora/code






	172.17.0.1 is localhost, which is default by Docker


	get IP of Collabora container: docker inspect –format=’{{ .NetworkSettings.IPAddress }}’ $containerName





	2) Configure Nextcloud
	
	
	go to your local cloud (e.g. 172.17.0.1/nc) -> Settings -> Collabora
	
	set URL to IP you found out above, e.g: http://172.17.0.2:9980


	check “Disable certificate verification (insecure)














	3) Use
	
	please note that you cannot use it with localhost, but you have to enter a valid IP address of localhost


	with this approach you can also use it with mobile clients






	4) Troubleshoot
	
	http://172.17.0.2:9980/hosting/capabilities should give you:








{"convert-to":{"available":false},"hasMobileSupport":true,"hasTemplateSaveAs":true,"productName":"Collabora Online Development Edition"}







OnlyOffice


	Create self signed cert, should be on a permanent path:

mkdir -p /tmp/oo/certs
cd /tmp/oo/certs
openssl genrsa -out onlyoffice.key 4096
openssl req -new -key onlyoffice.key -out onlyoffice.csr
openssl x509 -req -days 3650 -in onlyoffice.csr -signkey onlyoffice.key -out onlyoffice.crt
openssl dhparam -out dhparam.pem 4096
chmod 400 onlyoffice.key
chmod 400 onlyoffice.crt
chmod 400 onlyoffice.csr
chmod 400 dhparam.pem







	Start docker, important: do not use certs folder, but parent folder:

docker run --name=ONLYOFFICEDOCKER -i -t -d -p 4433:443 \
-e JWT_ENABLED='true' -e JWT_SECRET='secret' --restart=always \
-v /tmp/oo/:/var/www/onlyoffice/Data onlyoffice/documentserver







	Go into docker container:



	docker exec -it ONLYOFFICEDOCKER /bin/bash


	apt-get update


	apt-get install vim -y


	
	vim /etc/onlyoffice/documentserver/default.json
	
	change rejectUnauthorized to false










	
	vim /etc/onlyoffice/documentserver/local.json
	
	change token -> inbox -> header to “AuthorizationJWT”


	change token -> outbox -> header to “AuthorizationJWT”










	Add the following to your config.php




'onlyoffice' => array (
    'verify_peer_off' => true,
    'jwt_secret' => 'secret',
    'jwt_header' => 'AuthorizationJWT'
),













	Test with local ip: https://localhost:4433
	
	accept cert warning


	verify that “Document Server is running” is shown






	Test with Nextcloud
	
	download & enable OnlyOffice app


	
	configure:
	
	Document Editing Service address: https://localhost:4433/


	Secret key : secret (as above)


	Document Editing Service address for internal requests from the server: https://localhost:4433/


	Server address for internal requests from the Document Editing Service: http://192.168.1.95/nc16/ (needs to be real IP address, as localhost points to docker)


















WebAuthn without SSL

Chrome has the option to test WebAuthn with a fake device [https://developer.chrome.com/docs/devtools/webauthn/]. Browsers support WebAuthn on HTTPS protected sites and localhost domains. Unfortunately this is not supported by the used PHP library where the check for HTTPS needs to be commented for testing on non-HTTPS localhost development environments.

diff --git a/3rdparty/web-auth/webauthn-lib/src/AuthenticatorAssertionResponseValidator.php b/3rdparty/web-auth/webauthn-lib/src/AuthenticatorAssertionResponseValidator.php
index 8400ba9c..49279cc7 100644
--- a/3rdparty/web-auth/webauthn-lib/src/AuthenticatorAssertionResponseValidator.php
+++ b/3rdparty/web-auth/webauthn-lib/src/AuthenticatorAssertionResponseValidator.php
@@ -152,7 +152,7 @@ class AuthenticatorAssertionResponseValidator
             Assertion::isArray($parsedRelyingPartyId, 'Invalid origin');
             if (!in_array($facetId, $securedRelyingPartyId, true)) {
                 $scheme = $parsedRelyingPartyId['scheme'] ?? '';
-                Assertion::eq('https', $scheme, 'Invalid scheme. HTTPS required.');
+                #Assertion::eq('https', $scheme, 'Invalid scheme. HTTPS required.');
             }
             $clientDataRpId = $parsedRelyingPartyId['host'] ?? '';
             Assertion::notEmpty($clientDataRpId, 'Invalid origin rpId.');
diff --git a/3rdparty/web-auth/webauthn-lib/src/AuthenticatorAttestationResponseValidator.php b/3rdparty/web-auth/webauthn-lib/src/AuthenticatorAttestationResponseValidator.php
index f3e5a15d..3927bf23 100644
--- a/3rdparty/web-auth/webauthn-lib/src/AuthenticatorAttestationResponseValidator.php
+++ b/3rdparty/web-auth/webauthn-lib/src/AuthenticatorAttestationResponseValidator.php
@@ -150,7 +150,7 @@ class AuthenticatorAttestationResponseValidator

             if (!in_array($facetId, $securedRelyingPartyId, true)) {
                 $scheme = $parsedRelyingPartyId['scheme'] ?? '';
-                Assertion::eq('https', $scheme, 'Invalid scheme. HTTPS required.');
+                #Assertion::eq('https', $scheme, 'Invalid scheme. HTTPS required.');
             }

             /* @see 7.1.6 */









            

          

      

      

    

  

    
      
          
            
  
Digging deeper



	AI & Machine Learning
	Context Chat
	Implementing a content provider for Context Chat





	Task Processing
	Consuming the Task Processing API

	Implementing a TaskProcessing provider

	Provider and task type registration





	Machine Translation
	Consuming the Translation API

	Implementing a Translation provider

	Provider registration





	Speech-To-Text
	Consuming the Speech-To-Text API

	Implementing a Speech-To-Text provider

	Provider with user context

	Provider registration





	Text Processing
	Consuming the Text Processing API

	Implementing a TextProcessing provider

	Provider registration





	Text-To-Image
	Consuming the Text-To-Image API

	Implementing a Text-To-Image provider

	Provider registration









	APIs & Integration
	API reference
	PHP public API

	PHP unstable API





	REST APIs
	Modifying the CORS headers

	Relation of REST and OCS





	HTTP Client
	Acquiring a HTTP Client

	HEAD request

	GET request

	POST request

	PUT request

	DELETE request

	OPTIONS request

	Error handling





	JavaScript APIs
	npm packages

	Events

	Global variables





	Dashboard
	Register a dashboard widget

	Provide a user interface

	Dashboard API





	Email
	Basic usage

	Inline attachments





	Notifications

	Public Pages
	Concept

	Implementing an API called from a public share page

	Implementing an authenticated public page





	Talk Integration
	Check for Talk existence

	Create a conversation

	Delete a conversation





	Web Host Metadata
	Writing a handler

	Handler registration









	Users & Authentication
	User management
	Creating users

	Modifying users

	User session information

	User objects





	User migration
	Register a migrator





	Profile
	Register a profile action





	User Status
	Query Status

	Updating the status programmatically





	Out-of-office periods
	Access data from within a Nextcloud App via OCP

	Listening to events

	Common data structure





	OpenID Connect (Oidc)
	Getting the login token

	Token exchange

	Generating a token if Nextcloud is the provider





	Two-factor providers
	Implementing a simple two-factor auth provider

	Register the provider state

	Registering a two-factor auth provider

	Providing an icon (optional)

	Provide personal settings (optional)

	Make a provider activatable by the admin (optional)

	Make a provider deactivatable by the admin (optional)









	Groupware & Workflows
	Groupware integration
	Calendar integration

	Integration of custom calendar providers

	Contacts Menu

	Mail Provider Interface





	Nextcloud Flow
	Entities

	Operations

	Configuration Component





	Projects
	Register a resource provider

	Provide a user interface









	Search & Discovery
	Search
	Concept overview

	Simple search providers

	Advanced search provider

	External search provider

	Provider registration

	Handling search requests

	Declare in-app search

	Privacy





	Reference providers
	Display link previews

	Use the Smart Picker in your app

	Use the Smart Picker in clients

	Register a reference provider

	Extend link preview support

	Extend the Smart Picker





	Files Metadata
	Concept overview

	Consuming the Files Metadata API

	Live & Background Events

	Read metadata using occ command

	Update metadata using PROPPATCH

	Delete metadata using PROPPATCH

	Retrieve metadata using PROPFIND

	WebDAV SEARCH based on metadata

	Metadata Query Helper









	Development Tools
	Debugging
	Debug mode

	Identifying errors

	Debugging variables

	Using a PHP debugger (XDebug)

	Debugging JavaScript

	Debugging HTML and templates

	Debugging SQL queries

	Using alternative app directories





	Profiler
	Get the app

	Enable the app

	Disable the app

	Using the app

	Contributing





	Continuous Integration
	Linting

	Static analysis





	NPM
	npm build

	npm run dev, npm run watch

	npm test

	npm run lint (optional)





	Performance considerations
	PHP Performance

	Database performance

	Cached data

	Getting help





	Classloader
	Server autoloading

	App autoloading





	PSR
	PSR-0: Autoloading

	PSR-3: Logger Interface

	PSR-4: Autoloading

	PSR-11: Container Interface

	PSR-20: Clock









	Server Internals
	Config & Preferences
	AppConfig

	UserConfig

	Lexicon





	Settings
	Declarative settings

	Settings form

	Section

	Registering Settings and Sections





	Security
	Rate Limiting

	Remote Host Validation

	Trusted domain





	Setup checks
	Register a setup check

	Define a setup check





	Repair steps
	Creating a repair step

	Register a repair-step

	Repair-step types

	Expensive repair steps





	Deadlocks
	Understanding the locking situation

	Mitigations

	References





	Snowflake IDs
	Store a Snowflake ID in database

	Generate a Snowflake ID

	Decode a Snowflake ID





	Working with time
	Methods





	Open Metrics exporter
	Register a new exporter

	Implement a new exporter





	WebDAV collection preload events
	Overview

	When the event is emitted

	Subscribing to the event in a plugin

	Built-in examples

	Best practices





	Phone number util
	Convert input into standard format

	Get the country code for a region
















            

          

      

      

    

  

    
      
          
            
  
AI & Machine Learning



	Context Chat
	Implementing a content provider for Context Chat





	Task Processing
	Consuming the Task Processing API

	Implementing a TaskProcessing provider

	Provider and task type registration





	Machine Translation
	Consuming the Translation API

	Implementing a Translation provider

	Provider registration





	Speech-To-Text
	Consuming the Speech-To-Text API

	Implementing a Speech-To-Text provider

	Provider with user context

	Provider registration





	Text Processing
	Consuming the Text Processing API

	Implementing a TextProcessing provider

	Provider registration





	Text-To-Image
	Consuming the Text-To-Image API

	Implementing a Text-To-Image provider

	Provider registration












            

          

      

      

    

  

    
      
          
            
  
Context Chat


Added in version 32.0.0.



Nextcloud offers a Context Chat API which allows apps like files to submit data
to the Nextcloud Assistant Context Chat [https://docs.nextcloud.com/server/latest/admin_manual/ai/app_context_chat.html],
thereby enabling Nextcloud Assistant [https://docs.nextcloud.com/server/latest/admin_manual/ai/app_assistant.html]
to answer questions, provide insights and search results based on the submitted data and natural language queries.


Implementing a content provider for Context Chat


The IContentProvider interface

A content provider for Context Chat needs to implement the \OCP\ContextChat\IContentProvider interface:

/**
 * This interface defines methods to implement a content provider
 * @since 32.0.0
 */
interface IContentProvider {
    /**
     * The ID of the provider
     *
     * @return string
     * @since 32.0.0
     */
    public function getId(): string;

    /**
     * The ID of the app making the provider available
     *
     * @return string
     * @since 32.0.0
     */
    public function getAppId(): string;

    /**
     * The absolute URL to the content item
     *
     * @param string $id
     * @return string
     * @since 32.0.0
     */
    public function getItemUrl(string $id): string;

    /**
     * Starts the initial import of content items into context chat
     *
     * @return void
     * @since 32.0.0
     */
    public function triggerInitialImport(): void;
}





The triggerInitialImport method is called when Context Chat is first set up
and allows your app to import all existing content into Context Chat in one bulk.
Any other items that are created afterwards will need to be added on demand.



Using the IContentManager service

To add content and register your provider implementation you will need to use the \OCP\ContextChat\IContentManager service.

The IContentManager class has the following methods:



	isContextChatAvailable(): Returns true if the Context Chat app is enabled, false otherwise.


	registerContentProvider(string $providerClass): Register a new content provider.


	submitContent(string $appId, array $items): Providers can use this to submit content for indexing in Context Chat.


	updateAccess(string $appId, string $providerId, string $itemId, string $op, array $userIds): Update the access rights for a content item. Use \OCP\ContextChat\Type\UpdateAccessOp constants for the $op value.


	updateAccessProvider(string $appId, string $providerId, string $op, array $userIds): Update the access rights for all content items from a provider. Use \OCP\ContextChat\Type\UpdateAccessOp constants for the $op value.


	updateAccessDeclarative(string $appId, string $providerId, string $itemId, array $userIds): Update the access rights for a content item. This method is declarative and will replace the current access rights with the provided ones.


	deleteProvider(string $appId, string $providerId): Remove all content items of a provider from the knowledge base of Context Chat.


	deleteContent(string $appId, string $providerId, array $itemIds): Remove specific content items from the knowledge base of Context Chat.









Implementing the ContentProviderRegisterEvent event

To register your content provider,
your app needs to listen to the OCP\ContextChat\Events\ContentProviderRegisterEvent event
and call the registerContentProvider method in the event for every provider you want to register.

Some partial implementations of Application.php and a ContentProvider for reference:

use OCA\MyApp\ContextChat\ContentProvider;
use OCP\ContextChat\Events\ContentProviderRegisterEvent;
// ...
$context->registerEventListener(ContentProviderRegisterEvent::class, ContentProvider::class);





class ContentProvider implements IContentProvider {
// ...
public function handle(Event $event): void {
    if (!$event instanceof ContentProviderRegisterEvent) {
        return;
    }
    $event->registerContentProvider('***appId***', '***providerId***', ContentProvider::class);
}





Any interaction with the content manager using the ContentManager’s methods
or listing the providers in the Assistant should automatically register the provider.

You may call the registerContentProvider method explicitly
if you want to trigger an initial import of content items.



Submitting ContentItem data

Before submitting, you should check that the Context Chat app is enabled first
by calling the isContextChatAvailable() method.

Then, to submit content, wrap it in a list of \OCP\ContextChat\ContentItem objects:

new ContentItem(
        string $itemId,
        string $providerId,
        string $title,
        string $content,
        string $documentType,
        \DateTime $lastModified,
        array $users,
    )






Note


	Ensure that item IDs are unique across all users for a given provider.


	The app ID and provider ID both cannot contain double underscores, spaces, or colons.


	The documentType is a natural language term for your document type in English, e.g. E-Mail or Bookmark.











            

          

      

      

    

  

    
      
          
            
  
Task Processing


Added in version 30.0.0.



Nextcloud offers a Task Processing API which replaces the previously introduced Text Processing, TextToImage and Speech-To-Text APIs. The overall idea is that there is a central OCP API that apps can use to schedule all kinds of tasks (mainly intended for AI tasks). To be technology agnostic any other app can provide this task functionality by registering Task Processing providers for specific Task types.


Consuming the Task Processing API

To consume the  Task Processing API, you will need to inject \OCP\TaskProcessing\IManager. This manager offers the following methods:



	hasProviders() This method returns a boolean which indicates if any providers have been registered. If this is false you cannot use the TextProcessing feature.


	getAvailableTaskTypes(bool $showDisabled = false) This method returns an array of enabled task types indexed by their ID with their names and additional metadata. If you set $showdisabled to true (available since NC31), it will include disabled task types. Since NC33 this will also include the isInternal field that signifies whether the task type is user-facing or intended for internal use only.


	getAvailableTaskTypeIds() This method (available since NC32) returns a list of available task type IDs. It uses the same logic as getAvailableTaskTypes() but is faster because it does not compute the task types metadata (which can be slow when getting default field values or multiselect value lists). If you just want to check if a feature is available, prefer using this method rather than getAvailableTaskTypes().


	scheduleTask(Task $task) This method provides the actual scheduling functionality. The task is defined using the Task class. This method runs the task asynchronously in a background job.


	getTask(int $id) This method fetches a task specified by its id.


	deleteTask(Task $task) This method deletes a task


	cancelTask(int $id) This method cancels a task specified by its id.







If you would like to use the task processing functionality in a client, there are also OCS endpoints available for this: OCS Task Processing API


Tasks types

The following built-in task types are available:



	
	'core:text2text': This task allows passing an arbitrary prompt to the language model. It is implemented by \OCP\TaskProcessing\TaskTypes\TextToText
	
	
	Input shape:
	
	input: Text










	
	Output shape:
	
	output: Text


















	
	'core:text2text:chat': This task allows chatting with the language model. It is implemented by \OCP\TaskProcessing\TaskTypes\TextToTextChat
	
	
	Input shape:
	
	system_prompt: Text


	input: Text


	history: ListOfTexts










	
	Output shape:
	
	output: Text


















	
	'core:text2text:chatwithtools': This task allows chatting with the language model with tools calling support. It is implemented by \OCP\TaskProcessing\TaskTypes\TextToTextChatWithTools
	
	
	Input shape:
	
	system_prompt: Text


	input: Text


	tool_message: Text A string containing a JSON array of {"name": string, "content": string, "tool_call_id": string}


	history: ListOfTexts Each list item is a JSON string with {"role": "human", "content": string} or {"role": "assistant", "content": string, (optional: "tool_calls": array<{"name": string, "type": "tool_call", "id": string, "args": object}>)} or {"role": "tool", "content": string, "name": string, "tool_call_id": string}


	tools: Text The tools parameter should be a JSON array formatted according to the OpenAI API specifications: https://platform.openai.com/docs/api-reference/chat/create#chat-create-tools










	
	Output shape:
	
	output: Text


	tool_calls: Text A string containing a JSON array with {"name": string, "type": "tool_call", "id": string, "args": object}


















	
	'core:contextagent:interaction': This task allows chatting with an agent. It is implemented by \OCP\TaskProcessing\TaskTypes\ContextAgentInteraction
	
	
	Input shape:
	
	input: Text


	confirmation: Number Boolean integer indicating whether to confirm previously requested actions: 0 to reject or 1 to confirm.


	conversation_token: Text Token representing the conversation










	
	Output shape:
	
	output: Text


	conversation_token: Text


	actions: Text


















	
	'core:text2text:formalization': This task will reformulate the passed input text to be more formal in tone. It is implemented by \OCP\TaskProcessing\TaskTypes\TextToTextFormalization
	
	
	Input shape:
	
	input: Text










	
	Output shape:
	
	output: Text


















	
	'core:text2text:headline': This task will generate a headline for the passed input text. It is implemented by \OCP\TaskProcessing\TaskTypes\TextToTextHeadline
	
	
	Input shape:
	
	input: Text










	
	Output shape:
	
	output: Text


















	
	'core:text2text:reformulation': This task will reformulate the passed input text arbitrarily. It is implemented by \OCP\TaskProcessing\TaskTypes\TextToTextReformulation
	
	
	Input shape:
	
	input: Text










	
	Output shape:
	
	output: Text


















	
	'core:text2text:simplification': This task will reformulate the passed input text to be very easy to understand, e.g. by children. It is implemented by \OCP\TaskProcessing\TaskTypes\TextToTextSimplification
	
	
	Input shape:
	
	input: Text










	
	Output shape:
	
	output: Text


















	
	'core:text2text:summary': This task will summarize the passed input text. It is implemented by \OCP\TaskProcessing\TaskTypes\TextToTextSummary
	
	Input shape:
* input: Text


	Output shape:
* output: Text










	
	'core:text2text:topics': This task will generate a comma-separated list of topics for the passed input text. It is implemented by \OCP\TaskProcessing\TaskTypes\TextToTextTopics
	
	Input shape:
* input: Text


	Output shape:
* output: Text










	
	'core:text2text:translate': This task will translate text from one language to another. It is implemented by \OCP\TaskProcessing\TaskTypes\TextToTextTranslate
	
	Input shape:
* input: Text
* origin_language: Enum
* target_language: Enum


	Output shape:
* output: Text










	
	'core:audio2text': This task type is for transcribing audio to text. It is implemented by \OCP\TaskProcessing\TaskTypes\AudioToText
	
	
	Input shape:
	
	input: Audio










	
	Output shape:
	
	output: Text


















	
	'core:text2image': This task type is for generating images from text prompts. It is implemented by \OCP\TaskProcessing\TaskTypes\TextToImage
	
	
	Input shape:
	
	input: Text


	numberOfImages: Number










	
	Output shape:
	
	output: ListOfImages


















	
	'core:text2text:changetone': This task type is for reformulating a text, changing its tone. It is implemented by \OCP\TaskProcessing\TaskTypes\TextToTextChangeTone
	
	
	Input shape:
	
	input: Text


	tone: Enum










	
	Output shape:
	
	output: Text


















	
	'core:text2text:proofread': This task type is for proofreading a text, checking it for grammar and spelling mistakes. It is implemented by \OCP\TaskProcessing\TaskTypes\TextToTextProofread
	
	
	Input shape:
	
	input: Text










	
	Output shape:
	
	output: Text


















	
	'core:text2speech': This task type is for generating speech from text prompts. It is implemented by \OCP\TaskProcessing\TaskTypes\TextToSpeech
	
	
	Input shape:
	
	input: Text










	
	Output shape:
	
	speech: Audio


















	
	'core:analyze-images': This task type is for analyzing images. It is implemented by \OCP\TaskProcessing\TaskTypes\AnalyzeImages
	
	
	Input shape:
	
	input: Text


	images: ListOfImages










	
	Output shape:
	
	output: Text


















	
	'core:image2text:ocr': This task type is for extracting text from files using OCR. It is implemented by \OCP\TaskProcessing\TaskTypes\ImageToTextOpticalCharacterRecognition
	
	
	Input shape:
	
	input: ListOfFiles










	
	Output shape:
	
	output: ListOfTexts























Task types can be disabled in the AI admin settings so they are not available for the Assistant or other apps even if they are implemented. All implemented Task types are enabled by default.


LLM Prompts and multilingual I/O

When writing prompts for the TextToText task type in your apps, we recommend testing it with at least


	OpenAI GPT-3.5


	Llama 3.1




Also, make sure that you instruct the model to use the correct language in its output. By default most models will answer in English if the main prompt is in English, even though the source data is in another language.
A tweak to make sure of this is to instruct the model as follows:

"Detect the language used in the text and make sure to answer in the same language without mentioning the language explicitly."






Input and output shapes

Each task type defines how its input and output should look. This is called the input and output shape.

For example the TextToImage type defines its input shape as follows:

/**
 * @return ShapeDescriptor[]
 * @since 30.0.0
 */
public function getInputShape(): array {
    return [
        'input' => new ShapeDescriptor(
            $this->l->t('Prompt'),
            $this->l->t('Describe the image you want to generate'),
            EShapeType::Text
        ),
        'numberOfImages' => new ShapeDescriptor(
            $this->l->t('Number of images'),
            $this->l->t('How many images to generate'),
            EShapeType::Number
        ),
    ];
}





The task input and output are always represented by an associative array. In this case, the task input for TextToImage must have an array key named 'input' which must contain a text and an array key named 'numberOfImages' which must contain a number.

If you want to simply use a task type, you can look up it’s input and output shapes above or, if it is not built-in, in the documentation or implementation of the app introducing the task type. If you would like to use task types dynamically without knowing their shapes in advance, you can get their shape information from the IManager#getAvailableTaskTypes() method. The ShapeDescriptor class allows accessing the type data as well as human readable name and description using the getName(), getDescription() and getShapeType() methods.



Shape types

Input and output shape keys can have one of a pre-defined set of types, which are enumerated in the \OCP\TaskProcessing\EShapeType Enum:

enum EShapeType: int {
    case Number = 0;
    case Text = 1;
    case Image = 2;
    case Audio = 3;
    case Video = 4;
    case File = 5;
    case Enum = 6;
    case ListOfNumbers = 10;
    case ListOfTexts = 11;
    case ListOfImages = 12;
    case ListOfAudio = 13;
    case ListOfVideo = 14;
    case ListOfFiles = 15;
}





When consuming the task processing API, Image, Audio, Video and File slots are filled with Nextcloud file IDs, so instead of supplying the image data directly as a string to the task you create a file for it and pass the id. Similarly, if the task outputs an image, you will receive a file ID in that slot.





Tasks

To create a task we use the \OCP\TaskProcessing\Task class. Its constructor takes the following arguments: new \OCP\TaskProcessing\Task(string $taskTypeId, array $input, string $appId, ?string $userId, string $customId = ''). For example:

// getAvailableTaskTypeIds is faster than getAvailableTaskTypes
// if (isset($textprocessingManager->getAvailableTaskTypes()[TextToTextSummary::ID]) {
// if you don't need the task type metadata, prefer this:
if (in_array(TextToTextSummary::ID, $textprocessingManager->getAvailableTaskTypeIds(), true) {
    $summaryTask = new Task(TextToTextSummary::ID, $emailText, "my_app", $userId, (string) $emailId);
} else {
    // cannot use summarization
}





The task class objects have the following methods available:



	getTaskTypeId() This returns the task type.


	getStatus() This method returns one of the below statuses.


	getId() This method will return null before the task has been passed to scheduleTask otherwise it will return the unique ID of the task.


	getInput() This returns the input array.


	getOutput() This method will return null unless the task was successfully run, in that case it will return the output array


	getAppId() This returns the originating application ID of the task.


	getCustomId() This returns the original scheduler-defined identifier for the task


	getUserId() This returns the originating user ID of the task.


	getCompletionExpectedAt() This is available after scheduling the task and returns the DateTime when the task is expected to be completed


	getLastUpdated() This returns the time the task was last updated as a unix timestamp


	getScheduledAt() This returns the time the task was scheduled as a unix timestamp


	getStartedAt() This returns the time the task execution started as a unix timestamp


	getEndedAt() This returns the time the task execution ended as a unix timestamp


	getErrorMessage() This returns the error message if the task execution failed


	getProgress() This returns the current task progress, between 0 and 1 while the task is running. Will be 1 when the task is completed


	setWebhookUri() This sets the URI of a webhook that will be notified when the task execution has ended


	setWebhookMethod() This sets the HTTP method that will be used for the webhook when the task execution has ended


	getWebhookUri() This returns the webhook URI that will be notified when the task execution has ended


	getWebhookMethod() This returns the HTTP method that will be used for the webhook when the task execution has ended








Added in version 33.0.0: 


	getUserFacingErrorMessage() This returns any error message that is meant to be displayed to the user, even if a task has failed, this is not guaranteed to be set.






You could now schedule the task as follows:

try {
    $taskprocessingManager->scheduleTask($summaryTask);
} catch (OCP\TaskProcessing\Exception\Exception|OCP\TaskProcessing\Exception\PreConditionNotMetException|OCP\TaskProcessing\Exception\UnauthorizedException|OCP\TaskProcessing\Exception\ValidationException $e) {
    // scheduling task failed
}







Task statuses

All tasks always have one of the below statuses:

Task::STATUS_CANCELLED = 5;
Task::STATUS_FAILED = 4;
Task::STATUS_SUCCESSFUL = 3;
Task::STATUS_RUNNING = 2;
Task::STATUS_SCHEDULED = 1;
Task::STATUS_UNKNOWN = 0;







Listening to the task processing events

Since scheduleTask does not block, you will need to listen to the following events in your app to obtain the output or be notified of any failure.



	OCP\TaskProcessing\Events\TaskSuccessfulEvent This event class offers the getTask() method which returns the up-to-date task object, with the task output.


	OCP\TaskProcessing\Events\TaskFailedEvent In addition to the getTask() method, this event class provides the getErrorMessage() method which returns the error message as a string (only in English and for debugging purposes, so don’t show this to the user)







For example, in your lib/AppInfo/Application.php file:

$context->registerEventListener(OCP\TaskProcessing\Events\TaskSuccessfulEvent::class, MyPromptResultListener::class);
$context->registerEventListener(OCP\TaskProcessing\Events\TaskFailedEvent::class, MyPromptResultListener::class);





The corresponding MyPromptResultListener class can look like:

<?php
namespace OCA\MyApp\Listener;

use OCA\MyApp\AppInfo\Application;
use OCP\TaskProcessing\Events\AbstractTaskProcessingEvent;
use OCP\TaskProcessing\Events\TaskSuccessfulEvent;
use OCP\TaskProcessing\Events\TaskFailedEvent;
use OCP\EventDispatcher\Event;
use OCP\EventDispatcher\IEventListener;

class MyPromptResultListener implements IEventListener {
    public function handle(Event $event): void {
        if (!$event instanceof AbstractTaskProcessingEvent || $event->getTask()->getAppId() !== Application::APP_ID) {
            return;
        }

        if ($event instanceof TaskSuccessfulEvent) {
            $output = $event->getTask()->getOutput()
            // store $output somewhere
        }

        if ($event instanceof TaskFailedEvent) {
            $error = $event->getErrorMessage()
            $userId = $event->getTask()->getUserId()
            // Notify relevant user about failure
        }
    }
}








Implementing a TaskProcessing provider

A Task processing provider will usually be a class that implements the interface OCP\TaskProcessing\ISynchronousProvider.

<?php

declare(strict_types=1);

namespace OCA\MyApp\TaskProcessing;

use OCA\MyApp\AppInfo\Application;
use OCP\Files\File;
use OCP\TaskProcessing\IProvider;
use OCP\TaskProcessing\TaskTypes\TextToTextSummary;
use OCP\TaskProcessing\SummaryTaskType;
use OCP\IL10N;

class Provider implements ISynchrounousProvider {

    public function __construct(
        private IL10N $l,
    ) {
    }

    public function getId(): string {
      return 'myapp:summary';
    }

    public function getName(): string {
        return $this->l->t('My awesome summary provider');
    }

    public function getTaskTypeId(): string {
        return TextToTextSummary::ID;
    }

    public function process(?string $userId, array $input, callable $reportProgress): array {
        // Return the output here
    }

    public function getExpectedRuntime(): int {
        // usually takes 1min on average
        return 60;
    }

    public function getInputShapeDefaults(): array {
        return [];
    }

    public function getOptionalInputShape(): array {
        return [];
    }

    public function getOptionalInputShapeDefaults(): array {
        return [];
    }

    public function getOptionalOutputShape(): array {
        return [];
    }

    public function getInputShapeEnumValues(): array {
        return [];
    }

    public function getOptionalInputShapeEnumValues(): array {
        return [];
    }

    public function getOutputShapeEnumValues(): array {
        return [];
    }

    public function getOptionalOutputShapeEnumValues(): array {
        return [];
    }
}





The method getName returns a string to identify the registered provider in the user interface.

The method process implements the task processing step. In case execution fails for some reason, you should throw a \OCP\TaskProcessing\Exception\ProcessingException with an explanatory error message.
Since v33.0.0 you can now also throw an OCP\TaskProcessing\Exception\UserFacingProcessingException which includes a string parameter to set for error messages that will be propagated to the end-user, make sure to always translate these into the language of the user that requested the task. The rule of thumb of when to use a user-facing error message, is as follows: When the error happened due to a mistake from the user or the user can do something to fix the error, throw a user facing error. However, do make sure to not include implementation or server details in the user facing error message, that’s what the normal error message is for; it will only be visible to administrators.

Important to note here is that Image, Audio, Video and File slots in the input array will be filled with \OCP\Files\File objects for your convenience. When outputting one of these you should simply return a string, the API will turn the data into a proper file for convenience. The $reportProgress parameter is a callback that you may use at will to report the task progress as a single float value between 0 and 1. Its return value will indicate if the task is still running (true) or if it was cancelled (false) and processing should be terminated.

This class would typically be saved into a file in lib/TaskProcessing of your app but you are free to put it elsewhere as long as it’s loadable by Nextcloud’s dependency injection container.


Providing additional inputs and outputs

Built-in task types often only specify the most basic input and output slots. If you would like to offer more input options
with your provider you can specify optional inputs and outputs using the getOptionalInputShape and getOptionalOutputShape methods.
You will need to return an associative array of \OCP\TaskProcessing\ShapeDescriptor objects.

public function getOptionalInputShape(): array {
    return [
        'tone' => new ShapeDescriptor($this->l->t('Tone of voice'), $this->l->t('Set the tone of voice to be used for the output'), EShapeType::Text)
    ];
}





In the same vein you can also provide optional output shape slots in addition to the pre-defined output slots.

public function getOptionalOutputShape(): array {
    return [
        'co2_emissions' => new ShapeDescriptor($this->l->t('CO2 Emissions'), $this->l->t('The CO2 emissions produced by running this task in metric tons'), EShapeType::Number)
    ];
}







Providing input defaults

With the method getInputShapeDefaults you can specify default values for input slots (which are defined by the task type). For example:

public function getInputShapeDefaults(): array {
    return [
        'input' => 'There was once a man with many cows who wanted to have even more cows.'
    ];
}





Note that you can only specify default values for ‘Text’ and ‘Number’ slots.

The same works for your optional input shapes that you defined in getOptionalInputShape:

public function getOptionalInputShapeDefaults(): array {
    return [
        'tone' => 'Formal'
    ];
}







Working with Enum shape types

Both input and output shapes as well as the optional input and output shapes allow declaring slots of type 'Enum'. An Enum
is a type that only allows values from a pre-defined set. In the case of the TaskProcessing API this set is not defined by the task type, but
by the provider implementing the task type using getInputShapeEnumValues, getOutputShapeEnumValues, getOptionalInputShapeEnumValues and getOptionalOutputShapeEnumValues.

You could, for example, implement the above tone of voice slot using an Enum:

public function getOptionalInputShape(): array {
    return [
        'tone' => new ShapeDescriptor($this->l->t('Tone of voice'), $this->l->t('Set the tone of voice to be used for the output'), EShapeType::Enum)
    ];
}





public function getOptionalInputShapeEnumValues(): array {
    return [
        'tone' => [
            new ShapeEnumValue($this->l->t('Simple'), 'So that a kid could understand'),
            new ShapeEnumValue($this->l->t('Funny'), 'Funny'),
            new ShapeEnumValue($this->l->t('Formal'), 'Formal'),
        ]
    ];
}







Providing more task types

If you would like to implement providers that handle additional task types, you can create your own Task type classes implementing the OCP\TaskProcessing\ITaskType interface:

<?php

declare(strict_types=1);

namespace OCA\MyApp\TaskProcessing;

use OCA\MyApp\AppInfo\Application;
use OCP\Files\File;
use OCP\TaskProcessing\ITaskType;
use OCP\IL10N;

class AudioToImage implements ITaskType {
    public const ID = 'myapp:audiotoimage';

    public function getId(): string {
        return self::ID;
    }

    public function getName(): string {
        return 'Get Spectrogram';
    }

    public function getDescription(): string {
        return 'Turns audio into an image';
    }

    public function getInputShape(): array {
        return [
            'audio' => new ShapeDescriptor('Audio', 'The audio', EShapeType::Audio),
        ];
    }

    public function getOutputShape(): array {
        return [
            'spectrogram' => new ShapeDescriptor('Spectrogram', 'The audio spectrogram', EShapeType::Image),
        ];
    }
}






Internal task types


Added in version 33.0.0.



Other apps and clients will assume that task types are user-facing and will display them on the frontend. If your custom
task types are not intended to be shown to users, you should implement the IInternalTaskType interface instead. This will
make sure that other apps and clients know not to show your custom task type to end users.




Triggerable providers


Added in version 33.0.0.



Synchronous providers are executed automatically by a background job that will usually be targeted by a worker to make sure
that it runs almost instantly. ExApps on the other hand used to have to poll the server for new tasks. Since the introduction of triggerable
providers ExApps are now notified immediately of new tasks when they are scheduled. This is implemented via the ITriggerableProvider interface,
which adds an additional trigger(): void method to the provider interface which is called when a new task is scheduled for this provider and
there are no running tasks for it at the moment. Usually if you implement a provider in PHP you will not have to deal with this interface but it is documented
here for completeness.




Provider and task type registration

Providers and task types are registered via the bootstrap mechanism of the Application class.

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCA\MyApp\TaskProcessing\Provider;
use OCA\MyApp\TaskProcessing\AudioToImage;
use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IRegistrationContext;

class Application extends App implements IBootstrap {

    public function register(IRegistrationContext $context): void {
        $context->registerTaskProcessingProvider(Provider::class);
        $context->registerTaskProcessingTaskType(AudioToImage::class);
    }

    public function boot(IBootContext $context): void {}

}









            

          

      

      

    

  

    
      
          
            
  
Machine Translation


Added in version 26.




Deprecated since version 30: Use the TaskProcessing API instead



Nextcloud offers a Translation API. The overall idea is that there is a central OCP API that apps can use to request machine translations of text. To be technology agnostic any app can provide this Translation functionality by registering a Translation provider.


Consuming the Translation API

To consume the Translation API, you will need to inject \OCP\Translation\ITranslationManager. This manager offers the following methods:



	hasProviders() This method returns a boolean which indicates if any providers have been registered. If this is false you cannot use the Translation feature.


	getLanguages() This method returns a list of OCP\Translation\LanguageTuple Objects which indicate which language pairs are currently supported for translation.


	translate(string $text, ?string $fromLanguage, string $toLanguage) This method provides the actual translation functionality. Note that, depending on the length of the text you want to translate, this may take longer than the HTTP request timeout or the PHP execution time limit.


	canDetectLanguage() This method returns a boolean indicating whether language auto-detection is possible. If this is true, you can pass null as a $fromLanguage parameter to translate and it will automatically figure out the source language.







If you would like to use the translation functionality in a client, there are also OCS endpoints available for this: OCS Translation API



Implementing a Translation provider

A Translation provider is a class that implements the interface OCP\Translation\ITranslationProvider.

<?php

declare(strict_types=1);

namespace OCA\MyApp\Translation;

use OCA\MyApp\AppInfo\Application;
use OCP\Files\File;
use OCP\Translation\ITranslationProvider;
use OCP\IL10N;

class Provider implements ITranslationProvider {

    public function __construct(
        private IL10N $l,
    ) {
    }

    public function getName(): string {
        return $this->l->t('My awesome translation provider');
    }

    public function getAvailableLanguages(): array {
        // Return an array of OCP\Translation\LanguageTuple objects here
    }

    public function translate(?string $fromLanguage, string $toLanguage, string $text): string {
        // Do some fancy machine translation and return translated string
    }
}





The method getName returns a string to identify the registered provider in the user interface.

The method translate translates the passed string and returns the translation. The two language parameters will be language codes that were returned by getAvailableLanguages of your provider. In case translation fails, you should throw a RuntimeException with an explanatory error message.

The class would typically be saved into a file in lib/Translation of your app but you are free to put it elsewhere as long as it’s loadable by Nextcloud’s dependency injection container.


Provider with user context


Added in version 29.0.0.



Sometimes the processing of a the task may depend upon which user requested the task.
You can now obtain this information in your provider by additionally implementing the OCP\Translation\ITranslationProviderWithUserId interface:

<?php

declare(strict_types=1);

namespace OCA\MyApp\Translation;

use OCA\MyApp\AppInfo\Application;
use OCP\Files\File;
use OCP\Translation\ITranslationProviderWithUserId;
use OCP\IL10N;

class Provider implements ITranslationProviderWithUserId {

    private ?string $userId = null;

    public function __construct(
        private IL10N $l,
    ) {
    }

    public function getName(): string {
        return $this->l->t('My awesome translation provider');
    }

    public function getAvailableLanguages(): array {
        // Return an array of OCP\Translation\LanguageTuple objects here
    }

    public function setUserId(?string $userId): void {
        $this->userId = $userId;
    }

    public function translate(?string $fromLanguage, string $toLanguage, string $text): string {
        // Do some fancy machine translation and return translated string
    }
}







Providing language detection

There is also an IDetectLanguageProvider interface that allows specifying that your provider can auto-detect languages from text input. You can use this as follows:

<?php

declare(strict_types=1);

namespace OCA\MyApp\Translation;

use OCA\MyApp\AppInfo\Application;
use OCP\Files\File;
use OCP\Translation\ITranslationProvider;
use OCP\Translation\IDetectLanguageProvider;
use OCP\IL10N;

class Provider implements ITranslationProvider, IDetectLanguageProvider {

    public function __construct(
        private IL10N $l,
    ) {
    }

    public function getName(): string {
        return $this->l->t('My awesome translation provider');
    }

    public function getAvailableLanguages(): array {
        // Return an array of OCP\Translation\LanguageTuple objects here
    }

    public function translate(?string $fromLanguage, string $toLanguage, string $text): string {
        // Do some fancy machine translation and return translated string
    }

    public function detectLanguage(string $text): ?string {
        // Detect the language of $text
    }
}





The method detectLanguage takes a text in some language and outputs the code of that language, or null in case detection wasn’t successful. The language code that this method returns should be one of the languages returned in getAvailableLanguages.




Provider registration

The provider class is registered via the bootstrap mechanism of the Application class.

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCA\MyApp\Translation\Provider;
use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IRegistrationContext;

class Application extends App implements IBootstrap {

    public function register(IRegistrationContext $context): void {
        $context->registerTranslationProvider(Provider::class);
    }

    public function boot(IBootContext $context): void {}

}









            

          

      

      

    

  

    
      
          
            
  
Speech-To-Text


Added in version 27.




Deprecated since version 30: Use the TaskProcessing API instead



Nextcloud offers a Speech-To-Text API. The overall idea is that there is a central OCP API that apps can use to request transcriptions of audio or video files. To be technology agnostic any app can provide this Speech-To-Text functionality by registering a Speech-To-Text provider.


Consuming the Speech-To-Text API

To consume the Speech-To-Text API, you will need \OCP\SpeechToText\ISpeechToTextManager. This manager offers the following methods:



	hasProviders() This method returns a boolean which indicates if any providers have been registered. If this is false you cannot use Speech-To-Text.


	transcribeFile(File $file) This method takes a OCP\Files\File Object which should point to a media file and will attempt to transcribe it in the current process. It will thus block until transcription has finished and will return the transcript as a string. Using this method is thus only recommend in CLI commands or Background Jobs when you are not limited by any HTTP request timeouts and execution time limits.


	scheduleFileTranscription(File $file, ?string $userId, string $appId) This method schedules a transcription of the passed media file in a background job and will thus not block.








Listening to the transcription events

Since scheduleFileTranscription does not block, you will need to listen to the following events in your app to obtain the transcript or be notified of any failure.



	OCP\SpeechToText\Events\TranscriptionSuccessfulEvent This event class offers the getTranscript() method which returns the transcript as a string


	OCP\SpeechToText\Events\TranscriptionFailedEvent This event class offers the getErrorMessage() method which returns the error message as a string (only in English and for debugging purposes, so don’t show this to the user)







Both classes provide the $appId and $userId params that you initially passed to scheduleFileTranscription via getAppId() and getUserId() as well as getFileId() and getFile() to access the media file that was transcribed.

For example, in your lib/AppInfo/Application.php file:

$context->registerEventListener(OCP\SpeechToText\Events\TranscriptionSuccessfulEvent::class, MyTranscriptionListener::class);
$context->registerEventListener(OCP\SpeechToText\Events\TranscriptionFailedEvent::class, MyTranscriptionListener::class);





The corresponding MyReferenceListener class can look like:

<?php
namespace OCA\MyApp\Listener;

use OCA\MyApp\AppInfo\Application;
use OCP\SpeechToText\Events\AbstractTranscriptionEvent;
use OCP\SpeechToText\Events\TranscriptionSuccessfulEvent;
use OCP\SpeechToText\Events\TranscriptionFailedEvent;
use OCP\EventDispatcher\Event;
use OCP\EventDispatcher\IEventListener;

class MyTranscriptionListener implements IEventListener {
    public function handle(Event $event): void {
        if (!$event instanceof AbstractTranscriptionEvent || $event->getAppId() !== Application::APP_ID) {
            return;
        }

        if ($event instanceof TranscriptionSuccessfulEvent) {
            $transcript = $event->getTranscript();
            // store $transcript somewhere
        }

        if ($event instanceof TranscriptionFailedEvent) {
            $error = $event->getErrorMessage();
            $userId = $event->getUserId();
            // Notify relevant user about failure
        }
    }
}








Implementing a Speech-To-Text provider

A Speech-To-Text provider is a class that implements the interface OCP\SpeechToText\ISpeechToTextProvider.

<?php

declare(strict_types=1);

namespace OCA\MyApp\SpeechToText;

use OCA\MyApp\AppInfo\Application;
use OCP\Files\File;
use OCP\SpeechToText\ISpeechToTextProvider;
use OCP\IL10N;

class Provider implements ISpeechToTextProvider {

    public function __construct(
        private IL10N $l,
    ) {
    }

    public function getName(): string {
        return $this->l->t('My awesome speech to text provider');
    }

    public function transcribeFile(File $file): string {
        // transcribe file here and return transcript
    }
}





The method getName returns a string to identify the registered provider in the user interface.

The method transcribeFile transcribes the passed file and returns the transcript. In case transcription fails, you should throw a RuntimeException with an explanatory error message.

The class would typically be saved into a file in lib/SpeechToText of your app but you are free to put it elsewhere as long as it’s loadable by Nextcloud’s dependency injection container.



Provider with user context


Added in version 29.0.0.



Sometimes the processing of a the task may depend upon which user requested the task.
You can now obtain this information in your provider by additionally implementing the OCP\SpeechToText\ISpeechToTextProviderWithUserId interface:

<?php

declare(strict_types=1);

namespace OCA\MyApp\SpeechToText;

use OCA\MyApp\AppInfo\Application;
use OCP\Files\File;
use OCP\SpeechToText\ISpeechToTextProviderWithUserId;
use OCP\IL10N;

class Provider implements ISpeechToTextProviderWithUserId {

    private ?string $userId = null;

    public function __construct(
        private IL10N $l,
    ) {
    }

    public function getName(): string {
        return $this->l->t('My awesome speech to text provider');
    }

    public function setUserId(?string $userId): void {
        $this->userId = $userId;
    }

    public function transcribeFile(File $file): string {
        // transcribe file here with the use of $this->userId context and return transcript
    }
}







Provider registration

The provider class is registered via the bootstrap mechanism of the Application class.

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCA\MyApp\SpeechToText\Provider;
use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IRegistrationContext;

class Application extends App implements IBootstrap {

    public function register(IRegistrationContext $context): void {
        $context->registerSpeechToTextProvider(Provider::class);
    }

    public function boot(IBootContext $context): void {}

}









            

          

      

      

    

  

    
      
          
            
  
Text Processing


Added in version 27.1.0.




Deprecated since version 30: Use the TaskProcessing API instead



Nextcloud offers a Text Processing API. The overall idea is that there is a central OCP API that apps can use to prompt tasks to Large Language Models and similar text processing tools. To be technology agnostic any app can provide this functionality by registering Text Processing providers.


Consuming the Text Processing API

To consume the  Language Model API, you will need to inject \OCP\TextProcessing\IManager. This manager offers the following methods:



	hasProviders() This method returns a boolean which indicates if any providers have been registered. If this is false you cannot use the TextProcessing feature.


	getAvailableTaskTypes() This method returns a list of class strings representing the tasks that are currently supported.


	runTask(Task $task) This method provides the actual prompt functionality. The task is defined using Task class. This method runs the task synchronously, so depending on the implementation it is uncertain how long it will take (between 3s - 10min).


	scheduleTask(Task $task) This method provides the actual prompt functionality. The task is defined using the Task class. This method runs the task asynchronously in a background job.


	getTask(int $id) This method fetches a task specified by its id.








Added in version 28.0.0: 


	runOrScheduleTask(Task $task) This method also runs a task, but fist checks the expected runtime of the provider to be used. If the runtime fits inside the available processing time for the current request the task is run synchronously, otherwise it is scheduled as a background job. The task is defined using the Task class.






If you would like to use the text processing functionality in a client, there are also OCS endpoints available for this: OCS Text Processing API


Tasks types

The following task types are available:



	\OCP\TextProcessing\FreePromptTaskType: This task allows passing an arbitrary prompt to the language model.


	\OCP\TextProcessing\HeadlineTaskType: This task will generate a headline for the passed input text.


	\OCP\TextProcessing\TopicsTaskType: This task will generate a comma-separated list of topics for the passed input text.


	\OCP\TextProcessing\SummaryTaskType: This task will summarize the passed input text.









Tasks

To create a task we use the \OCP\TextProcessing\Task class. Its constructor takes the following arguments: new \OCP\TextProcessing\Task(string $type, string $input, string $appId, ?string $userId, string $identifier = ''). For example:

if (in_array(SummaryTaskType::class, $textprocessingManager->getAvailableTaskTypes()) {
    $summaryTask = new Task(SummaryTaskType::class, $emailText, "my_app", $userId, (string) $emailId);
} else {
    // cannot use summarization
}





The task class objects have the following methods available:



	getType() This returns the task type.


	getStatus() This method returns one of the below statuses.


	getId() This method will return null before the task has been passed to runTask or scheduleTask


	getInput() This returns the input string.


	getOutput() This method will return null unless the task is successful


	getAppId() This returns the originating application ID of the task.


	getIdentifier() This returns the original scheduler-defined identifier for the task


	getUserId() This returns the originating user ID of the task.







You could now run the task directly as follows. However, this will block the current PHP process until the task is done, which can sometimes take dozens of minutes, depending on which provider is used.

try {
    $textprocessingManager->runTask($summaryTask);
} catch (\OCP\PreConditionNotMetException|\OCP\TextProcessing\Exception\TaskFailureException $e) {
    // task failed
    // return error
}
// task was successful





The wiser choice, when you are in the context of a HTTP controller, is to schedule the task for execution in a background job, as follows:

try {
    $textprocessingManager->scheduleTask($summaryTask);
} catch (\OCP\PreConditionNotMetException|\OCP\DB\Exception $e) {
    // scheduling task failed
}
// task was scheduled successfully






Conditional scheduling of tasks


Added in version 28.0.0.



Of course, you might want to schedule the task in a background job only if it takes longer than the request timeout. This is what runOrScheduleTask does.

try {
    $textprocessingManager->runOrScheduleTask($summaryTask);
} catch (\OCP\PreConditionNotMetException|\OCP\DB\Exception $e) {
    // scheduling task failed
    // return error
} catch (\OCP\TextProcessing\Exception\TaskFailureException $e) {
    // task was run but failed
    // status will be STATUS_FAILED
    // return error
}

switch ($summaryTask->getStatus()) {
    case \OCP\TextProcessing\Task::STATUS_SUCCESSFUL:
        // task was run directly and was successful
    case \OCP\TextProcessing\Task::STATUS_RUNNING:
    case \OCP\TextProcessing\Task::STATUS_SCHEDULED:
        // task was deferred to background job
    default:
        // something went wrong
}








Task statuses

All tasks always have one of the below statuses:

Task::STATUS_FAILED = 4;
Task::STATUS_SUCCESSFUL = 3;
Task::STATUS_RUNNING = 2;
Task::STATUS_SCHEDULED = 1;
Task::STATUS_UNKNOWN = 0;







Listening to the text processing events

Since scheduleTask does not block, you will need to listen to the following events in your app to obtain the output or be notified of any failure.



	OCP\TextProcessing\Events\TaskSuccessfulEvent This event class offers the getTask() method which returns the up-to-date task object, with the output from the model.


	OCP\TextProcessing\Events\TaskFailedEvent In addition to the getTask() method, this event class provides the getErrorMessage() method which returns the error message as a string (only in English and for debugging purposes, so don’t show this to the user)







For example, in your lib/AppInfo/Application.php file:

$context->registerEventListener(OCP\TextProcessing\Events\TaskSuccessfulEvent::class, MyPromptResultListener::class);
$context->registerEventListener(OCP\TextProcessing\Events\TaskFailedEvent::class, MyPromptResultListener::class);





The corresponding MyPromptResultListener class can look like:

<?php
namespace OCA\MyApp\Listener;

use OCA\MyApp\AppInfo\Application;
use OCP\TextProcessing\Events\AbstractTextProcessingEvent;
use OCP\TextProcessing\Events\TaskSuccessfulEvent;
use OCP\TextProcessing\Events\TaskFailedEvent;
use OCP\EventDispatcher\Event;
use OCP\EventDispatcher\IEventListener;

class MyPromptResultListener implements IEventListener {
    public function handle(Event $event): void {
        if (!$event instanceof AbstractTextProcessingEvent || $event->getTask()->getAppId() !== Application::APP_ID) {
            return;
        }

        if ($event instanceof TaskSuccessfulEvent) {
            $output = $event->getTask()->getOutput()
            // store $output somewhere
        }

        if ($event instanceof TaskFailedEvent) {
            $error = $event->getErrorMessage()
            $userId = $event->getTask()->getUserId()
            // Notify relevant user about failure
        }
    }
}








Implementing a TextProcessing provider

A Text processing provider is a class that implements the interface OCP\TextProcessing\IProvider.

<?php

declare(strict_types=1);

namespace OCA\MyApp\TextProcessing;

use OCA\MyApp\AppInfo\Application;
use OCP\Files\File;
use OCP\TextProcessing\IProvider;
use OCP\TextProcessing\SummaryTaskType;
use OCP\IL10N;

class Provider implements IProvider {

    public function __construct(
        private IL10N $l,
    ) {
    }

    public function getName(): string {
        return $this->l->t('My awesome text processing provider');
    }

    public function getTaskType(): string {
        return SummaryTaskType::class;
    }

    public function process(string $input): string {
        // Return the output here
    }
}





The method getName returns a string to identify the registered provider in the user interface.

The method process implements the text processing step, e.g. it passes the prompt to a language model. In case execution fails for some reason, you should throw a RuntimeException with an explanatory error message.

The class would typically be saved into a file in lib/TextProcessing of your app but you are free to put it elsewhere as long as it’s loadable by Nextcloud’s dependency injection container.


Processing tasks in the context of a user


Added in version 28.0.0.



Sometimes the processing of a text processing task may depend upon which user requested the task. You can now obtain this information in your provider by additionally implementing the OCP\TextProcessing\IProviderWithUserId interface:

<?php

declare(strict_types=1);

namespace OCA\MyApp\TextProcessing;

use OCA\MyApp\AppInfo\Application;
use OCP\Files\File;
use OCP\TextProcessing\IProvider;
use OCP\TextProcessing\IProviderWithUserId;
use OCP\TextProcessing\SummaryTaskType;
use OCP\IL10N;

class Provider implements IProvider, IProviderWithUserId {

    private ?string $userId = null;

    public function __construct(
        private IL10N $l,
    ) {
    }

    public function getName(): string {
        return $this->l->t('My awesome text processing provider');
    }

    public function getTaskType(): string {
        return SummaryTaskType::class;
    }

    public function setUserId(?string $userId): void {
        $this->userId = $userId;
    }

    public function process(string $input): string {
        // Return the output here, making use of $this->userId
    }
}







Streamlining processing for fast providers


Added in version 28.0.0.



Downstream consumers of the TextProcessing API can optimize execution of tasks if they know how long a task will run with your provider. To allow this kind of optimization you can provide an estimate of how much time your provider typically takes. To do this you simply implement the additional OCP\TextProcessing\IProviderWithExpectedRuntime interface

<?php

declare(strict_types=1);

namespace OCA\MyApp\TextProcessing;

use OCA\MyApp\AppInfo\Application;
use OCP\Files\File;
use OCP\TextProcessing\IProvider;
use OCP\TextProcessing\IProviderWithExpectedRuntime;
use OCP\TextProcessing\SummaryTaskType;
use OCP\IL10N;

class Provider implements IProvider, IProviderWithExpectedRuntime {

    public function __construct(
        private IL10N $l,
    ) {
    }

    public function getName(): string {
        return $this->l->t('My awesome text processing provider');
    }

    public function getTaskType(): string {
        return SummaryTaskType::class;
    }

    public function getExpectedRuntime(): int {
        return 10; // expected runtime of a task is 10s
    }

    public function process(string $input): string {
        // Return the output here
    }
}







Providing more task types

If you would like to implement providers that handle additional task types, you can create your own TaskType classes implementing the OCP\TextProcessing\ITaskType
interface:

<?php

declare(strict_types=1);

namespace OCA\MyApp\TextProcessing;

use OCA\MyApp\AppInfo\Application;
use OCP\Files\File;
use OCP\TextProcessing\ITaskType;
use OCP\IL10N;

class OscarWildeTaskType implements ITaskType {

     public function __construct(
        private IL10N $l,
    ) {
    }

    public function getName(): string {
        return $this->l->t('Oscar Wilde Generator');
    }

    public function getDescription(): string {
      return $this->l->t('Turn text into Oscar Wilde prose');
    }
}








Provider registration

The provider class is registered via the bootstrap mechanism of the Application class.

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCA\MyApp\TextProcessing\Provider;
use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IRegistrationContext;

class Application extends App implements IBootstrap {

    public function register(IRegistrationContext $context): void {
        $context->registerTextProcessingProvider(Provider::class);
    }

    public function boot(IBootContext $context): void {}

}









            

          

      

      

    

  

    
      
          
            
  
Text-To-Image


Added in version 28.




Deprecated since version 30: Use the TaskProcessing API instead



Nextcloud offers a Text-To-Image API. The overall idea is that there is a central OCP API that apps can use to prompt tasks to latent diffusion AI models and similar image generation tools. To be technology agnostic any app can provide this functionality by registering a Text-To-Image provider.


Consuming the Text-To-Image API

To consume the Text-To-Image API, you will need to inject \OCP\TextToImage\IManager. This manager offers the following methods:



	hasProviders() This method returns a boolean which indicates if any providers have been registered. If this is false you cannot use the image generation feature.


	runTask(Task $task) This method provides the actual functionality. The task is defined using the Task class. This method runs the task synchronously, so depending on the implementation it is uncertain how long it will take (between 3s and several hours).


	scheduleTask(Task $task) This method also runs a task, but asynchronously in a background job. The task is defined using the Task class.


	runOrScheduleTask(Task $task) This method also runs a task, but fist checks the expected runtime of the provider to be used. If the runtime fits inside the available processing time for the current request the task is run synchronously, otherwise it is scheduled as a background job. The task is defined using the Task class.


	getTask(int $id) This method fetches a task specified by its id.


	getUserTask(int $id, ?string $userId) This method fetches a task specified by its id and the user that is associated with it.


	getUserTasksByApp(?string $userId, string $appId, ?string $identifier = null) This method fetches tasks by a user created by a specific app (optionally, you can also specify the task identifier as an additional filter)







If you would like to use the image generation functionality in a client, there are also OCS endpoints available for this: OCS Text-To-Image API


Tasks

To create a task we use the \OCP\TextToImage\Task class. Its constructor takes the following arguments: new \OCP\TextToImage\Task(string $input, string $appId, int $numberOfImages, ?string $userId, string $identifier = ''). For example:

$text2imageTask = new Task($documentTitle, "my_app", 8, $userId, (string) $documentId);





The task class objects have the following methods available:



	getStatus() This method returns one of the below statuses.


	getId() This method will return null before the task has been passed to runTask or scheduleTask, otherwise it will return an integer


	getInput() This returns the input string.


	getAppId() This returns the originating application ID of the task.


	getNumberOfImages() This returns the number of generated images for the task.


	getIdentifier() This returns the original scheduler-defined identifier for the task


	getUserId() This returns the originating user ID of the task.


	getOutputImages() This method will return null unless the task is successful, if its, it will return a list of IImage objects







You could run the task directly as follows. However, this will block the current PHP process until the task is done, which can sometimes take dozens of minutes, depending on which provider is used.

try {
    $text2imageManager->runTask($text2imageTask);
} catch (\OCP\PreConditionNotMetException|\OCP\TextToImage\Exception\TaskFailureException $e) {
    // task failed
    // return error
}
// task was successful





The wiser choice, when you are in the context of a HTTP controller, is to schedule the task for execution in a background job, as follows:

try {
    $text2imageManager->scheduleTask($text2imageTask);
} catch (\OCP\PreConditionNotMetException|\OCP\DB\Exception $e) {
    // scheduling task failed
}
// task was scheduled successfully





Of course, you might want to schedule the task in a background job only if it takes longer than the request timeout. This is what runOrScheduleTask does.

try {
    $text2imageManager->runOrScheduleTask($text2imageTask);
} catch (\OCP\PreConditionNotMetException|\OCP\DB\Exception $e) {
    // scheduling task failed
    // return error
} catch (\OCP\TextToImage\Exception\TaskFailureException $e) {
    // task was run but failed
    // status will be STATUS_FAILED
    // return error
}

switch ($text2imageTask->getStatus()) {
case \OCP\TextToImage\Task::STATUS_SUCCESSFUL:
    // task was run directly and was successful
case \OCP\TextToImage\Task::STATUS_RUNNING:
case \OCP\TextToImage\Task::STATUS_SCHEDULED:
    // task was deferred to background job
default:
    // something went wrong
}







Task statuses

All tasks always have one of the below statuses:

Task::STATUS_FAILED = 4;
Task::STATUS_SUCCESSFUL = 3;
Task::STATUS_RUNNING = 2;
Task::STATUS_SCHEDULED = 1;
Task::STATUS_UNKNOWN = 0;







Listening to the image generation events

Since scheduleTask does not block, you will need to listen to the following events in your app to obtain the resulting images or be notified of any failure.



	OCP\TextToImage\Events\TaskSuccessfulEvent This event class offers the getTask() method which returns the up-to-date task object, with the output from the model.


	OCP\TextToImage\Events\TaskFailedEvent In addition to the getTask() method, this event class provides the getErrorMessage() method which returns the error message as a string (only in English and for debugging purposes, so don’t show this to the user)







For example, in your lib/AppInfo/Application.php file:

$context->registerEventListener(OCP\TextToImage\Events\TaskSuccessfulEvent::class, ImageGenerationResultListener::class);
$context->registerEventListener(OCP\TextToImage\Events\TaskFailedEvent::class, ImageGenerationResultListener::class);





The corresponding ImageGenerationResultListener class could look like the following:

<?php
declare(strict_types=1);

namespace OCA\MyApp\Listener;

use OCA\MyApp\AppInfo\Application;
use OCP\TextToImage\Events\AbstractTextToImageEvent;
use OCP\TextToImage\Events\TaskSuccessfulEvent;
use OCP\TextToImage\Events\TaskFailedEvent;
use OCP\EventDispatcher\Event;
use OCP\EventDispatcher\IEventListener;

class ImageGenerationResultListener implements IEventListener {
    public function handle(Event $event): void {
        if (!$event instanceof AbstractTextProcessingEvent || $event->getTask()->getAppId() !== Application::APP_ID) {
            return;
        }

        if ($event instanceof TaskSuccessfulEvent) {
            $images = $event->getTask()->getOutputImages()
            // store $images somewhere
        }

        if ($event instanceof TaskFailedEvent) {
            $error = $event->getErrorMessage()
            $userId = $event->getTask()->getUserId()
            // Notify relevant user about failure
        }
    }
}








Implementing a Text-To-Image provider

A Text-To-Image provider is a class that implements the interface OCP\TextToImage\IProvider.

<?php

declare(strict_types=1);

namespace OCA\MyApp\TextToImage;

use OCA\MyApp\AppInfo\Application;
use OCP\Files\File;
use OCP\TextToImage\IProvider;
use OCP\IL10N;

class ImageGenerationProvider implements IProvider {

    public function __construct(
        private IL10N $l,
    ) {
    }

    public function getId(): string {
        return self::class;
    }

    public function getName(): string {
        return $this->l->t('My awesome text to image provider');
    }

    public function generate(string $input, array $resources): void {
        // write the resulting images to the file resources in $resources
    }
}





The method getId returns a string to uniquely identify the registered provider. You can use the class name for this for example.

The method getName returns a string to identify the registered provider in the user interface and should be localized.

The method generate implements the image generation step. It gets passed an array of resource values. The length of the array indicates how many images should be generated. Each image should be written to one of the resources, e.g. using fwrite(). In case execution fails for some reason, you should throw a RuntimeException with an explanatory error message.

The class would typically be saved into a file in lib/TextToImage of your app but you are free to put it elsewhere as long as it’s loadable by Nextcloud’s dependency injection container.



Provider registration

The provider class is registered via the bootstrap mechanism of the Application class.

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCA\MyApp\TextToImage\ImageGenerationProvider;
use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IRegistrationContext;

class Application extends App implements IBootstrap {

    public function register(IRegistrationContext $context): void {
        $context->registerTextToImageProvider(ImageGenerationProvider::class);
    }

    public function boot(IBootContext $context): void {}

}
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API reference


PHP public API

The public API is contained in the OCP namespace. See the OCP API reference [https://nextcloud-server.netlify.app/] for further details.

The API is split into two categories. Those are indicated by attributes.


Consumable, Listenable and Catchable

Interfaces, Enums and classes that have the OCP\AppFramework\Attribute\Consumable attribute, must only be consumed by apps and can not be implemented by apps themselves.
This means the server side can extend the interface with new methods or reduce returned types of existing methods without it being consider an API break.
However argument types of existing methods can not be reduced.
Same rules apply to OCP\EventsDispatcher\Event that have the OCP\AppFramework\Attribute\Listenable attribute and Exception with the OCP\AppFramework\Attribute\Catchable attribute.



Implementable, Dispatchable and Throwable

Interfaces, Enums and classes that have the OCP\AppFramework\Attribute\Implementable attribute, can be implemented by apps.
This means the server side can not extend the interface with new methods or reduce returned types of existing methods without it being consider an API break.
However argument types of existing methods can be reduced.
Same rules apply to OCP\EventsDispatcher\Event that have the OCP\AppFramework\Attribute\Dispatchable attribute and Exception with the OCP\AppFramework\Attribute\Throwable attribute.


ExceptionalImplementable

Despite not being implementable for all apps, some interfaces can have the OCP\AppFramework\Attribute\ExceptionalImplementable attribute indicating that they are implementable by a single app (or multiple).
In those cases the general OCP\AppFramework\Attribute\Consumable rules apply, but the app maintainers or repository of named exceptions have to be informed during the process of a pull request, leaving them enough time to align with the upcoming change.





PHP unstable API

To avoid releasing incomplete public API, it is possible to release a
first version of the future API in the NCU namespace, following these rules:


	Files are located in /lib/unstable/


	Code quality, comments, tests and psalm check are expected to be identical to the OCP namespace.


	Classes must be tag as @experimental, including the current version of Nextcloud.


	Tag @since must not be used in the NCU namespace.


	Code from the OCP namespace must never mention anything coming from the NCU namespace. It can not require it as an argument, constant or return something from NCU.


	An API can only live in this unstable namespace for one major release.


	During this testing phase, the code and the API can be modified/restructured without limitation.


	API within the testing namespace must have up-to-date documentation.


	If accepted, the API will be copied to the OCP public namespace.


	Once tested, the version from the NCU namespace will be marked as deprecated.


	Deprecated API from the NCU namespace are kept for 2 major releases.





Note


	API from NCU are included to the nextcloud-deps/OCP package for easier testing with psalm










            

          

      

      

    

  

    
      
          
            
  
REST APIs

Offering a RESTful API is not different from creating a route and controllers for the web interface.
It is recommended though to inherit from ApiController and add #[CORS] attribute to the methods so that web applications will also be able to access the API [https://developer.mozilla.org/en-US/docs/Web/HTTP/Access_control_CORS].

<?php
namespace OCA\MyApp\Controller;

use OCP\AppFramework\ApiController;
use OCP\AppFramework\Http\Attribute\CORS;
use OCP\IRequest;

class AuthorApiController extends ApiController {

    public function __construct($appName, IRequest $request) {
        parent::__construct($appName, $request);
    }

    #[CORS]
    public function index() {

    }

}





CORS also needs a separate URL for the preflighted OPTIONS request that can easily be added by adding the following route:

<?php
// appinfo/routes.php
array(
    'name' => 'author_api#preflighted_cors',
    'url' => '/api/1.0/{path}',
    'verb' => 'OPTIONS',
    'requirements' => array('path' => '.+')
)





Keep in mind that multiple apps will likely depend on the API interface once it is published and they will move at different speeds to react to changes implemented in the API.
Therefore it is recommended to version the API in the URL to not break existing apps when backwards incompatible changes are introduced:

/index.php/apps/myapp/api/1.0/resource






Modifying the CORS headers

By default the following values will be used for the preflighted OPTIONS request:


	Access-Control-Allow-Methods: ‘PUT, POST, GET, DELETE, PATCH’


	Access-Control-Allow-Headers: ‘Authorization, Content-Type, Accept’


	Access-Control-Max-Age: 1728000




To add an additional method or header or allow less headers, simply pass additional values to the parent constructor:

<?php
namespace OCA\MyApp\Controller;

use \OCP\AppFramework\ApiController;
use \OCP\IRequest;

class AuthorApiController extends ApiController {

    public function __construct($appName, IRequest $request) {
        parent::__construct(
            $appName,
            $request,
            'PUT, POST, GET, DELETE, PATCH',
            'Authorization, Content-Type, Accept',
            1728000);
    }

}







Relation of REST and OCS

There is a close relationship between REST APIs and OCS.
Both provide a way to transmit data between the backend of the app in the Nextcloud server and some frontend.
This is explicitly not about HTML template responses.


State-of-the-Art methods and comparison

The following combinations of attributes might be relevant for various scenarios:


	Plain frontend route: Controller class


	OCS route: OCSController class


	OCS route with CORS enabled: OCSController class and #[CORS] attribute on the method





Warning

Adding the #[NoCSRFRequired] attribute imposes a security risk.
You should not add this to your controller methods unless you understand the implications and be sure that you absolutely need the attribute.
Typically, you can use the OCS-APIRequest header for data requests instead, in order to satisfy the CSRF checks in your API requests.




Warning

Adding the attribute #[CORS] alone is not sufficient to allow access using CORS with plain frontend routes.
Without further measures, the CSRF checker would fail.
So, enabling CORS for plain controllers is generally and highly discouraged.

You would have to disable the CSRF checks (one more security risk) or use the OCP-APIRequest header or send a CSRF token to successfully pass the checks.
The latter requires dedicated JS code on the importing page.



There are different ways a clients might interact with your APIs.
These ways depend on your API configuration (what you allow) and on which route the request is finally made.


	Access from web frontend means the user is accessing the Nextcloud web frontend with a web browser.


	Access from non-browser is if the user accesses the resource or page using something that is not a web browser, like an Android app or a curl command.


	Access from external website means that the user browses some third party web site and data from your Nextcloud server appears.
The other website has to embed/load/use images, JSON data, or other resources from a URL pointing to the Nextcloud server, to be able to do this.





Hint

The discussion here is for data requests only.
If you think of controller methods serving (HTML) templates, disabling CSRF is considered fine.




Comparison of different API types

	Description

	Controller class

	OCSController class

	OCSController class & CORS on method





	URL prefix (relative to server)

	/apps/<appid>/

	/ocs/v2.php/apps/<appid>/

	/ocs/v2.php/apps/<appid>/



	Access from web frontend

	yes

	yes

	yes



	Access from non-browser

	partial [1]

	yes

	yes



	Access from external website

	no

	no

	yes



	Encapsulated data

	no

	yes (JSON or XML)

	yes (JSON or XML)








[1]
The external app has to satisfy the CSRF checks.
That is, you need to have the OCS-APIRequest HTTP request header set to true.
This is only possible for Nextcloud 30 onwards, older versions do not respect the header.



Methods from Controller classes can return DataResponse objects similar to OCSController class methods.
For methods of a Controller class, the data of this response is sent e.g. as JSON as you provide it.
Basically, the output is very similar to what json_encode would do.
In contrast, the OCSController will encapsulate the data in an outer shell that provides some more (meta) information.
For example a status code (similar to the HTTP status code) is transmitted at top level.
The actual data is transmitted in the data property.

As a rule of thumb one can conclude that OCS provides a good way to handle most use cases including sufficient security checks.
The only exception to this is if you want to provide an API for external usage where you have to comply with an externally defined API scheme.
Here, the encapsulation introduced in OCS and CSRF checks might be in your way.



Historical options


Deprecated since version 30: The information in this section are mainly for reference purposes. Do not use the approaches in new code.



Before Nextcloud 30 the plain Controller classes’ methods did not respect the OCS-APIRequest header.
Thus, to provide access to this type of controller methods for external apps, it was necessary to use the #[NoCSRFRequired] attribute (or the corresponding @NoCSRFRequired annotation).

The following combinations of attributes were relevant for various scenarios:


	Plain frontend route: Controller class


	Plain frontend with CRSF checks disabled: Controller class and #[NoCSRFRequired] attribute on the method


	Plain frontend route with CORS enabled: Controller class and #[CORS] and #[NoCSRFRequired] attributes on the route


	OCS route: OCSController class


	OCS route with CORS enabled: OCSController class and #[CORS] attribute on the method





Hint

The two scenarios involving the OCSController have not changed and, thus, the state-of-the-art documentation as noted above still holds true.
Thus, these options are not reconsidered here again for simplicity reasons and to get the overall view more crisp.

The warnings about not using NoCSRFRequired and CORS as mentioned in the state-of-the-art section holds true here as well.




Comparison of different API types

	
Description




	
Controller class




	
Controller class with

NoCSRFRequired on method




	
Controller class with

NoCSRFRequired and CORS

on method








	URL prefix (relative to server)

	/apps/<appid>/

	/apps/<appid>/

	/apps/<appid>/



	Access from web frontend

	yes

	yes (CSRF risk)

	yes (CSRF risk)



	Access from non-browser

	no

	yes

	yes



	Access from external website

	no

	no

	yes



	Encapsulated data

	no

	no

	no











            

          

      

      

    

  

    
      
          
            
  
HTTP Client

Nextcloud comes with a simple HTTP client that can be used to send requests to other web servers. This client follows Nextcloud’s configuration, security restrictions and proxy settings.


Acquiring a HTTP Client

HTTP client instances are built using the client service factory [https://en.wikipedia.org/wiki/Factory_(object-oriented_programming)] IClientService. The factory can be injected into any app class:

<?php

use OCP\Http\Client\IClientService;

class MyRemoteServerIntegration {
    private IClientService $clientService;
    public function __construct(IClientService $clientService) {
        $this->clientService = $clientService;
    }

    public function downloadNextcloudWebsite(): void {
        $client = $this->clientService->newClient();
        $response = $client->get('https://nextcloud.com');
        $body = $response->getBody();
    }
}







HEAD request

<?php

$client = $this->clientService->newClient();
$response = $client->head('https://nextcloud.com');
$body = $response->getBody();







GET request

<?php

$client = $this->clientService->newClient();
$response = $client->get('https://nextcloud.com');
$body = $response->getBody();







POST request

<?php

$client = $this->clientService->newClient();
$response = $client->post('https://api.domain.tld/pizza', [
    'headers' => [
        'Accept' => 'application/json',
        'Content-Type' => 'application/json',
    ],
    'body' => json_encode([
        'toppings' => [
            'cheese',
            'pineapple',
        ],
    ])
]);
$pizza = json_decode($response->getBody(), true);







PUT request

<?php

$client = $this->clientService->newClient();
$response = $client->put('https://api.domain.tld/pizza/42', [
    'headers' => [
        'Accept' => 'application/json',
        'Content-Type' => 'application/json',
    ],
    'body' => json_encode([
        'toppings' => [
            'cheese',
            'pineapple',
        ],
    ])
]);
$pizza = json_decode($response->getBody(), true);







DELETE request

<?php

$client = $this->clientService->newClient();
$response = $client->delete('https://api.domain.tld/pizza/42');







OPTIONS request

<?php

$client = $this->clientService->newClient();
$response = $client->options('https://nextcloud.com');
$status = $response->getStatusCode();
$allHeaders = $response->getHeaders();
$contentType = $response->getHeader('content-type');







Error handling

Errors are signaled with exceptions. Catch PHP’s base Exception.

<?php

use Exception;

$client = $this->clientService->newClient();
try {
    $response = $client->options('https://nextcloud.com');
} catch (\Exception $e) {
    // Handle the error
}









            

          

      

      

    

  

    
      
          
            
  
JavaScript APIs

Nextcloud apps can use existing JavaScript APIs to ease the development of front-end components and simple scripts.

The APIs used to be provided via global variables, available on most pages of Nextcloud. To smoothen the development experience with modern development tools, this method is in the process of being deprecated and removed. Existing APIs are being migrated to npm packages and new APIs will only be available that way. The bottom of the page covers the basics of the global variable method, if you want to develop an app for old versions of Nextcloud.


npm packages

@nextcloud npm packages [https://www.npmjs.com/org/nextcloud] provide the current front-end APIs for Nextcloud apps.


Usage

The idea is that apps install these packages via npm and bundle the code with tools like Babel [https://babeljs.io/], Webpack [https://webpack.js.org/] or Parcel [https://parceljs.org/]. This ensures that an app runs the exact same code independent of the Nextcloud version and also reduces the chances of running into conflicts with other apps.

For more details on the design considerations see the discussion on GitHub [https://github.com/nextcloud/server/issues/15932].


Note

We highly recommend keeping packages up-to-date as they provide fixes and security patches. For apps with code hosted on GitHub we recommend the use of Dependabot [https://dependabot.com/].





Compatibility

The provided packages are aimed to be compatible with all supported Nextcloud releases [https://github.com/nextcloud/server/wiki/Maintenance-and-Release-Schedule]. However, we may have to change an API in a non-backwards compatible way in the future. Thus look out for major version bumps in the packages and read the changelogs.



Development

Most packages are written in TypeScript in order to generate better API docs automatically but also to ensure compatibility with Nextcloud server in a programmatic way. The server is typed in a dedicated npm package [https://www.npmjs.com/package/@nextcloud/typings] that is used to check type soundness.



Packages in detail

The rest of this section will cover a rough overview of which packages are provided and what they are used for.



@nextcloud/auth

This package provides information about the current user and session. Documentation: https://nextcloud-libraries.github.io/nextcloud-auth/



@nextcloud/axios

This package provides an Axios [https://www.npmjs.com/package/axios] HTTP client instance, ready to send request to the Nextcloud server. If you use this instance you do not have to care about authentication and special headers. Documentation: https://nextcloud-libraries.github.io/nextcloud-axios/



@nextcloud/event-bus

This package provides a simple event bus implementation that integrates with server and other apps. Thus it is one of the recommended ways of inter-app communication. Documentation: https://nextcloud-libraries.github.io/nextcloud-event-bus/



@nextcloud/dialogs

This package provides access to UI dialogs in Nextcloud. Documentation: https://nextcloud-libraries.github.io/nextcloud-dialogs/



@nextcloud/files

This package provides methods to access the public API of the Files app, helper functions to access Nextcloud files using WebDAV,
and utility functions to work with files and folders. Documentation: https://nextcloud-libraries.github.io/nextcloud-files/



@nextcloud/initial-state

This package provides the counterpart for the \OCP\IInitialStateService on the back-end. Use it to retrieve your stored data on page load. Documentation: https://nextcloud-libraries.github.io/nextcloud-initial-state/



@nextcloud/l10n

This package provides everything around localization, like access to the current user’s locale and translation helpers. Documentation: https://nextcloud-libraries.github.io/nextcloud-l10n/



@nextcloud/logger

This package provides a unified logging helper that adds app names, severity and other context to log messages. Use it to enhance the output of your app’s logs, useful for development and triaging bug reports. Documentation: https://nextcloud-libraries.github.io/nextcloud-logger/



@nextcloud/moment

This package provides a modified version of moment.js [https://momentjs.com/] with the current user’s locale set. Documentation: https://nextcloud-libraries.github.io/nextcloud-moment/



@nextcloud/password-confirmation

This package makes it possible to ask a user for confirmation on actions that have the #[PasswordConfirmationRequired] attribute or @PasswordConfirmationRequired annotation set on the controller method. Use it for critical actions. Documentation: https://nextcloud-libraries.github.io/nextcloud-password-confirmation/



@nextcloud/paths

This package provides various helpers for file and folder paths. Documentation: https://nextcloud-libraries.github.io/nextcloud-paths/



@nextcloud/router

This package provides helpers to generate URLs, e.g. to access assets and REST APIs of your app or the Nextcloud server. Documentation: https://nextcloud-libraries.github.io/nextcloud-router/



@nextcloud/sharing

This package provides helpers interact with the Files sharing app, e.g. to detect if the current page is a public share and retrieving the sharing token.
Documentation: https://nextcloud-libraries.github.io/nextcloud-sharing/



@nextcloud/vue

This package provides lots of Vue components allowing you to quickly build UIs in Nextcloud design.


	Documentation: https://nextcloud-vue-components.netlify.app/


	Source code: https://github.com/nextcloud-libraries/nextcloud-vue







Events


Network state changes

Your app can react to lost network connectivity, e.g. to gracefully handle this state where no server interaction is possible. Since the communication with the server mostly requires a valid CSRF token, you might not want to send any request before the token was updated. Nextcloud can notify you when this has happened. Use the @nextcloud/event-bus to listen for the networkOnline and networkOffline events:

import { subscribe } from '@nextcloud/event-bus'

subscribe('networkOffline', () => console.info("we're offline"))
subscribe('networkOnline', (event) => {
    if (event.successful) {
        console.info("we're back online, the token was updated")
    } else {
        console.info("we're back online, but the token might not be up to date")
    }
})








Global variables

There are also global variables that acted as APIs in the past. The use of these variables is discouraged, as they lead to script loading order problems and the dependency hell, making it hard for the server component to update libraries.


Note

Be careful with accessing global variables as their availability depends on the order in which scripts are loaded. Thus they might not have been assigned yet when your script runs. Use the document load event to wait until all scripts have been loaded and executed.




OC – internal APIs

The OC variable provides access to many internals of the Nextcloud server. It’s not intended for use by apps as the APIs may change any time.



OCA – App APIs

Some apps use the OCA variable as a place to register their types. Except for edge cases with inter-app communication, you should not assign anything to this variable.



OCP – Public APIs

Some more stable APIs are exposed in the OCP “namespace”. Since the release of the npm packages, the got obsolete and thus will be deprecated.






            

          

      

      

    

  

    
      
          
            
  
Dashboard

The dashboard app aims to provide the user with a general overview of their
Nextcloud and shows information that is currently important.

App developers can integrate into the dashboard app and provide their own widgets.


Register a dashboard widget

A dashboard widget is represented by a class implementing the OCP\Dashboard\IWidget
interface. This class will be instantiated whenever the dashboard is loaded.
Any bootstrap code that is needed for the widget can be implemented inside
of the load method and will be called when the dashboard is loaded.

<?php

namespace OCA\MyApp\Dashboard;

use OCP\Dashboard\IWidget;
use OCP\IInitialStateService;
use OCP\IL10N;
use OCP\IURLGenerator;
use OCP\IUserSession;

class MyAppWidget implements IWidget {
    private IInitialStateService $initialStateService;
    private IL10N $l10n;
    private IURLGenerator $urlGenerator;

    public function __construct(
        IInitialStateService $initialStateService,
        IL10N $l10n,
        IURLGenerator $urlGenerator
    ) {
        $this->initialStateService = $initialStateService;
        $this->l10n = $l10n;
        $this->urlGenerator = $urlGenerator;
    }

    /**
     * @return string Unique id that identifies the widget, e.g. the app id
     */
    public function getId(): string {
        return 'myappwidgetid';
    }

    /**
     * @return string User facing title of the widget
     */
    public function getTitle(): string {
        return $this->l10n->t('My app');
    }

    /**
     * @return int Initial order for widget sorting
     *   in the range of 10-100, 0-9 are reserved for shipped apps
     */
    public function getOrder(): int {
        return 0;
    }

    /**
     * @return string css class that displays an icon next to the widget title
     */
    public function getIconClass(): string {
        return 'icon-class';
    }

    /**
     * @return string|null The absolute url to the apps own view
     */
    public function getUrl(): ?string {
        return $this->urlGenerator->linkToRouteAbsolute('myapp.view.index');
    }

    /**
     * Execute widget bootstrap code like loading scripts and providing initial state
     */
    public function load(): void {
        $this->initialStateService->provideInitialState('myapp', 'myData', []);
        \OCP\Util::addScript('myapp', 'dashboard');
    }
}





The MyAppWidget class needs to be registered during the app bootstrap.

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IRegistrationContext;
use OCA\MyApp\Dashboard\MyAppWidget;

class Application extends App implements IBootstrap {

    public const APP_ID = 'myapp';

    public function __construct(array $urlParams = []) {
        parent::__construct(self::APP_ID, $urlParams);
    }

    public function register(IRegistrationContext $context): void {
        $context->registerDashboardWidget(MyAppWidget::class);
    }

    public function boot(IBootContext $context): void {
    }
}






The IConditionalWidget interface

The IConditionalWidget interface adds the isEnabled method to provide the option for a widget to opt-out later.
While registering the widget the information whether or not a widget should be displayed to the specific user might
not be available or to complex to calculate up front. In this case the IConditionalWidget allows you to check the
conditions only when really needed.

public function isEnabled(): bool {
    return false;
}








Provide a user interface

The user interface can be registered through the public OCA.Dashboard.register
JavaScript method. The first parameter represents the widget id that has already
been specified in the IWidget implementation. The callback parameter will be
called to render the widget in the frontend. The user interface can be added to
the provided DOM element el.

The following example shows how a Vue.js component could be used to render the
widget user interface, however this approach works for any other framework as well
as plain JavaScript:

import Dashboard from './components/Dashboard.vue'

document.addEventListener('DOMContentLoaded', () => {
    OCA.Dashboard.register('myappwidgetid', (el) => {
        const View = Vue.extend(Dashboard)
        const vm = new View({
            propsData: {},
            store,
        }).$mount(el)
    })
})







Dashboard API


Render dashboard widgets using the API


Added in version 27.1.



Dashboard widgets can be rendered in the browser using the dashboard API. This allows to render
widgets without any JavaScript and frontend code. This new method is beneficial for performance as
the widgets are rendered from API data using a generic vue.js component provided by the Dashboard
app.

To render a widget using the new API, you need to implement the
OCP\Dashboard\IAPIWidgetV2 interface. Optionally, you may implement the
OCP\Dashboard\IReloadableWidget interface to have the widget reload
periodically.



Providing widgets to clients

To provide more information about your widget through the dashboard API for clients, you can implement
those additional interfaces:


	IButtonWidget to add buttons to be rendered by the client in the widget


	IIconWidget to set the widget icon URL


	IOptionWidget to set additional options


	IAPIWidget to actually provide the widget content (the item list)






The IButtonWidget interface

The IButtonWidget interface adds the getWidgetButtons method to provide a list of buttons
to be displayed by the clients in the widget.
Those buttons let you define actions that can be triggered from the widget in the clients.

There are 3 types of buttons:


	WidgetButton::TYPE_NEW To let users create new elements in your app


	WidgetButton::TYPE_MORE To let users see more information


	WidgetButton::TYPE_SETUP If the widget requires some configuration




public function getWidgetButtons(string $userId): array {
    return [
        new WidgetButton(
            WidgetButton::TYPE_NEW,
            'https://somewhere.org',
            $this->l10n->t('Create new element')
        ),
        new WidgetButton(
            WidgetButton::TYPE_MORE,
            'https://my.nextcloud.org/apps/your-app/',
            $this->l10n->t('More notifications')
        ),
        new WidgetButton(
            WidgetButton::TYPE_SETUP,
            'https://my.nextcloud.org/apps/settings/user',
            $this->l10n->t('Configure')
        ),
    ];
}







The IIconWidget interface

The IIconWidget interface adds the getIconUrl method to provide the URL to the widget icon. In the following example
it returns the URL to the img/app.svg file in your app.

public function getIconUrl(): string {
    return $this->urlGenerator->getAbsoluteURL(
        $this->urlGenerator->imagePath(Application::APP_ID, 'app.svg')
    );
}







The IOptionWidget interface

The IOptionWidget interface adds the getWidgetOptions method to provide additional widget options. It returns
a WidgetOptions object which only contains the roundItemIcons boolean value for now. This tells the clients if
the widget item icons should be rounded or kept as squares.

public function getWidgetOptions(): WidgetOptions {
    return new WidgetOptions(true);
}







The IAPIWidget interface

If you want your widget content to be accessible with the dashboard API for Nextcloud clients,
it must implement the OCP\Dashboard\IAPIWidget interface rather than OCP\Dashboard\IWidget.
This interface contains an extra getItems method which returns an array of OCP\DashboardModel\WidgetItem objects.

/**
* @inheritDoc
*/
public function getItems(string $userId, ?string $since = null, int $limit = 7): array {
    return $this->myService->getWidgetItems($userId, $since, $limit);
}





OCP\DashboardModel\WidgetItem contains the item information. Its constructor is:

public function __construct(string $title = '',
                            string $subtitle = '',
                            string $link = '',
                            string $iconUrl = '',
                            string $sinceId = '');






	title: The main widget text content


	subtitle: The secondary text content


	link: A link to the target resource


	iconUrl: URL to a square icon (svg or jpg/png of at least 44x44px)


	sinceId: Item ID or timestamp. The client will then send the latest known sinceId in next dashboard API request.





Added in version 27.1.




	overlayIconUrl: Small overlay icon to show in the bottom right corner of iconUrl. This is used
by the activity widget to show the activity type icon.






The IAPIWidgetV2 interface

If you want to render a widget in the browser using this API you must implement the
OCP\Dashboard\IAPIWidgetV2 interface. The widget registration does not change compared to the
old method. The type of a widget will be detected automatically during the registration. When
migrating old, JavaScript based widgets the load method should be left empty.

This interface adds a single method getItemsV2 which returns
OCP\Dashboard\Model\WidgetItems.

/**
 * @inheritDoc
 */
public function getItemsV2(string $userId, ?string $since = null, int $limit = 7): WidgetItems {
    return $this->myService->getWidgetItemsV2($userId, $since, $limit);
}





OCP\DashboardModel\WidgetItems contains the all items and additional meta information to
render the widget. Its constructor is:

public function __construct(
    private array $items = [],
    private string $emptyContentMessage = '',
    private string $halfEmptyContentMessage = '',
)






	items: An array of OCP\DashboardModel\WidgetItem.


	emptyContentMessage: The message to show if no items are available.


	halfEmptyContentMessage: An optional message to show above the item list. This is useful if there
are no important items but you still want to show some items to the user. Have a look at the
following example from the Talk app:





[image: Talk dashboard widget showing half empty content state with a message displayed above a short item list]

Here is a full example of a widget that implements the OCP\Dashboard\IAPIWidgetV2 interface:

<?php

class MyWidget implements IButtonWidget, IIconWidget, IReloadableWidget {
    public function __construct(
        private IL10N $l10n,
        private IURLGenerator $urlGenerator,
    ) {
    }

    /**
     * @inheritDoc
     */
    public function getId(): string {
        return 'blazinglyfast';
    }

    /**
     * @inheritDoc
     */
    public function getTitle(): string {
        return $this->l10n->t('My blazingly fast widget');
    }

    /**
     * @inheritDoc
     */
    public function getOrder(): int {
        return 0;
    }

    /**
     * @inheritDoc
     */
    public function getIconClass(): string {
        return 'icon-class';
    }

    /**
     * @inheritDoc
     */
    public function getIconUrl(): string {
        return $this->urlGenerator->getAbsoluteURL(
            $this->urlGenerator->imagePath('blazinglyfast', 'icon.svg')
        );
    }

    /**
     * @inheritDoc
     */
    public function getUrl(): ?string {
        return $this->urlGenerator->linkToRouteAbsolute('blazinglyfast.view.index');
    }

    /**
     * @inheritDoc
     */
    public function load(): void {
        // No need to provide initial state or inject javascript code anymore
    }

    /**
     * @inheritDoc
     */
    public function getItemsV2(string $userId, ?string $since = null, int $limit = 7): WidgetItems {
        // TODO
        $items = [/* fancy items */];
        return new WidgetItems(
            $items,
            empty($items) ? $this->l10n->t('No items') : '',
        );
    }

    /**
     * @inheritDoc
     */
    public function getWidgetButtons(string $userId): array {
        return [
            new WidgetButton(
                WidgetButton::TYPE_MORE,
                $this->urlGenerator->linkToRouteAbsolute('blazinglyfast.view.index'),
                $this->l10n->t('More items'),
            ),
        ];
    }

    /**
     * @inheritDoc
     */
    public function getReloadInterval(): int {
        return 60;
    }
}







The IReloadableWidget interface

The IReloadableWidget interface adds the getReloadInterval method to provide a periodic reload
interval in seconds. New items will be requested from the OCS API after this interval to refresh
the widget. Internally, the getItemsV2 method will be called to get the new items.

public function getReloadInterval(): int {
    // Reload data every minute
    return 60;
}






Note

This interface requires a widget to implement the OCP\Dashboard\IAPIWidgetV2 interface and won’t work with old widgets.





Use the API

The list of enabled widgets can be requested like that:

curl -u user:passwd https://my.nextcloud.org/ocs/v2.php/apps/dashboard/api/v1/widgets \
    -H "Accept: application/json" \
    -X GET





Example response:

{
  "ocs": {
    "meta": {
      "status": "ok",
      "statuscode": 200,
      "message": "OK"
    },
    "data": {
      "spreed": {
        "id": "spreed",
        "title": "Talk mentions",
        "order": 10,
        "icon_class": "dashboard-talk-icon",
        "icon_url": "https://my.nextcloud.org/apps/spreed/img/app-dark.svg",
        "widget_url": "https://my.nextcloud.org/index.php/apps/spreed/",
        "item_icons_round": true,
        "buttons": [
          {
            "type": "more",
            "text": "More unread mentions",
            "link": "https://my.nextcloud.org/index.php/apps/spreed/"
          }
        ]
      },
      "github_notifications": {
        "id": "github_notifications",
        "title": "GitHub notifications",
        "order": 10,
        "icon_class": "icon-github",
        "icon_url": "https://my.nextcloud.org/apps/integration_github/img/app-dark.svg",
        "widget_url": "https://my.nextcloud.org/index.php/settings/user/connected-accounts",
        "item_icons_round": true,
        "buttons": [
          {
            "type": "more",
            "text": "More notifications",
            "link": "https://github.com/notifications"
          }
        ]
      },
    }
  }
}





The items list for each enabled widgets can be requested like that:

curl -u user:passwd http://my.nc/ocs/v2.php/apps/dashboard/api/v1/widget-items \
    -H Content-Type:application/json \
    -X GET \
    -d '{"sinceIds":{"myappwidgetid":"2021-03-22T15:01:10Z","my_other_appwidgetid":"333"}}'





If your client periodically gets widget items content with this API,
include the latest sinceId for each widget to avoid getting the items you already have.

Example response:

{
  "ocs": {
    "meta": {
      "status": "ok",
      "statuscode": 200,
      "message": "OK"
    },
    "data": {
      "github_notifications": [
        {
          "subtitle": "nextcloud-docker-dev#87",
          "title": "Improve getting started",
          "link": "https://github.com/juliushaertl/nextcloud-docker-dev/pull/87",
          "iconUrl": "https://my.nextcloud.org/index.php/apps/integration_github/avatar/juliushaertl",
          "sinceId": "2022-10-13T12:34:19Z"
        },
        {
          "subtitle": "integration_github",
          "title": "v1.0.11",
          "link": "https://github.com/nextcloud/integration_github/releases",
          "iconUrl": "https://my.nextcloud.org/index.php/apps/integration_github/avatar/nextcloud",
          "sinceId": "2022-10-13T12:32:04Z"
        },
        {
          "subtitle": "text#3209",
          "title": "Rich workspaces: If there is no Readme.md, don’t show editor placeholder but move into \"+\" menu",
          "link": "https://github.com/nextcloud/text/issues/3209",
          "iconUrl": "https://my.nextcloud.org/index.php/apps/integration_github/avatar/nextcloud",
          "sinceId": "2022-10-13T12:14:39Z"
        }
      ],
      "spreed": [
        {
          "subtitle": "- Send chat messages without notifying the recipients in case it is not urgent",
          "title": "Talk updates ✅",
          "link": "https://my.nextcloud.org/index.php/call/hw39yxkp",
          "iconUrl": "https://my.nextcloud.org/core/img/actions/group.svg",
          "sinceId": ""
        },
        {
          "subtitle": "@roberto What's up?",
          "title": "Jane",
          "link": "https://my.nextcloud.org/index.php/call/z87agy2o",
          "iconUrl": "https://my.nextcloud.org/index.php/avatar/toto/64",
          "sinceId": ""
        }
      ]
    }
  }
}










            

          

      

      

    

  

    
      
          
            
  
Email

Nextcloud has a mailer component to send email from an admin-defined account.


Basic usage

The mailer is hidden behind the \OCP\Mail\IMailer interface that can be injected:


lib/Service/MailService.php

<?php

use OCP\Mail\IMailer;

class MailService {
    private IMailer $mailer;

    public function __construct(IMailer $mailer) {
        $this->mailer = $mailer;
    }

    public function notify(string $email): void {
        $message = $this->mailer->createMessage();
        $message->setSubject("Hello from Nextcloud");
        $message->setPlainBody("This is some text");
        $message->setHtmlBody(
            "<!doctype html><html><body>This is some <b>text</b></body></html>"
        );
        $message->setTo([$email]);
        $this->mailer->send($message);
    }
}









Inline attachments

Inline attachments can be appended to a message with IMessage::attachInline:

/** @var IMessage $message */
$message->attachInline(
    "this is a test", // Body
    "test.txt",       // Name
    "text/plain"      // Content type
);
$this->mailer->send($message);









            

          

      

      

    

  

    
      
          
            
  
Notifications

An app can send notifications to display to users. It can also retrieve and act upon notifications that are received by the users. See the  documentation of the official Notifications app [https://github.com/nextcloud/notifications#developers].




            

          

      

      

    

  

    
      
          
            
  
Public Pages

A lot of apps in Nextcloud want to expose public pages in some form. This can
be to share files, a calendar or anything else. To ensure all those pages
benefit from the security enhancements we add simplified controllers were created
for app developers to use.


Concept

A public page is there to display a resource that a user wants to expose via a
public link in an app.

A public page is identified by some token and can be protected by a password.

If a public page is password protected by default we will show the normal authentication
page to enter the password.

A public page can also call other endpoints. These endpoints operate very similarly
with the difference that if the user is not properly authenticated it will throw a 404.

It is required that you have a parameter (probably in your url) with the token. As an example
your routes.php could look like:

<?php
return [
    'routes' => [
        [ 'name' => 'PublicAPI#get', 'url' => '/api/{token}', 'verb' => 'GET' ],
        [ 'name' => 'PublicDisplay#get', 'url' => '/display/{token}', 'verb' => 'GET' ],
    ]
];







Implementing an API called from a public share page

As said the PublicShareController is a very basic controller. You need to implement 3 functions.
isPasswordProtected, isValidToken and getPasswordHash.

<?php

namespace OCA\Share_Test\Controller;

use OCP\AppFramework\Http\Attribute\PublicPage;
use OCP\AppFramework\PublicShareController;

class PublicAPIController extends PublicShareController {
    /**
     * Return the hash of the password for this share.
     * This function is of course only called when isPasswordProtected is true
     */
    protected function getPasswordHash(): string {
        return md5('secretpassword');
    }

    /**
    * Validate the token of this share. If the token is invalid this controller
    * will return a 404.
    */
    public function isValidToken(): bool {
        return $this->getToken() === 'secretToken';
    }

    /**
     * Allows you to specify if this share is password protected
     */
    protected function isPasswordProtected(): bool {
        return true;
    }

    /**
     * Your normal controller function. The following annotation will allow guests
     * to open the page as well
     */
    #[PublicPage]
    public function get() {
        // Work your magic
    }
}





You can also chose to overwrite the shareNotFound function. That is called when the
token is not valid. You can do additional logging here for example.



Implementing an authenticated public page

On some pages password authentication might be required (just like the when you
share a file via public link with a password). In this case you need
to extend a different provider.

The AuthPublicShareController requires in addition to the PublicShareController that
you also implement the verifyPassword and showShare functions.

Additionally you can overwrite the showAuthenticate and showAuthFailed functions
if you do not want to use the default authentication pages.

The authFailed and authSucceeded functions can be overwritten as well and are
called depending on the if authentication passed or not. You can handle additional logging
there for example.





            

          

      

      

    

  

    
      
          
            
  
Talk Integration

Nextcloud Talk [https://apps.nextcloud.com/apps/spreed] is the chat, video and audio conferencing solution in Nextcloud. Apps can access Talk capabilities through a public API.

All communication from an app to the Talk backend is handled through a broker \OCP\Talk\IBroker. Inject the Talk broker into your class to make use of it.


Check for Talk existence

Talk is an optional app. It has to be installed and enable to be used.

<?php

/** @var \OCP\Talk\IBroker $broker */
if ($broker->hasBackend()) {
    // Do something with it
} else {
    // Hide Talk integration from a user or use other communication channels, if applicable
}







Create a conversation

A new conversation needs a name and at least one moderator. By default this conversation will be private.

<?php

/** @var \OCP\Talk\IBroker $broker */
/** @var \OCP\IUser $alice */
/** @var \OCP\IUser $bob */
$conversation = $broker->createConversation(
    'Weekly 1:1',
    [$alice, $bob]
);






Customize the conversation

It’s possible to adjust the defaults:


	setPublic: Make the conversation public (allowing anyone with the link to access the conversation).


	setMeetingDate (since Nextcloud 32.0.9, 33.0.3 and 34.0.0): Mark a conversation as related to a meeting.
This will make Talk automatically expire the conversation 4 weeks (value is configurable)
after the meeting, unless the owner confirms the conversation should remain.




<?php

/** @var \OCP\Talk\IBroker $broker */
/** @var \OCP\IUser $alice */
/** @var \OCP\IUser $bob */
$options = $broker->newConversationOptions();
$options->setPublic();
$options->setMeetingDate(
    $this->timeFactory->getDateTime(new \DateTime('2026-04-07 13:00')),
    $this->timeFactory->getDateTime(new \DateTime('2026-04-07 14:00')),
);

$conversation = $broker->createConversation(
    'Weekly 1:1',
    [$alice, $bob],
    $options
);








Delete a conversation

A conversation can be deleted by id (token).

<?php

/** @var \OCP\Talk\IBroker $broker */
$broker->deleteConversation('abc123');









            

          

      

      

    

  

    
      
          
            
  
Web Host Metadata

RFC6415 [https://tools.ietf.org/html/rfc6415] defines how web hosts can expose their metadata through resources. Starting with Nextcloud 21, it’s possible to register handlers for HTTP requests to the .well-known/* route.


Writing a handler

A well known handler is a simple class that implements the \OCP\Http\WellKnown\IHandler interface.

<?php

declare(strict_types=1);

namespace OCA\MyApp\Http\WellKnown;

class Handler implements IHandler {

    public function handle(string $service, IRequestContext $context, ?IResponse $previousResponse): ?IResponse {
        // the handler-specific logic
    }

}





The basic concept is that every handler will be called consecutively. A handler can react to the request and return a new response object or modify the one of the previous handler. The first handler will get a $previousResponse of null. The second handler gets whatever the first handler returned, so either null or an instance of \OCP\Http\WellKnown\IResponse.


Example generic handler

<?php

declare(strict_types=1);

namespace OCA\MyApp\Http\WellKnown;

use OCP\AppFramework\Http\JSONResponse;
use OCP\Http\WellKnown\GenericResponse;
use OCP\Http\WellKnown\IHandler;
use OCP\Http\WellKnown\IRequestContext;
use OCP\Http\WellKnown\IResponse;
use OCP\IURLGenerator;

class GenericHandler implements IHandler {

    public function handle(string $service, IRequestContext $context, ?IResponse $previousResponse): ?IResponse {
        if ($service !== 'nextcloudtest') {
            // Not relevant to this handler

            return $previousResponse;
        }

        return new GenericResponse(
            new JSONResponse(['message' => 'hello']),
        );
    }
}







Example webfinger handler

The following example shows how an app could react to RFC6415 [https://tools.ietf.org/html/rfc6415] webfinger requests:

<?php

declare(strict_types=1);

namespace OCA\MyApp\Http\WellKnown;

use OCP\Http\WellKnown\IHandler;
use OCP\Http\WellKnown\IRequestContext;
use OCP\Http\WellKnown\IResponse;
use OCP\Http\WellKnown\JrdResponse;
use OCP\IURLGenerator;

class WebFingerHandler implements IHandler {

    /** @var IURLGenerator */
    private $urlGenerator;

    public function __construct(IURLGenerator $urlGenerator) {
        $this->urlGenerator = $urlGenerator;
    }

    public function handle(string $service, IRequestContext $context, ?IResponse $previousResponse): ?IResponse {
        if ($service !== 'webfinger') {
            // Not relevant to this handler

            return $previousResponse;
        }

        $subject = $context->getHttpRequest()->getParam('resource', '');
        $href = $this->urlGenerator->linkToRouteAbsolute('myapp.example.test');

        // Use the previous response and amend it, if possible
        $response = $previousResponse;
        if (!($response instanceof JrdResponse)) {
            // We override null or any other types
            $response = new JrdResponse($subject);
        }

        return $response->addLink('self', 'application/activity+json', $href);
    }
}








Handler registration

The handler class is registered via the bootstrap mechanism of the Application class.

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCA\MyApp\Http\WellKnown\Handler;
use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IRegistrationContext;

class Application extends App implements IBootstrap {

    public function register(IRegistrationContext $context): void {
        $context->registerWellKnownHandler(Handler::class);
    }

    public function boot(IBootContext $context): void {}

}
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User management

Users can be managed using the IUserManager service that can be injected.


lib/Service/UserService.php

<?php

namespace OCA\MyApp\Service;

use OCP\IUserManager;

class UserService {
    private IUserManager $userManager;

    public function __construct(IUserManager $userManager){
        $this->userManager = $userManager;
    }

    public function createUser($userId, $password) {
        return $this->userManager->create($userId, $password);
    }
}








Creating users

Creating a user is done by passing a username and password to the create method:


lib/Service/UserService.php

<?php

namespace OCA\MyApp\Service;

class UserService {
    private IUserManager $userManager;

    public function __construct(IUserManager $userManager){
        $this->userManager = $userManager;
    }

    public function create($userId, $password) {
        return $this->userManager->create($userId, $password);
    }
}









Modifying users

Users can be modified by getting a user by the userId or by a search pattern. The returned user objects can then be used to:


	Delete them


	Set a new password


	Disable/Enable them


	Get their home directory




<?php
namespace OCA\MyApp\Service;

class UserService {

    private IUserManager $userManager;

    public function __construct(IUserManager $userManager){
        $this->userManager = $userManager;
    }

    public function delete($userId) {
        return $this->userManager->get($userId)->delete();
    }

    // recoveryPassword is used for the encryption app to recover the keys
    public function setPassword($userId, $password, $recoveryPassword) {
        return $this->userManager->get($userId)->setPassword($password, $recoveryPassword);
    }

    public function disable($userId) {
        return $this->userManager->get($userId)->setEnabled(false);
    }

    public function getHome($userId) {
        return $this->userManager->get($userId)->getHome();
    }
}







User session information

To login, logout or getting the currently logged in user, the IUserSession service that can be injected.


lib/Service/UserService.php

<?php

namespace OCA\MyApp\Service;

use OCP\IUserSession;

class UserService {
    private IUserSession $userSession;

    public function __construct(IUserSession $userSession){
        $this->userSession = $userSession;
    }
}







Then users can be logged in and out by using:


lib/Service/UserService.php

<?php

namespace OCA\MyApp\Service;

use OCP\IUserSession;

class UserService {
    private IUserSession $userSession;

    public function __construct(IUserSession $userSession){
        $this->userSession = $userSession;
    }

    public function login(string $userId, string $password): void {
        return $this->userSession->login($userId, $password);
    }

    public function logout(): void {
        $this->userSession->logout();
    }
}









User objects

User objects can be acquired from the IUserManager::get method.


lib/Service/UserService.php

<?php

namespace OCA\MyApp\Service;

use OCP\IUser;
use OCP\IUserManager;

class UserService {
    private IUserManager $userManager;

    public function __construct(IUserManager $userManager) {
        $this->userManager = $userManager;
    }

    public function foo(string $userId): void {
        /** @var IUser|null $user */
        $user = $this->userManager->get($userId);
        if ($user !== null) {
            // User exists
        } else {
            // The user does not exist
        }
    }
}








User managers


Added in version 27.



Nextcloud users can be defined as managers of other users. This is an informational property and has no influence on authorization. A user manager is not to confuse with admins or sub admins.


lib/Service/UserService.php

<?php

namespace OCA\MyApp\Service;

use OCP\IUser;
use OCP\IUserManager;

class UserService {
    private IUserManager $userManager;

    public function __construct(IUserManager $userManager) {
        $this->userManager = $userManager;
    }

    public function updateUserManagers(string $userId): void {
        /** @var IUser|null $user */
        $user = $this->userManager->get('user123');
        if ($user === null) {
            throw \InvalidArgumentException("User $userId does not exist");
        }

        $managerUids = $user->getManagerUids();
        // Turn UIDs into user objects
        $managers = array_map(function(string $uid) {
            return $this->userManager->get($uid);
        }, $managerUids));
        // Remove any managers that no longer exist as users
        $existingManagers = array_filter($managers);
        $user->setManagerUids(array_map(function(IUser $admin) {
            return $admin->getUID();
        }, $existingManagers));
    }
}












            

          

      

      

    

  

    
      
          
            
  
User migration

The User migration app [https://apps.nextcloud.com/apps/user_migration] may
be installed to allow migration of user data.

App developers can integrate into User migration and provide ways to export
and import the app data of a user. Please note that this should not be used
as a backup and restore utility, as app developers should avoid deletion of
existing user data during migration. For further information, check out
this discussion [https://github.com/nextcloud/user_migration/discussions/1090]
as well as
this issue [https://github.com/nextcloud/user_migration/issues/1096].


Register a migrator

A migrator is represented by a class implementing the
OCP\\UserMigration\\IMigrator interface. This class is instantiated
whenever a user export or import begins.
It should also implement OCP\UserMigration\ISizeEstimationMigrator if possible,
and return a size estimation in method getEstimatedExportSize.
You can use the trait OCP\UserMigration\TMigratorBasicVersionHandling for basic version handling,
in this case the version is stored in $this->version (defaults to 1), and importing from a newer version is forbidden.
If you prefer you can implement getVersion and canImport instead.

<?php

declare(strict_types=1);

namespace OCA\MyApp\UserMigration;

use OCA\MyApp\AppInfo\Application;
use OCA\MyApp\IMyAppManager;
use OCP\IL10N;
use OCP\IUser;
use OCP\UserMigration\IExportDestination;
use OCP\UserMigration\IImportSource;
use OCP\UserMigration\IMigrator;
use OCP\UserMigration\ISizeEstimationMigrator;
use OCP\UserMigration\TMigratorBasicVersionHandling;
use OCP\UserMigration\UserMigrationException;
use Symfony\Component\Console\Output\OutputInterface;
use Throwable;

class MyAppMigrator implements IMigrator, ISizeEstimationMigrator {
  use TMigratorBasicVersionHandling;

  private const PATH_ROOT = Application::APP_ID . '/';

  private const PATH_MYAPP_FILE = MyAppMigrator::PATH_ROOT . 'myapp.json';

  public function __construct(
    private IMyAppManager $myAppManager,
    private IL10N $l10n,
  ) {
  }

  /**
   * Returns an estimate of the exported data size in KiB.
   * Should be fast, favor performance over accuracy.
   *
   * @since 25.0.0
   * @since 27.0.0 return value may overflow from int to float
   */
  public function getEstimatedExportSize(IUser $user): int|float {
    $size = 100; // 100KiB for user data JSON
    return $size;
  }

  /**
   * Export user data
   *
   * @throws UserMigrationException
   * @since 24.0.0
   */
  public function export(IUser $user, IExportDestination $exportDestination, OutputInterface $output): void {
    $output->writeln('Exporting myapp information in ' . MyAppMigrator::PATH_MYAPP_FILE . '…');

    try {
      $data = $this->myAppManager->getUserData($user);
      $exportDestination->addFileContents(MyAppMigrator::PATH_MYAPP_FILE, json_encode($data));
    } catch (Throwable $e) {
      throw new UserMigrationException('Could not export myapp information', 0, $e);
    }
  }

  /**
   * Import user data
   *
   * @throws UserMigrationException
   * @since 24.0.0
   */
  public function import(IUser $user, IImportSource $importSource, OutputInterface $output): void {
    if ($importSource->getMigratorVersion($this->getId()) === null) {
      $output->writeln('No version for ' . static::class . ', skipping import…');
      return;
    }

    $output->writeln('Importing myapp information from ' . MyAppMigrator::PATH_MYAPP_FILE . '…');

    try {
      $data = json_decode($importSource->getFileContents(MyAppMigrator::PATH_MYAPP_FILE), true, 512, JSON_THROW_ON_ERROR);
      $this->myAppManager->setUserData($user, $data);
    } catch (Throwable $e) {
      throw new UserMigrationException('Could not import myapp information', 0, $e);
    }
  }

  /**
    * Returns the unique ID
    *
    * @since 24.0.0
    */
  public function getId(): string {
    return 'myapp';
  }

  /**
    * Returns the display name
    *
    * @since 24.0.0
    */
  public function getDisplayName(): string {
    return $this->l10n->t('My App');
  }

  /**
    * Returns the description
    *
    * @since 24.0.0
    */
  public function getDescription(): string {
    return $this->l10n->t('My App information');
  }
}





The MyAppMigrator class needs to be registered during the app bootstrap.

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCA\MyApp\UserMigration\MyAppMigrator;
use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IRegistrationContext;

class Application extends App implements IBootstrap {
  public const APP_ID = 'myapp';

  public function __construct(array $urlParams = []) {
      parent::__construct(self::APP_ID, $urlParams);
  }

  public function register(IRegistrationContext $context): void {
      $context->registerUserMigrator(MyAppMigrator::class);
  }

  public function boot(IBootContext $context): void {
  }
}









            

          

      

      

    

  

    
      
          
            
  
Profile

The user profile presents the information of a user including their full name,
profile picture, organisation, role, location, biography, headline, as well as
actionable information that we call profile actions. These actions can include
starting a Nextcloud Talk [https://nextcloud.com/talk/] chat with the user,
sending an email, visiting their website, opening their Twitter profile,
calling their phone number, scheduling an appointment, and more.

App developers can integrate into profile and provide their own actions.


Register a profile action

A profile action is represented by a class implementing the OCP\\Profile\\ILinkAction
interface. This class is instantiated whenever the user profile is loaded.

<?php

declare(strict_types=1);

namespace OCA\MyApp\Profile;

use OCP\Accounts\IAccountManager;
use OCP\IURLGenerator;
use OCP\IUser;
use OCP\IL10N;
use OCP\Profile\ILinkAction;

class MyProfileAction implements ILinkAction {

    /** @var string */
    private $targetUser;

    /** @var IAccountManager */
    private $accountManager;

    /** @var IL10N */
    private $l10n;

    /** @var IUrlGenerator */
    private $urlGenerator;

    public function __construct(
        IAccountManager $accountManager,
        IL10N $l10n,
        IURLGenerator $urlGenerator
    ) {
        $this->accountManager = $accountManager;
        $this->l10n = $l10n;
        $this->urlGenerator = $urlGenerator;
    }

    /**
     * Preload the user specific value required by the action
     *
     * e.g. the email is loaded for the email action and the userId for the Talk action
     *
     * @since 23.0.0
     */
    public function preload(IUser $targetUser): void {
        $this->targetUser = $targetUser;
    }

    /**
     * Returns the app ID of the action
     *
     * e.g. 'spreed'
     *
     * @since 23.0.0
     */
    public function getAppId(): string {
        return 'my_app_id';
    }

    /**
     * Returns the unique ID of the action
     *
     * *For account properties this is the constant defined in lib/public/Accounts/IAccountManager.php*
     *
     * e.g. 'email'
     *
     * @since 23.0.0
     */
    public function getId(): string {
        return 'my_unique_action';
    }

    /**
     * Returns the translated unique display ID of the action
     *
     * Should be something short and descriptive of the action
     * as this is seen by the end-user when configuring actions
     *
     * e.g. 'Email'
     *
     * @since 23.0.0
     */
    public function getDisplayId(): string {
        return $this->l10n->t('My unique action');
    }

    /**
     * Returns the translated title
     *
     * e.g. 'Mail user@domain.com'
     *
     * Use the L10N service to translate it
     *
     * @since 23.0.0
     */
    public function getTitle(): string {
        return $this->l10n->t('Ping %s', [$this->targetUser->getDisplayName()]);
    }

    /**
     * Returns the priority
     *
     * *Actions are sorted in ascending order*
     *
     * e.g. 60
     *
     * @since 23.0.0
     */
    public function getPriority(): int {
        return 60;
    }

    /**
     * Returns the URL link to the 16*16 SVG icon
     *
     * @since 23.0.0
     */
    public function getIcon(): string {
        return $this->urlGenerator->getAbsoluteURL($this->urlGenerator->imagePath('my_app_id', 'actions/my_unique_action.svg'));
    }

    /**
     * Returns the target of the action,
     * if null is returned the action won't be registered
     *
     * e.g. 'mailto:user@domain.com'
     *
     * @since 23.0.0
     */
    public function getTarget(): ?string {
        return $this->urlGenerator->linkToRouteAbsolute('my_app_id.Page.index') . '?pingUser=' . $this->targetUser->getUID();
    }
}





The MyProfileAction class needs to be registered during the app bootstrap.

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IRegistrationContext;
use OCA\MyApp\Profile\MyProfileAction;

class Application extends App implements IBootstrap {

    public const APP_ID = 'my_app_id';

    public function __construct(array $urlParams = []) {
        parent::__construct(self::APP_ID, $urlParams);
    }

    public function register(IRegistrationContext $context): void {
        $context->registerProfileLinkAction(MyProfileAction::class);
    }

    public function boot(IBootContext $context): void {
    }
}









            

          

      

      

    

  

    
      
          
            
  
User Status

Nextcloud allows user to publish their current status. The status is then
available in various part of the user interface (e.g. participants list in
a Talk room).


Query Status

Using the OCP\UserStatus\IManager interface, it is possible to query
the user status, for a group of users.

<?php

namespace OCA\MyGreatApp\Service;

use OCP\UserStatus\IManager as IStatusManager;
use OCP\UserStatus\IUserStatus;

class MyService {
    /** @var IStatusManager $statusManager */
    public $statusManager;

    public function __construct(IStatusManager $statusManager) {
        $this->statusManager = $statusManager;
    }

    /**
     * @param string[] $userIds
     * @return IUserStatus[]
     */
    public function queryStatusForUsers(array $userIds): array {
        return $this->statusManager->getUserStatuses($userIds);
    }
}







Updating the status programmatically

A Nextcloud application can change the user status programmatically. This feature
setUserStatus from the OCP\UserStatus\IManager interface when for example a
user executes an action in the UI.

If the status is supposed to be reverted with an upcoming action from the
user, setUserStatus will require to be called with $createBackup = true.

This then can be reverted with a call to revertUserStatus with the same
$messageId and $status.

<?php

namespace OCA\MyGreatApp\Status;

use OCA\MyGreatApp\MyEvents;
use OCA\MyGreatApp\CoolStartEvent;
use OCA\MyGreatApp\CoolEndEvent;
use OCP\UserStatus\IManager as IStatusManager;
use OCP\UserStatus\IUserStatus;

class Listener {
    /** @var IStatusManager $statusManager */
    public $statusManager;

    public function __construct(IStatusManager $statusManager) {
        $this->statusManager = $statusManager;
    }

    public static function register(IEventDispatcher $dispatcher): void {
        $dispatcher->addListener(MyEvents::COOL_EVENT_STARTED, static function (CoolStartEvent $event) {
            /** @var self $listener */
            $listener = \OC::$server->get(self::class);
            $listener->setUserStatus($event);
        });

        $dispatcher->addListener(MyEvents::COOL_EVENT_FINISHED, static function (CoolEndEvent $event) {
            /** @var self $listener */
            $listener = \OC::$server->get(self::class);
            $listener->revertUserStatus($event);
        });
    }

    public function setUserStatus(ModifyParticipantEvent $event): void {
        $this->statusManager->setUserStatus($event->getUserId(), 'meeting', IUserStatus::AWAY, true);
    }

    public function revertUserStatus(ModifyParticipantEvent $event): void {
        $this->statusManager->revertUserStatus($event->getUserId(), 'meeting', IUserStatus::AWAY);
    }









            

          

      

      

    

  

    
      
          
            
  
Out-of-office periods


Added in version 28.0.



Since Nextcloud 28, users may set their out-of-office periods in their personal settings. The data
can be accessed and modified by Nextcloud Apps via OCP and by clients via OCS. Nextcloud Apps can
also listen to events emitted by the out-of-office feature.

The OCS API is documented in the client section.


Access data from within a Nextcloud App via OCP

The out-of-office data can be accessed through the OCP\User\IAvailabilityCoordinator
interface. It provides the following methods:

/**
 * Check if the feature is enabled on this instance
 */
public function isEnabled(): bool;





/**
 * Get the user's ongoing out-of-office data, if any
 */
public function getCurrentOutOfOfficeData(IUser $user): ?IOutOfOfficeData;





/**
 * Reset the absence cache to null
 */
public function clearCache(string $userId): void;





/**
 * Is the absence in effect at this moment
 */
public function isInEffect(IOutOfOfficeData $data): bool;







Listening to events

All events have one common method to retrieve data about the  affected out-of-office period.

public function getData(): IOutOfOfficeData;





The following events are emitted by the out-of-office feature:


	OCP\User\Events\OutOfOfficeScheduledEvent If a new out-of-office period is scheduled for a
user. This event is only emitted once when there was no out-of-office period before.


	OCP\User\Events\OutOfOfficeChangedEvent If the out-of-office data of a user is changed.


	OCP\User\Events\OutOfOfficeDeletedEvent If the out-of-office period of a user is deleted.


	OCP\User\Events\OutOfOfficeStartedEvent If an out-of-office period starts. This event is only
emitted once and not if a period starting in the past is created.


	OCP\User\Events\OutOfOfficeEndedEvent If an out-of-office period ends. This event is only
emitted once and not if a period ending in the past is created.






Common data structure

The OCP API and emitted events share a common data structure OCP\User\IOutOfOfficeData. The
start and end dates are represented as UNIX timestamps.

interface IOutOfOfficeData extends JsonSerializable {
    /**
     * Get the unique token assigned to the current out-of-office event
     */
    public function getId(): string;

    public function getUser(): IUser;

    /**
     * Get the accurate out-of-office start date
     *
     * This event is not guaranteed to be emitted exactly at start date
     */
    public function getStartDate(): int;

    /**
     * Get the (preliminary) out-of-office end date
     */
    public function getEndDate(): int;

    /**
     * Get the short summary text displayed in the user status and similar
     */
    public function getShortMessage(): string;

    /**
     * Get the long out-of-office message for auto responders and similar
     */
    public function getMessage(): string;

    /**
     * Get the replacement user id for auto responders and similar
     */
    public function getReplacementUserId(): ?string;

    /**
     * Get the replacement user displayName for auto responders and similar
     */
    public function getReplacementUserDisplayName(): ?string;
}





It can be serialized to a JSON object with the following structure:

{
    id: string,
    userId: string,
    startDate: int,
    endDate: int,
    shortMessage: string,
    message: string,
    replacementUserId: string|null,
    replacementUserDisplayName: string|null
}









            

          

      

      

    

  

    
      
          
            
  
OpenID Connect (Oidc)

There are multiple ways for apps to interact with the user_oidc and oidc apps.
It is possible to get tokens from those apps and to ask them to validate tokens.
All available events are in the user_oidc app even if some use case don’t involve the main feature of this app.

user_oidc events doc [https://github.com/nextcloud/user_oidc/tree/main/docs]


Getting the login token

When using user_oidc, which uses an external identity provider, the login token can be stored so apps can later
get it via an event.

The store_login_token config flag must be enabled.
The login token is automatically refreshed by user_oidc when needed during the user session.
The login token can be obtained by apps by emitting the OCA\UserOIDC\Event\ExternalTokenRequestedEvent event.



Token exchange

If the external identity provider supports token exchange, apps can ask user_oidc to perform one
and deliver the exchanged token by emitting the OCA\UserOIDC\Event\ExchangedTokenRequestedEvent event.



Generating a token if Nextcloud is the provider

If the oidc app is used to make Nextcloud an identity provider, some Nextcloud apps might need to ask
Nextcloud to generate a token that they will use to authenticate against an external service.
This requires both oidc and user_oidc apps installed (even if user_oidc is not used as a user backend).
The token can be generated by emitting the OCA\UserOIDC\Event\InternalTokenRequestedEvent event.





            

          

      

      

    

  

    
      
          
            
  
Two-factor providers

Two-factor auth providers apps are used to plug custom second factors into the Nextcloud core.


Implementing a simple two-factor auth provider

Two-factor auth providers must implement the OCP\Authentication\TwoFactorAuth\IProvider [https://github.com/nextcloud/server/blob/master/lib/public/Authentication/TwoFactorAuth/IProvider.php] interface. The
example below shows a minimalistic example of such a provider.

<?php

namespace OCA\TwoFactor_Test\Provider;

use OCP\Authentication\TwoFactorAuth\IProvider;
use OCP\IUser;
use OCP\Template;

class TwoFactorTestProvider implements IProvider {

    /**
     * Get unique identifier of this 2FA provider
     *
     * @return string
     */
    public function getId() {
        return 'test';
    }

    /**
     * Get the display name for selecting the 2FA provider
     *
     * @return string
     */
    public function getDisplayName() {
        return 'Test';
    }

    /**
     * Get the description for selecting the 2FA provider
     *
     * @return string
     */
    public function getDescription() {
        return 'Use a test provider';
    }

    /**
     * Get the template for rending the 2FA provider view
     *
     * @param IUser $user
     * @return Template
     */
    public function getTemplate(IUser $user) {
        // If necessary, this is also the place where you might want
        // to send out a code via e-mail or SMS.

        // 'challenge' is the name of the template
        return new Template('twofactor_test', 'challenge');
    }

    /**
     * Verify the given challenge
     *
     * @param IUser $user
     * @param string $challenge
     */
    public function verifyChallenge(IUser $user, $challenge) {
        if ($challenge === 'passme') {
            return true;
        }
        return false;
    }

    /**
     * Decides whether 2FA is enabled for the given user
     *
     * @param IUser $user
     * @return boolean
     */
    public function isTwoFactorAuthEnabledForUser(IUser $user) {
        // 2FA is enforced for all users
        return true;
    }

}







Register the provider state

To always know if a provider is enabled for a user, the server persists the enabled/disabled state
of each provider-user tuple. Hence a provider app has to propagate these state changes. This is
handled by the provider registry [https://github.com/nextcloud/server/blob/master/lib/public/Authentication/TwoFactorAuth/IRegistry.php].

You can have the registry injected via constructor dependency injection. Whenever the provider state
is changed (user enables/disables the provider), the enableProviderFor or disableProviderFor
method must be called.


Note

This provider registry was added in Nextcloud 14. For backwards compatibility, the server
still occasionally uses the IProvider::isTwoFactorAuthEnabledForUser method if the provider state
has not been set yet. This method will be removed in future releases.





Registering a two-factor auth provider

You need to inform the Nextcloud core that the app provides two-factor auth functionality. Two-factor
providers are registered via info.xml.

<two-factor-providers>
    <provider>OCA\TwoFactor_Test\Provider\TwoFactorTestProvider</provider>
</two-factor-providers>







Providing an icon (optional)

To enhance how a provider is shown in the list of selectable providers on the login page, an icon
can be specified. For that the provider class must implement the IProvidesIcons [https://github.com/nextcloud/server/blob/master/lib/public/Authentication/TwoFactorAuth/IProvidesIcons.php]
interface. The light icon will be used on the login page, whereas the dark one will be placed next
to the heading of the optional personal settings (see below).



Provide personal settings (optional)

Like other Nextcloud apps, two-factor providers often require user configuration to work. In Nextcloud
15 a new, consolidated two-factor settings section was added. To add personal provider settings there,
a provider must implement the IProvidesPersonalSettings [https://github.com/nextcloud/server/blob/master/lib/public/Authentication/TwoFactorAuth/IProvidesPersonalSettings.php]
interface.



Make a provider activatable by the admin (optional)

In order to make it possible for an admin to enable the provider for a given user via the occ
command line tool, it’s necessary to implement the OCP\Authentication\TwoFactorAuth\IActivatableByAdmin [https://github.com/nextcloud/server/blob/master/lib/public/Authentication/TwoFactorAuth/IActivatableByAdmin.php]
interface. As described in the linked interface documentation, this should only be implemented
for providers that need no user interaction when activated.



Make a provider deactivatable by the admin (optional)

In order to make it possible for an admin to disable the provider for a given user via the occ
command line tool, it’s necessary to implement the OCP\Authentication\TwoFactorAuth\IDeactivatableByAdmin [https://github.com/nextcloud/server/blob/master/lib/public/Authentication/TwoFactorAuth/IDeactivatableByAdmin.php]
interface. As described in the linked interface documentation, this should only be implemented
for providers that need no user interaction when deactivated.
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Calendar integration

On this page you can learn more about integrating with the Nextcloud calendar services.


Access calendars and events


Calendar objects

You can query the contents of calendars in the back end through the calendar manager service. Queries are always scoped to a principal (user) but may follow further search criteria like string matches or date ranges.

Inject the calendar manager into your class. Then you can use newQuery and searchForPrincipal to build and execute a search query.

In the following example you see a basic use case of the calendar query API where specific user’s calendar is searched for any events and tasks during a given duration.

<?php

use OCP\Calendar\IManager;

class MyService {

    /** @var IManager */
    private $calendarManager;

    public function __construct(IManager $calendarManager) {
        $this->calendarManager = $calendarManager;
    }

    public function searchInUserCalendar(string $uid,
                                         string $calendarUri,
                                         DateTimeImmutable $from,
                                         DateTimeImmutable $to): void {
        $principal = 'principals/users/' . $uid;

        // Prepare the query
        $query = $this->calendarManager->newQuery($principal);
        $query->addSearchCalendar($uri);
        $query->setTimerangeStart($from);
        $query->setTimerangeEnd($to);

        // Execute the query
        $objects = $this->calendarManager->searchForPrincipal($query);
    }

}





Study the interface \OCP\Calendar\ICalendarQuery to learn more about other query options.



Calendars

You can access calendars through the IManager. Inject the service, then use the getCalendarsForPrincipal method.

You can either query all calendars of the principal if you omit the second argument, or look for specific calendars only. See the examples below.

<?php

use OCP\Calendar\IManager;

class MyService {

    /** @var IManager */
    private $calendarManager;

    public function __construct(IManager $calendarManager) {
        $this->calendarManager = $calendarManager;
    }

    public function processCalendarData(string $uid): void {
        $principal = 'principals/users/' . $uid;

        // This will find all calendars of the principal
        $calendars = $this->calendarManager->getCalendarsForPrincipal($principal);

        // Work with calendars
    }

    public function processCalendarData(string $uid, string $calendarUri): void {
        $principal = 'principals/users/' . $uid;

        // This will only find specific calendars of the principal
        $calendars = $this->calendarManager->getCalendarsForPrincipal(
            $principal,
            [$calendarUri]
        );

        // Check if the requested calendar was found and work with it
    }

}





The returned objects implement \OCP\Calendar\ICalendar. Study the interface methods to discover what data is available.


Note

All calendars are by default only readable, therefore ICalendar does not offer methods for mutation. Some of the calendars are mutable, however, and they may further extend the interface \OCP\Calendar\ICreateFromString.






Create calendar events

Calendar events can either be imported from raw ICS strings or built programmatically using the ICalendarEventBuilder interface.
Please consider the example below to see both methods in action.

<?php

use OCP\Calendar\ICalendarEventBuilder;
use OCP\Calendar\ICreateFromString;
use OCP\Calendar\IManager;

class MyService {

    /** @var IManager */
    private $calendarManager;

    public function __construct(IManager $calendarManager) {
        $this->calendarManager = $calendarManager;
    }

    public function createEvent(string $uid): void {
        $principal = 'principals/users/' . $uid;

        // This will find all calendars of the principal
        $calendars = $this->calendarManager->getCalendarsForPrincipal($principal);

        $writableCalendar = null;
        foreach ($calendars as $calendar) {
            if ($calendar instanceof ICreateFromString) {
                $writableCalendar = $calendar;
                break;
            }
        }

        if ($writableCalendar === null) {
            return;
        }

        // Build an event
        $startDate = (new \DateTimeImmutable('now'))
            ->setTimezone(new \DateTimeZone('Europe/Berlin'));
        $endDate = $startDate->add(new \DateInterval('PT1H'));
        $builder = $this->calendarManager->createEventBuilder()
            ->setStartDate($startDate)
            ->setEndDate($endDate)
            ->setSummary('An Event')
            ->setDescription('With a description')
            ->setLocation('Some address') // A URL (of a meeting) would also work
            ->setOrganizer('organizer@domain.com')
            ->addAttendee('user.1@domain.com')
            ->addAttendee('user.2@domain.com', 'User Two');

        // Write the calendar to an event
        $builder->createInCalendar($writableCalendar);

        // Or, serialize it to a string to do something else with it
        $ics = $builder->toIcs();

        // For example, make use of ICreateFromString
        // Make sure to generate a unique filename/UUID for each event
        $writableCalendar->createFromString('edb29d1d-817c-4e43-9d52-cf26dff4be60.ics', $ics);
    }

}







Calendar providers

The Nextcloud groupware integration provides access to internal calendars.
It is, however, for third party apps possible to provide individual calendars.
The section Integration of custom calendar providers describes on how to implement a provider within the Nextcloud server.



Resources

Nextcloud apps can provide resource back ends for the CalDAV server in Nextcloud.

To register a custom back end, create a class that implements \OCP\Calendar\Resource\IBackend.

In the boot method of your Application class you can fetch the \OCP\Calendar\Resource\IManager instance and pass the fully qualified class name of your custom back end to registerBackend.

<?php

use OCP\Calendar\Resource\IManager;

class Application extends App implements IBootstrap {

    public function __construct() {
        parent::__construct('myapp');
    }

    public function register(IRegistrationContext $context): void {
        // ... registration logic goes here ...
    }

    public function boot(IBootContext $context): void {
        /** @var IManager $manager */
        $resourceManager = $serverContainer->get(IManager::class);
        $resourceManager->registerBackend(\OCA\MyApp\ResourceBackend::class);
    }

}






Note

Nextcloud queries the registered back ends only periodically through a background job. If the resources do not show up in the front-end double check if cron jobs are run on your development instance.





Rooms

Nextcloud apps can provide rooms back ends for the CalDAV server in Nextcloud.

To register a custom back end, create a class that implements \OCP\Calendar\Room\IBackend.

In the boot method of your Application class you can fetch the \OCP\Calendar\Room\IManager instance and pass the fully qualified class name of your custom back end to registerBackend.

<?php

use OCP\Calendar\Room\IManager;

class Application extends App implements IBootstrap {

    public function __construct() {
        parent::__construct('myapp');
    }

    public function register(IRegistrationContext $context): void {
        // ... registration logic goes here ...
    }

    public function boot(IBootContext $context): void {
        /** @var IManager $manager */
        $resourceManager = $serverContainer->get(IManager::class);
        $resourceManager->registerBackend(\OCA\MyApp\RoomBackend::class);
    }

}






Note

Nextcloud queries the registered back ends only periodically through a background job. If the rooms do not show up in the front-end double check if cron jobs are run on your development instance.







            

          

      

      

    

  

    
      
          
            
  
Integration of custom calendar providers

Nextcloud apps can register calendars in addition to the internal calendars of the Nextcloud CalDAV back end. Calendars are only loaded on demand, therefore a lazy provider mechanism is used.

The access to the calendars is possible in two ways: the legacy way uses the classes of the DAV app directly to interact with Sabre. In order to simplify access, the Nextcloud team has started some effort to include the Sabre interface in an embedded interface in Nextcloud. However, there are a few shortcomings here that are not not yet finished.

If you work on a new app and want to provide a calendar, check if the embedded code suits your requirements. If it does, it might be simpler to use it than to use the legacy Sabre interface.

All snippets are prefixed by <?php to make you aware that this is still php code (and enable the code styling in this document). Of course, you do not need to repeat the opening tags.


Registering the calendar with the Nextcloud API interface

At the time of writing, the support by the Nextcloud calendar to provide a custom app is limited. Read-only calendars are possible while writable calendars require a bit more work on your side.


Read-only support

To provide calendar(s) you have to write a class that implements the OCP\Calendar\ICalendarProvider interface.

<?php

use OCP\Calendar\ICalendarProvider;

class CalendarProvider implements ICalendarProvider {

    public function getCalendars(string $principalUri, array $calendarUris = []): array {
        $calendars = [];
        // TODO: Run app specific logic to find calendars that belong to
        //       $principalUri and fill $calendars

        // The provider can simple return an empty array if there is not
        // a single calendar for the principal URI
        if (empty($calendars)) {
            return [];
        }

        // Return instances of \OCP\Calendar\ICalendar
        return $calendars;
    }
}





This CalendarProvider class is then registered in the register method of your Application class with $context->registerCalendarProvider(CalendarProvider::class);.



Write support

Calendars that only return ICalendar are implicitly read-only. If your app’s calendars can be written to, you may implement the ICreateFromString interface. It will allow other apps to write calendar objects to the calendar by passing the raw iCalendar data as string.

<?php

use OCP\Calendar\ICreateFromString;

class CalendarReadWrite implements ICreateFromString {

    // ... other methods from ICalendar still have to be implemented ...

    public function createFromString(string $name, string $calendarData): void {
        // Write data to your calendar representation
    }

}







Handling iMIP data

You may implement the IHandleIMipMessage interface to process iMIP data you receive in a client and want to pass on for processing to the backend.

Please be aware that there are some security considerations to take into account. You can find more information on these and the conditions that have to be fulfilled for iMIP data to be processed in the RFC [https://www.rfc-editor.org/rfc/rfc6047]

<?php

use OCP\Calendar\IHandleIMipMessage;

class HandleIMipMessage implements IHandleIMipMessage {

    public function handleIMipMessage(string $name, string $calendarData): void {
        // Validation and write to your calendar representation
    }

}







Access through CalDAV


Added in version 27.0.0.



As with the built-in calendars, calendars provided by ICalendarProvider can be accessed using CalDAV. Therefore, permissions of the ICalendar are automatically mapped to the DAV object.
Write support is also supported. Please note that deleting entities is currently implemented by setting the entity to the canceled state and passing it to the createFromString method.




Legacy access to the Sabre classes

In order to allow an app to publish calendar entries, they have to interact with the Sabre WebDAV server integrated with the core. This dictates a well-defined structure for the app to use as an interface:

There are classes and interfaces to connect with the WebDAV server. To combine the required interfaces, there are abstract classes prepared by the DAV app that centralizes these access requests. For an app to provide a custom calendar that means that in fact three classes need to be defined and all inherited methods need to be implemented:


	A calendar object class provides access to single elements in a calendar like appointments/events or tasks/todos.


	A calendar class provides access to a single calendar that contains all the corresponding calendar objects.


	An plugin class that registers the calendar with the rest of the CalDAV system.





Note

Please be aware that this section uses the classes in \OCA\DAV which is by definition no public interface. Once there is a central solution presented, this should be updated.



Please note that CalDAV bases on WebDAV. WebDAV is a standardized way to access files over a network connection. Thus, the same notions are applied when handling calendars (and contacts). A calendar is mapped to a folder while an event in a calendar is mapped to a (relative) file. Keeping this in mind will allow you to get the principles of the API faster.

In the following sections, all these parts are considered separately. As there are quite some methods to be implemented, first the general structure of the classes are presented without implementing the abstract methods. Then, the methods are handled in groups to simplify reading.



The calendar object class

There needs to be a class that represents a single entry in a calendar. The naming of said class is arbitrary, it must however implement the interfaces \Sabre\CalDAV\ICalendarObject and \Sabre\CalDAV\IACL. The basic structure looks like this:

<?php

namespace OCA\YourAppName\DAV;

class CalendarObject implements \Sabre\CalDAV\ICalendarObject, \Sabre\DAVACL\IACL {
    /** @var Calendar */
    private $calendar;
    /** @var string */
    private $name;

    /**
    * CalendarObject constructor.
    *
    * @param Calendar $calendar
    * @param string $name
    */
    public function __construct(Calendar $calendar, string $name) {
        $this->calendar = $calendar;
        $this->name = $name;
    }

    // Implement all remaining functions here ...
}





The Calendar class is the class as defined in the next section representing a complete calendar.

The calendar object as well as the name of the entry is given as arguments of the constructor by the calendar class. For now, they are saved into attributes for later usage.


Basic event information – INode

There are some basic methods that need to be implemented on each calendar object instance. These are defined \Sabre\DAV\INode.


Removal of entries

Removal of calendar events is not allowed in this example. Otherwise, the backend needs to be updated.

<?php

function delete() {
    throw new \Sabre\DAV\Exception\Forbidden('This calendar-object is read-only');
}







Fetching the name of an event

The name of the event can be obtained using the getName method. Here, the saved name in the attributes is just returned.

<?php

function getName() {
    return $this->name;
}







Updating the name of an event

Updating the name is not considered a good idea, thus it will be cancelled by a Exception. One could also update the backend if this should be possible.

<?php

function setName($name) {
    throw new \Sabre\DAV\Exception\Forbidden('This calendar-object is read-only');
}







Getting the last modification time stamp

The method getLastModified must return a unix timestamp that represents the modification date of the event. This can be used by the client to selectively update whatever structure.

Returning null is allowed to indicate that no modification time stamp can be obtained.

<?php

function getLastModified() {
    return time();
}








Event data – IFile

The main data of a calendar object is stored in the \Sabre\DAV\IFile interface. There are a few additional methods that help during the usage.


Content size of the event

One helper function is the getSize method to get the number of bytes that represent this calendar entry’s representation. Nothing fancy is done in this method.

<?php

function getSize() {
    return strlen($this->get());
}







Get a unique tag for one event version

The calculation of an E-Tag can be calculated using the getETag method. Note, that the returned E-Tag must have the double quotes as part of the returned string.

One can also return null to indicate that the E-Tag cannot be calculated effectively.

<?php

function getETag() {
    return '"' . md5($this->get()) . '"';
}







Returning the content type

The content type of the calendar entry must be provided as well.

<?php

function getContentType() {
    return 'text/calendar; charset=utf-8';
}







Get content of a calendar event

The actual calendar entry can be obtained by the get method. This must for sure match the content type declared. See the official documentation [https://www.rfc-editor.org/rfc/rfc5545] on vcal calendars on the possible format as well.

<?php

function get() {
    $name = $this->getName();
    return <<<EOF
BEGIN:VCALENDAR
VERSION:2.0
PRODID:-//Nextcloud/DavCalendarDemo//NONSGML v1.0//EN
BEGIN:VEVENT
UID:$name@example.com
DTSTAMP:20200101T170000Z
DTSTART:20200130T170000Z
DTEND:20200130T180000Z
SUMMARY:Example $name
END:VEVENT
END:VCALENDAR
EOF;
}







Updating the content of a calendar event

It is possible that the client tries to update the event with the put method.

In this example, we consider the event read-only, so we throw an exception if a client tries to update it. If you are planning to allow clients to update events, you need to implement the parsing, validation and saving of data.

<?php

function put($data) {
    throw new \Sabre\DAV\Exception\Forbidden('This calendar-object is read-only');
}








Access restrictions – IACL

The calendar entities are completed by a set of access rules. These allow a client to know if certain actions are to be allowed or not.


Ownership

The owner and corresponding groups of the calendar entry can be specified as uris. If no owner or group is present, a null value should be returned.

As typically the calendar belongs to a user and the individual entries to the calendar, the entries do not need a dedicated user set in our example. For more complex approaches see the official documentation of CalDAV.

<?php

function getOwner() {
    return null;
}

function getGroup() {
    return null;
}







Providing privileges individually

The getSupportedPrivilegeSet method can be used to query for the privileges to query the entry for dedicated privileges. When a null is returned, the default privileges set is assumed.

For the example here and most other cases, null is a good choice.

<?php

function getSupportedPrivilegeSet() {
    return null;
}







Obtaining the currently installed ACLs

The real access rules can be obtained by getACL. In this example, we assume that the ACLs are inherited from the calendar. Thus, we delegate the calculation to the calendar class.

<?php

function getACL() {
    return $this->calendar->getACL();
}







Updating the calendar ACLs

Updating the ACLs could be handled with the setACL method. This example assumes constant ACLs, so it will be rejected with an exception been thrown.

<?php

function setACL(array $acl) {
    throw new \Sabre\DAV\Exception\Forbidden('Setting ACL is not supported on this node');
}









The calendar class

A single calendar needs to be represented as its own class. As with the calendar entity class, you can choose any name for your class. Extend the OCA\DAV\CalDAV\Integration\ExternalCalendar class:

The basic constructor for the class and some attributes that are stored is shown below. We store some provided uris internally for later use.

The parent constructor needs the name of the app as the first parameter. It is thus called explicitly in the first line of the constructor with the correct app name (yourappname in this example).

Some of the methods that need to be implemented are similar to the ones above for the calendar entity class. However, there are different implementations required, so all methods are revisited once in the next paragraphs.

<?php
namespace OCA\YourAppName\DAV;

use OCA\DAV\CalDAV\Integration\ExternalCalendar;
use OCA\DAV\CalDAV\Plugin;
use Sabre\CalDAV\Xml\Property\SupportedCalendarComponentSet;
use Sabre\DAV\PropPatch;

class Calendar extends ExternalCalendar {
    /** @var string */
    private $principalUri;
    /** @var string */
    private $calendarUri;

    /**
    * Calendar constructor.
    *
    * @param string $principalUri
    * @param string $calendarUri
    */
    public function __construct(string $principalUri, string $calendarUri) {
        parent::__construct('yourappname', $calendarUri);

        $this->principalUri = $principalUri;
        $this->calendarUri = $calendarUri;
    }

    // The other methods come here ...
}






Basic Calendar information – INode

The interface \Sabre\DAV\INode has two methods that need to be implemented by the app’s code. The other methods in the interface are already implemented in the \OCA\DAV\CalDAV\Integration\ExternalCalendar class.


Removal of calendars

The calendar should not be removed by means of the CalDAV interface. Thus, nothing is done here.

<?php

function delete() {
    return null;
}







Getting the modification timestamp

The last time the calendar is modified allows clients to optimize their requests. This method should return the corresponding unix timestamp.

A fallback is to provide the value null as return value. This tells that the last modification time is not known at the moment.

<?php

function getLastModified() {
    return time();
}








Entries in the calendar – ICollection

The interface \Sabre\DAV\ICollection defines methods to access children of the current node. For calendars, the children are in fact the events stored within the calendar. Again, some methods are already covered, so here only the required methods are implemented.

All calendar entries do have a unique name. This is just a plain string. Typically these are named as .ics files. The methods covered in this section need this name as a parameter to identify the event to operate upon.


Creating new calendar events

The method createFile is used to store new events to the calendar. One could return return an ETag of the calendar event as a string that contains double quotes as sketched in the comment.

<?php

function createFile($name, $data = null) {
    return null;
    // return "\"$etag\"";
}







Checking for existence of events

The childExists method checks if a certain element is present in the calendar.

<?php

function childExists($name) {
    // Check if the value of $name represents a valid calendar entry name.
    // You can check your backend(s) for the child
    // then return a boolean
}







Fetching a calendar entry

The method getChild will pack an calendar entry into its own object as described earlier.

The method allows to request a specific entry and extract it from the calendar.

<?php

function getChild($name) {
    if ($this->childExists($name)) {
        return new CalendarObject($this, $name);
    }
}







Fetching all calendar entries

Finally, there is the method getChildren to fetch all events of a calendar.


Note

For the sake of simplicity, here only a static array is used. One could however query a database or the file system for a variable number of entries in the calendar.



<?php

function getChildren() {
    // Get the list of calendar entries
    $children = ['test.ics'];

    // Obtain the calendar objects for each of them
    $children = array_map(function ($childName) using ($this) { return $this->getChild($childName); });

    return $children;
}








Querying the calendar – ICalendarObjectContainer

It would be very resource intensive to request all events of a calendar only to then discard most of them during filtering. Instead, the client requests a certain set of objects (like the last 90 days) and the server will do the filtering. This can be achieved by the \Sabre\CalDAV\ICalendarObjectContainer interface.

Its sole method will return a list of entries. In contrast to the getChildren() method, the entries are not packed into their own objects. The client is responsible to do this by means of getChild() in a separate process.

<?php

function calendarQuery(array $filters) {
    // In a real implementation this should actually filter
    return ['test.ics'];
}







Managing the access to the calendar – IACL

The CalDAV defines some security relevant properties. These are implemented by means of \Sabre\DAVACL\IACL. The ACLs define who (in terms of principal uris) is allowed to do what on the calendar.


Getting the owner of a calendar

The getOwner method gets the principal’s uri. Here the stored value provided in the constructor is used.

<?php

function getOwner() {
    return $this->principalUri;
}







Get groups of calendar

Return all groups uris of the user, there is the getGroups method. Here, no groups are assumed.

<?php

function getGroup() {
    return [];
}







Fetching the access rules of the calendar

The ACL defined for this calendar must be returned by the method getACL. For the exact definitions, see the documentation of Sabre. At the time of writing this was:



	entry

	values

	description





	principal

	uri of principal

	The role or person trying to access the calendar



	privilege

	{DAV:}read, {DAV:}write

	Is the role allowed to read or to write



	protected

	true, false

	if true, this rule is not allowed to change






<?php

function getACL() {
    return [
        [
            'privilege' => '{DAV:}read',
            'principal' => $this->getOwner(),
            'protected' => true,
        ],
        [
            'privilege' => '{DAV:}read',
            'principal' => $this->getOwner() . '/calendar-proxy-write',
            'protected' => true,
        ],
        [
            'privilege' => '{DAV:}read',
            'principal' => $this->getOwner() . '/calendar-proxy-read',
            'protected' => true,
        ],
    ];
}







Setting the access rules of the calendar

In this example, no updates of the ACL rules are allowed. Thus, an exception is thrown if the client tries to do so using the method setACL.

<?php

function setACL(array $acl) {
    throw new \Sabre\DAV\Exception\Forbidden('Setting ACL is not supported on this node');
}







Getting the privileges associated with the calendar

The supported privileges can be overwritten by implementing the method getSupportedPrivileges. When returning null, the Sabre default is used which is fine for many tasks. Please also take a look at the [Sabre Documentation](https://sabre.io/dav/acl/) for more information.

<?php

function getSupportedPrivilegeSet() {
    return null;
}








Properties of the external calendar – IProperties

You will be able to specify some calendar properties. The CalDAV interface allows for a rather generic interface. You will have to check the details of the CalDAV standard on what properties make sense for you.


Getting the properties

The properties are fetched with the method getProperties.

Here a basic stub of calendar properties are provided. It is a basic name, a color and the setting to allow both events (VEVENT) and tasks (VTODO) in the calendar.

<?php

function getProperties($properties) {
    // A backend should provide at least minimum properties
    return [
        '{DAV:}displayname' => 'Dav Example Calendar: ' . $this->calendarUri,
        '{http://apple.com/ns/ical/}calendar-color'  => '#565656',
        '{' . Plugin::NS_CALDAV . '}supported-calendar-component-set' => new SupportedCalendarComponentSet(['VTODO', 'VEVENT']),
    ];
}







Updating the properties

This method needs implementation to satisfy PHP but can be left empty as the core handles this most probably.

<?php

function propPatch(PropPatch $propPatch) {
    // We can just return here and let oc_properties handle everything
}









The calendar plugin class

The last class that needs to be implemented is the plugin class.

The calendar plugin class needs to implement the interface \OCA\DAV\CalDAV\Integration\ICalendarProvider that defines some methods to query the list of calendars an app can provide.

The method getAppId returns the name of the app.

The method fetchAllForCalendarHome returns a list of all Calendars  that the app knows of.

Note  that the principalUri is passed by the caller, while the calendarUri in the constructor of the calendar instance is a (relative) uri (string) that identifies the calendar uniquely. The uri can then be used in the calendar class to extract the appropriate entries that should be present in the calendar.

The function hasCalendarInCalendarHome checks if a certain combination of principalUri and calendarUri exist. Here, it is just hard-coded to exactly one calendar, but in your own implementation you should do more stringent checks.

Finally, there is a function to query for a single calendar instance using getCalendarInCalendarHome. It returns a single calendar instance or null if no matching calendar is found.

<?php
namespace OCA\YourAppName\DAV;

use OCA\DAV\CalDAV\Integration\ExternalCalendar;
use OCA\DAV\CalDAV\Integration\ICalendarProvider;

class CalendarPlugin implements ICalendarProvider {

    public function getAppId(): string {
        return 'yourappname';
    }

    public function fetchAllForCalendarHome(string $principalUri): array {
        return [
            new Calendar($principalUri, 'my-calendar-1234'),
        ];
    }

    public function hasCalendarInCalendarHome(string $principalUri, string $calendarUri): bool {
        return $calendarUri === 'my-calendar-1234';
    }

    public function getCalendarInCalendarHome(string $principalUri, string $calendarUri): ?ExternalCalendar {
        if ($this->hasCalendarInCalendarHome($principalUri, $calendarUri)) {
            return new Calendar($principalUri, $calendarUri);
        }

        return null;
    }
}







Register the calendar provider

As a last step, you must register the calendar provider in your info.xml. With all these steps done, you should be able to see the calendar(s) in the calendar app and the CalDAV interface of the core.

<sabre>
    <calendar-plugins>
        <plugin>OCA\YourAppName\DAV\CalendarPlugin</plugin>
    </calendar-plugins>
</sabre>









            

          

      

      

    

  

    
      
          
            
  
Contacts Menu

Nextcloud shows a Contacts menu in the right corner of the header. This menu lists a user’s contacts. These contact entries can be extended by apps.

Apps that extend the contacts menu implement an IProvider or IBulkProvider. The process method of IProvider is called for every entry show in the contacts menu. The process method of IBulkProvider is called for all entries at once. If it’s cheaper to fetch data in one operation, use the IBulkProvider.


lib/ContactsMenu/MyProvider.php

<?php

namespace OCA\MyApp\ContactsMenu;

use OCP\Contacts\ContactsMenu\IEntry;
use OCP\Contacts\ContactsMenu\IProvider;

class MyProvider implements IProvider {
    public function process(IEntry $entry): void {
        // todo: something useful
    }
}







Alternatively, as a bulk provider:


lib/ContactsMenu/MyBulkProvider.php

<?php

namespace OCA\MyApp\ContactsMenu;

use OCP\Contacts\ContactsMenu\IEntry;
use OCP\Contacts\ContactsMenu\IProvider;

class MyBulkProvider implements IBulkProvider {
    public function process(array $entries): void {
        // todo: something useful in bulk
    }
}








appinfo/info.xml

<?xml version="1.0"?>
<info xmlns:xsi= "http://www.w3.org/2001/XMLSchema-instance"
    xsi:noNamespaceSchemaLocation="https://apps.nextcloud.com/schema/apps/info.xsd">
    <id>my_app</id>
    <name>My App</name>
    <contactsmenu>
        <provider>OCA\MyApp\ContactsMenu\MyProvider</provider>
        <!-- or -->
        <provider>OCA\MyApp\ContactsMenu\MyBulkProvider</provider>
    </contactsmenu>
</info>








Accessing contact info

The IEntry objects offer getters to contact infos:


	getFullName(): Get full name. Falls back to an empty string if no full name is set.


	getEMailAddresses(): Get all email addresses.


	getAvatar(): Get the avatar URI.


	getProperty(string $name): Read a vCard property [https://www.rfc-editor.org/rfc/rfc6350#page-23] of the contact. Return NULL if the property is not set.






Actions

Providers can add actions to contact entries. Right now email and link actions are supported. These are created with the help of the IActionFactory.


lib/ContactsMenu/LinkProvider.php

<?php

namespace OCA\MyApp\ContactsMenu;

use OCP\Contacts\ContactsMenu\IEntry;
use OCP\Contacts\ContactsMenu\IProvider;

class LinkProvider implements IProvider {
    private IActionFactory $actionFactory;

    public function __construct(IActionFactory $actionFactory) {
        $this->actionFactory = $actionFactory
    }

    public function process(IEntry $entry): void {
        $emailAction = $this->actionFactory->newEMailAction(
            '/apps/myapp/img/link.png', // icon URL
            'Click me', // name
            'user@domain.tld', // email address
            'my_app', // app ID (optional)
        );
        $linkAction = $this->actionFactory->newLinkAction(
            '/apps/myapp/img/link.png', // icon URL
            'Click me', // name
            'https://.....', // href
            'my_app', // app ID (optional)
        );

        $entry->addAction($emailAction);
        $entry->addAction($linkAction);
    }
}









User status

Providers can set a user status via IEntry::setStatus. This mechanism is reserved for Nextcloud’s user status. Don’t use it.





            

          

      

      

    

  

    
      
          
            
  
Mail Provider Interface

Nextcloud apps can use, and register the mail provider interface, to provide or consume mail service functionality to and from other apps.

Access to mail services from another app is provided by the Mail Manager class. Using this class your app can find available mail providers and services. Please see the appropriate section below for more details.

The reverse is also possible, one can register an app to supply mail services to other apps. This is accomplished by implementing a custom Mail Provider class and Mail Service class then registering your provider with the system. Please see the appropriate section below for more details.


Terminology

For clarification this is a reference of terminology used.


	Provider - this is the app that provides mail services e.g. “BigHostingApp”, this can be an app for a specific protocol


	Service - this is a configured mail service account e.g. “Big Email Hosting Co”. Each mail provider may have multiple mail services configured for a user.






Consuming a Mail Service

To use mail as a service provided by another app, your app needs to instantiate the mail manager class, then use the built in methods to list or find an appropriate provider and service.

<?php

use OCP\Mail\Provider\IManager as IMailManager;
use OCP\Mail\Provider\Address;
use OCP\Mail\Provider\Attachment;

class MyTestService {

    // Instance the mail manager using dependency injection
    public function __construct(IMailManager $mailManager) {
        private IMailManager $mailManager;
    }

    public function acquireMailProvider(): void {

        // determine if any providers are available
        if (!$this->mailManager->has()) {
            return;
        }

        // retrieve types of providers available (array of id's and labels)
        $types = $this->mailManager->types();

        // retrieve all providers available (array of provider objects)
        $providers = $this->mailManager->providers();

        // retrieve a single provider (provider objects)
        $provider = $this->mailManager->findProviderById('provider1');

    }

    public function acquireMailService(): void {

        // determine if any providers are available
        if (!$this->mailManager->has()) {
            return;
        }

        // retrieve services available for a user (array of service objects)
        $services = $this->mailManager->services('user1');

        // retrieve a single service with a specific mail address (service objects)
        $service = $this->mailManager->findServiceByAddress('user@testing.com');

    }

    public function sendMessage(): void {

        // determine if any providers are available
        if (!$this->mailManager->has()) {
            return;
        }

        // retrieve a single service with a specific mail address (service objects)
        $service = $this->mailManager->findServiceByAddress('user@testing.com');

        // construct mail message and set required parameters
        $message = $service->initiateMessage();
        $message->setFrom(new Address('user1@testing.com', 'User One'));
        $message->setTo(new Address('user2@testing.com', 'User Two'));
        $message->setSubject('Our Great Plan');
        $message->setBodyPlain('See the attached itinerary for our great plan');
        $message->setBodyHtml('<html>See the attached itinerary for our great plan</html>');
        $message->setAttachments(new Attachment(
            'Our great plan itinerary',
            'theplan.txt',
            'text/plain'
        ));
        // send message
        $service->sendMessage($message);

    }
}





For more detailed information of methods available, parameters and returns please see the mail providers directory in the server repository. (lib/public/Mail/Provider)



Providing a Mail Service

For your app to provide mail service to other apps, your app needs to implement two main interfaces plus interfaces for the supported functionality.


Step 1: Create a Mail Provider Class

The mail provider class is the main class that the mail manager uses to retrieve available services from your app. Each mail provider can have multiple mail services configured for a user.

This class needs to implement the IProvider interface and have all the required methods defined.

namespace OCA\BigHostingApp\Provider;

use OCP\Mail\Provider\IProvider;
use OCP\Mail\Provider\IService;

class MailProvider implements IProvider {

    public function id(): string {
        return 'big-hosting-app';
    }

    public function label(): string {
        return 'Big Hosting App';
    }

    public function hasServices(string $userId): bool {
        // app specific code to check for available services
    }

    public function listServices(string $userId): array {
        // app specific code to list all available services
    }

    public function findServiceById(string $userId, string $serviceId): IService | null {
        // app specific code to find a specific services
    }

    public function findServiceByAddress(string $userId, string $address): IService | null {
        // app specific code to find a service with a specific email address
    }

}







Step 2: Create a Mail Service Class

The mail service class is the main class that other apps use to access mail functionality in your app. This class is also returned by the mail provider class.

This class needs to implement the IService interface and have all the required methods defined. Because functionality varies between protocols this class also needs to be extended with the appropriate supported function interfaces like ‘IMessageSend’ which provides mail sending capabilities.

namespace OCA\BigHostingApp\Provider;

use OCP\Mail\Provider\Address;
use OCP\Mail\Provider\IAddress;
use OCP\Mail\Provider\IMessage;
use OCP\Mail\Provider\IMessageSend;
use OCP\Mail\Provider\IService;
use OCP\Mail\Provider\Message;

class MailService implements IService, IMessageSend {

    public function id(): string {
        return '1 or service1 or anything else';
    }

    public function capable(string $value): bool {
        // app specific code to check if a service is capable of perform a specific function e.g. Sending a Message
    }

    public function capabilities(): array {
        // app specific code to retrieve a list of capabilities
    }

    public function getLabel(): string {
        // app specific code to retrieve the label/description/name of the service
    }

    public function getPrimaryAddress(): IAddress {
        // app specific code to retrieve the primary email address of the service
    }

    public function getSecondaryAddresses(): array {
        // app specific code to retrieve the secondary email addresses (aliases) of the service
    }

    public function initiateMessage(): IMessage {
        // app specific code to create a fresh message e.g message object to send a message or save a message in drafts
    }

    // this function is the extended capabilities added to this class from IMessageSend
    public function sendMessage(IMessage $message, array $option = []): void {
        // app specific code to send a message
    }

}







Step 3: Register the Mail Provider

The registration is performed at the initial stages of your app being loaded by the Nextcloud system, inside the ‘AppInfo/Application.php’ file

namespace OCA\BigHostingApp\AppInfo;

use OCA\BigHostingApp\Provider\MailProvider;
use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IRegistrationContext;

class Application extends App {

    public const APP_ID = 'BigHostingApp';

    public function __construct(array $urlParams = []) {
        parent::__construct(self::APP_ID, $urlParams);
    }

    public function register(IRegistrationContext $context): void {

        // Tip: If your app spans multiple version of Nextcloud, we recommend to make sure the method exists with 'method_exists()'
        $context->registerMailProvider(MailProvider::class);

    }

}










            

          

      

      

    

  

    
      
          
            
  
Nextcloud Flow

Nextcloud Flow is a user-defined event-based workflow engine.

Applications can expose entities with specific events on the one hand, and operations that act on these events on the other hand. A user defines a workflow rule that is triggered by a certain event which will then execute the operation based on user defined checks.

An example flow might be converting Word documents into PDF when they are added to one folder, then move that Word document to another folder once it’s finished. This workflow would deal with the file entity’s create event and act on that file.

At 36c3 blizzz gave a talk explaining Flow and how to write actions and triggers. [https://media.ccc.de/v/36c3-oio-174-building-nextcloud-flow] You can find the slides of their talk here. [https://web.archive.org/web/20220219081809/https://nextcloud.com/wp-content/themes/next/assets/files/Building_nextcloud_flow.pdf]


Entities

If you want to expose events via Nextcloud Flow, you need to define an entity, which is a class implementing OCP\WorkflowEngine\IEntity.

The entity class will expose a name for the User interface via getName() and an icon URL getIcon().

The getEvents() method returns an array of all events that this entity can undergo, which will be selectable for the user in the flow interface.

For all events that happen on the nextcloud instance (see Events for all known built-in events), prepareRuleMatcher() will be called, so it can check whether this event is one of the ones that the entity makes available in flow.

If that is the case, the entity can assign itself to the rule matcher.

Similarly, isLegitimatedForUserId() will check whether the passed user is allowed to see the current event (which requires that you store the event that was passed to prepareRuleMatcher()).



Operations

Operations are actions that users can configure to happen when specific events occur.

An operation is a class implementing ISpecificOperation, IOperation or IComplexOperation. Specific operations can only act on one specific entity (e.g. a file), while normal operations can act on all events. Complex operations do not listen on events but setup their own listener(s).

Your operation needs to implement validateOperation method, which will be called upon validating a flow configuration for your flow in the settings. The function must check that the configuration is correct and throw if that is not the case.
Once your operation is configured by the user, its onEvent method will be called on any event it is configured for, even if the rules are not matching. So you need to use the $ruleMatcher parameter to loop through matching rules and check if there are any. For each match the ‘operation’ key in the array is what the user configured for this rule in the settings.



Configuration Component

The configuration component is what your user sees when they add your flow and go to configure its rules.

For the configuration component, We create a new JavaScript bundle

import ConvertToPdf from './ConvertToPdf' // A Vue component

OCA.WorkflowEngine.registerOperator({
    id: 'OCA\\WorkflowPDFConverter\\Operation',
    operation: 'keep;preserve',
    options: ConvertToPdf,
    color: '#dc5047'
})





In the RegisterOperationsEvent listener we need to register the above JS bundle.

The OCA.WorkflowEngine.registerOperator function tells Nextcloud about your operation, along with the color, and the component that contains configuration specific to your flow.





            

          

      

      

    

  

    
      
          
            
  
Projects

Projects are a way to link items from different apps via a common interface.

App developers can integrate into projects and provide their own entity types to link with.


Register a resource provider

Things like files, deck cards and talk rooms are called Resources in projects.
In order to add your own resource type, we need to create a class implementing the
OCP\Collaboration\Resources\IProvider interface.

<?php

namespace OCA\MyApp\Collaboration\Resources;


use OCP\Collaboration\Resources\IProvider;
use OCP\Collaboration\Resources\IResource;
use OCP\IURLGenerator;
use OCP\IUser;

class MyResourceProvider implements IProvider {
    public const RESOURCE_TYPE = 'my-app-item';

    /**
     * @var IURLGenerator
     */
    private $url;

    public function __construct(IURLGenerator $url) {
        $this->url = $url;
    }

    /**
     * @inheritDoc
     */
    public function getType(): string {
        return self::RESOURCE_TYPE;
    }

    /**
     * @inheritDoc
     */
    public function getResourceRichObject(IResource $resource): array {
        $item = $this->getItem($resource);
        $icon = $this->url->linkToRouteAbsolute('myapp.images.get_icon', ['id' => $item->getId()]);
        $resourceUrl = $this->url->linkToRouteAbsolute('bookmarks.page.index', ['item' => $bookmark->getId()]);

        return [
            'type' => self::RESOURCE_TYPE,
            'id' => $resource->getId(),
            'name' => $item->getTitle(),
            'link' => $resourceUrl,
            'iconUrl' => $icon,
        ];
    }

    /**
     * @inheritDoc
     */
    public function canAccessResource(IResource $resource, ?IUser $user): bool {
        if ($resource->getType() !== self::RESOURCE_TYPE || !($user instanceof IUser)) {
            return false;
        }
        $bookmark = $this->getItem($resource);
        if ($bookmark === null) {
            return false;
        }
        return $bookmark->getUserId() === $user->getUID()
    }

    private function getItem(IResource $resource) : ?Item {
        // implement me
    }
}





The MyResourceProvider class needs to be registered during the app bootstrap.

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IRegistrationContext;
use OCA\MyApp\Dashboard\MyAppWidget;

class Application extends App implements IBootstrap {

    public const APP_ID = 'myapp';

    public function __construct(array $urlParams = []) {
        parent::__construct(self::APP_ID, $urlParams);
    }

    public function register(IRegistrationContext $context): void {
    }

    public function boot(IBootContext $context): void {
        $context->injectFn(Closure::fromCallable([$this, 'registerCollaborationResources']));
    }

    protected function registerCollaborationResources(IProviderManager $resourceManager, IEventDispatcher $eventDispatcher): void {
        $resourceManager->registerResourceProvider(ResourceProvider::class);

        $eventDispatcher->addListener(\OCP\Collaboration\Resources\LoadAdditionalScriptsEvent::class, static function () {
            Util::addScript(self::APP_ID, 'collections');
        });
    }
}





As you can see we also already register a front-end script, which we are going to create next.



Provide a user interface

The user interface can be registered through the public OCP.Collaboration.registerType
JavaScript method. The first parameter represents the resource type that has already
been specified in the IResourceProvider implementation. The second parameter is an object with
three properties:



	typeString A localized string that will be displayed in the dropdown when choosing which resource type to link to


	typeIconClass A CSS class of the icon that should be used for this entry


	action An async function that will produce a resource picker UI and resolves with the resource id







The following example shows how a Vue.js component could be used to render the
widget user interface, however this approach works for any other framework as well
as plain JavaScript:

    import Vue from 'vue'
    import ItemPickerDialog from './components/ItemPickerDialog'

    OCP.Collaboration.registerType('myapp', {
    action: () => {
        return new Promise((resolve, reject) => {
            const container = document.createElement('div')
            container.id = 'myapp-item-select'
            const body = document.getElementById('body-user')
            body.appendChild(container)
            const ComponentVM = new Vue({
                render: h => h(ItemPickerDialog),
            })
            ComponentVM.$mount(container)
            ComponentVM.$root.$on('close', () => {
                ComponentVM.$el.remove()
                ComponentVM.$destroy()
                reject(new Error('User cancelled resource selection'))
            })
            ComponentVM.$root.$on('select', (id) => {
                resolve(id)
                ComponentVM.$el.remove()
                ComponentVM.$destroy()
            })
        })
    },
    typeString: t('myapp', 'Link to an item'),
    typeIconClass: 'icon-file',
})





This will allow other apps to link to your items. We also want to link to other apps’ items.
Since all apps with projects support are listening on the above LoadAdditionalScriptsEvent,
we can simply dispatch it when we render our main page template.

<?php

class MyController extends Controller {
    private IEventDispatcher $eventDispatcher;

    public function __construct(string $appName, IRequest $request, IEventDispatcher $eventDispatcher) {
        parent::__construct($appName, $request);
        $this->eventDispatcher = $eventDispatcher;
    }

    public function index() {
        $this->eventDispatcher->dispatchTyped(new \OCP\Collaboration\Resources\LoadAdditionalScriptsEvent());
        return new TemplateResponse('my_app', 'main');
    }
}





In our Vue app, we can then render the pre-built projects picker available in the npm package nextcloud-vue-collections.

<template>
    <div>
        <CollectionList v-if="itemId"
            :id="itemId"
            :name="itemTitle"
            type="myapp" />
    </div>
</template>

<script>
import { CollectionList } from 'nextcloud-vue-collections'
export default {
    name: 'CollaborationView',
    components: {
        CollectionList,
    },
    props: {
        id: {
            type: String,
            default: '',
        },
        name: {
            type: String,
            default: '',
        }
    }
}
</script>
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Search

Nextcloud 20 offers a new unified search. The overall idea is to have one combined view for search, but have results of any data source displayed there. Hence this is logic is built on a pluggable architecture where apps register their search providers.


Concept overview

The unified search combines a variable number of search providers into a unified search result for the user. To improve the user experience with search, the search results should be displayed quickly. Therefore parallelism is used to split the process into several requests that can be processed concurrently, to give the client (e.g. JavaScript in the browser) the ability to display partial search results as they come on.

Hence the search process consists of two steps.



	Fetch the current set of search provider IDs


	Fetch each provider’s search results







These two steps have to be run consecutively, but the individual requests in the second step can be dispatched and processed concurrently.


Fetching provider IDs

GET https://cloud.domain/ocs/v2.php/search/providers

This will return a structure like

{
    "ocs": {
        "meta": {
            "…": "…"
        },
        "data": [
            {
                "id": "talk-message",
                "appId": "spreed",
                "name": "Messages",
                "icon": "/apps/spreed/img/app.svg",
                "order": -2,
                "triggers": ["talk-message"],
                "filters": {
                    "term": "string",
                    "since": "datetime",
                    "until": "datetime",
                    "person": "person"
                },
                "inAppSearch": false
            },
            {
                "id": "files",
                "appId": "files",
                "name": "Fichiers",
                "icon": "/apps/files/img/app.svg",
                "order": 5,
                "triggers": ["files"],
                "filters": {
                    "term": "string",
                    "since": "datetime",
                    "until": "datetime",
                    "person": "person",
                    "min-size": "int",
                    "max-size": "int",
                    "mime": "string",
                    "type": "string"
                },
                "inAppSearch": false
            }
        ]
    }
}





filters list filters supported by the provider with their expected type



Fetching individual search results

GET https://cloud.domain/ocs/v2.php/search/providers/files/search?term=cat

{
    "ocs": {
        "meta": {
            "…": "…"
        },
        "data": {
            "name": "Files",
            "isPaginated": false,
            "entries": [
                {
                    "thumbnailUrl": "/core/preview?x=32&y=32&fileId=9261",
                    "title": "my cute cats.jpg",
                    "subline": "/my cute cats.jpg",
                    "resourceUrl": "/apps/files/?dir=/&scrollto=my%20cute%20cats.jpg"
                },
                {
                    "thumbnailUrl": "/core/preview?x=32&y=32&fileId=1553",
                    "title": "cat (2).png",
                    "subline": "/cat (2).png",
                    "resourceUrl": "/apps/files/?dir=/&scrollto=cat%20%282%29.png"
                }
            ],
            "cursor": null
        }
    }
}








Simple search providers

A search provider is a class which implements the interface \OCP\Search\IProvider.

<?php

declare(strict_types=1);

namespace OCA\MyApp\Search;

use OCA\MyApp\AppInfo\Application;
use OCP\IUser;
use OCP\Search\IProvider;

class Provider implements IProvider {

    public function getId(): string {
        return 'mysearchprovider';
    }

    public function getName(): string {
        return $this->l->t('My custom group');
    }

    public function getOrder(string $route, array $routeParameters): int {
        if (str_contains($route, Application::APP_ID)) {
            // Active app, prefer my results
            return -1;
        }

        return 55;
    }

    public function search(IUser $user, ISearchQuery $query): SearchResult {
        return SearchResult::complete(
            'My custom group', // TODO: this should be translated
            [
                ...
            ]
        );
    }
}





The method getId returns a string identifier of the registered provider. It has to be globally unique, hence must not conflict with any other apps. Therefore it’s advised to use just the app ID (e.g. mail) as ID or an ID that is prefixed with the app id, like mail_recipients. getName is a translated name for your search results.

The getOrder method returns the order of the provider for the current page. With the route parameter you can check if the route is from your app and in that case use a negative value. Otherwise your app should use a value around 50.

The method search transforms a search request into a search result.

The class would typically be saved into a file in lib/Search of your app but you are free to put it elsewhere as long as it’s loadable by Nextcloud’s dependency injection container.



Advanced search provider

Since Nextcloud 28.0, it is possible to use advanced search providers by implementing \OCP\Search\IFilteringProvider.
This interface allows to supports other filtering types.

<?php

declare(strict_types=1);

namespace OCA\MyApp\Search;

use OCA\MyApp\AppInfo\Application;
use OCP\IUser;
use OCP\Search\FilterDefinition;
use OCP\Search\IFilteringProvider;

class Provider implements IFilteringProvider {

    // TODO Implement functions from simple search provider

public function getSupportedFilters(): array {
        return [
            'term',
            'since',
            'until',
            'person',
            'custom_int',
            'custom_user',
            'custom_bool',
        ];
    }

public function getAlternateIds(): array {
        return [];
    }

public function getCustomFilters(): array {
        return [
            new FilterDefinition('custom_int', FilterDefinition::TYPE_INT),
            new FilterDefinition('custom_user', FilterDefinition::TYPE_USER),
            new FilterDefinition('custom_bool', FilterDefinition::TYPE_BOOL),
        ];
    }

    public function search(IUser $user, ISearchQuery $query): SearchResult {
        // Retrieve filters
        /** @var $since ?DateTimeImmutable */
        $since = $query->getFilter('since')?->get();
        /** @var $user ?IUser */
        $user = $query->getFilter('custom_user')?->get();

        // TODO Do actual search

        return new SearchResult(/* … */);
    }
}





getSupportedFilters lists the filters supported by the provider. If filters send by client are not supported, the provider will not receive the request.

getCustomFilters allows to declare specific filters. In current state, the specific filters will only be available in the API.



External search provider

Since Nextcloud 32, to improve privacy, you can extend your provider with the \OCP\Search\IExternalProvider interface and implement the isExternalProvider() method to indicate that the search is performed on external (3rd-party) resources.
In the Unified Search UI, searching through these providers is disabled by default (via toggle switch).



Provider registration

The provider class is registered via the bootstrap mechanism of the Application class.

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCA\MyApp\Search\Provider;
use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IRegistrationContext;

class Application extends App implements IBootstrap {

    public function register(IRegistrationContext $context): void {
        $context->registerSearchProvider(Provider::class);
    }

    public function boot(IBootContext $context): void {}

}







Handling search requests

Search requests are processed in the search method. The $user object is the user who the result shall be generated for. $query gives context information like the search term, the sort order, the route information, the size limit of a request and the cursor for follow-up request of paginated results.

The result is encapsulated in the SearchResult class that offers two static factory methods complete and paginated. Both of these methods take an array of SearchResultEntry objects.

Next, you’ll see a dummy provider that returns a static set of results.

<?php

declare(strict_types=1);

namespace OCA\MyApp\Search;

use OCA\MyApp\AppInfo\Application;
use OCP\IL10N;
use OCP\IURLGenerator;
use OCP\IUser;
use OCP\Search\IProvider;
use OCP\Search\SearchResult;
use OCP\Search\SearchResultEntry;
use OCP\Search\ISearchQuery;

class Provider implements IProvider {

    /** @var IL10N */
    private $l10n;

    /** @var IURLGenerator */
    private $urlGenerator;

    public function __construct(IL10N $l10n,
                                IURLGenerator $urlGenerator) {
        $this->l10n = $l10n;
        $this->urlGenerator = $urlGenerator;
    }

    public function getId(): string {
        return 'mysearchprovider';
    }

    public function getName(): string {
        return $this->l->t('My app');
    }

    public function getOrder(string $route, array $routeParameters): int {
        if (strpos($route, Application::APP_ID . '.') === 0) {
            // Active app, prefer my results
            return -1;
        }

        return 25;
    }

    public function search(IUser $user, ISearchQuery $query): SearchResult {
        return SearchResult::complete(
            $this->l10n->t('My app'),
            [
                new SearchResultEntry(
                    $this->urlGenerator->linkToRoute(
                        'myapp.Preview.getPreviewByFileId',
                        [
                            'id' => 1
                        ]
                    ),
                    'Search result 1',
                    'This goes into the subline',
                    $this->urlGenerator->linkToRoute(
                        'myapp.view.index',
                        [
                            'id' => 1,
                        ]
                    )
                )
            ]
        );
    }
}





Each of the result entry has


	A thumbnail or icon that is a (relative) URL


	A title, e.g. the name of a file


	A subline, e.g. the path to a file


	A resource URL that makes it possible to navigate to the details of this result


	Optional icon CSS class that is applied then the thumbnail URL was not set


	A boolean rounded, whether the thumbnail should be rounded, e.g. when it’s an avatar




Apps may return the full result in search, but in most cases the size of the result set can become too big to fit into one HTTP request and is complicated to display to the user, hence the set should be split into chunks – it should be paginated.


Pagination

Paginated results work almost like complete results. The differences are that the SearchResult::paginated factory method is used to build the set and that you need a cursor for this.

There are two ways to use the cursor: offset-based pagination and cursor-based pagination.

For offset-based pagination you return $query->getLimit() results and specify this number as cursor. Any subsequent call where $query->getCursor() does not return null you take the value as offset for the next page. The following example shall demonstrate this use case.

<?php

declare(strict_types=1);

namespace OCA\MyApp\Search;

use OCA\MyApp\AppInfo\Application;
use OCP\IL10N;
use OCP\IURLGenerator;
use OCP\IUser;
use OCP\Search\IProvider;
use OCP\Search\SearchResult;
use OCP\Search\ISearchQuery;

class Provider implements IProvider {

    /** @var IL10N */
    private $l10n;

    /** @var IURLGenerator */
    private $urlGenerator;

    public function __construct(IL10N $l10n,
                                IURLGenerator $urlGenerator) {
        $this->l10n = $l10n;
        $this->urlGenerator = $urlGenerator;
    }

    public function getId(): string {
        return 'mysearchprovider';
    }

    public function getName(): string {
        return $this->l->t('My app');
    }

    public function getOrder(string $route, array $routeParameters): int {
        if (strpos($route, Application::APP_ID . '.') === 0) {
            // Active app, prefer my results
            return -1;
        }

        return 25;
    }

    public function search(IUser $user, ISearchQuery $query): SearchResult {
        $offset = ($query->getCursor() ?? 0);
        $limit = $query->getLimit();

        $data = []; // Fill this with $limit entries, where the first entry is row $offset

        return SearchResult::paginated(
            $this->l10n->t('My app'),
            $data,
            $offset + $limit
        );
    }
}





So the first call will get a cursor of null and a limit of, say, 20. So the first 20 rows are fetched. The next call will have a cursor of 20, so the 20st to 39th rows are fetched.

The downside of a offset-based pagination is that when the underlying data changes (new entries are inserted into or deleted from the database, files change), the offset might be out of sync from on request to its successor. Therefore, if possible, a true cursor-based pagination is preferable.

For a cursor-based pagination a app-specific property is used to know a reference to the last element of the previous search request. The presumption of this algorithm is that the result set is sorted by an attribute and this attribute is an int or string. The attribute value of the last element in the result page determines the cursor for the next search request. Again, a small example shall demonstrate how this works.

<?php

declare(strict_types=1);

namespace OCA\MyApp\Search;

use OCA\MyApp\AppInfo\Application;
use OCP\IL10N;
use OCP\IURLGenerator;
use OCP\IUser;
use OCP\Search\IProvider;
use OCP\Search\SearchResult;
use OCP\Search\ISearchQuery;

class Provider implements IProvider {

    /** @var IL10N */
    private $l10n;

    /** @var IURLGenerator */
    private $urlGenerator;

    public function __construct(IL10N $l10n,
                                IURLGenerator $urlGenerator) {
        $this->l10n = $l10n;
        $this->urlGenerator = $urlGenerator;
    }

    public function getId(): string {
        return 'mysearchprovider';
    }

    public function getName(): string {
        return $this->l->t('My app');
    }

    public function getOrder(string $route, array $routeParameters): int {
        if (strpos($route, Application::APP_ID . '.') === 0) {
            // Active app, prefer my results
            return -1;
        }

        return 25;
    }

    public function search(IUser $user, ISearchQuery $query): SearchResult {
        $cursor = $query->getCursor();
        $limit = $query->getLimit();

        if ($cursor === null) {
            $data = []; // Fill this with $limit entries sorted ascending by created_at
        } else {
            $data = []; // Fill this with $limit entries sorted ascending by created_at that have a created_at > $cursor
        }
        $last = end($data);

        return SearchResult::paginated(
            $this->l10n->t('My app'),
            $data,
            $last->getCreatedAt()
        );
    }
}







Optional attributes

The unified search is available via OCS, which means client application like the mobile apps can use it to get access to the server search mechanism. The default properties of a search result entry might be difficult to parse and interpret in those clients, hence it’s possible to add optional string attributes to each entry.

<?php

$entry = new SearchResultEntry(/* same arguments as above */);
$entry->addAttribute("type", "deckCard");
$entry->addAttribute("cardId", "1234");
$entry->addAttribute("boardId", "567");






Note

This method was added in Nextcloud 21. If your app also targets Nextcloud 20 you should either not use it or add a version check to invoke the method only conditionally.






Declare in-app search

If your application also have in-app search (like mail or talk), your provider can also implements interface \OCP\Search\IInAppSearch.

This will add a link for it after search results.



Privacy

All search providers have to value privacy and prevent leaking of sensitive data by default. Therefore search terms must not be sent to third parties by default. If a search provider makes use of third party services, user consent has to be acquired, e.g. by an opt-in toggle in the user’s personal settings.





            

          

      

      

    

  

    
      
          
            
  
Reference providers

Reference providers are related with two Nextcloud features:


	Link previews


	The Smart Picker




Link previews were introduced in Nextcloud 25.
Apps can register a reference provider to add preview support for some HTTP links.
To provide link previews, a reference provider needs to:


	Resolve the links (get information about the links)


	Render links (show this information in the user interface)




The Smart Picker was introduced in Nextcloud 26. This is a user interface component
allowing users to search or generate links from various places in Nextcloud like Text,
Talk, Collectives, Notes, Mail…
Reference providers can be implemented so they appear in the Smart Picker’s provider list.
The Smart Picker can use 2 types of providers:


	the ones to search (using existing Unified Search providers)


	the ones implementing their own custom picker component




In summary, reference providers can be registered by apps to


	
	add support for new kinds of HTTP links
	
	resolve the links, get information on the link targets


	optionally provide their own reference widgets to have a custom preview rendering










	
	extend the Smart Picker
	
	use existing Unified Search providers


	or optionally register custom picker components to have a specific user interface












This documentation explains how to


	Display link previews in your app


	Use the Smart Picker in your app


	Extend the reference system add preview support for more links


	Extend the Smart Picker with your app’s capabilities





Display link previews

If you just want to display links previews in your app without extending the reference system,
you need to make sure the OCP\Collaboration\Reference\RenderReferenceEvent is dispatched
before you load the page where you want to display link previews.

For example, you can place this before returning your TemplateResponse in your controller:

$this->eventDispatcher->dispatchTyped(new OCP\Collaboration\Reference\RenderReferenceEvent());





This is done in
Text [https://github.com/nextcloud/text/blob/8a17046aa440df841fe9182205d80ce937068c1a/lib/Listeners/LoadViewerListener.php#L52]
and
Talk [https://github.com/nextcloud/spreed/blob/1f1acbd95943e6184e29de8044cd9d8e775ac7c5/lib/Controller/PageController.php#L280]
if you need more examples.

On the frontend side, there are 3 ways to display link previews (also named reference widgets):


	use the NcRichText Vue component


	use the NcReferenceWidget Vue component


	access the reference API directly and manually render the previews





NcRichText

Link previews will be automatically rendered for links in the content of the <NcRichText> Vue component.
This component will take care of resolving the links itself.

<NcRichText :text="message"
    :arguments="richParameters"
    :autolink="true"
    :reference-limit="0" />





NcRichText can be imported like this:

import NcRichText from '@nextcloud/vue/dist/Components/NcRichText.js'





NcRichText component documentation [https://nextcloud-vue-components.netlify.app/#/Components/NcRichText?id=ncrichtext-1]



NcReferenceWidget

You can display a preview for a specific link by using the <NcReferenceWidget> component.
You need to ask the server to resolve the link to get a reference object that you can then give as a property
to NcReferenceWidget.

To resolve a link:

const myLink = 'https://github.com'
const requestOptions = {
    params: {
        reference: myLink,
    },
}
axios.get(generateOcsUrl('references/resolve', 2), requestOptions)
    .then((response) => {
        reference = response.data.ocs.data.references[myLink]
    })





Then you can use the reference object you got:

<NcReferenceWidget :reference="reference" />







API to resolve links

Accessing the API directly can be useful if you want to:


	resolve links from outside Nextcloud, in a client for example


	manually resolve and render links instead of using the Vue components




Endpoints to resolve links:


	
	GET /ocs/v2.php/references/resolve (authenticated)
	
	reference parameter with the link to resolve










	
	GET /ocs/v2.php/references/resolvePublic
	
	reference parameter with the link to resolve


	sharingToken parameter with the public share token










	
	POST /ocs/v2.php/references/resolve
	
	references parameter with an array of links to resolve


	limit parameter with the maximum number of links to resolve










	
	POST /ocs/v2.php/references/resolve
	
	references parameter with an array of links to resolve


	sharingToken parameter with the public share token


	limit parameter with the maximum number of links to resolve













Request examples

curl -u USER:PASSWD -H "Accept: application/json" -H "ocs-apirequest: true" \
    "https://my.nextcloud.org/ocs/v2.php/references/resolve?reference=https://github.com"





will return an OCS response with that data:

{
  "ocs": {
    "meta": {
    "status": "ok",
    "statuscode": 200,
    "message": "OK"
  },
  "data": {
    "references": {
      "https://github.com": {
        "richObjectType": "open-graph",
        "richObject": {
          "id": "https://github.com",
          "name": "GitHub: Let’s build from here",
          "description": "GitHub is where over 100 million developers shape the future of software, together. Contribute to the open source community, manage your Git repositories, review code like a pro, track bugs and fea...",
          "thumb": "https://my.nextcloud.org/core/references/preview/3097fca9b1ec8942c4305e550ef1b50a",
          "link": "https://github.com"
        },
        "openGraphObject": {
          "id": "https://github.com",
          "name": "GitHub: Let’s build from here",
          "description": "GitHub is where over 100 million developers shape the future of software, together. Contribute to the open source community, manage your Git repositories, review code like a pro, track bugs and fea...",
          "thumb": "https://my.nextcloud.org/core/references/preview/3097fca9b1ec8942c4305e550ef1b50a",
          "link": "https://github.com"
        },
        "accessible": true
      }
    }
  }
}





The link might be supported by a reference provider that also provides more information in a rich object.
The generic openGraphObject is still returned. It contains a title, description and image URL if the matching reference
provider defined those correctly.
For example, resolving https://www.themoviedb.org/movie/70981 if the integration_tmdb app is installed will return:

"data": {
  "references": {
    "https://www.themoviedb.org/movie/70981": {
      "richObjectType": "integration_tmdb_movie",
      "richObject": {
        "adult": false,
        "budget": 130000000,
        "genres": [
          {
            "id": 878,
            "name": "Science Fiction"
          },
          {
            "id": 12,
            "name": "Adventure"
          },
          {
            "id": 9648,
            "name": "Mystery"
          }
        ],
        "homepage": "https://www.20thcenturystudios.com/movies/prometheus",
        "id": 70981,
        "imdb_id": "tt1446714",
        "original_language": "en",
        "original_title": "Prometheus",
        "overview": "A team of explorers discover a clue to the origins of mankind on Earth, leading them on a journey to the darkest corners of the universe. There, they must fight a terrifying battle to save the future of the human race.",
        "popularity": 68.389,
        "release_date": "2012-05-30",
        "revenue": 403354469,
        "runtime": 124,
      },
      "openGraphObject": {
        "id": "https://www.themoviedb.org/movie/70981",
        "name": "Prometheus",
        "description": "30 mai 2012 - A team of explorers discover a clue to the origins of mankind on Earth, leading them on a journey to the darkest corners of the universe. There, they must fight a terrifying battle to save the future of the human race.",
        "thumb": "https://my.nextcloud.org/apps/integration_tmdb/t/p/w500/qsYQflQhOuhDpQ0W2aOcwqgDAeI.jpg?fallbackName=???",
        "link": "https://www.themoviedb.org/movie/70981"
      },
      "accessible": true
    }
  }
}








Render link previews in clients

Clients can choose to support some rich objects types.
Developers can follow the rich object formatting recommendations to provide generic information in some cases.
The rich object type is not used to predict the data structure.
We rather recommend to set rich object attributes respecting a strict format for some common use cases.

More details can be found in Interactive widgets




Use the Smart Picker in your app

There are 3 ways to make the Smart Picker appear in your app:


	use the NcRichContenteditable component


	use the NcReferencePickerModal component


	use the getLinkWithPicker helper function




Just like for the link previews, you need to dispatch the OCP\Collaboration\Reference\RenderReferenceEvent event
before loading the page in which you want to show the Smart Picker.


NcRichContenteditable

The Smart Picker is integrated in the NcRichContenteditable Vue component. It is enabled by default
but can be disabled by setting the linkAutocomplete prop to false.

The picker provider list opens when the user types the “/” character.
The picker result then gets directly inserted in the content.

NcRichContenteditable component documentation [https://nextcloud-vue-components.netlify.app/#/Components/NcRichContenteditable]



NcReferencePickerModal

You display the Smart Picker by using the NcReferencePickerModal Vue component. It is available in the Nextcloud Vue library.

import { NcReferencePickerModal } from '@nextcloud/vue/dist/Components/NcRichText.js'





Available props:


	initialProvider (optional): If a reference provider object is passed, skip the provider selection and directly show this provider


	focusOnCreate (optional, default: true): Focus on the main input element on creation


	isInsideViewer (optional, default: false): Set this to true if NcReferencePickerModal is used inside the Viewer. This tells the Viewer to deal with the focus trap.






getLinkWithPicker

To display the Smart Picker outside Vue, you can use the getLinkWithPicker helper function.
It takes 2 parameters:


	providerId (optional, default: null): The provider to select in the picker. If null, the provider selection is displayed first.


	isInsideViewer (optional): This will be passed internally to NcReferencePickerModal as the isInsideViewer prop.




This function returns a promise that resolves with the picker result. This promise is rejected if the user closes
the Smart Picker.

import { getLinkWithPicker } from '@nextcloud/vue/dist/Components/NcRichText.js'

getLinkWithPicker(null, true)
    .then(result => {
        console.debug('Smart Picker result', result)
    })
    .catch(error => {
        console.error('Smart Picker promise rejected', error)
    })








Use the Smart Picker in clients

Clients can partially support the Smart Picker features.

There are 2 types of Smart Picker providers:


	The ones with a custom picker component


	The ones that support one or multiple unified search providers




As the custom picker components are web components, clients might not be able (or want) to render them.
So we are mostly interested in the second type here: The ones using unified search providers.

In Nextcloud’s web UI, those providers are rendered with a
generic search Vue component [https://github.com/nextcloud/nextcloud-vue/blob/master/src/components/NcRichText/NcReferencePicker/NcSearch.vue]
which shows a search input, lists the search result in a dropdown menu and directly submits the URL of the selected result.
The search is done by directly querying the Unified Search OCS API. This is described later.

To implement something similar to the Smart Picker in a client, it is required to know how to:


	Get the provider list


	Use the Unified Search OCS API


	Update the providers last usage date





Get the provider list

The list of Smart Picker providers can be obtained via an OCS endpoint.
Each provider object contains the list of supported unified search providers.

Here is the server endpoint to list the smart picker providers:

curl -u USER:PASSWD -H "Accept: application/json" -H "ocs-apirequest: true" \
    "https://my.nextcloud.org/ocs/v2.php/references/providers"





and an example response:

{
  "ocs": {
    "meta": {
      "status": "ok",
      "statuscode": 200,
      "message": "OK"
    },
    "data": [
      {
        "id": "github-issue-pr",
        "title": "GitHub issues, pull requests and comments",
        "icon_url": "https://my.nextcloud.org/apps/integration_github/img/app-dark.svg",
        "order": 10,
        "search_providers_ids": [
          "github-search-issues",
          "github-search-repos"
        ]
      },
      {
        "id": "openstreetmap-point",
        "title": "Map location (by OpenStreetMap)",
        "icon_url": "https://my.nextcloud.org/apps/integration_openstreetmap/img/app-dark.svg",
        "order": 10,
        "search_providers_ids": [
          "openstreetmap-search-location"
        ]
      },
      {
        "id": "files",
        "title": "Files",
        "icon_url": "https://my.nextcloud.org/apps/files/img/folder.svg",
        "order": 0
      }
    ]
  }
}





In this example, the “files” Smart Picker provider does not support any unified search provider
but the “github-issue-pr” one supports 2 of them and the “openstreetmap-point” support one.



Use the Unified Search API

More details in the Unified Search documentation.

Here is how to search using the Unified Search OCS API:

curl -u USER:PASSWD -H "Accept: application/json" -H "ocs-apirequest: true" \
    "https://my.nextcloud.org/ocs/v2.php/search/providers/PROVIDER_ID/search?term=QUERY&limit=LIMIT"

# with a cursor (paginated search)
curl -u USER:PASSWD -H "Accept: application/json" -H "ocs-apirequest: true" \
    "https://my.nextcloud.org/ocs/v2.php/search/providers/PROVIDER_ID/search?term=QUERY&limit=LIMIT&cursor=CURSOR"

# search a github issue with the query "bug"
curl -u USER:PASSWD -H "Accept: application/json" -H "ocs-apirequest: true" \
    "https://my.nextcloud.org/ocs/v2.php/search/providers/github-search-issues/search?term=bug&limit=2"





Example response:

{
  "ocs": {
    "meta": {
      "status": "ok",
      "statuscode": 200,
      "message": "OK"
    },
    "data": {
      "name": "GitHub issues and pull requests",
      "isPaginated": true,
      "entries": [
        {
          "thumbnailUrl": "https://my.nextcloud.org/apps/integration_github/avatar/Daily-DAYO",
          "title": " [bug] Change Trim bugs",
          "subline": "⑁ DAYO_Android#409",
          "resourceUrl": "https://github.com/Daily-DAYO/DAYO_Android/pull/409",
          "icon": "",
          "rounded": true,
          "attributes": []
        },
        {
          "thumbnailUrl": "https://my.nextcloud.org/apps/integration_github/avatar/walinejs",
          "title": " [Bug]:  || [Bug]:",
          "subline": "⦿ waline#2014",
          "resourceUrl": "https://github.com/walinejs/waline/issues/2014",
          "icon": "",
          "rounded": true,
          "attributes": []
        }
      ],
      "cursor": 2
    }
  }
}







Update a provider last usage date

In Nextcloud’s web UI, the order in which the providers are listed to the users depends on the last
date they were used. The most recently used providers are displayed first.

In a client, once a provider has been used, a request to this endpoint should be done:

curl -u USER:PASSWD -H "Accept: application/json" -H "ocs-apirequest: true" -X PUT \
    "https://my.nextcloud.org/ocs/v2.php/search/provider/PROVIDER_ID"





A timestamp optional request parameter can be passed. The last usage date will be set to “now” by default.




Register a reference provider

A reference provider is a class implementing the OCP\Collaboration\Reference\IReferenceProvider interface.
If you just want to resolve links, simply implement the IReferenceProvider interface.
This is described in the “Resolving links” section.

To support resolving links from public shares, the OCP\Collaboration\Reference\IPublicReferenceProvider interface
needs to be implemented as well.

If you want your reference provider to be used by the Smart Picker, you need to extend the
OCP\Collaboration\Reference\ADiscoverableReferenceProvider class to declare all required information.

There are 2 ways to make your provider appear in the smart picker, in other words, 2 types of providers:


	Either your reference provider implements the OCP\Collaboration\Reference\ISearchableReferenceProvider interface and you declare a list of unified search providers that will be used by the Smart Picker


	Or you don’t implement this ISearchableReferenceProvider interface and make sure you register a custom picker component in the frontend. This is described later in this documentation.






Extend link preview support

This section is focusing on the methods of the IReferenceProvider interface.

Links that are not matched by any reference provider will always be handled by the server’s OpenGraph provider as a fallback.
This provider will try to get the information declared in the target page’s meta tag. The link preview will be rendered with the
default widget.

For your provider to properly handle some links, you need to implement the matchReference and resolve
methods of IReferenceProvider.

In order to resolve links from a public share, resolvePublic from IPublicReferenceProvider has to be implemented
additionally.


Match links

The matchReference method of IReferenceProvider tells the reference manager if a provider supports a link or not.

public function matchReference(string $referenceText): bool {
    // support all URLs starting with https://my.website.org/
    return str_starts_with($referenceText, 'https://my.website.org/');
}







Resolving links

The resolve method of IReferenceProvider is used to get information about a link and return it as a
OCP\Collaboration\Reference\Reference object.

Respectively the resolvePublic method of IPublicReferenceProvider is used to get information about a
link from a public share (available since Nextcloud 30).


Using the default widget

If you are fine with the default widget rendering (image on the left, text and subtext on the right),
then you just need to provide a title, a description and optionally an image.

public function resolveReference(string $referenceText): ?IReference {
    if ($this->matchReference($referenceText)) {
        $title = $this->myAwesomeService->getLinkTitle($referenceText);
        $description = $this->myAwesomeService->getLinkDescription($referenceText);
        $imageUrl = $this->myAwesomeService->getImageUrl($referenceText);

        $reference = new Reference($referenceText);
        $reference->setTitle($title);
        $reference->setDescription($description);
        $reference->setImageUrl($imageUrl);
        return $reference;
    }
    return null;
}

public function resolveReferencePublic(string $referenceText, string $shareToken): ?IReference {
    if ($this->checkShareToken() === $shareToken) {
        return $this->resolveReference($referenceText);
    }
    return null;
}







Using custom reference widgets

You can customize the rendering of the links you support with your provider.

On the provider side, you need to pass all the information needed by your
custom reference widget component by setting the “rich object” of the Reference
object returned by the resolve method.

It is recommended to still set the title, description and image URL on the reference object
in case it is used by a client or in a context where the custom reference widgets can’t be used.
This way we make sure any generic rendering of link previews still shows some information.

public function resolveReference(string $referenceText): ?IReference {
    if ($this->matchReference($referenceText)) {
        $title = $this->myAwesomeService->getLinkTitle($referenceText);
        $description = $this->myAwesomeService->getLinkDescription($referenceText);
        $imageUrl = $this->myAwesomeService->getImageUrl($referenceText);
        $extraInformation = $this->myAwesomeService->getExtraInformation($referenceText);

        $reference = new Reference($referenceText);
        $reference->setTitle($title);
        $reference->setDescription($description);
        $reference->setImageUrl($imageUrl);
        $reference->setRichObject(
            'my_rich_object_type',
            [
                'title' => $title,
                'description' => $description,
                'image_url' => $imageUrl,
                'extra_info' => $extraInformation,
            ]
        );

        return $reference;
    }
    return null;
}

public function resolveReferencePublic(string $referenceText, string $shareToken): ?IReference {
    if ($this->checkShareToken() === $shareToken) {
        return $this->resolveReference($referenceText);
    }
    return null;
}





On the frontend side you need to implement and register your custom component. Here is a component example:

You need to react to the OCP\Collaboration\Reference\RenderReferenceEvent
event to inject a script that will actually register the widget component when needed.
For example, in your lib/AppInfo/Application.php file:

$context->registerEventListener(OCP\Collaboration\Reference\RenderReferenceEvent::class, MyReferenceListener::class);





The corresponding MyReferenceListener class can look like:

<?php
namespace OCA\MyApp\Listener;

use OCA\MyApp\AppInfo\Application;
use OCP\Collaboration\Reference\RenderReferenceEvent;
use OCP\EventDispatcher\Event;
use OCP\EventDispatcher\IEventListener;
use OCP\Util;

class MyReferenceListener implements IEventListener {
    public function handle(Event $event): void {
        if (!$event instanceof RenderReferenceEvent) {
            return;
        }

        Util::addScript(Application::APP_ID, 'myapp-reference');
    }
}





The myapp-reference.js file contains the widget registration:

import { registerWidget } from '@nextcloud/vue/dist/Components/NcRichText.js'
import Vue from 'vue'
import MyCustomWidgetComponent from './MyCustomWidgetComponent.vue'

Vue.mixin({ methods: { t, n } })

// here we register the MyCustomWidgetComponent to handle rich objects which type is 'my_rich_object_type'
registerWidget('my_rich_object_type', (el, { richObjectType, richObject, accessible }) => {
    const Widget = Vue.extend(MyCustomWidgetComponent)
    new Widget({
        propsData: {
            richObjectType,
            richObject,
            accessible,
        },
    }).$mount(el)
})





And last but not least, the MyCustomWidgetComponent Vue component in which you can render the link preview
in a custom fashion:

<template>
    <div v-if="richObject">
        <div>
            <label>
                {{ t('myapp', 'Title') }}
            </label>
            <span>
                {{ richObject.title }}
            </span>
        <div>
        <div>
            <label>
                {{ t('myapp', 'Extra info') }}
            </label>
            <span>
                {{ richObject.extra_info }}
            </span>
        <div>
    </div>
</template>

<script>
export default {
    name: 'MyCustomWidgetComponent',
    props: {
        richObjectType: {
            type: String,
            default: '',
        },
        richObject: {
            type: Object,
            default: null,
        },
        accessible: {
            type: Boolean,
            default: true,
        },
    },
}
</script>








Interactive widgets

If you want to provide a custom widget that is interactive you can use the interactive attribute that is passed along the registerWidget function.

Apps will determine if they can render the interactive widget or not.

When writing a custom widget make sure properly handle different restrictions to ensure that the widget is usable in any integrating app.


	The width of the widget should be flexible and not exceed the width of the parent element.


	The height can be flexible but might be limited by the parent element, so ensure that the widget can be scrolled if necessary


	Your script will be loaded on every page that uses widget rendering so make sure to keep the script size as small as possible and use lazy loading for any additional resources




import { registerCustomPickerElement, registerWidget, NcCustomPickerRenderResult } from '@nextcloud/vue/dist/Functions/registerReference.js'

registerWidget('my_rich_object_type', async (el, { richObjectType, richObject, accessible, interactive }) => {
    const { default: Vue } = await import('vue')
    const { default: MyWidget } = await import('./views/MyWidget.vue')

    const Widget = Vue.extend(MyWidget)
    const vueElement = new Widget({
        propsData: {
            richObjectType,
            richObject,
            accessible,
            interactive,
        },
    }).$mount(el)

    return new NcCustomPickerRenderResult(vueElement.$el, vueElement)
}, (el, renderResult) => {
    renderResult.object.$destroy()
}, true)







Provide generic data for clients

In the web interface, the links that your app resolves are rendered with the OpenGraph widget
or the custom reference widget you implemented. So you have complete freedom on which data format you put in your rich objects
because you also control the web rendering implementation.

But as the web UI components cannot be used by desktop or mobile clients, they have to specifically support some rich objects
that are properly formatted.

Here are some formatting suggestions for a few use cases. Use them if you want your resolved links to be rendered in clients.
The idea is to add a generic attribute in your rich objects, regardless of the rich object type.


Version control issue

Set the rich object’s vcs_issue attribute to an object which contains those attributes:


	id: The issue ID (number)


	url: The issue page URL


	title: The issue title


	comment_count: The number of comments in the issue


	state: The issue state (‘open’ or ‘closed’)


	
	labels: An array of labels. A label is an object with those attributes:
	
	color: Hexadecimal color code


	name: The label name










	created_at: The creation timestamp


	author: The user ID or name of the issue creator




Example implementation: GitHub integration issue link preview [https://github.com/nextcloud/integration_github/blob/e6792ea0aadef4f5b8faaaaa163a0cf473d86157/lib/Reference/GithubIssuePrReferenceProvider.php#L135]



Version control pull request

Set the rich object’s vcs_pull_request attribute to an object which contains the same attributes as in vcs_issue plus these ones:


	merged: Is it merged? (boolean)


	draft: Is it a draft? (boolean)




Example implementation: GitHub integration pull request link preview [https://github.com/nextcloud/integration_github/blob/e6792ea0aadef4f5b8faaaaa163a0cf473d86157/lib/Reference/GithubIssuePrReferenceProvider.php#L162]



Version control issue or pull request comment

Set the rich object’s vcs_comment attribute to an object which contains those attributes:


	url: A direct link/permalink to the comment


	body: The comment content in plain text or markdown


	author: The user ID or name of the comment author


	created_at: The creation timestamp


	updated_at: The last edition timestamp




vcs_comment can be set in addition to vcs_issue or vcs_pull_request.



Images

Set the rich object’s image_TYPE attribute to true. The clients will then know they can render this as an image
using the reference title, description and image URL that you have set.

Type can be gif, jpeg, png etc…

Example implementation: Giphy integration [https://github.com/nextcloud/integration_giphy/blob/6c07af9c99014599bd3582a26e4fd99678b275ef/lib/Reference/GiphyReferenceProvider.php#L114-L124]





Extend the Smart Picker

If you want your reference provider to appear in the Smart Picker to search/get links,
it needs to be discoverable
(extend the OCP\Collaboration\Reference\ADiscoverableReferenceProvider abstract class)
and either


	support one or multiple Unified Search providers


	or register a custom picker component




This is an exclusive choice. You can’t support search providers AND register a custom picker component.
If you still want to mix both approaches, you can register a custom picker component which includes a custom search feature.

Extending ADiscoverableReferenceProvider implies defining those methods:


	getId: returns an ID which will be used by the Smart Picker to identify this provider


	getTitle: returns a (ideally translated) provider title visible in the Smart Picker provider list


	getOrder: returns an integer to help sorting the providers. The sort order is later superseded by last usage timestamp


	getIconUrl: returns the URL of the provider icon, same as the title, the icon will be visible in the provider list





Declare supported Unified Search providers

If you want your reference provider to let users pick links from unified search results, your reference provider must
implement OCP\Collaboration\Reference\ISearchableReferenceProvider and define the getSupportedSearchProviderIds
method which return a list of supported search provider IDs.

Once this provider is selected in the Smart Picker, users will see a generic search interface giving results from
all the search providers you declared as supported. Once a result is selected, the Smart Picker will return
the associated resource URL.



Register a custom picker component

On the backend side, in your lib/AppInfo/Application.php, you should listen to the
OCP\Collaboration\Reference\RenderReferenceEvent. In the corresponding listener, you should load
the scripts that will register custom picker components.

In other words, when the RenderReferenceEvent event is dispatched,
the Smart Picker will potentially by used in the frontend so you need to load the related scripts from your app.

You can define your own picker user interface for your provider by registering a custom picker component.
This can be done with the
registerCustomPickerElement function from @nextcloud/vue/dist/Components/NcRichText.js.
This function takes 3 parameters:


	The reference provider ID for which you register the custom picker component


	The callback function to create and mount your component


	The callback function to delete/destroy your component




The creation callback must return a NcCustomPickerRenderResult object to which you have to give the DOM element
you just created and optionally an object (the Vue instance for example).
This render result will be then be passed to the destroy callback to let you properly clean and delete your custom component.

To register a Vue component as a custom picker component:

import { registerCustomPickerElement, NcCustomPickerRenderResult } from '@nextcloud/vue/dist/Components/NcRichText.js'
import Vue from 'vue'
import MyCustomPickerElement from './MyCustomPickerElement.vue'

registerCustomPickerElement('REFERENCE_PROVIDER_ID', (el, { providerId, accessible }) => {
    const Element = Vue.extend(MyCustomPickerElement)
    const vueElement = new Element({
        propsData: {
            providerId,
            accessible,
        },
    }).$mount(el)
    return new NcCustomPickerRenderResult(vueElement.$el, vueElement)
}, (el, renderResult) => {
    // call the $destroy method on your custom element's Vue instance
    renderResult.object.$destroy()
})





To register anything else:

import {
    registerCustomPickerElement,
    NcCustomPickerRenderResult,
} from '@nextcloud/vue/dist/Components/NcRichText.js'

registerCustomPickerElement('REFERENCE_PROVIDER_ID', (el, { providerId, accessible }) => {
    const paragraph = document.createElement('p')
    paragraph.textContent = 'click this button to return a link'
    el.append(paragraph)
    const button = document.createElement('button')
    button.textContent = 'I am a button'
    button.addEventListener('click', () => {
        const event = new CustomEvent(
            'submit',
            {
                bubbles: true,
                detail: 'https://nextcloud.com'
            }
        )
        el.dispatchEvent(event)
    })
    el.append(button)
    return new NcCustomPickerRenderResult(el)
}, (el, renderResult) => {
    renderResult.element.remove()
})





In your custom component, just emit the submit event with the result as the event’s data to pass it back to the Smart Picker.
You can also emit the cancel event to abort and go back.






            

          

      

      

    

  

    
      
          
            
  
Files Metadata


Added in version 28.



Nextcloud includes an API to manage files’ metadata, with a deep integration in WebDAV.


Concept overview

When a file is created or modified on Nextcloud, a refresh of its metadata is initiated. You will then be able to listen to the MetadataLiveEvent event to create, update, or delete metadata. If you suspect your process to be hungry in time or resources, you can request for a background event called MetadataBackgroundEvent and do your work there.



Consuming the Files Metadata API

To consume the Files Metadata API, you will need to inject IFilesMetadataManager.
This manager offers the following methods:



	refreshMetadata(Node $node, int $process) This method will initiate the process of refreshing the metadata related to a file.


	getMetadata(int $fileId, bool $generate) This method will returns a IFilesMetadata which contains metadata related to a file.


	saveMetadata(IFilesMetadata $filesMetadata) Save a IFilesMetadata and generate indexes.


	deleteMetadata(int $fileId) Delete all metadata related to a file.


	getMetadataQuery(IQueryBuilder $qb, string $fileTableAlias, string $fileIdField) This method will returns a IMetadataQuery to help building Sql request.


	getKnownMetadata() Returns a list of known metadata keys globally available to the instance, and the expected type for each value.


	initMetadata(string $key, string $type, bool $indexed, bool $remotelyEditable) This method allow to initiate a metadata before any of the files is examined









Live & Background Events

Two (2) events can be caught by your app to generate metadata. The first one is called on the main process, just after the upload/modification of the file.
The second one is called on a background process, initiated by cronjob.



	OCP\FilesMetadata\Event\MetadataLiveEvent


	OCP\FilesMetadata\Event\MetadataBackgroundEvent







Both events contain those methods:



	getNode() Returns related Node.


	getMetadata() Returns IFilesMetadata. Any changes made to this object will be saved at the end of the event.







Generating metadata from a file might require a lot of resources; in that case it is advised to run this generation
on a background job by requesting a re-run by calling the method MetadataLiveEvent::requestBackgroundJob()

<?php
/** lib/AppInfo/Application.php */
declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCA\MyApp\Listeners\UpdateFilesMetadata;
use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IBootContext;
use OCP\AppFramework\Bootstrap\IBootstrap;
use OCP\AppFramework\Bootstrap\IRegistrationContext;
use OCP\FilesMetadata\Event\MetadataBackgroundEvent;
use OCP\FilesMetadata\Event\MetadataLiveEvent;
use OCP\FilesMetadata\IFilesMetadataManager;
use OCP\FilesMetadata\Model\IMetadataValueWrapper;

class Application extends App implements IBootstrap {
    public function __construct(array $params = []) {
        parent::__construct('my_app', $params);
    }

    public function register(IRegistrationContext $context): void {
        $context->registerEventListener(MetadataLiveEvent::class, UpdateFilesMetadata::class);
        $context->registerEventListener(MetadataBackgroundEvent::class, UpdateFilesMetadata::class);
    }

    public function boot(IBootContext $context): void {
    }
}






Note

If the generation of metadata requires low resources, the app only need to listen on MetadataLiveEvent



<?php
/** lib/Listeners/UpdateFilesMetadata.php */
declare(strict_types=1);

namespace OCA\MyApp\Listeners;

use OCP\EventDispatcher\Event;
use OCP\EventDispatcher\IEventListener;
use OCP\FilesMetadata\Event\MetadataBackgroundEvent;
use OCP\FilesMetadata\Event\MetadataLiveEvent;

class UpdateFilesMetadata implements IEventListener {
    public function __construct() {
    }

    public function handle(Event $event): void {
        if (!($event instanceof MetadataLiveEvent) &&
            !($event instanceof MetadataBackgroundEvent)) {
            return;
        }

        $node = $event->getNode();

        // my-first-meta is light enough
        $metadata = $event->getMetadata();
        $metadata->setString('my-first-meta', 'yes');

        if ($event instanceof MetadataLiveEvent) {
            $event->requestBackgroundJob();
            return;
        }

        // my-second-meta is too heavy and should be run on a background job
        $metadata->setInt('my-second-meta', 1234, true);
    }
}







Read metadata using occ command

Stored metadata related to a file can be obtained from a console, using the occ command:

$ ./occ metadata:get 1742
{
    "my-first-meta": {
        "value": "yes",
        "type": "string",
        "indexed": false
    },
    "my-second-meta": {
        "value": 1234,
        "type": "int",
        "indexed": true
    }
}






Note

The generation process can also be initiated, using the --refresh option. Please note that the file owner need to be specified in the command.
When refreshing metadata from the console, both MetadataLiveEvent and MetadataBackgroundEvent are triggered, without waiting for the next tick of crontab





Update metadata using PROPPATCH

Using WebDAV request, a client can create or update metadata about a file:

curl 'https://cloud.example.net/remote.php/dav/files/test/document.txt' \
    --user test:test \
    --request PROPPATCH \
    --data '<?xml version="1.0" encoding="UTF-8"?>
        <d:propertyupdate xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns" xmlns:nc="http://nextcloud.org/ns">
            <d:set>
                <d:prop>
                    <nc:metadata-myapp-test>123</nc:metadata-myapp-test>
                </d:prop>
            </d:set>
        </d:propertyupdate>'





This will return a result like

<?xml version="1.0"?>
<d:multistatus xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns" xmlns:nc="http://nextcloud.org/ns">
    <d:response>
        <d:href>/remote.php/dav/files/test/document.txt</d:href>
        <d:propstat>
            <d:prop>
                <nc:metadata-myapp-test/>
            </d:prop>
            <d:status>HTTP/1.1 200 OK</d:status>
        </d:propstat>
    </d:response>
</d:multistatus>






Note

WebDAV prefixes metadata with <nc:metadata-, which means that the metadata name available to the backend in our example is myapp-test.




Note

By default, metadata are not editable/creatable when using a WebDAV PROPPATCH request.
It is required to initiate it first using IFilesMetadataManager::initMetadata()



/** lib/AppInfo/Application.php */
public function boot(IBootContext $context): void {
    /** @var IFilesMetadataManager $metadataManager */
    $metadataManager = $context->getServerContainer()->get(IFilesMetadataManager::class);
    $metadataManager->initMetadata('myapp-test', IMetadataValueWrapper::TYPE_INT, true, IMetadataValueWrapper::EDIT_REQ_OWNERSHIP);
}







Delete metadata using PROPPATCH

Using WebDAV request, a client can delete metadata about a file:

curl 'https://cloud.example.net/remote.php/dav/files/test/document.txt' \
    --user test:test \
    --request PROPPATCH \
    --data '<?xml version="1.0" encoding="UTF-8"?>
        <d:propertyupdate xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns" xmlns:nc="http://nextcloud.org/ns">
            <d:remove>
                <d:prop>
                    <nc:metadata-myapp-test></nc:metadata-myapp-test>
                </d:prop>
            </d:remove>
        </d:propertyupdate>'







Retrieve metadata using PROPFIND

Metadata are available to the WebDAV PROPFIND requests:

curl 'https://cloud.example.net/remote.php/dav/files/test/document.txt' \
    --user test:test \
    --request PROPFIND \
    --data '<?xml version="1.0" encoding="UTF-8"?>
        <d:propfind xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns" xmlns:nc="http://nextcloud.org/ns">
            <d:prop>
                <nc:metadata-myapp-test>
            </d:prop>
        </d:propfind>'





This will return a result like

<?xml version="1.0"?>
<d:multistatus xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns" xmlns:nc="http://nextcloud.org/ns">
    <d:response>
        <d:href>/remote.php/dav/files/test/document.txt</d:href>
        <d:propstat>
            <d:prop>
                <nc:metadata-myapp-test>123</nc:metadata-myapp-test>
            </d:prop>
            <d:status>HTTP/1.1 200 OK</d:status>
        </d:propstat>
    </d:response>
</d:multistatus>







WebDAV SEARCH based on metadata

curl 'https://cloud.example.net/remote.php/dav/' \
    --user test:test \
    --request SEARCH \
    --data '<?xml version="1.0" encoding="UTF-8"?>
        <d:searchrequest xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns" xmlns:nc="http://nextcloud.org/ns">
            <d:basicsearch>
                <d:select>
                    <d:prop>
                        <nc:metadata-myapp-test />
                    </d:prop>
                </d:select>
                <d:from>
                    <d:scope>
                        <d:href>/files/test/</d:href>
                        <d:depth>infinity</d:depth>
                    </d:scope>
                </d:from>
                <d:where>
                    <d:and>
                        <d:gt>
                            <d:prop>
                                <nc:metadata-myapp-test/>
                            </d:prop>
                            <d:literal>10</d:literal>
                        </d:gt>
                        <d:lt>
                            <d:prop>
                                <nc:metadata-myapp-test/>
                            </d:prop>
                            <d:literal>1000</d:literal>
                        </d:lt>
                    </d:and>
                </d:where>
                <d:orderby>
                    <d:order>
                        <d:prop>
                            <nc:metadata-myapp-test/>
                        </d:prop>
                        <d:descending/>
                    </d:order>
                </d:orderby>
                <d:limit>
                    <d:nresults>200</d:nresults>
                    <ns:firstresult>0</ns:firstresult>
                </d:limit>
            </d:basicsearch>
        </d:searchrequest>'





This will return a result like:

<?xml version="1.0"?>
<d:multistatus xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns" xmlns:nc="http://nextcloud.org/ns">
    <d:response>
        <d:href>/remote.php/dav/files/test/</d:href>
        <d:propstat>
            <d:prop>
                <nc:metadata-myapp-test/>
            </d:prop>
            <d:status>HTTP/1.1 404 Not Found</d:status>
        </d:propstat>
    </d:response>
    <d:response>
        <d:href>/remote.php/dav/files/test/document.txt</d:href>
        <d:propstat>
            <d:prop>
                <nc:metadata-myapp-test>123</nc:metadata-myapp-test>
            </d:prop>
            <d:status>HTTP/1.1 200 OK</d:status>
        </d:propstat>
    </d:response>
    <d:response>
        <d:href>/remote.php/dav/files/test/another-one.txt</d:href>
        <d:propstat>
            <d:prop>
                <nc:metadata-myapp-test>369</nc:metadata-myapp-test>
            </d:prop>
            <d:status>HTTP/1.1 200 OK</d:status>
        </d:propstat>
    </d:response>
</d:multistatus>






Warning

Metadata used in ORDER and WHERE statement will require metadata to be initiated and set as indexed.
It is required to call IFilesMetadataManager::initMetadata() before running the WebDAV request or it will returns an exception because of unknown property.



/** lib/AppInfo/Application.php */
public function boot(IBootContext $context): void {
    /** @var IFilesMetadataManager $metadataManager */
    $metadataManager = $context->getServerContainer()->get(IFilesMetadataManager::class);
    $metadataManager->initMetadata('my-second-meta', IMetadataValueWrapper::TYPE_INT, true);
}







Metadata Query Helper

IFilesMetadataManager::getMetadataQuery(IQueryBuilder $qb, string $fileTableAlias, string $fileIdField) returns a IMetadataQuery to help building Sql request with the following methods.
Parameters when calling the method are the alias of the table, and the name of the field, that contains file ids.



	retrieveMetadata() will add a select on the stored metadata


	extractMetadata(array $row) convert a fetched row from the resultinto a IFilesMetadata


	joinIndex(string $metadataKey, bool $enforce) join the indexes to the request


	getMetadataKeyField(string $metadataKey) returns the field and the aliased table of the key of an index


	getMetadataValueField(string $metadataKey) returns the field and the aliased table of the value of an index







// generate your normal query builder
$qb = new QueryBuilder();
$qb->select('file_id')
   ->from('my_table', 'my_alias');

/** @var IFilesMetadataManager $metadataManager */
$metadataManager = $context->getServerContainer()->get(IFilesMetadataManager::class);

// get a configured query helper and add a select on the metadata
$metadataQuery = $metadataManager->getMetadataQuery($qb, 'my_alias', 'file_id');
$metadataQuery->retrieveMetadata();

// right join the index table and get only value lower than 8910 for metadata 'my-second-meta'
$metadataQuery->joinIndex('my-second-meta', true);
$qb->where($qb->expr()->lt($metadataQuery->getMetadataValueField('my-second-meta'), $qb->createNamedParameter(8910)));

// get result
$result = $qb->execute();
$items = $result->fetchAll();

// extract metadata from each row
$entries = array_map(function (array $data) use ($metadataQuery): array {
    $data['metadata'] = $metadataQuery->extractMetadata($data)->asArray();
}, $items);
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Debugging


Debug mode

When debug mode is enabled in Nextcloud, a variety of debugging features are enabled - see debugging documentation. Set debug to true in /config/config.php to enable it:

<?php
$CONFIG = array (
    'debug' => true,
    ... configuration goes here ...
);







Identifying errors

Nextcloud uses custom error PHP handling that prevents errors being printed to Web server log files or command line output. Instead, errors are generally stored in Nextcloud’s own log file, located at: /data/nextcloud.log



Debugging variables

You should use exceptions if you need to debug variable values manually, and not alternatives like trigger_error() (which may not be logged).

e.g.:

<?php throw new \Exception( "\$user = $user" ); // should be logged in Nextcloud ?>





not:

<?php trigger_error( "\$user = $user" ); // may not be logged anywhere ?>





To disable custom error handling in Nextcloud (and have PHP and your Web server handle errors instead), see Debug mode.



Using a PHP debugger (XDebug)

Using a debugger connected to PHP allows you to step through code line by line, view variables at each line and even change values while the code is running. The de-facto standard debugger for PHP is XDebug, available as an installable package in many distributions. It just provides the PHP side however, so you will need a frontend to actually control XDebug. When installed, it needs to be enabled in php.ini, along with some parameters to enable connections to the debugging interface:

zend_extension=/usr/lib/php/modules/xdebug.so
xdebug.remote_enable=on
xdebug.remote_host=127.0.0.1
xdebug.remote_port=9000
xdebug.remote_handler=dbgp





XDebug will now (when activated) try to connect to localhost on port 9000, and will communicate over the standard protocol DBGP. This protocol is supported by many debugging interfaces, such as the following popular ones:


	vdebug - Multi-language DBGP debugger client for Vim


	SublimeTextXdebug - XDebug client for Sublime Text


	PHPStorm - in-built DBGP debugger




For further reading, see the XDebug documentation: https://xdebug.org/docs/remote

Once you are familiar with how your debugging client works, you can start debugging with XDebug. To test Nextcloud through the web interface or other HTTP requests, set the XDEBUG_SESSION_START cookie or POST parameter. Alternatively, there are browser extensions to make this easy:


	The Easiest XDebug (Firefox): https://addons.mozilla.org/en-US/firefox/addon/the-easiest-xdebug/


	XDebug Helper (Chrome): https://chrome.google.com/extensions/detail/eadndfjplgieldjbigjakmdgkmoaaaoc




For debugging scripts on the command line, like occ or unit tests, set the XDEBUG_CONFIG environment variable.



Debugging JavaScript

By default all JavaScript files in Nextcloud are minified (compressed) into a single file without whitespace. To prevent this, see Debug mode.



Debugging HTML and templates

By default Nextcloud caches HTML generated by templates. This may prevent changes to app templates, for example, from being applied on page refresh. To disable caching, see Debug mode.



Debugging SQL queries

When encountering database errors during queries or migrations, it can be helpful to get a full query log.


Debugging MariaDB queries

MariaDB can log all queries to a file or a table.

SET GLOBAL general_log = 'ON';
SET GLOBAL log_output = 'table';





These global settings will enable the log on the fly. No database restart is required.

SELECT * FROM mysql.general_log





This queries all the logged queries.


Note

On continuous integration this trick can give you the SQLs of various types and versions of a database quite easily in case you have to debug a matrix of setups.






Using alternative app directories

It may be useful to have multiple app directories for testing purposes, so you can conveniently switch between different versions of applications. See the configuration file documentation for details.





            

          

      

      

    

  

    
      
          
            
  
Profiler

Nextcloud offers a built-in profiler that can help you identifying performance issues
with your Nextcloud application. This feature is available starting from Nextcloud 24.


Get the app

The profiler application is available on GitHub [https://github.com/nextcloud/profiler]
you need to clone the stableX branch if you are using Nextcloud X or master if you are
using the latest development version of Nextcloud.

major_version=$(sudo -E -u www-data php occ version 2>&1 | awk -F'[. ]' '{print $2;exit}')
cd apps/
git clone --branch stable$major_version https://github.com/nextcloud/profiler.git
cd profiler
cd ../..







Enable the app


Warning

Do not run this application on production. This will slow down considerably your server
as collection profiling information consume a lot of CPU and memory.



To enable the app, you can run the following commands:

npm ci && npm run build
occ app:enable profiler
occ profiler:enable # This will also enable the debug mode if not already enabled







Disable the app

occ profiler:disable
occ config:system:set debug --value false --type bool # to also disable the debug mode







Using the app

When enabled, the profiler application will inject a toolbar at the bottom of the screen.
This toolbar provides you information about the current HTTP request, the time it took to
run, how many database and LDAP requests it did, how often did the cache hit and also
the toolbar track the XHR requests created by the JavaScript frontend.

[image: Nextcloud profiler toolbar showing request timing, database queries, LDAP requests, and cache statistics]
You can hover on top of the toolbar information to show more detailed information and also
click on the toolbar to show all the information collected.

There is for the moment 5 views:


	The general request and response view


	The database queries view


	The event view


	The LDAP queries view


	The cache view





The General Request and Response View

[image: Profiler general request and response view showing controller, response headers, and request parameters]
This view gives you general information about the request. For example,
which Controller and method was used, what where the response headers, the
request parameters, …



The Database Queries View

This view gives you a list of all the database queries done for your request and
how much time it took for the database to execute. Additionally you can also explain
the query to see if an index was used and also see the backtrace to better understand
why the query was executed.

[image: Profiler database queries view listing executed queries with execution time and explain options]
It’s important to keep the number of queries executed to a minimum since the database
is often a limiting factor in a Nextcloud installation. In particular try to avoid the
N+1 problem [https://stackoverflow.com/questions/97197/what-is-the-n1-selects-problem-in-orm-object-relational-mapping] as this can be really slow on big Nextcloud instance and make sure that
your queries are using Database indexes when possible.



The LDAP View

This view is very similar to the database queries view and display all the database
queries.



The Event View

This view display all the logged events and allow you to determine in which part of the
programe the more time is spent.

[image: Profiler event view displaying logged events and time spent in each part of the program]


The Cache View

This view display all the access to the cache. It allows to detect cache hits and miss
as well as getting an idea of the time spent on Redis.

[image: Profiler cache view showing cache hits, misses, and time spent on Redis operations]



Contributing

Contribution to improve the profiler are always welcome. Some future work could include
a way to display Redis queries and not only give a statistic of them. And more type of data
could be collected, e.g. HTTP requests to external APIs, IMAP call for the mail app, usage of
the mailer service, …

To extend the profiler app, you will need to provide your own DataCollector.

<?php

declare(strict_types=1);

namespace OCA\MyApp\DataCollector;

use OC\AppFramework\Http\Request;
use OCP\AppFramework\Http\Response;
use OCP\DataCollector\AbstractDataCollector;

class MyAppDataCollector extends AbstractDataCollector {
    public function getName(): string {
        return 'myappcollector'; // default to the class' name
    }

    public function collect(Request $request, Response $response, \Throwable $exception = null): void {
         $this->data = [
             'mydata' => 42
        ];
    }
}





You also need to register the DataCollector in your app boot method:

<?php

declare(strict_types=1);

class Application extends App implements IBootstrap {
    public function boot(IBootContext $context): void {
        $server = $context->getServerContainer();

        /** @var IProfiler $profiler */
        $profiler = $server->get(IProfiler::class);
        $profiler->add(new MyAppDataCollector());





You can find some examples in the profiler app git repo [https://github.com/nextcloud/profiler/tree/master/lib/DataCollector].





            

          

      

      

    

  

    
      
          
            
  
Continuous Integration

We highly recommend setting up automated tests for your app, so that every change has to pass a defined procedure before it’s accepted into the main branch of your repository. Continuous integration typically includes


	Linting: check the syntax of source files, e.g. of all php scripts


	Static analysis: have tools check the types in your app for type soundness, mostly used for php


	Unit testing: run unit tests for front-end and back-end where individual classes and components are tested in isolation


	Integration testing: test components when they are combined




You can find a list of available github workflow templates in our nextcloud template repository [https://github.com/nextcloud/.github].


Linting


info.xml

You can validate the info.xml app metadata file of an app with a
simple github action [https://github.com/nextcloud/.github/blob/master/workflow-templates/lint-info-xml.yml].
Please refer to our nextcloud template repository [https://github.com/nextcloud/.github] for an up to date template.



php

A lint of all php source files can find syntax errors that could crash the application in production. You can find the github actions in our nextcloud template repository [https://github.com/nextcloud/.github].
You will also require the following lint script in your composer.json:

{
  "scripts": {
    "lint": "find . -name \\*.php -not -path './vendor/*' -print0 | xargs -0 -n1 php -l"
  }
}







php-cs

We encourage the usage of php-cs linting. You can find some documentation on how to set this up in the
nextcloud coding-standard repository [https://github.com/nextcloud/coding-standard] as well as the
relevant github actions in our nextcloud template repository [https://github.com/nextcloud/.github].




Static analysis

Psalm [https://psalm.dev/docs/] is a static analysis tool that can check if your app code uses all types correctly, like if classes and methods exist.
For the basic setup see the Psalm [https://psalm.dev/docs/] website. In order to let Psalm know about Nextcloud interfaces (the OCP namespace),
you can install the API package [https://packagist.org/packages/nextcloud/ocp].
Afterwards you’ll be able to check the app with the following psalm.xml that should be put into the root of the app.

<?xml version="1.0"?>
<psalm
    totallyTyped="true"
    errorLevel="5"
    resolveFromConfigFile="true"
    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
    xmlns="https://getpsalm.org/schema/config"
    xsi:schemaLocation="https://getpsalm.org/schema/config vendor/vimeo/psalm/config.xsd"
    errorBaseline="tests/psalm-baseline.xml"
>
    <projectFiles>
        <directory name="lib" />
        <ignoreFiles>
            <directory name="vendor" />
            <directory name="lib/Vendor" />
        </ignoreFiles>
    </projectFiles>
    <extraFiles>
        <directory name="vendor" />
        <ignoreFiles>
            <directory name="vendor/phpunit/php-code-coverage" />
        </ignoreFiles>
    </extraFiles>
    <issueHandlers>
        <UndefinedClass>
            <errorLevel type="suppress">
                <referencedClass name="OC" />
            </errorLevel>
        </UndefinedClass>
        <UndefinedDocblockClass>
            <errorLevel type="suppress">
                <referencedClass name="Doctrine\DBAL\Schema\Schema" />
                <referencedClass name="Doctrine\DBAL\Schema\SchemaException" />
                <referencedClass name="Doctrine\DBAL\Driver\Statement" />
                <referencedClass name="Doctrine\DBAL\Schema\Table" />
            </errorLevel>
        </UndefinedDocblockClass>
    </issueHandlers>
</psalm>






Note

The definition suppresses usages of the global and static class OC like \OC::$server, which is
discouraged but still found in some apps. The doctrine suppression is currently necessary as the database mappers
and schema abstractions leak some of the 3rd party libraries of Nextcloud that are not known to Psalm.



You can put this process into a GitHub Action that is run for every pull request.
Check our psalm github action [https://github.com/nextcloud/.github/blob/master/workflow-templates/psalm.yml] from
our nextcloud template repository [https://github.com/nextcloud/.github].

If you want to support multiple versions of Nextcloud server with a single app version, checkout this slightly
more complex action [https://github.com/nextcloud/.github/blob/master/workflow-templates/psalm-matrix.yml].
This creates a matrix, where the app is tested against dev-master, the latest version of OCP found in the master
branch of Nextcloud server, as well as other currently supported stable branches. Adjust this to your needs.





            

          

      

      

    

  

    
      
          
            
  
NPM

The node package manager npm is a widely used tool to manage JavaScript dependencies. In
order to make the project setup easier for everybody, we recommend to follow the convention
of typical scripts like build, watch and test in the package.json file.

You can find more info about this convention on blog posts like this https://www.keithcirkel.co.uk/how-to-use-npm-as-a-build-tool/.


npm build

Once npm install (npm i for short) has been run to install all dependencies specified
on package.json, one typically has to build the project. Building can happen with tools like
Webpack, Grunt or similar. To unify the build command across Nextcloud apps, just add the build
command(s) as build script to your.

For apps that use webpack, this might look like this:

{
  "name": "myapp",
  "scripts": {
    "build": "webpack --node-env production --progress --hide-modules --config webpack.prod.js"
  },
  "devDependencies": {
    "webpack": "^5.65.0",
    "webpack-cli": "^4.9.1",
  }
}





You can then run npm build in your app’s root directory to invoke the build process.

See the npm-build docs [https://docs.npmjs.com/cli/build] for more info.



npm run dev, npm run watch

Since building the release version of JavaScript scripts can be slow, apps often have a dedicated
build step for development that builds faster and enables debug output. Additionally, it can instructs
the bundler to listen to file changes and (incrementally) rebuild the project.

This command should be added to package.json as dev  and watch script:

{
  "name": "myapp",
  "scripts": {
    "build": "webpack --node-env production --progress --hide-modules --config webpack.prod.js",
    "dev": "webpack --node-env development --progress --config webpack.dev.js",
    "watch": "webpack --node-env development --progress --watch --config webpack.dev.js"
  },
  "devDependencies": {
    "webpack": "^5.65.0",
    "webpack-cli": "^4.9.1",
  }
}





The development build is invoked with npm run dev or if you want to leave the process running and update on every change made to the source files, npm run watch.



npm test

Npm will run the test script when npm test is run, hence you might want to specify the
test command(s) like this:

{
  "scripts": {
    "test": "mocha-webpack --webpack-config webpack.test.js --require src/tests/setup.js \"src/tests/**/*.spec.js\""
  }
}





More info about this command can be found in the npm-test documentation [https://docs.npmjs.com/cli/test].



npm run lint (optional)

Nextcloud apps that use linting tools for consistent code formatting typically add a lint script to their
package.json and install the appropriate eslint config [https://www.npmjs.com/package/@nextcloud/eslint-config]:

{
  "scripts": {
    "lint": "eslint --ext .js,.vue src",
    "lint:fix": "eslint --ext .js,.vue src --fix"
  }
}





If style linting is a separate script, stylelint shall be used as conventional script name.
You can find the standard nextcloud stylelint config [https://www.npmjs.com/package/@nextcloud/stylelint-config] on npm too.

{
  "scripts": {
    "stylelint": "stylelint src",
    "stylelint:fix": "stylelint src --fix"
  }
}









            

          

      

      

    

  

    
      
          
            
  
Performance considerations

This document introduces some common considerations and tips on improving performance of Nextcloud. Speed of Nextcloud is important - nobody likes to wait and often, what is just slow for a small amount of data will become unusable with a large amount of data. Please keep these tips in mind when developing for Nextcloud and consider reviewing your app to make it faster.


Note

Tips welcome: More tips and ideas on performance are very welcome!




PHP Performance


	Autoloader: Consider using an optimized class loader. The application code does not have to change for this optimization.


	Heavy background jobs: Consider marking background jobs as time insensitive if they can be run at off-peak times with lower system load, e.g. at night.






Database performance

The database plays an important role in Nextcloud performance. The general rule is: database queries are very bad and should be avoided if possible. The reasons for that are:


	Roundtrips: Bigger Nextcloud installations have the database not installed on the application server but on a remote dedicated database server. The problem is that database queries then go over the network. These roundtrips can add up significantly if you have a lot of queries.


	Speed. A lot of people think that databases are fast. This is not always true if you compare it with handling data internally in PHP or in the filesystem or even using key/value based storages. So every developer should always double check if the database is really the best place for the data.


	Scalability. If you have a big Nextcloud cluster setup you usually have several Nextcloud/Web servers in parallel and a central database and a central storage. This means that everything that happens on the Nextcloud/PHP side can parallelize and can be scaled. Stuff that is happening in the database and in the storage is critical because it only exists once and can’t be scaled so easily.




We can reduce the load on the database by:


	Making sure that every query uses an index.


	Reducing the overall number of queries.


	If you are familiar with cache invalidation you can try caching query results in PHP.




There a several ways to monitor which queries are actually executed on the database.

With MySQL it is very easy with just a bit of configuration:


	Slow query log.




If you put this into your my.cnf file, every query that takes longer than one second is logged to a logfile:

slow_query_log = 1
slow_query_log_file = /var/log/mysql/mysql-slow.log
long_query_time=1





If a query takes more than a second we have a serious problem of course. You can watch it with tail -f /var/log/mysql/mysql-slow.log while using Nextcloud.


	log all queries.




If you reduce the long_query_time to zero then every statement is logged. This is super helpful to see what is going on. Just do a tail -f on the logfile and click around in the interface or access the WebDAV interface:

slow_query_log = 1
slow_query_log_file = /var/log/mysql/mysql-slow.log
long_query_time=0






	log queries without an index.




If you increase the long_query_time to 100 and add log-queries-not-using-indexes, all the queries that are not using an index are logged. Every query should always use an index. So ideally there should be no output:

log-queries-not-using-indexes
slow_query_log = 1
slow_query_log_file = /var/log/mysql/mysql-slow.log
long_query_time=100






Writing scalable transactions

Database queries and transactions have to work efficiently no matter the size of the Nextcloud installations. They have to work with simple SQLite, a single node Postgres and a MariaDB Galera cluster to give some examples.


Database clusters

Single instance database offer strong consistency. Clusters can offer it too, but it comes with a performance penalty and admins occasionally choose to relax these guarantees to increase throughput. One of these allowed inconsistencies can happen on read/write split clusters, where some nodes handle only read (SELECT) operations while other can handle read and write (SELECT, INSERT, UPDATE and DELETE). Keeping replica nodes in sync with primary nodes is expensive. Allowing a few milliseconds of delay for the data to propagate from primary to replica allows the primary to process more queries.


Added in version 29: Nextcloud installations can have a primary connection and a number of replica connections. The database abstraction will automatically split read and write operations. Reads go to a replica, unless they happen in a transaction. Writes always go to the primary. As soon as a table has been written to, subsequent reads go to the primary too.



Other installations do this split inside the cluster or with a database load balancer that sends queries to one or another node based on criteria, round robin, etc. This means that Nextcloud can’t always influence where queries are executed.

It is important for Nextcloud developers to keep this in mind when writing database queries, especially when it is a series of queries. The next sections cover common anti-patterns and solutions.



Reading data that has just been written

A common pattern that works fine with small databases but falls apart on overloaded clusters are causal reads. These happen when a Nextcloud process INSERTs new data and reads that data right away. This can be obvious to spot in the code, but sometimes this is also obfuscated because of event listeners that react on new data.

There are two patterns to avoid the “dirty” read:



	Wrap the write+read operation in a transaction. Nextcloud’s read/write split, but also other database cluster load balancers will ensure that the queries of a transactions go to one single database node of a cluster. That ensures that data written is instantly available to be read back. This approach guarantees consistency, but puts additional load on the primary node because it has to execute the read operation too. This is best used in contained code blocks. Do not span transactions for event listeners because their execution might lead to long transactions and locking issues.


	Avoid the read operation. If the code allows it, avoid the read operation all together. You should know what was just written. If you need the auto increment ID, use the database’s last insert ID feature. Proceed with this data, pass it to event listeners, etc. This approach guarantees consistency, too, but also improves overall performance.








Tip

Nextcloud can help you identify read after write without the need to set up a cluster for your development environment. If you change the loglevel to 0 (debug), dirty reads will trigger a log entry. Monitor the log when testing your code.

Look out for messages like dirty table reads: SELECT `id` FROM `*PREFIX*jobs` WHERE (`class` = :dcValue1) AND (`argument_hash` = :dcValue2) LIMIT 1. Use the log entry’s trace to locate the code that executed the query.

Be aware that the dirty read detection is not perfect and might wrongly log a dirty read when you write and read unrelated data. As an example, you may read user alice, update her data, and then read bob’s data and do the same. Even if the database replicates slow, you will not read data that doesn’t exist yet. Since Nextcloud tracks on a table level, it still warns.





Long transactions

Transactions are crucial for changes that belong together but they can cause problems under load. That’s because the longer the transaction is open, the more other queries may have to wait for a lock to be released. This can lead to contention, timing out requests and deadlocks. So use transaction wisely and try to keep them as short as possible. Don’t mix them database operations with file system operations, for example.


Tip

Nextcloud can help you identify slow transactions. If you change the loglevel to 0 (debug), slow transaction will cause a log message at commit/rollback.

Look out for messages like Transaction took longer than 1s: 7.1270351409912 and Transaction rollback took longer than 1s: 1.2153599501.






Measuring performance

If you do bigger changes in the architecture or the database structure you should always double check the positive or negative performance impact.

The recommendation is to automatically do 10000 PROPFINDs or file uploads, measure the time and compare the time before and after the change.




Cached data

Starting from Nextcloud 26, user and group display names now are cached. Use the IUserManager::getDisplayName or IGroupManager::getDisplayName functions to avoid roundtrips to the database.



Getting help

If you need help with performance or other issues please ask on our forums [https://help.nextcloud.com].





            

          

      

      

    

  

    
      
          
            
  
Classloader

The classloader is provided by Nextcloud and loads all your classes automatically. See the composer section if you want to include and autoload 3rd party libraries.


Server autoloading

Classes of the Nextcloud server use an authoritative class map, and the class map is committed to git.

When you add, move or delete a class file you have to update the autoloaders for the class to be found. The process is slightly different for classes that belong to the server itself, and apps that are included in the server repository:


	Use composer dump-autoload to update the server class map.


	Use composer -d apps/dav/composer dump-autoload to update the class map of the dav app. The same applies for all other apps that are part of the server repository.





Tip

Use git’s patch option [https://git-scm.com/docs/git-add#Documentation/git-add.txt---patch] when adding autoloader files. It allows you to pick only the lines relevant to the classes you added, moved or deleted. E.g. git add -p apps/dav/composer.





App autoloading

Nextcloud uses a  PSR-4 autoloader. The namespace \OCA\MyApp
is mapped to /apps/myapp/lib/. Afterwards normal PSR-4 rules apply, so
a folder is a namespace section in the same casing and the class name matches
the file name.

If your appid can not be turned into the namespace by uppercasing the first
character, you can specify it in your appinfo/info.xml by providing a field
called namespace. The required namespace is the one which comes after the
top level namespace OCA\, e.g.: for OCA\MyBeautifulApp\Some\OtherClass
the needed namespace would be MyBeautifulApp and would be added to the
info.xml in the following way:


<?xml version="1.0"?>
<info>
   <namespace>MyBeautifulApp</namespace>
   <!-- other options here ... -->
</info>








A second PSR-4 root is available when running tests. \OCA\MyApp\Tests is
thereby mapped to /apps/myapp/tests/.


Replacing Nextcloud’s autoloader

Nextcloud’s autoloader for apps is flexible and robust but not always the fastest. You can improve the loading speed of your app by shipping and optimizing a Composer class loader with the app.

First of all, familiarize yourself with the Composer autoloader optimization options [https://getcomposer.org/doc/articles/autoloader-optimization.md] and how they work. Only level 1 optimization is suited for Nextcloud because authoritative class maps break upgrade processes where code is replaced dynamically and APCu is not a required extension.

Once Composer is set up and class maps have been dumped, you can replace the generic Nextcloud class loader with the Composer class loader. This is done by placing a file at composer/autoload.php. If Nextcloud finds this file for an app, no generic class loader will be registered. The following contents will wire the file to Composer’s generated autoloader.php file:


composer/autoload.php

<?php

declare(strict_types=1);

require_once __DIR__ . '/../vendor/autoload.php';








Note

Make sure the auto loader is generated at release time and all files are included in the release tarball








            

          

      

      

    

  

    
      
          
            
  
PSR

On this page you find information about the implemented php standards recommendations [https://www.php-fig.org/psr/] in Nextcloud.


PSR-0: Autoloading

This standard has been deprecated and will be removed in Nextcloud 27. Please see the PSR-4 section instead.



PSR-3: Logger Interface


Added in version 19.



The dependency injection container can inject an instance of a \Psr\Log\LoggerInterface.
The PSR-3 [https://www.php-fig.org/psr/psr-3/] implementation shall easy the integration of 3rd party libraries that require the PSR-3 [https://www.php-fig.org/psr/psr-3/] logger.


Changed in version 21: Nextcloud ships version 1.1.3




Changed in version 23: Nextcloud ships version 1.1.4




Changed in version 30: Nextcloud ships version 2.0.0




Changed in version 31: The \Psr\Log\LoggerInterface fully replaced the Nextcloud internal logging methods.





PSR-4: Autoloading

The PSR-4 standard describes how class files should be named, so Nextcloud can automatically load them. See the classloader docs for details.



PSR-11: Container Interface


Added in version 20.



The dependency injection container follows the PSR-11 [https://www.php-fig.org/psr/psr-11/] container interface, so you may type-hint \Psr\Container\ContainerInterface whenever you want an instance of a container and use has($id) to check for existence and get($id) to retrieve an instance of a service. See the dependency injection docs for details.


Changed in version 22: Nextcloud ships version 1.1.1




Changed in version 27: Nextcloud ships version 2.0.2





PSR-20: Clock


Added in version 27.



The \OCP\AppFramework\Utility\ITimeFactory class follows the PSR-20 [https://www.php-fig.org/psr/psr-20/] clock interface, so you may type-hint \PSR\Clock\ClockInterface and then use the now() method whenever you want to get the current time. You can also change the timezone for the to be returned \DateTimeImmutable instance, by getting a new ITimeFactory from ITimeFactory::withTimeZone().





            

          

      

      

    

  

    
      
          
            
  
Server Internals



	Config & Preferences
	AppConfig

	UserConfig

	Lexicon





	Settings
	Declarative settings

	Settings form

	Section

	Registering Settings and Sections





	Security
	Rate Limiting

	Remote Host Validation

	Trusted domain





	Setup checks
	Register a setup check

	Define a setup check





	Repair steps
	Creating a repair step

	Register a repair-step

	Repair-step types

	Expensive repair steps





	Deadlocks
	Understanding the locking situation

	Mitigations

	References





	Snowflake IDs
	Store a Snowflake ID in database

	Generate a Snowflake ID

	Decode a Snowflake ID





	Working with time
	Methods





	Open Metrics exporter
	Register a new exporter

	Implement a new exporter





	WebDAV collection preload events
	Overview

	When the event is emitted

	Subscribing to the event in a plugin

	Built-in examples

	Best practices





	Phone number util
	Convert input into standard format

	Get the country code for a region












            

          

      

      

    

  

    
      
          
            
  
Config & Preferences



	AppConfig
	Concept overview

	AppFramework

	Consuming the AppConfig API





	UserConfig
	Concept overview

	Consuming the UserConfig API





	Lexicon
	Concept overview












            

          

      

      

    

  

    
      
          
            
  
AppConfig


Added in version 29.



Nextcloud includes an AppConfig API to manage app configuration values.


Concept overview

Nextcloud provides an API to store and access app configuration values.
In addition to simple read/write operations, IAppConfig supports:


	typed values,


	lazy loading,


	sensitive values,


	key and value discovery helpers.





Note

See Lexicon Concepts to learn more about Lexicon, a way to define configuration keys and avoid conflicts in your code.





AppFramework

The AppConfig API is also available in AppFramework through
OCP\AppFramework\Services\IAppConfig.

All methods from that interface are scoped to your app automatically, so you do not
need to pass an app ID explicitly.

<?php
namespace OCA\MyApp;

use OCP\AppFramework\Services\IAppConfig;

class MyClass {
    public function __construct(
        private IAppConfig $appConfig,
    ) {}

    public function hasConfig(): bool {
        return $this->appConfig->hasAppKey('mykey');
    }
}





Use \OCP\IAppConfig when you need to read or write configuration for arbitrary app IDs.
Use OCP\AppFramework\Services\IAppConfig for app-scoped operations in your own app.


Typed config values

To improve safety and stability, config values are type-enforced.

A type is set when the key is created in the database and cannot be changed later.

A key’s type is defined by the setter you use when the key is first created
(for example, setValueString() creates a string key, setValueInt() an int key).

$appConfig->setValueInt('myapp', 'retry_count', 3);       // key type: int
$appConfig->setValueString('myapp', 'display_name', 'A'); // key type: string






Note


	Values stored before Nextcloud 29 are treated as mixed.


	It is not possible to manually create new mixed values.


	Values that are not mixed must be retrieved using the matching typed getter.







Note

Migration urgency differs between reads and writes:


	Read paths should usually be migrated early to typed getters when adopting
IAppConfig, so runtime behavior is explicit and type-safe.


	Write-side normalization of legacy values can often be incremental and done
when touching related code paths, especially if:



	you want stricter typing guarantees,


	you are already refactoring,


	the key is causing ambiguity/bugs











For new keys, always use typed setters and typed getters.

A safe write-side migration pattern is:



	Read the existing legacy value.


	Validate/convert it in your app code.


	Write it back using the appropriate typed setter (for example setValueInt(),
setValueString(), setValueBool(), …).


	Afterwards, always use the matching typed getter.











Sensitive values

When storing a new config value, you can mark it as sensitive.

Sensitive values are hidden from filtered listings/reports and are handled as protected
values in AppConfig storage.

$appConfig->setValueString(
    'myapp',
    'mykey',
    'myvalue',
    sensitive: true
);






Note

Once set as sensitive, this can be changed later using updateSensitive().





Lazy loading

To reduce memory and startup overhead, config values can be marked as lazy.

Non-lazy values are loaded first. Lazy values are loaded only when needed. When one lazy
value is requested, lazy values are loaded together.

$appConfig->setValueString(
    'myapp',
    'mykey',
    'myvalue',
    lazy: true
);





Retrieving a lazy value requires using the lazy read mode:

$appConfig->getValueString(
    'myapp',
    'mykey',
    'default',
    lazy: true
);






Reading behavior with lazy parameter

When reading values, the lazy argument controls which storage bucket is queried.



	Stored key mode

	Read with lazy

	Result





	non-lazy

	false

	stored value



	non-lazy

	true

	stored value



	lazy

	false

	default value (lazy key is not searched)



	lazy

	true

	stored value







Warning

If a key may be lazy, read it with lazy: true to avoid silently getting defaults.




Note

Some API methods explicitly ignore lazy filtering and may load all values.
Check each method description for warnings.





Choosing what should be lazy

Good candidates for lazy: true:


	Large values (for example JSON blobs, long text, large key/value maps).


	Values used only in specific flows (admin pages, background jobs, setup/migration tools).


	Values read infrequently or only after explicit user actions.




Usually keep as non-lazy (lazy: false):


	Small, frequently accessed values used on most requests.


	Values needed during app bootstrap, registration, capability wiring, or other early lifecycle code paths.


	Values used in hot paths (middleware, common service constructors, request-critical checks).




Practical rule:


	If a value is needed on most requests, keep it non-lazy.


	If it is large and only needed occasionally, make it lazy.








Consuming the AppConfig API

You can inject either interface, depending on your use case:


	\OCP\IAppConfig (global API): use when you need to access configuration
for one or more app IDs explicitly.


	\OCP\AppFramework\Services\IAppConfig (AppFramework app-scoped API):
use inside your app when you want methods scoped automatically to your app ID.




See Basic Pattern of Dependency Injection for injection details.


Important

Unless explicitly stated otherwise, examples in this page use the global
interface \OCP\IAppConfig (app ID passed explicitly).

If you inject \OCP\AppFramework\Services\IAppConfig, methods are app-scoped
and you do not pass the app ID.




Storing a config value

The API provides typed methods to store configuration values.

Common arguments are:


	app ID (string),


	config key (string),


	config value (typed),


	lazy flag (bool),


	sensitive flag (bool, where supported).




The return value is true if a database update was required.


	setValueString(string $app, string $key, string $value, bool $lazy = false, bool $sensitive = false)


	setValueInt(string $app, string $key, int $value, bool $lazy = false, bool $sensitive = false)


	setValueFloat(string $app, string $key, float $value, bool $lazy = false, bool $sensitive = false)


	setValueBool(string $app, string $key, bool $value, bool $lazy = false)


	setValueArray(string $app, string $key, array $value, bool $lazy = false, bool $sensitive = false)




AppFramework equivalents (app-scoped, no $app argument):

$appConfig->setAppValueString('mykey', 'myvalue', lazy: true);
$appConfig->setAppValueInt('retry_count', 3);
$appConfig->setAppValueArray('options', ['a' => true], sensitive: true);







Retrieving a config value

Configuration values can be retrieved using typed getters:


	getValueString(string $app, string $key, string $default = '', bool $lazy = false)


	getValueInt(string $app, string $key, int $default = 0, bool $lazy = false)


	getValueFloat(string $app, string $key, float $default = 0.0, bool $lazy = false)


	getValueBool(string $app, string $key, bool $default = false, bool $lazy = false)


	getValueArray(string $app, string $key, array $default = [], bool $lazy = false)




AppFramework equivalents (app-scoped, no $app argument):

$name = $appConfig->getAppValueString('display_name', 'default');
$count = $appConfig->getAppValueInt('retry_count', 0);
$enabled = $appConfig->getAppValueBool('enabled', false, lazy: true);







Managing config keys


	getApps() returns app IDs that have stored configuration values.


	getKeys(string $app) returns stored keys for an app.


	searchKeys(string $app, string $prefix = '', bool $lazy = false) returns keys for an app matching a prefix.


	hasKey(string $app, string $key, ?bool $lazy = false) returns true if the key exists.


	isSensitive(string $app, string $key, ?bool $lazy = false) returns true if the value is sensitive.


	isLazy(string $app, string $key) returns true if the value is lazy.


	updateSensitive(string $app, string $key, bool $sensitive) updates sensitive status.


	updateLazy(string $app, string $key, bool $lazy) updates lazy status.


	getValueType(string $app, string $key) returns the type bitflag for a value.


	deleteKey(string $app, string $key) deletes one key and its value.


	deleteApp(string $app) deletes all keys for one app.




AppFramework equivalents include:


	getAppKeys()


	hasAppKey(string $key, ?bool $lazy = false)


	isSensitive(string $key, ?bool $lazy = false)


	isLazy(string $key)





Note

Methods with ?bool $lazy can use null to search both lazy and non-lazy values.





Miscellaneous

The API also provides additional helpers:


	getAllValues(string $app, string $prefix = '', bool $filtered = false)
returns stored values for an app. If $filtered is true, sensitive values are hidden.


	searchValues(string $key, bool $lazy = false)
searches apps/values containing the specified key.


	getDetails(string $app, string $key)
returns metadata/details about a key.


	convertTypeToInt(string $type)
converts a human-readable type to a type bitflag.


	convertTypeToString(int $type)
converts a type bitflag to a human-readable type.


	clearCache(bool $reload = false)
clears internal cache.




AppFramework helper equivalent:


	getAllAppValues(string $key = '', bool $filtered = false)






Constants and flags

\OCP\IAppConfig exposes value-type constants and flags, including:


	FLAG_SENSITIVE (since 31),


	FLAG_INTERNAL (since 33; marks values as internal and eligible to be hidden from listings).









            

          

      

      

    

  

    
      
          
            
  
UserConfig


Added in version 31.



Since v31, Nextcloud includes a new API to manage users’ preferences.


Concept overview

Nextcloud includes an API to store and access users configuration values.
On top of storing and accessing your configuration values, IUserConfig comes with different concepts:


Note

See Lexicon Concepts to learn more about Lexicon, a way to fully define your configuration keys and avoid conflict when using it in your code.




Typed Config Values

To ensure better stability of your code, config values are typed enforced.
Type is set only once, at creation in database, and cannot be changed.


Note


	Value stored before Nextcloud 31 are automatically typed as mixed. However, it is not possible to manually set a value as mixed.


	Value not set as mixed must be retrieved using the corresponding method.








Values Sensitivity

When storing a new config value, it can be set as sensitive.
Configuration values set as sensitive are hidden from system reports and stored encrypted in the database.

setValueString(
    'user',
    'myapp',
    'mykey',
    'myvalue',
    flags: IUserConfig::FLAG_SENSITIVE
);






Note

Once set as sensitive, it can only be reverted using updateSensitive()/updateGlobalSensitive()





Indexed values

If a search on config value is expected, it can be set as indexed.

setValueString(
    'user',
    'myapp',
    'mykey',
    'myvalue',
    flags: IUserConfig::FLAG_INDEXED
);






Note

Configuration values set as indexed are stored in an indexed field in the database with a limited length of 64 characters.





Lazy Loading

To lighten the loading of user configuration, you have the possibility to set config values as lazy.
All lazy configuration values are loaded from the database once one is read.

setValueString(
    'user',
    'myapp',
    'mykey',
    'myvalue',
    lazy: true
);






Note


	Flag as lazy as much ‘large block of text’ entries (json, key pairs, …) as possible,


	flag as lazy entries that are needed on quiet endpoints,


	do not flag as lazy part of code that might be called during the global loading of all pages.






Retrieving the configuration value will require to specify the fact that it is stored as lazy.

getValueString(
    'user',
    'myapp',
    'mykey',
    'default',
    lazy: true
);








Consuming the UserConfig API

To consume the API, you first need to inject \OCP\Config\IUserConfig


Storing a config value

API provide multiple methods to store a config value, based on its type.
The global behavior for each of those methods is to call them using:


	user id (string)


	app id (string),


	config key (string),


	config value,


	lazy flag (boolean),


	flags (int)




The returned boolean will be true if an update of the database were needed.



	setValueString(string $userId, string $app, string $key, string $value, bool $lazy, int $flags)


	setValueInt(string $userId, string $app, string $key, int $value, bool $lazy, int $flags)


	setValueFloat(string $userId, string $app, string $key, float $value, bool $lazy, int $flags)


	setValueBool(string $userId, string $app, string $key, bool $value, bool $lazy, int $flags)


	setValueArray(string $userId, string $app, string $key, array $value, bool $lazy, int $flags)









Retrieving a config value

Configuration values are to be retrieved using one of the return typed method from the list:



	getValueString(string $userId, string $app, string $key, string $default, bool $lazy)


	getValueInt(string $userId, string $app, string $key, int $default, bool $lazy)


	getValueFloat(string $userId, string $app, string $key, float $default, bool $lazy)


	getValueBool(string $userId, string $app, string $key, bool $default, bool $lazy)


	getValueArray(string $userId, string $app, string $key, array $default, bool $lazy)









Managing config keys



	getUserIds(string $appId) returns list of users with stored configuration values for an app


	getApps(string $userId) returns list of apps with stored configuration values for a user


	getKeys(string $userId, string $app) returns list of stored configuration keys for a user and an app


	hasKey(string $userId, string $app, string $key, ?bool $lazy) returns TRUE if key can be found


	isSensitive(string $userId, string $app, string $key, ?bool $lazy) returns TRUE if value is set as sensitive


	isIndexed(string $userId, string $app, string $key, ?bool $lazy) returns TRUE if value is set as indexed


	isLazy(string $userId, string $app, string $key) returns TRUE if value is set as lazy


	updateSensitive(string $userId, string $app, string $key, bool $sensitive) update sensitive status of a configuration value for a specific user


	updateGlobalSensitive(string $app, string $key, bool $sensitive) update sensitive status of a configuration value for all users


	updateIndexed(string $userId, string $app, string $key, bool $sensitive) update indexed status of a configuration value for a specific user


	updateGlobalIndexed(string $app, string $key, bool $sensitive) update indexed status of a configuration value for all users


	updateLazy(string $userId, string $app, string $key, bool $lazy) update lazy status of a configuration value for a specific user


	updateGlobalLazy(string $app, string $key, bool $lazy) update lazy status of a configuration value for all users


	getValueType(string $userId, string $app, string $key, bool $lazy) returns bitflag defining the type of a configuration value


	getValueFlags(string $userId, string $app, string $key, bool $lazy) returns bitflag defining the flags of a configuration value


	deleteUserConfig(string $userId, string $app, string $key) delete a config key and its value for a user


	deleteAllUserConfig(string $userId) delete all config values for a single user


	deleteKey(string $app, string $key) delete a config key and its value for all users


	deleteKey(string $app, string $key) delete a config key and its value for all users


	deleteApp(string $app) delete all config keys from an app for all users








Note

Some method allows $lazy to be null, meaning that the search will be extended to all configuration values, lazy or not.





Miscellaneous

API also provide extra tools for broaded uses



	getValues(string $userId, string $app, string $prefix, bool $filtered) returns all stored configuration values. $filtered can be set to TRUE to hide _sensitive_ values in the returned array


	getAllValues(string $userId, bool $filtered) returns all stored configuration values. $filtered can be set to TRUE to hide _sensitive_ values in the returned array


	getValuesByApps(string $userId, string $key, bool $lazy, ?ValueType $typedAs) returns all stored configuration values per apps, based on a specific config key.


	getValuesByUsers(string $app, string $key, ?ValueType $typedAs, array $userIds) returns all stored configuration values per users, based on a specific config key.


	searchUsersByValueString(string $app, string $key, string $value, bool $caseInsensitive) returns list of users with a config key set to a specific value.


	searchUsersByValues(string $app, string $key, array $values) returns list of users with a config key set to a value from a list.


	searchUsersByValueInt(string $app, string $key, string $value) returns list of users with a config key set to a specific value.


	searchUsersByValueBool(string $app, string $key, string $value) returns list of users with a config key set to a specific value.


	getDetails(string $userId, string $app, string $key) get all details about a configuration key.


	clearCache(string $userId, bool $reload) clear internal cache for a specific user


	clearCacheAll() clear all internal cache












            

          

      

      

    

  

    
      
          
            
  
Lexicon


Added in version 32.



Since v32, Nextcloud provides a way to centralize the definition of your app’s configuration keys and values in a single place.


Concept overview

Nextcloud includes the ILexicon API to create a Lexicon of your config keys.
This lexicon allow developers to define the config keys of their apps, their value type and additional details.

Enforcing a unique configuration for each of your config keys in a single location help avoid their misuse.


	Details about each config key are:
	
	config value expected type,


	a default value,


	a description of its use,


	lazy loading setting,


	flags the config key as sensitive or indexable









Registering your Lexicon

The Lexicon is set in a local class that implements OCPConfigLexiconILexicon and registered from your Application.php:

public function register(IRegistrationContext $context): void {
    $context->registerConfigLexicon(\OCA\MyApp\ConfigLexicon::class);
}





Example of the registered ConfigLexicon.php:

use OCP\Config\Lexicon\Entry;
use OCP\Config\Lexicon\ILexicon;
use OCP\Config\Lexicon\Strictness;
use OCP\Config\ValueType;

class Lexicon implements ILexicon {
    public function getStrictness(): Strictness {
        return Strictness::WARNING;
    }

    public function getAppConfigs(): array {
        return [
            new Entry('key1', ValueType::STRING, 'abcde', 'test key', true, IAppConfig::FLAG_SENSITIVE),
            new Entry('key2', ValueType::INT, 12345, 'test key', false)
        ];
    }

    public function getUserConfigs(): array {
        return [
            new Entry('key1', ValueType::STRING, 'abcde', 'test key', true, IUserConfig::FLAG_SENSITIVE),
            new Entry('key2', ValueType::INT, 12345, 'test key', false)
        ];
    }
}





Each method getUserConfigs() and getAppConfigs() returns a list of \OCP\Config\Lexicon\Entry.

getStrictness() is used to define the expected behavior of the process when reaching a config keys that is not listed in your app’s Config Lexicon.
Must returns a value from enum \OCP\Config\Lexicon\Strictness.


	Available values:
	
	::IGNORE - does not limit the set/get on an unknown config key.


	::NOTICE - does not limit the set/get on an unknown config key, but generate a notice in the logs.


	::WARNING - unknown config key will not be set, and get will returns the default value. A warning will be issued in the logs.


	::EXCEPTION - set/get on an unknown config key will generate an exception.










Config Lexicon Entry

Each config key is defined in a object through those arguments:

new Entry(
    key: 'my_config_key',        // config key
    type: ValueType::STRING,     // expected value type when the code set/get value
    defaultRaw: 'default value', // value to returns if a config value is not available in the database
    definition: 'this is a description of the use for this config key',
    lazy: true,                  // config value is stored as lazy
    flags: FLAG_SENSITIVE,       // value is sensitive and/or indexable, using IAppConfig::FLAG_*, IUserConfig::FLAG_*
    deprecated: false,           // if set to ``true`` will generate a notice entry in the nextcloud logs when called
);






Note

Unless if set to null, the default value set in the config lexicon overwrite the default value used as argument when calling getValueString('my_config_key', 'another default value');





Preset

With 32, Nextcloud comes with a list of preset to ease the default user experience, based on the context of the instance.
The selection of a preset is optional and can be done right after the setup of Nextcloud, and any time in the future using this occ command:

$ ./occ config:preset
current preset: NONE
$ ./occ config:preset PRIVATE
current preset: PRIVATE





If you want your app to have a different default value based on the selected Preset, you need to generate a Closure as $defaultRaw when generating the Lexicon Entry.
The first parameter of the Closure is an Enum '\OCP\Config\Lexicon\Preset' that define the current Preset:

new Entry('key3', ValueType::STRING, fn (Preset $p): string => match ($p) {
            Preset::FAMILY => 'family',
            Preset::CLUB, Preset::MEDIUM => 'club+medium',
            default => 'none',
        }),






	Available values:
	
	::LARGE - Large size organisation (> 50k accounts)


	::MEDIUM - Medium size organisation (> 100 accounts)


	::SMALL - Small size organisation (< 100 accounts)


	::SHARED - Shared hosting


	::EDUCATION - School/University


	::CLUB - Club/Association


	::FAMILY - Family


	::PRIVATE - Private










./occ config:app:get –details

Details from the Lexicon can be extracted using the occ command

$ ./occ config:app:get myapp my_config_key --details
  - app: myapp
  - key: my_config_key
  - value: 'a_value'
  - type: string
  - lazy: true
  - description:
  - sensitive: false










            

          

      

      

    

  

    
      
          
            
  
Settings



	Declarative settings
	Registering settings schema

	Class-based schema registration

	Event-based schema registration

	Handling settings storage
	Internal storage type

	External storage type

	Register get/set listeners





	Schema field types
	Basic input types

	Checkbox and Multi-checkbox

	Radio

	Select and Multi-select

	Sensitive field type













An app can register both admin settings as well as personal settings.
Settings are divided into sections to group similar settings together.
For example, in the Sharing section are only settings (built-in and of apps)
related to sharing.


Settings form

For the settings to show up, three things are necessary:


	A class implementing \OCP\Settings\ISettings


	A template


	The implementing class specified in the app’s info.xml




Below is an example of an implementer of the ISettings interface. It is based
on the survey_client solution.

<?php
namespace OCA\YourAppNamespace\Settings;

use OCA\YourAppNamespace\Collector;
use OCP\AppFramework\Http\TemplateResponse;
use OCP\BackgroundJob\IJobList;
use OCP\IConfig;
use OCP\IDateTimeFormatter;
use OCP\IL10N;
use OCP\Settings\ISettings;

class AdminSettings implements ISettings {

        /** @var Collector */
        private $collector;

        /** @var IConfig */
        private $config;

        /** @var IL10N */
        private $l;

        /** @var IDateTimeFormatter */
        private $dateTimeFormatter;

        /** @var IJobList */
        private $jobList;

        /**
         * Admin constructor.
         *
         * @param Collector $collector
         * @param IConfig $config
         * @param IL10N $l
         * @param IDateTimeFormatter $dateTimeFormatter
         * @param IJobList $jobList
         */
        public function __construct(Collector $collector,
                                                                IConfig $config,
                                                                IL10N $l,
                                                                IDateTimeFormatter $dateTimeFormatter,
                                                                IJobList $jobList
        ) {
                $this->collector = $collector;
                $this->config = $config;
                $this->l = $l;
                $this->dateTimeFormatter = $dateTimeFormatter;
                $this->jobList = $jobList;
        }

        /**
         * @return TemplateResponse
         */
        public function getForm() {

                $lastSentReportTime = (int) $this->config->getAppValue('survey_client', 'last_sent', 0);
                if ($lastSentReportTime === 0) {
                        $lastSentReportDate = $this->l->t('Never');
                } else {
                        $lastSentReportDate = $this->dateTimeFormatter->formatDate($lastSentReportTime);
                }

                $lastReport = $this->config->getAppValue('survey_client', 'last_report', '');
                if ($lastReport !== '') {
                        $lastReport = json_encode(json_decode($lastReport, true), JSON_PRETTY_PRINT);
                }

                $parameters = [
                        'is_enabled' => $this->jobList->has('OCA\Survey_Client\BackgroundJobs\MonthlyReport', null),
                        'last_sent' => $lastSentReportDate,
                        'last_report' => $lastReport,
                        'categories' => $this->collector->getCategories()
                ];

                return new TemplateResponse('yourappid', 'admin', $parameters);
        }

        /**
         * The section ID, e.g. 'sharing'
         *
         * @return string
         */
        public function getSection() {
                return 'survey_client';
        }

        /**
         * Whether the form should be rather on the top or bottom of
         * the admin section. The forms are arranged in ascending order of the
         * priority values. It is required to return a value between 0 and 100.
         *
         * @return int
         */
        public function getPriority() {
                return 50;
        }

}





The parameters of the constructor will be resolved and an instance created
automatically on demand, so that the developer does not need to take care of it.

getSection is supposed to return the section ID of the desired admin section.
Currently, built-in values are server, sharing, encryption,
logging, additional and tips-tricks. Apps can register sections
of their own (see below), and also register into sections of other apps.

getPriority is used to order forms within a section. The lower the value,
the more on top it will appear, and vice versa. The result depends on the
priorities of other settings.

Nextcloud will look for the templates in a template folder located in your app’s
root directory. It should always end on .php, in this case templates/admin.php
would be the final relative path.

<?php
/** @var $l \OCP\IL10N */
/** @var $_ array */

script('myappid', 'admin');         // adds a JavaScript file
style('survey_client', 'admin');    // adds a CSS file
?>

<div id="survey_client" class="section">
        <h2><?php p($l->t('Your app')); ?></h2>

        <p>
                <?php p($l->t('Only administrators are allowed to click the red button')); ?>
        </p>

        <button><?php p($l->t('Click red button')); ?></button>

        <p>
                <input id="your_app_magic" name="your_app_magic"
                           type="checkbox" class="checkbox" value="1" <?php if ($_['is_enabled']): ?> checked="checked"<?php endif; ?> />
                <label for="your_app_magic"><?php p($l->t('Do some magic')); ?></label>
        </p>

        <h3><?php p($l->t('Things to define')); ?></h3>
        <?php
        foreach ($_['categories'] as $category => $data) {
                ?>
                <p>
                        <input id="your_app_<?php p($category); ?>" name="your_app_<?php p($category); ?>"
                                   type="checkbox" class="checkbox your_app_category" value="1" <?php if ($data['enabled']): ?> checked="checked"<?php endif; ?> />
                        <label for="your_app_<?php p($category); ?>"><?php print_unescaped($data['displayName']); ?></label>
                </p>
                <?php
        }
        ?>

        <?php if (!empty($_['last_report'])): ?>

        <h3><?php p($l->t('Last report')); ?></h3>

        <p><textarea title="<?php p($l->t('Last report')); ?>" class="last_report" readonly="readonly"><?php p($_['last_report']);?></textarea></p>

        <em class="last_sent"><?php p($l->t('Sent on: %s', [$_['last_sent']])); ?></em>

        <?php endif; ?>

</div>





Then, the implementing class should be added to the info.xml. Settings will be
registered upon installation and update. When settings are added to an existing,
installed, and enabled app, it should be made sure that the version is
increased so Nextcloud can register the class. It is only possible to register
one ISettings implementer.

For a more complex example using embedded templates have a look at the
implementation of the user_ldap app.



Section

It is also possible that an app registers its own section. This should be done
only if there is no fitting corresponding section and the app’s settings form
takes a lot of screen estate. Otherwise, register to “additional”.

Basically, it works the same way as with the settings form. There are only two
differences. First, the interface that must be implemented is \OCP\Settings\IIconSection.

An example implementation of the IIconSection interface:

<?php
namespace OCA\YourAppNamespace\Settings;

use OCP\IL10N;
use OCP\IURLGenerator;
use OCP\Settings\IIconSection;

class AdminSection implements IIconSection {

        /** @var IL10N */
        private $l;

        /** @var IURLGenerator */
        private $urlGenerator;

        public function __construct(IL10N $l, IURLGenerator $urlGenerator) {
                $this->l = $l;
                $this->urlGenerator = $urlGenerator;
        }

        /**
         * Returns the ID of the section. It is supposed to be a lowercase string
         *
         * @returns string
         */
        public function getID() {
                return 'yourappid'; //or a generic id if feasible
        }

        /**
         * Returns the translated name as it should be displayed, e.g. 'LDAP / AD
         * integration'. Use the L10N service to translate it.
         *
         * @return string
         */
        public function getName() {
                return $this->l->t('Translatable Section Name');
        }

        /**
         * Whether the form should be rather on the top or bottom of
         * the settings navigation. The sections are arranged in ascending order of
         * the priority values. It is required to return a value between 0 and 99.
         *
         * @return int
         */
        public function getPriority() {
                return 80;
        }

        /**
         * The relative path to an icon describing the section
         *
         * @return string
         */
        public function getIcon() {
                return $this->urlGenerator->imagePath('yourapp', 'icon.svg');
        }

}





Also, the section must be registered in the app’s info.xml.



Registering Settings and Sections

As mentioned already both Settings and Sections should be registered in the info.xml of your app
This is rather straightforward as you can see in the code snippet below

...
<settings>
    <admin>OCA\YourAppNamespace\Settings\Admin</admin>
    <admin-section>OCA\YourAppNamespace\Settings\AdminSection</admin-section>
    <personal>OCA\YourAppNamespace\Settings\Personal</personal>
    <personal-section>OCA\YourAppNamespace\Settings\PersonalSection</personal-section>
</settings>
...









            

          

      

      

    

  

    
      
          
            
  
Declarative settings


Added in version 29.0.0.



With Nextcloud 29 there is a new way to define app settings in a declarative way.
This means that you can just register your settings schema
without writing a custom settings handling front-end and back-end code
(except when more complex settings logic or design is required).


Registering settings schema

There are two ways to register a declarative settings schema:


	Class-based using OCP\Settings\IDeclarativeSettingsForm interface


	By using an event listener for the OCP\Settings\Events\DeclarativeSettingsRegisterFormEvent




Additionally, you can register multiple declarative parameter schemes per application.


Note

Form fields ids (configkeys) must be unique within an app.





Class-based schema registration

To register a declarative settings schema using a class, you need to create a class that implements the OCP\Settings\IDeclarativeSettingsForm interface:

<?php

declare(strict_types=1);

namespace OCA\MyApp\DeclarativeSettings;

use OCP\Settings\DeclarativeSettingsTypes;
use OCP\Settings\IDeclarativeSettingsForm;

class MyDeclarativeSettingsForm implements IDeclarativeSettingsForm {
    public function getSchema(): array {
        return [
            'id' => 'my_declarative_settings_form', // unique form id
            'priority' => 10, // declarative section priority (ordering)
            'section_type' => DeclarativeSettingsTypes::SECTION_TYPE_ADMIN, // admin, personal
            'section_id' => 'my_section_id', // existing section id or your custom section id
            'storage_type' => DeclarativeSettingsTypes::STORAGE_TYPE_INTERNAL, // external, internal (handled by core to store in appconfig and preferences)
            'title' => 'MyApp settings title', // NcSettingsSection name
            'description' => 'My app settings section description', // NcSettingsSection description
            'doc_url' => '', // NcSettingsSection doc_url for documentation or help page, empty string if not needed
            'fields' => [
                [
                    'id' => 'my_field_key', // configkey
                    'title' => 'Field title', // name or label
                    'description' => 'Additional setting hint or description', // hint
                    'type' => DeclarativeSettingsTypes::MULTI_SELECT,
                    'options' => ['foo', 'bar', 'baz'],
                    'placeholder' => 'Select some multiple options', // input placeholder
                    'default' => ['foo', 'bar'],
                ],
            ]
        ];
    }
}





The OCP\Settings\IDeclarativeSettingsForm interface has only one method getSchema that should return an array with the settings schema.

After that, you can register schema class using IRegistrationContext->registerDeclarativeSettings method:

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IRegistrationContext;
use OCA\MyApp\DeclarativeSettings\MyDeclarativeSettingsForm;

class Application extends App {
    public function __construct(array $urlParams = []) {
        parent::__construct('my_app', $urlParams);
    }

    public function register(IRegistrationContext $context): void {
        $context->registerDeclarativeSettings(MyDeclarativeSettingsForm::class);
    }
}







Event-based schema registration

To register a declarative settings schema using an event system you need to implement event listener for OCP\Settings\Events\DeclarativeSettingsRegisterFormEvent:

<?php

declare(strict_types=1);

namespace OCA\MyApp\Listener;

use OCP\EventDispatcher\Event;
use OCP\EventDispatcher\IEventListener;
use OCP\Settings\DeclarativeSettingsTypes;
use OCP\Settings\Events\DeclarativeSettingsRegisterFormEvent;

class RegisterDeclarativeSettingsListener implements IEventListener {

    public function __construct() {
    }

    public function handle(Event $event): void {
        if (!($event instanceof DeclarativeSettingsRegisterFormEvent)) {
            return;
        }

        $event->registerSchema('my_app', [
            // your declarative settings schema here
        ]);
    }
}





And register the event listener as usually in your AppInfo/Application.php registration context:

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IRegistrationContext;
use OCP\Settings\Events\DeclarativeSettingsRegisterFormEvent;
use OCA\MyApp\Listener\RegisterDeclarativeSettingsListener;

class Application extends App {
    public function __construct(array $urlParams = []) {
        parent::__construct('my_app', $urlParams);
    }

    public function register(IRegistrationContext $context): void {
        $context->registerEventListener(DeclarativeSettingsRegisterFormEvent::class, RegisterDeclarativeSettingsListener::class);
    }
}







Handling settings storage

There are two types of schema storage_type supported:

1. internal OCP\Settings\DeclarativeSettingsTypes::STORAGE_TYPE_INTERNAL - settings values changes handled by core
1. external OCP\Settings\DeclarativeSettingsTypes::STORAGE_TYPE_EXTERNAL - settings values changes handled by your app handlers (event listeners).


Internal storage type

Internal (storage_type='internal') storage type is handled by core, you don’t have to implement additional handlers for that.


Section type admin

For declarative settings schema with section_type set to DeclarativeSettingsTypes::SECTION_TYPE_ADMIN - settings values
are stored in appconfig table.

Accessible via OCP\IConfig->getAppValue interface.



Section type personal

For declarative settings schema with section_type set to DeclarativeSettingsTypes::SECTION_TYPE_PERSONAL - settings values
are user specific and stored in preferences table.

Accessible via OCP\IConfig->getUserValue interface.




External storage type

Handling of an external (storage_type='external') storage type is always done via listening to the following events:


	OCP\Settings\Events\DeclarativeSettingsGetValueEvent - to return the declarative setting value from your storage


	OCP\Settings\Events\DeclarativeSettingsSetValueEvent - to save the declarative setting value where you want to




Example of DeclarativeSettingsGetValueEvent event listener:

<?php

declare(strict_types=1);

namespace OCA\MyApp\Listener;

use OCP\EventDispatcher\Event;
use OCP\EventDispatcher\IEventListener;
use OCP\IConfig;
use OCP\Settings\Events\DeclarativeSettingsGetValueEvent;

class GetDeclarativeSettingsValueListener implements IEventListener {

    public function __construct(private IConfig $config) {
    }

    public function handle(Event $event): void {
        if (!$event instanceof DeclarativeSettingsGetValueEvent) {
            return;
        }

        // Always check if the event is related to your app declarative settings
        if ($event->getApp() !== 'my_app') {
            return;
        }

        $value = $this->config->getUserValue($event->getUser()->getUID(), $event->getApp(), $event->getFieldId());
        $event->setValue($value);
    }
}





Example of DeclarativeSettingsSetValueEvent event listener:

<?php

declare(strict_types=1);

namespace OCA\MyApp\Listener;

use OCP\EventDispatcher\Event;
use OCP\EventDispatcher\IEventListener;
use OCP\IConfig;
use OCP\Settings\Events\DeclarativeSettingsSetValueEvent;

class SetDeclarativeSettingsValueListener implements IEventListener {

    public function __construct(private IConfig $config) {
    }

    public function handle(Event $event): void {
        if (!$event instanceof DeclarativeSettingsSetValueEvent) {
            return;
        }

        // Always check if the event is related to your app declarative settings
        if ($event->getApp() !== 'my_app') {
            return;
        }

        $this->config->setUserValue($event->getUser()->getUID(), $event->getApp(), $event->getFieldId(), $event->getValue());
    }
}







Register get/set listeners

<?php

declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

use OCP\AppFramework\App;
use OCP\AppFramework\Bootstrap\IRegistrationContext;
use OCP\Settings\Events\DeclarativeSettingsGetValueEvent;
use OCP\Settings\Events\DeclarativeSettingsSetValueEvent;
use OCA\MyApp\Listener\GetDeclarativeSettingsValueListener;
use OCA\MyApp\Listener\SetDeclarativeSettingsValueListener;

class Application extends App {
    public function __construct(array $urlParams = []) {
        parent::__construct('my_app', $urlParams);
    }

    public function register(IRegistrationContext $context): void {
        $context->registerEventListener(DeclarativeSettingsGetValueEvent::class, GetDeclarativeSettingsValueListener::class);
        $context->registerEventListener(DeclarativeSettingsSetValueEvent::class, SetDeclarativeSettingsValueListener::class);
    }
}








Schema field types

Supported field types are declared in  OCP\Settings\DeclarativeSettingsTypes class:


	DeclarativeSettingsTypes::TEXT - input type text


	DeclarativeSettingsTypes::PASSWORD- input type password


	DeclarativeSettingsTypes::EMAIL - input type email


	DeclarativeSettingsTypes::TEL - input type tel


	DeclarativeSettingsTypes::URL - input type url


	DeclarativeSettingsTypes::NUMBER - input type number


	DeclarativeSettingsTypes::CHECKBOX - input type checkbox


	DeclarativeSettingsTypes::MULTI_CHECKBOX - multiple checkboxes representing one setting with multiple options


	DeclarativeSettingsTypes::RADIO - input type radio for setting with single option


	DeclarativeSettingsTypes::SELECT - input type select for setting with single option


	DeclarativeSettingsTypes::MULTI_SELECT - input type select for setting with multiple options




The examples of each field type are listed below.


Note

Field order is the same as in the schema array.




Basic input types

For text, password, email, tel, url, number schema is similar:


[image: Declarative settings input fields (text, password, email, tel, url, number)]

[
    'id' => 'my_field_unique_id', // configkey
    'title' => 'Default text field', // label
    'description' => 'Set some simple text setting', // hint
    'type' => DeclarativeSettingsTypes::TEXT, // text, password, email, tel, url, number
    'placeholder' => 'Enter text setting', // placeholder
    'default' => 'foo',
],







Checkbox and Multi-checkbox


[image: checkbox and multi-checkbox field types]

[
    'id' => 'my_checkbox_field',
    'title' => 'Toggle something',
    'description' => 'Select checkbox option setting',
    'type' => DeclarativeSettingsTypes::CHECKBOX, // checkbox, multiple-checkbox
    'label' => 'Verify something if enabled',
    'default' => false,
],
[
    'id' => 'my_multicheckbox_field',
    'title' => 'Multiple checkbox toggles, describing one setting, checked options are saved as an JSON object {foo: true, bar: false}',
    'description' => 'Select checkbox option setting',
    'type' => DeclarativeSettingsTypes::MULTI_CHECKBOX, // checkbox, multi-checkbox
    'default' => ['foo' => true, 'bar' => true, 'baz' => true],
    'options' => [
        [
            'name' => 'Foo',
            'value' => 'foo', // multiple-checkbox configkey
        ],
        [
            'name' => 'Bar',
            'value' => 'bar',
        ],
        [
            'name' => 'Baz',
            'value' => 'baz',
        ],
        [
            'name' => 'Qux',
            'value' => 'qux',
        ],
    ],
],







Radio


[image: radio field type]

[
    'id' => 'my_radio_field',
    'title' => 'Radio toggles, describing one setting like single select',
    'description' => 'Select radio option setting',
    'type' => DeclarativeSettingsTypes::RADIO, // radio (NcCheckboxRadioSwitch type radio)
    'label' => 'Select single toggle',
    'default' => 'foo',
    'options' => [
        [
            'name' => 'First radio', // NcCheckboxRadioSwitch display name
            'value' => 'foo' // NcCheckboxRadioSwitch value
        ],
        [
            'name' => 'Second radio',
            'value' => 'bar'
        ],
        [
            'name' => 'Third radio',
            'value' => 'baz'
        ],
    ],
],







Select and Multi-select


[image: select field type]

[
    'id' => 'my_select_field',
    'title' => 'Selection',
    'description' => 'Select some option setting',
    'type' => DeclarativeSettingsTypes::SELECT, // select, radio, multi-select
    'options' => ['foo', 'bar', 'baz'],
    'placeholder' => 'Select some option setting',
    'default' => 'foo',
],






[image: multi-select field type]

[
    'id' => 'my_multi_select_field', // configkey
    'title' => 'Multi-selection', // name or label
    'description' => 'Select some option setting', // hint
    'type' => DeclarativeSettingsTypes::MULTI_SELECT, // select, radio, multi-select
    'options' => ['foo', 'bar', 'baz'], // simple options for select, radio, multi-select
    'placeholder' => 'Select some multiple options', // input placeholder
    'default' => ['foo', 'bar'],
],







Sensitive field type

Since Nextcloud 32 there is a new field attribute sensitive: true/false available for DeclarativeSettingsTypes::TEXT, DeclarativeSettingsTypes::PASSWORD types.
The values of such fields are stored in an encrypted form in the database and are not exposed to the UI.

[
    'id' => 'test_sensitive_field',
    'title' => 'Sensitive text field',
    'description' => 'Set some secure value setting that is stored encrypted',
    'type' => DeclarativeSettingsTypes::TEXT,
    'label' => 'Sensitive field',
    'placeholder' => 'Set secure value',
    'default' => '',
    'sensitive' => true, // only for TEXT, PASSWORD types
],
[
    'id' => 'test_sensitive_field_2',
    'title' => 'Sensitive password field',
    'description' => 'Set some password setting that is stored encrypted',
    'type' => DeclarativeSettingsTypes::PASSWORD,
    'label' => 'Sensitive field',
    'placeholder' => 'Set secure value',
    'default' => '',
    'sensitive' => true, // only for TEXT, PASSWORD types
],






[image: sensitive fields]






            

          

      

      

    

  

    
      
          
            
  
Security


Rate Limiting

Rate limiting can be used to restrict how often someone can execute an operation in a defined time frame. For app framework controllers it is recommended to use rate limiting attributes.

Outside controllers, e.g. in DAV code, it’s also possible to guard operations by injecting \OCP\Security\RateLimiting\ILimiter and registering requests before the operation:

<?php

use OCP\Security\RateLimiting\ILimiter;

class MyDavPlugin {
    private ILimiter $limiter;

    public function __construct(ILimiter $limiter) {
        $this->limiter = $limiter;
    }

    public function calledAnonymously(): void {
        try {
            $this->limiter->registerAnonRequest(
                'my-dav-plugin-anon',
                5, // Allow five executions …
                60 * 60, // … per hour
            );
        } catch (IRateLimitExceededException $exception) {
            // Respond with a HTTP 429 error
        }

        // No rate limiting reached. Carry on.
    }

    public function calledByUser(IUser $user): void {
        try {
            $this->limiter->registerUserRequest(
                'my-dav-plugin-user',
                5, // Allow five executions …
                60 * 60, // … per hour
                $user
            );
        } catch (IRateLimitExceededException $exception) {
            // Respond with a HTTP 429 error
        }

        // No rate limiting reached. Carry on.
    }
}







Remote Host Validation

Nextcloud can help validating a remote host so that no internal infrastructure is contacted by user-provided host names or IPs. The validator \OCP\Security\IRemoteHostValidator can be injected into any app class:

<?php

use OCP\Security\IRemoteHostValidator;

class MyRemoteServerIntegration {
    private IRemoteHostValidator $hostValidator;

    public function __construct(IRemoteHostValidator $hostValidator) {
        $this->hostValidator = $hostValidator;
    }

    public function contactRemoteServer(string $hostname): void {
        if (!$this->hostValidator->isValid($hostname)) {
            // ABORT
        }

        // Contact the server
    }
}






Note

Nextcloud’s HTTP clients obtained from \OCP\Http\Client\IClientService have this validation built in so you don’t have to check hosts of HTTP requests as long as you use this provided abstraction.





Trusted domain

In some cases it might be required that an app checks that a user given link is one of the current instance.
This is possible with the OCP\Security\ITrustedDomainHelper:

<?php

declare(strict_types=1);
use OCP\Security\ITrustedDomainHelper;

$helper = \OC::$server->get(ITrustedDomainHelper::class);

// Compare a full URL example given
$url = 'https://localhost/nextcloud/index.php/apps/files/';
$helper->isTrustedUrl($url);

// Compare a domain and port
$domain = 'example.tld:8443';
$helper->isTrustedDomain($domain);









            

          

      

      

    

  

    
      
          
            
  
Setup checks

Setup checks allow to test specific functionality of the server and report issues with configuration
early to the administrators to prevent run time issues.

One example for setup checks is the JavaScript Modules test that ensures the server is able to
serve .mjs files correctly, which is needed for apps that use modern JavaScript for their UI.
Any issue with the configuration would be reported to the administrator, either on the web interface (admin setting),
or when running the occ setupchecks command, before a user experience the issue.


Register a setup check

Setup checks are registered within the registration context of the app bootstrap:

<?php
declare(strict_types=1);

namespace OCA\MyApp\AppInfo;

class Application extends App implements IBootstrap {

    public function register(IRegistrationContext $context): void {
        // Other registration
        $context->registerSetupCheck(JavaScriptModules::class);
    }

    // ...

}







Define a setup check

Defining a custom setup check is done by simply implementing OCP\SetupCheck\SetupResult,
for this example we will create a check that ensures the Nextcloud instance is not running in debug mode.

<?php
declare(strict_types=1);

namespace OCA\MyApp\SetupChecks;

use OCP\IConfig;
use OCP\IL10N;
use OCP\SetupCheck\ISetupCheck;
use OCP\SetupCheck\SetupResult;

class DebugModeSetupCheck implements ISetupCheck {
    public function __construct(
        private IL10N $l10n,
        private IConfig $config,
    ) {
    }

    public function getName(): string {
        return $this->l10n->t('Debug mode');
    }

    public function getCategory(): string {
        return 'system';
    }

    public function run(): SetupResult {
        if ($this->config->getSystemValueBool('debug', false)) {
            return SetupResult::warning($this->l10n->t('This instance is running in debug mode. Only enable this for local development and not in production environments.'));
        } else {
            return SetupResult::success($this->l10n->t('Debug mode is disabled.'));
        }
    }
}





First it is required to provide a name, the name which should summarize the check and should be provided as a user visible, thus translated string.

public function getName(): string {
    // This is user visible and thus should be translated
    return $this->l10n->t('Debug mode');
}





Setup checks are grouped by category, the category should be one of


	security: Related to the security of the instance


	accounts: Related to user accounts


	system: System status Related


	Custom category: Will be merged into system. Examples for existing custom categories are  network and database.




public function getCategory(): string {
    return 'system';
}





The most important part is the run function.
This function should perform the test and report the result as a OCP\SetupCheck\SetupResult.
Available severity level are:


	SetupResult::success: Test succeeded no action needed.


	SetupResult::info: No action required but it can not be guaranteed that the check passed (e.g. missing precondition for running the test).


	SetupResult::warning: The test failed but the result is not fatal, yet the administrator should be warned about this.


	SetupResult::error: The test failed and some functionality is not available or might be broken.




It is also possible to add a link to documentation to ease administrators solving the issue.
The link is simply passed as the second parameter to the SetupResult.

Additionally it is also possible to use rich objects (OCP\RichObjectStrings) for formatting the message,
in this case the third parameter should contain the rich object parameters.


Note

Please be aware that setup checks could be ran from both,
the web frontend and from the CLI. Meaning they might use different php.ini files.



public function run(): SetupResult {
    if ($this->config->getSystemValueBool('debug', false)) {
        return SetupResult::warning($this->l10n->t('This instance is running in debug mode. Only enable this for local development and not in production environments.'));
    } else {
        return SetupResult::success($this->l10n->t('Debug mode is disabled.'));
    }
}






Running HTTP requests against the server

As mentioned in the initial example it is sometimes needed to run HTTP requests
for a setup check, to ensure configuration is working correctly.
To ease writing tests like that we provide the CheckServerResponseTrait trait.

The run function of the JavaScript modules setup check could look like:

public function run(): SetupResult {
    // This is a real existing file
    $testFile = $this->urlGenerator->linkTo('settings', 'js/esm-test.mjs');

    $noResponse = true;
    foreach ($this->runRequest('HEAD', $testFile) as $response) {
        $noResponse = false;
        if (preg_match('/(text|application)\/javascript/i', $response->getHeader('Content-Type'))) {
            return SetupResult::success();
        }
    }

    if ($noResponse) {
        return SetupResult::warning($this->l10n->t('Unable to run check for JavaScript support.') . "\n" . $this->serverConfigHelp());
    }
    return SetupResult::error($this->l10n->t('Your webserver does not serve `.mjs` files using the JavaScript MIME type. This will break some apps by preventing browsers from executing the JavaScript files.'));
}





The runRequest is provided by the CheckServerResponseTrait, it accepts a HTTP request method
as the first parameter (in this example HEAD) and an URL with an absolute path, so meaning
the full path but no host set, like provided when using the URL generator. One example string would be nextcloud/apps/settings/js/esm-test.mjs.
Internally the function requests that URL on all possible URLs (using the current host, the trusted domains and the cli overwrite URL),
and then yields a result for each request.

CheckServerResponseTrait::serverConfigHelp provides information about
common pitfalls that prevent HTTP requests against the current server.
If no response is yielded from the runRequest method then this information should be included.






            

          

      

      

    

  

    
      
          
            
  
Repair steps

Repair steps are methods which are executed by Nextcloud on certain
events which directly affect the app. You can use these repair steps to run
code when your app is installed, uninstalled, upgraded etc. It’s called repair
steps because they are frequently used to fix things automatically.


Note

Don’t use the install.php files anymore! This method is deprecated and is known to cause issues.




Creating a repair step

A repair step is an implementation of the  OCP\Migration\IRepairStep interface.
By convention these classes are placed in the lib/Migration directory.
The following repair step will log a message when executed.

<?php
namespace OCA\MyApp\Migration;

use OCP\Migration\IOutput;
use OCP\Migration\IRepairStep;
use Psr\Log\LoggerInterface;

class MyRepairStep implements IRepairStep {

  /** @var LoggerInterface */
  protected $logger;

  public function __construct(LoggerInterface $logger) {
      $this->logger = $logger;
  }

  /**
   * Returns the step's name
   */
  public function getName() {
      return 'A demonstration repair step!';
  }

  /**
   * @param IOutput $output
   */
  public function run(IOutput $output) {
      $this->logger->warning("Hello world from MyRepairStep!", ["app" => "MyApp"]);
  }
}






Outputting information

A repair step can generate information while running, using the
OCP\Migration\IOutput parameter to the run method.
Using the info and warning methods a message can be shown in the console.
In order to show a progressbar, firstly call the startProgress method.
The maximum number of steps can be adjusted by passing it as argument to the
startProgress method. After every step run the advance method. Once all steps are finished run the finishProgress
method.

The following function will sleep for 10 seconds and show the progress:

<?php
/**
 * @param IOutput $output
 */
public function run(IOutput $output) {
  $output->info("This step will take 10 seconds.");
  $output->startProgress(10);
  for ($i = 0; $i < 10; $i++) {
      sleep(1);
      $output->advance(1);
  }
  $output->finishProgress();
}








Register a repair-step

To register a repair-step in Nextcloud you have to define the repair-setp in the info.xml
file. The following example registers a repair-step which will be executed after installation
of the app:

<?xml version="1.0"?>
<info xmlns:xsi= "http://www.w3.org/2001/XMLSchema-instance"
  xsi:noNamespaceSchemaLocation="https://apps.nextcloud.com/schema/apps/info.xsd">
  <id>myapp</id>
  <name>My App</name>
  <summary>A test app</summary>
  ...
  <repair-steps>
      <install>
          <step>OCA\MyApp\Migration\MyRepairStep</step>
      </install>
  </repair-steps>
</info>







Repair-step types

The following repair steps are available:


	install This repair step will be executed when installing the app. This means it is executed every time the app is enabled (using the Web interface or the CLI).


	uninstall This repair step will be executed when uninstalling the app, and when disabling the app.


	pre-migration This repair step will be executed just before the database is migrated during an update of the app.


	post-migration This repair step will be executed just after the database is migrated during an update of the app.  This repair step will also be executed when running the occ maintenance:repair command


	live-migration This repair step will be scheduled to be run in the background (e.g. using cron), therefore it is unpredictable when it will run. If the job isn’t required right after the update of the app and the job would take a long time this is the best choice.






Expensive repair steps

Expensive repair steps are non-critical repair steps that might take a long time to execute.
Non-critical means that they are not required to directly be executed during migration to have a working instance,
but they might be required to have a fully working instance later on.

Expensive repair steps are only executed when explicitly requested by the administrator
when using the occ maintenance:repair command, by passing the --include-expensive flag.


Note

Expensive repair steps can only be used for post-migration repair steps, as the other types are executed during (un-)installation of the app and therefore should not take a long time.




Creating an expensive repair step

Expensive repair steps are created the same way as normal repair steps as seen in the example above.
But they have to implement the \OCP\Migration\IRepairStepExpensive interface
instead of the \OCP\Migration\IRepairStep interface.






            

          

      

      

    

  

    
      
          
            
  
Deadlocks

Deadlocks are a classic problem in transactional databases, but they
are not dangerous unless they are so frequent that you cannot run
certain transactions at all. Normally, you must write your
applications so that they are always prepared to re-issue a transaction
if it gets rolled back because of a deadlock.


Understanding the locking situation

MySQL/MariaDB automatically detects transaction deadlocks and rolls back
a transaction or transactions to break the deadlock. It tries to pick
small transactions to roll back, where the size of a transaction is
determined by the number of rows inserted, updated, or deleted.

In order to fix a deadlock you will need to get an understanding of the
scenarios where deadlocks occur in your application by analyzing the
Nextcloud log for patterns in the deadlock errors. The Nextcloud log
will only show the transaction that was rolled back in this case so in
order to properly understand the deadlock scenario it is required to
obtain further information from the database server. By default you can
find the last detected deadlock in the output of
SHOW ENGINE INNODB STATUS however innodb_print_all_deadlocks can
be used as a setting to write all occurring deadlocks to the server
logs. Those give detailed insight about which queries are holding a lock
and are causing the query from Nextcloud to run into a deadlock.



Mitigations

There are basically 3 options on how deadlocks can be handled properly.
It is not critical for all use case to handle them, however as per
recommendation of MySQL/MariaDB the application should be prepared to
handle them properly.


Ignoring deadlocks

There are some scenarios where a deadlock could be safely ignored, like
when updating a timestamp that is likely already being updated by
another concurrent request. In this case developers can catch the
exception and ignore the failed transaction.


	Potentially useful API wrapper:
https://github.com/nextcloud/server/pull/38030


	Valid case example: https://github.com/nextcloud/server/pull/37820




try {
      // Database transaction that runs into the deadlock
    $qb->executeStatement();
} catch (DbalException $e) {
      // ignore the failure
        $this->logger->info("Deadlock detected, but ignored", ['exception' => $e]);
}







Retrying deadlocks

In other cases it might be feasible to just retry the specific database
transactions. In this case the exception needs to be caught and the
transaction needs to be re-issued. It is recommended to limit the amount
if retries in case the deadlock occurring regularly. In this case you
may follow the next section.

An example how to do that can be found in
https://github.com/nextcloud/server/pull/34302

Starting with Nextcloud 27 there is also a useful helper method
atomicRetry which makes retrying transactions a lot simpler:

class MyClass {
  use \OCP\AppFramework\Db\TTransactional;

  public function myFunction() {
     $this->atomicRetry(function() {
       // Database transaction that runs into the deadlock
       $qb->executeStatement();
     }, $this->connection, 5);
  }
}







Avoiding deadlocks

While not always possible due to the concurrency that may happen on
Nextcloud, it might be feasible to refactor logic so that the load of
concurrent writes to a table or columns is reduced or only one request
may hold a lock at a table row at the same time.




References


	https://dev.mysql.com/doc/refman/8.0/en/innodb-deadlocks.html


	https://dev.mysql.com/doc/refman/8.0/en/innodb-deadlocks-handling.html


	https://percona.community/blog/2018/09/24/minimize-mysql-deadlocks-3-steps/


	https://www.percona.com/blog/enable-innodb_print_all_deadlocks-parameter-to-get-all-deadlock-information-in-mysqld-error-log/








            

          

      

      

    

  

    
      
          
            
  
Snowflake IDs


Added in version 33.



Nextcloud integrates a customized version of Snowflake IDs (https://en.wikipedia.org/wiki/Snowflake_ID).


	It allows to generates unique IDs in advance and also contains information about creation:
	
	creation time at millisecond precision


	identifier of server which created the ID. It’s usually a hash of server hostname or random if not hostname found.


	whether the ID was created from CLI or not









Store a Snowflake ID in database

Snowflake IDs are designed to be used as primary key in database.
They should be stored as UNSIGNED BIGINT (64 bits integer, always positive)

In Nextcloud migrations it looks like:

public function changeSchema(IOutput $output, Closure $schemaClosure, array $options): ?ISchemaWrapper {
    /** @var ISchemaWrapper $schema */
    $schema = $schemaClosure();

    if (!$schema->hasTable('my_table')) {
        $table = $schema->createTable('my_table');
        $table->addColumn(
            'id',
            Types::BIGINT,
            ['notnull' => true, 'unsigned' => true]
        );
        $table->setPrimaryKey(['id']);

        // TODO Add other fields
    }







Generate a Snowflake ID

To generate a new ID, call nextId function on the generator:

<?php
declare(strict_types=1);

namespace OCA\MyApp;

use OCP\Snowflake\IGenerator;

class MyObjectFactory {
    public function __construct(
            private readonly IGenerator $generator,
    ) {
      // TODO Add your implementation
    }

    public function create(): MyObject {
        /** @var string $id */
        $id = $this->generator->nextId();

        // TODO Create other properties and insert into database
    }
}







Decode a Snowflake ID

Use the occ snowflake:decode command to inspect a Snowflake ID from the
command line:

sudo -E -u www-data php occ snowflake:decode 6768789079123765868
+--------------------+-------------------------+
| Snowflake ID       | 6768789079123765868     |
| Seconds            | 1575981518              |
| Milliseconds       | 50                      |
| Created from CLI   | no                      |
| Server ID          | 441                     |
| Sequence ID        | 12                      |
| Creation timestamp | 1575981518.050          |
| Creation date      | 2019-12-10 13:38:38.050 |
+--------------------+-------------------------+





It’s also possible to decode IDs in your code, for example to get the creation time of your object:

<?php
declare(strict_types=1);

namespace OCA\MyApp;

use DateTimeImmutable;
use OCP\Snowflake\IDecoder;

class MyObject {
    private string $id;

    public function __construct(
            private readonly IDecoder $decoder,
    ) {
      // TODO Add your implementation
    }

    public function createdAt(): DateTimeImmutable {
        return $this->decoder->decode($this->id)['createdAt'];
    }
}









            

          

      

      

    

  

    
      
          
            
  
Working with time

You can inject the \OCP\AppFramework\Utility\ITimeFactory which wraps commonly used time functions for easier testability.


Methods

The factory extends the \PSR\Clock\ClockInterface with the following methods:

<?php

/**
 * @return int the result of a call to time()
 * @since 8.0.0
 */
public function getTime(): int;

/**
 * @param string $time
 * @param \DateTimeZone|null $timezone
 * @return \DateTime
 * @since 15.0.0
 */
public function getDateTime(string $time = 'now', \DateTimeZone $timezone = null): \DateTime;

/**
 * @param \DateTimeZone $timezone
 * @return static
 * @since 26.0.0
 */
public function withTimeZone(\DateTimeZone $timezone): static;

/**
 * @param string|null $timezone
 * @return \DateTimeZone Requested timezone if provided, UTC otherwise
 * @throws \Exception
 * @since 29.0.0
 */
public function getTimeZone(?string $timezone = null): \DateTimeZone;









            

          

      

      

    

  

    
      
          
            
  
Open Metrics exporter


Added in version 33.0.



Nextcloud allows to export metrics using OpenMetrics [https://openmetrics.io/] format.

The data is available on the /metrics endpoint and can then be imported into any OpenMetrics (formerly Prometheus) enabled tool.


Register a new exporter

Each exporter must be registered inside <myapp>/appinfo/info.xml:

<openmetrics>
    <exporter>OCA\MyApp\OpenMetrics\CustomExporter</exporter>
    <exporter>OCA\MyApp\OpenMetrics\AnotherExporter</exporter>
</openmetrics>







Implement a new exporter

Then you need to implement it:

<?php

declare(strict_types=1)

namespace OCA\MyApp\OpenMetrics;

use OCP\OpenMetrics\IMetricFamily;
use OCP\OpenMetrics\MetricType;

class CustomExporter implements IMetricFamily {
    public function __construct(
        // Add you dependencies here
    ) {
    }

    #[Override]
    public function name(): string {
        return 'myapp_metric';
    }

    #[Override]
    public function type(): MetricType {
       // One MetricType::*
        return MetricType::gauge;
    }

    #[Override]
    public function unit(): string {
        return 'units';
    }

    #[Override]
    public function help(): string {
        return 'Description of metric';
    }

    #[Override]
    public function metrics(): Generator {
        yield new Metric(
            42,
            ['label' => 'one value'],
        );
        yield new Metric(
            1337,
            ['label' => 'another value'],
        );
    }
}





This exporter will add something like this on the /metrics endpoint:

# TYPE nextcloud_myapp_metric gauge
# UNIT nextcloud_myapp_metric units
# HELP nextcloud_myapp_metric Description of metric
nextcloud_myapp_metric{label="one value"} 42
nextcloud_myapp_metric{backend="another value"} 1337









            

          

      

      

    

  

    
      
          
            
  
WebDAV collection preload events


Overview

During a WebDAV PROPFIND on a SabreDAV collection with Depth > 0,
Nextcloud emits a preload event so DAV plugins can fetch data for the
collection’s children in one go. The goal is to avoid N+1 database queries by
preloading what your property handlers need before per-node property handling
starts. In practice, this means your plugin can fill a cache up front, then
read from it in the usual propFind handlers for a faster and more
efficient response.



When the event is emitted

The event is emitted during PROPFIND requests, before the propFind event,
for nodes implementing Sabre\DAV\ICollection with Depth > 0.

The event may be emitted multiple times for a given request path; plugins should
check their caches to avoid duplicate work.



Subscribing to the event in a plugin

Register a listener in your implementation of Sabre’s ServerPlugin::initialize() method:

use Sabre\DAV\ICollection;
use Sabre\DAV\PropFind;
use Sabre\DAV\ServerPlugin;

class MyDavPlugin extends ServerPlugin {

    public function initialize(\Sabre\DAV\Server $server): void {
        // Called before per-node property handlers
        $server->on('preloadCollection', $this->preloadCollection(...));

        // Your usual property handlers
        $server->on('propFind', $this->handleGetProperties(...));
    }

    private function preloadCollection(PropFind $propFind, ICollection $collection): void {
        // Only preload when your properties were actually requested
        $requested = [
            '{http://appdomain.example/ns}your-prop',
            '{http://appdomain.example/ns}another-prop',
        ];
        $anyRequested = array_reduce(
            $requested,
            fn($result, $property) => $result || $propFind->getStatus($property) !== null,
            false
        );
        if (!$anyRequested) {
            return;
        }

        // Fetch data for the collection and its children in bulk
        // and cache results for use in your propFind handler
        $this->cache = $this->bulkLoadDataForCollection($collection); // implement your own caching
    }

    private function handleGetProperties(PropFind $propFind, \Sabre\DAV\INode $node): void {
        // Read and return values from $this->cache to avoid per-node queries

        // Handle per-node property loading here to support Depth = 0
        // and cases where the 'preloadCollection' event is not emitted.
    }

}







Built-in examples


	Tags: OCA\DAV\Connector\Sabre\TagsPlugin preloads tags and favorite
info for a folder and its children.


	Shares: OCA\DAV\Connector\Sabre\SharesPlugin preloads share types and
sharees for items within a folder.


	Comments: OCA\DAV\Connector\Sabre\CommentPropertiesPlugin preloads unread
comment counts for items within a folder.






Best practices


	Check requested properties: Use $propFind->getStatus('{ns}property') to
confirm that your properties were actually requested before querying.


	Cache results: The event can fire multiple times; cache by file ID or path
to avoid redundant work during the same request.


	Scope your preload: Only fetch data for the current collection and (at most)
its direct children; avoid fetching across the whole tree.








            

          

      

      

    

  

    
      
          
            
  
Phone number util

OCP\IPhoneNumberUtil is a wrapper around the third-party library libphonenumber [https://github.com/giggsey/libphonenumber-for-php].
It is simplified to the most common use cases to allow replacing the library in the future without having to break the
public API and functionality.


Convert input into standard format

To convert a phone number to E164 format, call convertToStandardFormat() with a known region. The input can also
contain formatting characters, such as spaces, slashes and dashes:

$input = '044 / 668-1800';
$util = \OCP\Server::get(\OCP\IPhoneNumberUtil::class);
var_dump($util->convertToStandardFormat($input, 'CH'));
// Will output:
// string(12) "+41446681800"





When no region is given and the phone number can not be mapped to a single region, converting will fail:

$input = '044 668 1800';
$util = \OCP\Server::get(\OCP\IPhoneNumberUtil::class);
var_dump($util->convertToStandardFormat($input, null));
// Will output:
// NULL





The phone number can also be provided in an international format containing the region code. In this case, the default region is ignored:

$input = '+41 44 668 1800';
$util = \OCP\Server::get(\OCP\IPhoneNumberUtil::class);
var_dump($util->convertToStandardFormat($input, null));
var_dump($util->convertToStandardFormat($input, 'DE'));
// Both will output:
// string(12) "+41446681800"







Get the country code for a region

To check if a provided region is valid (2-letter code of ISO 3166-1) and has a country code use getCountryCodeForRegion():

$util = \OCP\Server::get(\OCP\IPhoneNumberUtil::class);
var_dump($util->getCountryCodeForRegion('DE'));
// Will output:
// int(49)





Again null is used to indicate invalid input:

$util = \OCP\Server::get(\OCP\IPhoneNumberUtil::class);
var_dump($util->getCountryCodeForRegion('Germany'));
// Will output:
// NULL









            

          

      

      

    

  

    
      
          
            
  
App publishing and maintenance

Transforming source files into a deliverable is documented in the Release process.


Note

For the latest release notes, critical API changes and deprecations, see the Release Notes.
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Maintainers

The role of a Nextcloud app maintainer is to oversee all processes around an app. The responsibilities are:


	Triage bug reports


	Make sure reported bugs are reproducible, ask for more info if necessary


	Check for duplicates


	Close resolved tickets






	Manage pull requests


	Ensure pull request receive a review in reasonable time


	Merge pull requests that pass the peer review and all continuous integration checks


	Trigger backports if applicable






	Manage releases


	Ensure pre-releases are ready for deployment in pre-production of Nextcloud server


	Ensure compatible releases are ready for deployments of Nextcloud server releases






	Manage vulnerabilities


	Monitor vulnerable dependencies, e.g. through Github security alerts, and release updates timely


	Coordinate disclosed vulnerabilities with the Nextcloud security team








To avoid the so called bus factor [https://en.wikipedia.org/wiki/Bus_factor], it is highly recommended to have more than one maintainer for each app. Apps can have one primary maintainer and one or more backup maintainers. For transparency, it can make sense to declare the maintainers of an app in the app’s repository README file, so that others know whom to contact.




            

          

      

      

    

  

    
      
          
            
  
Release process


Overview

This page documents the overall process and tasks of releasing a Nextcloud app to the public, as well as preparation and follow-up tasks.

Not all of the described steps will apply to all apps. Some require fewer steps, for others there is some additional work to do. Adjust the process accordingly.



Before the release


Change tracking

If the app uses some sort of tracking like Github milestones, projects or similar, make sure that app scheduled changes have been merged into the target branch.

At this point you can probably assign a release date (if not set already) on the milestone and close it.



Versioning

Each update of an app needs a new, higher version number. Before preparing a specific release, the maintainer has to decide what version number the new release will get.

It is highly recommended that apps follow semantic versioning [https://semver.org/] (semver). This schema allows admins and users to better understand what type of change they can expect when an app update is available.

Applying semver on Nextcloud apps gives three types of updates: major, minor and patch.


Patch updates

Increment the patch version number when


	A bug gets fixed


	Translations are added or fixed, but not removed





Tip

Example: the app is at version 3.7.2. The next patch version will be 3.7.3.





Minor updates

Increment the minor version number when


	There is a new feature


	A new major version of Nextcloud will be supported


	A new major or minor version of PHP will be supported


	An additional database type is supported


	A Nextcloud version that has reached EOL is dropped, e.g. when Nextcloud 19 is removed


	A PHP version that has reached EOL is dropped, e.g. when PHP 7.3 is removed


	Any other change that keeps the app compatible with previously compatible environments (forward compatibility)





Tip

Example: the app is at version 3.7.2. The next minor version will be 3.8.0.





Major update

Increment the major version number when


	The app drops support for a major version of Nextcloud that hasn’t reached EOL, e.g. when Nextcloud 23 support is removed and the app now requires Nextcloud 24 or newer


	The app drops support for a major or minor version of PHP that hasn’t rached EOL, e.g. when PHP 8.0 is removed and the app now requires PHP 8.1 or newer


	A database type is no longer supported, e.g. when the maintainer decides to stop SQLite support


	Any other change that makes the app incompatible with a previously compatible environment (breaking change)





Tip

Example: the app is at version 3.7.2. The next major version will be 4.0.0.






Change log

If the app keeps a change log [https://keepachangelog.com/en/1.0.0/] (e.g. CHANGELOG.md in the project root) it’s time to update it with all added, changed and fixed items.


Tip

Use git log v3.7.1..HEAD --pretty=oneline | grep -v tx-robot | grep -v "Merge " | grep -v "Bump " on the target release branch to get a compact list of all changes since the v3.7.1 release. Adjust this to your previous release version number.





Pre-releases

Optionally maintainers may chose to pre-release their apps on the app store for early adopters and testers. The precise periodization is up to the maintainer. Common periods include alpha, beta and rc (release candidate) epochs.

The release process is identical to the one of a final release, only the version number has a suffix.


Tip

Example: the app will be released as version 3.7.2. Therefore there might be a v3.7.2-alpha.1, v3.7.2-beta.1, v3.7.2-rc.1, v3.7.2-rc.2 and the final v3.7.2.



The updater channel defines if pre-releases are installed by the server. This setting can be found in the admin setting or in the config/config.php file. The server will install pre-releases if its update channel is set beta, daily, or git. For all other settings, pre-releases will not be installed.


Tip

Don’t publish the pre-releases as nightly version on the app store or Nextcloud installations won’t be able to update. Releasing with any (alphanumeric) suffix is sufficient to mark the release as not production ready and instances are still able to update to it.





Nightly releases

Additionally to publishing pre-releases, the maintainers can release nightly releases. These are considered even less stable than pre-releases. In the app store, such nightly releases are marked separately.

Nightly releases will be automatically installed by servers if the update channels is set to daily or git. Any other setting will make the server ignore nightly releases.


Tip

The server uses internally the PHP function version_compare. Consider the version number of a nightly version carefully, so that newly published (pre-) releases are considered newer than the nightly ones.






The release

From an abstract point of view the main part of doing a release is transforming the source code into an installable software component.

This part is typically scripted and highly depends on the type of app. The following list is incomplete but should give a rough idea of what steps a release script should contain:


	Switch to your target branch and pull the latest changes


	Tag the release in Git and push your local changes, if any


	
	Install all dependencies
	
	Run composer i --no-dev if the app uses Composer


	Run npm ci if the app uses npm










	
	Build compiled artifacts
	
	Build production scripts for the front-end


	Run any code generation (e.g. through a Composer script)










	
	Remove development files
	
	Remove any kind of configuration files (composer.*, package.json, package-lock.json, .babelrc, and so on) that are not required in production


	Remove source code that is not required in production, e.g. JavaScript that is compiled into a bundle


	Remove tests










	Sign the release files to generate an appinfo/signature.json


	Package the rest into a .tar.gz tarball


	Upload the tarball for distribution, e.g. as a Github release artifact or a dedicated download server


	Publish on the app store






After the release


Branch off

If the maintainer of the app keeps stable branches to which bug fixes are backported, any major or minor release requires a branching off the current main branch.



Prepare follow-up releases

The target milestone was closed in the release preparation. Now it’s time to create a new milestone for the next release(s).




Shipped Apps

The majority of apps is distributed via the Nextcloud app store. A few apps are bundled and shipped with Nextcloud. There are a few things to keep in mind for them.


Git branch management

The release script simply git-clones app repositories. Repositories of shipped apps need branches to correspond to the branches in the Nextcloud server repository [https://github.com/nextcloud/server]:


	master branch is used to create the daily builds of Nextcloud


	stable* branches are used to build stable releases, e.g. stable24 for Nextcloud 24.x.y.




Because apps are just cloned, it is not possible to have a build step for shipped apps. Shipped apps have to vendor all their release artifacts.

Example:


	App uses composer dependencies: commit all production dependencies in the vendor directory


	App uses npm dependencies and front-end build tools: commit all front-end artifacts in the js directory






Versioning

Since every stable* branch targets only one major version of Nextcloud and drops the previous one, it’s best to have one major version of the app per stable branch. See app versioning for details.

Example:


	master: Version 8.0.0, targeting Nextcloud 27


	stable26: Version 7.0.0, targeting Nextcloud 26


	stable25: Version 6.0.0, targeting Nextcloud 25




Backported fixes increase the patch version on a stable branch. Backported features increase the minor version.



Hybrid Distribution

In very rare situations apps can be shipped and distributed via the app store. In those cases it is important to ensure the shipped version is equal or higher than the app store version to prevent a downgrade during the update of Nextcloud.

Hybrid distribution is not recommended.






            

          

      

      

    

  

    
      
          
            
  
Monetizing your app

The Nextcloud app store offers various features that enable app developers to receive some financial compensation for their work.


Donations

App developers can add optional donation links/buttons that lead to configurable URLs.
This could be done by adding one or more donation tags in the app’s info.xml file:

<donation title="Donate to the developers with PayPal" type="paypal">https://paypal.com/example</donation>
<donation type="stripe">https://stripe.com/example</donation>
<donation>https://other.service.com/example</donation>





The currently supported types include paypal and stripe.
Having a type will display the corresponding service logo next to the donation link (or a generic logo if the type is not specified or is set to other).
If a link/button title is not specified, it defaults to Donate to support this app.
These buttons will appear in the appstore and in the app settings, and clicking on them will open their links in a new browser tab.


Note

All donations received go directly to the developers. Nextcloud does not keep any commissions.





Enterprise support

App developers can also add an optional Request quote button that will be shown in the appstore and app settings.
This button leads to the Nextcloud sales form [https://nextcloud.com/get-a-quote/] where enterprise support for the app can be requested.
If Nextcloud receives an interesting request, the sales team will reach out to the developers to discuss a partnership to provide support together (similar to other apps such as Collabora and OnlyOffice).
Enterprise support targets larger Nextcloud installations of 100 users or more.

To enable or disable the button, head to the Enterprise support page in the appstore account settings and click on Mark as supported/unsupported as appropriate next to the desired apps.

[image: enterprise support settings page]




            

          

      

      

    

  

    
      
          
            
  
The Nextcloud app store rules

The Nextcloud app store is built into Nextcloud to allow you to get your apps to users as easily and safely as possible.
The app store and the process of publishing apps aims to be:


	secure


	transparent


	welcoming


	fair


	easy to maintain





Losing a rating

Apps can lose their rating when:


	they are found to no longer satisfy the requirements


	when security/malicious intent issues are found


	when a developer requests so






App guidelines

These are the app guidelines an app has to comply with to have a chance to be approved.


Legal and security


	Apps must be licensed under AGPL-3.0-or-later or any compatible license.


	Apps must not use ‘Nextcloud’ in their name.


	Irregular and unannounced security audits of all apps can and will take place.


	
	If any indication of malicious intent or bad faith is found the developer(s) in question can count on a minimum 2 year ban from any Nextcloud infrastructure.
	
	Malicious intent includes deliberate spying on users by leaking user data to a third party system or adding a back door (like a hard-coded user account) to Nextcloud. An unintentional security bug that gets fixed in time won’t be considered bad faith.










	Apps do not violate any laws; it has to comply with copyright- and trademark law.


	App authors have to respond timely to security concerns and not make Nextcloud more vulnerable to attacks.





Note

Distributing malicious or illegal applications can have legal consequences including, but not limited to Nextcloud or affected users taking legal action.





Be technically sound


	Apps can only use the public Nextcloud API.


	At time of the release of an app it can only be configured to be compatible with the latest Nextcloud release +1.


	Apps should not cause Nextcloud to break, consume excessive memory or slow Nextcloud down.


	Apps should not hamper functionality of Nextcloud unless that is explicitly the goal of the app.






Respect the users


	Apps have to follow design and HTML/CSS layout guidelines.


	Apps correctly clean up after themselves on uninstall and correctly handle up- and downgrades.


	Apps clearly communicate their intended purpose and active features, including features introduced through updates.


	Apps respect the users’ choices and do not make unexpected changes, or limit users’ ability to revert them. For example, they do not remove other apps or disable settings.


	Apps must respect user privacy. IF user data is sent anywhere, this must be clearly explained and be kept to a minimum for the functioning of an app. Use proper security measures when needed.


	App authors must provide means to contact them, be it through a bug tracker, forum or mail.




Apps which break the guidelines will lose their ‘approved’ or ‘official’ state; and might be blocked from the app store altogether. This also has repercussions for the author, especially in case of security concerns, they might find themselves blocked from submitting applications.




Moving your repo to the Nextcloud organization

We’re always delighted to hear app developers are interested in moving their app to the Nextcloud organization at github.com/nextcloud [https://github.com/nextcloud]! There are benefits for users and developers in being there. However, it comes with some requirements as well.


Benefits


	You can use the tools and bots we have set up, including translations and such


	Everybody in the Nextcloud organization can contribute more easily


	Your visibility to app developers increases


	Users can expect apps in our project to be better maintained






Requirements

To deliver on the promises above, we have two simple rules.


	You work and communicate according to the values of our Code of Conduct [https://nextcloud.com/contribute/code-of-conduct/]


	When you are no longer active, our admins can decide to hand over maintainership to another contributor




We want to make sure that when you find other things in life which are more urgent or otherwise are unable to help your project anymore, it does not become ‘dead code’ as long as there are people who want to keep it alive. This is not fair to users, who would be forced to remove the app and install another.

Please note that the role of a maintainer is not to be the most active or prolific contributor to a project! Being friendly, welcoming and responsive are what it takes to be a successful maintainer. Not being the most brilliant developer ever, or spending nights and weekends coding.

The goal of these rules is simple: help your project be more successful. We also suggest you watch this talk by Jan about building a great community. [https://www.youtube.com/watch?v=UtAoRIKVpW4]



How to move

To move your repository to our GitHub organization, just ask any of our contributors, especially those who are admin. [https://github.com/orgs/nextcloud/people?utf8=%E2%9C%93&query=+role%3Aowner] They will be happy to help!






            

          

      

      

    

  

    
      
          
            
  
Code signing

Nextcloud supports code signing for the core releases, and for Nextcloud
applications. Code signing gives our users an additional layer of security by
ensuring that nobody other than authorized persons can push updates.

It also ensures that all upgrades have been executed properly, so that no files
are left behind, and all old files are properly replaced. In the past, invalid
updates were a significant source of errors when updating Nextcloud.


FAQ


Why did Nextcloud add code signing?

By supporting Code Signing we add another layer of security by ensuring that
nobody other than authorized persons can push updates for applications, and
ensuring proper upgrades.



Do we lock down Nextcloud?

The Nextcloud project is open source and always will be. We do not want to make
it more difficult for our users to run Nextcloud. Any code signing errors on
upgrades will not prevent Nextcloud from running, but will display a warning on
the Admin page. For applications that are not tagged “Featured” the code signing
process is optional.



Not open source anymore?

The Nextcloud project is open source and always will be. The code signing
process is optional, though highly recommended. The code check for the
core parts of Nextcloud is enabled when the Nextcloud release version branch has
been set to stable.

For custom distributions of Nextcloud it is recommended to change the release
version branch in version.php to something else than “stable”.



Is code signing mandatory for apps?

Code signing is required for all applications on apps.nextcloud.com.




Technical details

Nextcloud uses a X.509 based approach to handle authentication of code. Each
Nextcloud release contains the certificate of a shipped Nextcloud Code Signing
Root Authority. The private key of this certificate is only accessible to the
project leader, who may grant trusted project members with a copy of this
private key.

This Root Authority is only used for signing certificate signing requests (CSRs)
for additional certificates. Certificates issued by the Root Authority must
always be limited to a specific scope, usually the application identifier.
This enforcement is done using the CN attribute of the certificate.

Code signing is then done by creating a  signature.json file with the
following content:

{
    "hashes": {
        "/filename.php":
        "2401fed2eea6f2c1027c482a633e8e25cd46701f811e2d2c10dc213fd95fa60e350b
        ccbbebdccc73a042b1a2799f673fbabadc783284cc288e4f1a1eacb74e3d",
        "/lib/base.php":
        "55548cc16b457cd74241990cc9d3b72b6335f2e5f45eee95171da024087d114fcbc2
        effc3d5818a6d5d55f2ae960ab39fd0414d0c542b72a3b9e08eb21206dd9"
    },
    "certificate": "-----BEGIN CERTIFICATE-----
    MIIBvTCCASagAwIBAgIUPvawyqJwCwYazcv7iz16TWxfeUMwDQYJKoZIhvcNAQEF\
    nBQAwIzEhMB8GA1UECgwYb3duQ2xvdWQgQ29kZSBTaWduaW5nIENBMB4XDTE1MTAx\
    nNDEzMTcxMFoXDTE2MTAxNDEzMTcxMFowEzERMA8GA1UEAwwIY29udGFjdHMwgZ8w\
    nDQYJKoZIhvcNAQEBBQADgY0AMIGJAoGBANoQesGdCW0L2L+a2xITYipixkScrIpB\
    nkX5Snu3fs45MscDb61xByjBSlFgR4QI6McoCipPw4SUr28EaExVvgPSvqUjYLGps\
    nfiv0Cvgquzbx/X3mUcdk9LcFo1uWGtrTfkuXSKX41PnJGTr6RQWGIBd1V52q1qbC\
    nJKkfzyeMeuQfAgMBAAEwDQYJKoZIhvcNAQEFBQADgYEAvF/KIhRMQ3tYTmgHWsiM\
    nwDMgIDb7iaHF0fS+/Nvo4PzoTO/trev6tMyjLbJ7hgdCpz/1sNzE11Cibf6V6dsz\
    njCE9invP368Xv0bTRObRqeSNsGogGl5ceAvR0c9BG+NRIKHcly3At3gLkS2791bC\
    niG+UxI/MNcWV0uJg9S63LF8=\n
    -----END CERTIFICATE-----",
    "signature": "U29tZVNpZ25lZERhdGFFeGFtcGxl"
}





hashes is an array of all files in the folder with their corresponding
SHA-512 hashes. certificate is the certificate used for signing. It has to
be issued by the Nextcloud Root Authority, and its CN needs to be permitted to
perform the required action. The signature is then a signature of the hashes
which can be verified using the certificate.

Having the certificate bundled within the signature.json file has the
advantage that even if a developer loses their certificate, future updates can
still be ensured by having a new certificate issued.



How code signing affects apps in the app store


	Apps which have a Featured tag MUST be code signed.
Unsigned Featured apps won’t be installable anymore.


	Apps which have been signed in a previous release MUST be code-signed in
all future releases as well, otherwise the update will be refused.






How to get your app signed

The following commands require that you have OpenSSL installed on your machine.
Ensure that you keep all generated files to sign your application. The following
examples will assume that you are trying to sign an application named
“contacts”.


	Generate a private key and CSR: openssl req -nodes -newkey rsa:4096 -keyout contacts.key -out contacts.csr -subj "/CN=contacts". Replace “contacts” with your application identifier.


	Post the CSR at https://github.com/nextcloud/app-certificate-requests, in a
new pull request with the link of a public repository with the code of your
app. Make sure to keep the private key file (contacts.key) secret and
not disclose it to any third parties.


	Nextcloud will provide you with the signed certificate.


	Run ./occ integrity:sign-app to sign your application, and specify
your private and public keys as well as the path to the application.
A valid example looks like: ./occ integrity:sign-app --privateKey=/Users/lukasreschke/contacts.key
--certificate=/Users/lukasreschke/CA/contacts.crt --path=/Users/lukasreschke/Programming/contacts




The occ tool will store a signature.json file within the appinfo folder
of your application. Then compress the application folder and upload it to
apps.nextcloud.com. Be aware that doing any changes to the application after it
has been signed requires another signing. So if you do not want to have some
files shipped remove them before running the signing command.

In case you lose your certificate please submit a new CSR as described above and
mention that you have lost the previous one. Nextcloud will revoke the old
certificate.

If you maintain an app together with multiple people it is recommended to
designate a release manager responsible for the signing process as well
as the uploading to apps.nextcloud.com. If there are cases where this is not
feasible and multiple certificates are required Nextcloud can create them on a
case by case basis. We do not recommend developers to share their private key.



Errors

The following errors can be encountered when trying to verify a code signature.
For information about how to get access to those results please refer to the
Issues section of the Nextcloud Server Administration
manual.


	INVALID_HASH


	The file has a different hash than specified within signature.json. This
usually happens when the file has been modified after writing the signature
data.






	MISSING_FILE


	The file cannot be found but has been specified within signature.json.
Either a required file has been left out, or signature.json needs to be
edited.






	EXTRA_FILE


	The file does not exist in signature.json. This usually happens when a
file has been removed and signature.json has not been updated.






	EXCEPTION


	Another exception has prevented the code verification. There are currently
these following exceptions:


	Signature data not found.


	The app has mandatory code signing enforced but no signature.json
file has been found in its appinfo folder.






	Certificate is not valid.


	The certificate has not been issued by the official Nextcloud Code
Signing Root Authority.






	Certificate is not valid for required scope. (Requested: %s, current:
%s)


	The certificate is not valid for the defined application. Certificates
are only valid for the defined app identifier and cannot be used for
others.






	Signature could not get verified.


	There was a problem with verifying the signature of signature.json.




















            

          

      

      

    

  

    
      
          
            
  
Release Automation

Automation is a great thing, it prevents mistakes and makes your life easier, which gives you more time to work on all those features you wanted to implement.


GitHub Actions

If your application’s repository lives on GitHub, as many Nextcloud applications do, GitHub Actions is a great way to automate the release of your app from the git repository into the Nextcloud App Store.

One easy way to get you started is to use https://github.com/R0Wi/nextcloud-appstore-push-action in your repository together with a few other actions. You can automatically build your app and publish it to the App Store. It supports pre-releases and code signing.
To get started you create a new yaml file in the .github/workflows directory.

name: Build and publish app release

on:
  release:
      types: [published]

env:
  APP_NAME: news

jobs:
  build_and_publish:
    environment: release
    runs-on: ubuntu-latest
    name: "Release: build, sign and upload the app"
    strategy:
      matrix:
        php-versions: ['7.4']
        nextcloud: ['stable21']
        database: ['sqlite']
    steps:
      - name: Checkout
        uses: actions/checkout@5a4ac9002d0be2fb38bd78e4b4dbde5606d7042f

      - name: Setup PHP
        uses: shivammathur/setup-php@afefcaf556d98dc7896cca380e181decb609ca44
        with:
          php-version: ${{ matrix.php-versions }}
          extensions: pdo_sqlite,pdo_mysql,pdo_pgsql,gd,zip
          coverage: none

      - name: Set up server non MySQL
        uses: SMillerDev/nextcloud-actions/setup-nextcloud@fae87e29aa7cdf1ea0b8033c67f60e75b10be2cd
        with:
          cron: false
          version: ${{ matrix.nextcloud }}
          database-type: ${{ matrix.database }}

      - name: Prime app build
        run: make

      - name: Configure server with app
        uses: SMillerDev/nextcloud-actions/setup-nextcloud-app@fae87e29aa7cdf1ea0b8033c67f60e75b10be2cd
        with:
          app: ${{ env.APP_NAME }}
          check-code: false

      - name: Create signed release archive
        run: |
          cd ../server/apps/${{ env.APP_NAME }} && make appstore
        env:
          app_private_key: ${{ secrets.APP_PRIVATE_KEY }}
          app_public_crt: ${{ secrets.APP_PUBLIC_CRT }}

      - name: Upload app tarball to release
        uses: svenstaro/upload-release-action@483c1e56f95e88835747b1c7c60581215016cbf2
        id: attach_to_release
        with:
          repo_token: ${{ secrets.GITHUB_TOKEN }}
          file: ../server/apps/${{ env.APP_NAME }}/build/artifacts/appstore/${{ env.APP_NAME }}.tar.gz
          asset_name: ${{ env.APP_NAME }}.tar.gz
          tag: ${{ github.ref }}
          overwrite: true

      - name: Upload app to Nextcloud appstore
        uses: R0Wi/nextcloud-appstore-push-action@a011fe619bcf6e77ddebc96f9908e1af4071b9c1
        with:
          app_name: ${{ env.APP_NAME }}
          appstore_token: ${{ secrets.APPSTORE_TOKEN }}
          download_url: ${{ steps.attach_to_release.outputs.browser_download_url }}
          app_private_key: ${{ secrets.APP_PRIVATE_KEY }}
          nightly: ${{ github.event.release.prerelease }}

      - name: Delete crt and key from local storage
        run: rm -f ~/.nextcloud/certificates/*





Make sure to check the used actions for useful updates, as they are pinned to a specific sha1 to prevent unnoticed harmful changes.

For this workflow to work we need to provide a few variables.


	APP_NAME set the name of your app, directly in the yaml




Then we have a few secrets make sure to handle them with care.
If your repository lives within the nextcloud organization you need to use an environment.

jobs:
  build_and_publish:
    environment: release
    runs-on: ubuntu-latest





In this example we use the “release” environment, open the settings of your repository and open the “Environments” tab, add a new environment with the name “release”, make sure to activate “Required reviewers” only add the people you trust, they will be able to approve a release.
Save your rules and at the bottom add the following environment secrets.


	APP_PRIVATE_KEY your apps private key


	APP_PUBLIC_CRT your apps certificate, this one could be public but for easy usage we add it as a secret


	APPSTORE_TOKEN you get this from the App Store as a registered developer https://apps.nextcloud.com/account/token




If your app does not live in the Nextcloud organization you may also add the secrets above to the “Secrets” section but be careful everyone with write access to your repository will be able to create releases. Make also sure to delete the environment statement.

If you don’t use code signing for your app you can delete the following section in your yaml.

env:
app_private_key: ${{ secrets.APP_PRIVATE_KEY }}
app_public_cert: ${{ secrets.APP_PUBLIC_CERT }}





Also make sure to remove environment: release .


Makefile changes for code signing

As your certificate and your private key now are stored in environment variables you need somehow convert them to a file.
One example you may use is provided by the news app.

#!/usr/bin/env php
<?php
/**
* Nextcloud - News
*
* This file is licensed under the Affero General Public License version 3 or
* later. See the COPYING file.
*
* @author Benjamin Brahmer <info@b-brahmer.de>
* @copyright Benjamin Brahmer 2020
*/

if ($argc < 2) {
    echo "This script expects two parameters:\n";
    echo "./file_from_env.php ENV_VAR PATH_TO_FILE\n";
    exit(1);
}

# Read environment variable
$content = getenv($argv[1]);

if (!$content){
    echo "Variable was empty\n";
    exit(1);
}

file_put_contents($argv[2], $content);

echo "Done...\n";





It’s a very simple php script that takes an environment variable and a filepath and dumps whatever it finds in the variable into the file.
After storing that script somewhere in your repository, you can use it in your Makefile.

cert_dir=$(HOME)/.nextcloud/certificates
[...]
appstore:
[...]
# export the key and cert to a file
mkdir -p $(cert_dir)
php ./bin/tools/file_from_env.php "app_private_key" "$(cert_dir)/$(app_name).key"
php ./bin/tools/file_from_env.php "app_public_crt" "$(cert_dir)/$(app_name).crt"
[...]





Also make sure that these files are used when signing your app, in the Makefile.

@if [ -f $(cert_dir)/$(app_name).key ]; then \
  echo "Signing app files…"; \
  php ../../occ integrity:sign-app \
    --privateKey=$(cert_dir)/$(app_name).key\
    --certificate=$(cert_dir)/$(app_name).crt\
    --path=$(appstore_sign_dir)/$(app_name); \
  echo "Signing app files ... done"; \
fi





And that’s basically everything you need to do, you can use the key and cert while you sign the app.



The process


	Create a new release via GitHub, put whatever information you usually put.


	Decide if this should be a normal or a pre-release, pre-releases will be uploaded as nightly version to the App Store.


	When you are done, publish the release and wait a few minutes, you will see a request to approve the release, in Actions or your notifications.


	If everything worked you find a appname.tar.gz as an attachment of the release.


	Check the App Store for your newly released version, congratulations on your first automatically released app.
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Introduction

Nextcloud design and brand standards are used to maintain the identity of Nextcloud apps.
If you’re a developer who wants to create or contribute to a Nextcloud app, following this guide will make sure your app looks like it belongs to the Nextcloud family.

Each Nextcloud app is unique and different, but there are a couple of standards that are used in everything.
All Nextcloud apps are built keeping some basic principles in mind.


	Software should be quick and easy to use. Show only the most important elements. Secondary elements can be showed on hover or via an “Advanced” function.


	Nextcloud apps are built for everybody. Use a friendly tone with simple sentences. Make sure your app is responsive and runs on all browsers and devices.


	Accessibility: Make sure to regularly test accessibility, for example with Lighthouse [https://developers.google.com/web/tools/lighthouse], WAVE [https://wave.webaim.org/], and Google Accessibility Scanner [https://play.google.com/store/apps/details?id=com.google.android.apps.accessibility.auditor]. Aim for WCAG Level AA. You can learn more about accessibility standards in the W3 website [https://www.w3.org/WAI/standards-guidelines/wcag/glance/]


	Software should work.
Only put features into main branch when they are complete. It is better to not have a feature instead of having one that works poorly.


	Software should get out of the way.
Do things automatically instead of offering configuration options. When people ask for a setting, find out what the root of the problem is and fix that instead.
Also read Choosing our Preferences [http://ometer.com/preferences.html].


	People’s data is sacred. Provide undo for most operations and optionally a confirmation for bigger more complex operations, but be careful about confirmations as they might be dismissed [http://www.alistapart.com/articles/neveruseawarning/].


	The state of the application should be clear. If something loads, provide feedback. Reactions should be quick, ideally under 100ms as per response time limits [https://www.nngroup.com/articles/response-times-3-important-limits/].


	The state of the application should be clear. If something loads, provide feedback.


	Regularly reset your installation to see what the first-run experience is like, and improve it.


	Ideally do usability testing [http://jancborchardt.net/usability-in-free-software] to know how people use the software. Testing with 5 users is enough to identify most of your problems.




For further UX principles, read Alex Faaborg from Mozilla [http://uxmag.com/articles/quantifying-usability], and the GNOME Human Interface Guidelines [https://developer.gnome.org/hig/stable/design-principles.html.en]




            

          

      

      

    

  

    
      
          
            
  
Writing guide

Consistent, concise wording makes Nextcloud easier to use and easier to translate.
Follow these rules when writing any user-facing string: notifications, dialog messages, button labels, error text, tooltips.


General rules

Keep messages short. One idea per sentence. Cut every word that does not add meaning.

Write Nextcloud correctly. Always spell it Nextcloud — capital N, lowercase c.
Do not write NextCloud, nextcloud, or abbreviate it as Nc.

Use sentence case. Capitalize only the first word and proper nouns.
Never use all uppercase for headings, labels, or tags.







	Avoid

	Prefer





	Settings Saved Successfully

	Settings saved



	An Error Has Occurred While Loading The File

	Could not load the file



	Your changes have been successfully applied to the system

	Changes saved



	SHARE

	Share



	NextCloud

	Nextcloud






Drop “successfully”. If an action completed, the result speaks for itself.
State what happened, not that it happened without error.







	Avoid

	Prefer





	Settings saved successfully

	Settings saved



	User created successfully

	User created



	File uploaded successfully

	File uploaded






Be specific in error messages. Tell users what went wrong and, where possible, what to do next.







	Avoid

	Prefer





	An error occurred

	Could not save settings. Check your connection and try again.



	Invalid input

	Password must be at least 8 characters






Avoid technical jargon unless the audience is explicitly technical (e.g. a developer-facing admin panel).
Use plain language for anything end users see.



Tone


	Friendly, not chatty. Write like a knowledgeable colleague, not a marketing brochure.


	Direct, not bossy. Prefer statements over commands in status messages.


	Neutral, not emotional. Avoid exclamation marks in status or error text.










	Avoid

	Prefer





	Great! Your profile has been updated!

	Profile updated



	Oops! Something went wrong!

	Could not complete the request








Names, pronouns, and gender

Use full names when addressing users. A full name is less ambiguous and more respectful than a first name alone.

Avoid possessive pronouns where possible. Replace my and your with a more descriptive word.
Where a pronoun cannot be avoided, prefer your over my.

Use gender-neutral language. Refer to people with they/them rather than he/she
when gender is unknown. For additional guidance and language-specific examples, see the
International guide to gender-inclusive writing [https://uxcontent.com/the-international-guide-to-gender-inclusive-writing/].







	Avoid

	Prefer





	Hello, Christine

	Hello, Christine Schott



	My files

	Personal files



	Alex raised his hand

	Alex raised their hand








Button and action labels

Use verb + noun for buttons that trigger an action. The noun can be omitted when context makes it obvious.
For destructive actions use the specific verb so users know exactly what will happen: Delete, Remove, Revoke — not Confirm or OK.







	Avoid

	Prefer





	OK

	Save settings



	Submit

	Create account



	Yes

	Delete file



	Confirm

	Delete file








Placeholders and variables

When a string contains a variable (file name, user name, count), keep the surrounding text short and natural.
Make sure the string still makes sense in all languages — word order differs across languages, so avoid splitting a sentence across two separate strings.
For implementation details and code examples, see Improving your translations in the translations reference.



Translator comments

When a string is ambiguous or contains placeholders, add a TRANSLATORS comment immediately before the translatable call.
The comment is extracted by the translation tooling and shown to translators in Transifex.

Add one when:


	The string is ambiguous out of context (e.g. a single word with multiple meanings).


	The string contains a placeholder — explain what it will be replaced with and give an example value.


	The string describes a UI element or workflow that is not obvious from the text alone.




Keep comments factual and brief. State what the placeholder contains and where the string appears.
Do not repeat the string itself.

For syntax examples in PHP, JavaScript, Vue, and other platforms, see Provide context hints for translators.



Translatable strings

For implementation details on marking strings as translatable in PHP, JavaScript, and Vue, see Translations.





            

          

      

      

    

  

    
      
          
            
  
Foundations

There are several design elements that are common to all Nextcloud apps. If you are developing for a platform that has its own design specifications, for example Android, it would be a good idea to keep those in mind while designing your app.

For web apps, there is the Vue library [https://nextcloud-vue-components.netlify.app/] and the Penpot design kit [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=db3839da-807b-8052-8002-576401e9a376&section=interactions&index=0&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5].


Color

Penpot colors [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab128f3ffe2&section=interactions&index=3&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]


Primary color


[image: Nextcloud primary color swatch showing blue #0082C9]

#0082C9



While this is the primary color associated with Nextcloud and can be used to draw attention to an element, it is best to limit the usage of this to primary actions and other important elements.


Note

The primary color can be customized by admins through theming, but the default experience will be Nextcloud blue. If the primary color is themed to something very light like a shade of yellow, the text or header icons will be inverted to dark automatically.




	On web: var(--color-primary-element)


	Android: uses default Material Design colors


	iOS: systemFill [https://developer.apple.com/documentation/uikit/uicolor/3255070-systemfill]


	Desktop: default Qt guidelines [https://doc.qt.io/qt-5/qpalette.html#ColorRole-enum]






Background color



	
[image: Light theme background color swatch showing white #FFFFFF]

Background for light theme: #FFFFFF




	
[image: Dark theme background color swatch showing dark grey #181818]

Background for dark theme: #181818









Nextcloud apps have a light and a dark theme, with appropriately chosen colors for all elements.


	On web: var(--color-main-background)


	Android: uses default Material Design colors


	iOS: systemBackground [https://developer.apple.com/documentation/uikit/uicolor/3173140-systembackground]


	Desktop: default Qt guidelines [https://doc.qt.io/qt-5/qpalette.html#ColorRole-enum]






Text color



	
[image: Light theme text color swatch showing near-black #222222]

Text in light theme: #222222




	
[image: Dark theme text color swatch showing light grey #D8D8D8]

Text in dark theme: #D8D8D8









This is the main color for the text in light theme, and in dark theme.


	On web: var(--color-main-text)


	Android: uses default Material Design color “high emphasis”


	iOS: label [https://developer.apple.com/documentation/uikit/uicolor/3173131-label] (in UITextView, leave the default textColor)


	Desktop: default Qt guidelines [https://doc.qt.io/qt-5/qpalette.html#ColorRole-enum]






	
[image: Light theme secondary text color swatch showing grey #767676]

Secondary text in light theme: #767676




	
[image: Dark theme secondary text color swatch showing medium grey #8C8C8C]

Secondary text in dark theme: #8C8C8C









In addition, a softer color is used for secondary text like sublines, timestamps, and similar.


	On web:var(--color-text-maxcontrast)


	Android: uses default Material Design color “medium emphasis”


	iOS: secondaryLabel [https://developer.apple.com/documentation/uikit/uicolor/3173136-secondarylabel]


	Desktop: default Qt guidelines [https://doc.qt.io/qt-5/qpalette.html#ColorRole-enum]






Status and indicators



	
[image: Info status color swatch showing blue #006AA3]

Info: #006AA3




	
[image: Success status color swatch showing green #46BA61]

Success: #46BA61




	
[image: Error status color swatch showing red #E9322D]

Error: #E9322D




	
[image: Warning status color swatch showing amber #ECA700]

Warning: #ECA700









Interface elements associated with a status like info, success, error, or warning may also be colored to communicate the action better.

While interface elements like buttons are colored differently depending on their action, the color of the text in that element is almost always either of the main text colors, that is light or dark.


	On web:


	Info color: var(--color-info)


	Success color: var(--color-success)


	Warning color: var(--color-warning)


	Error color: var(--color-error)






	Android: Material Design guidelines


	iOS: Apple HIG colors [https://developer.apple.com/design/human-interface-guidelines/ios/visual-design/color/]


	success: systemGreen


	error: systemRed






	Desktop: default Qt guidelines [https://doc.qt.io/qt-5/qpalette.html#ColorRole-enum]







Typography

Penpot typography [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab128f3ffe2&section=interactions&index=1&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

To ensure compatibility with different platforms, Nextcloud apps always use the native system font.

For legibility, make sure that the text in your content uses:


	Bold for emphasis


	A line height between 130% and 150%


	The default tracking of the font


	No italics or UPPER CASE as these text styles are less legible




The text sizes for the different platforms are:


	Web: 16px for main text and sublines, 20px bold for headings


	Android: 14sp for main text, 16sp for headings


	iOS: values from Dynamic Type Sizes, for size Large (Default) [https://developer.apple.com/design/human-interface-guidelines/ios/visual-design/typography#dynamic-type-sizes]


	Desktop: default Qt guidelines [https://doc.qt.io/qt-5/qpalette.html#ColorRole-enum]






Icons

Penpot icons [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab128f3ffe2&section=interactions&index=0&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Material icons]
Icons can be used to communicate the intent of an action, or to provide visual interest to the screen. We use monochrome icons on all platforms: Material Symbols (not Material Icons, and 20 px default outlined) [https://fonts.google.com/icons?icon.set=Material+Symbols&selected=Material+Symbols+Outlined:search:FILL@0;wght@400;GRAD@0;opsz@20&icon.size=20] for web, Android, Windows and Linux, and SF Symbols (default weight, scale and variant) [https://developer.apple.com/sf-symbols/] for iOS and macOS.

This is except for the icon of the app itself, which can be a custom icon. Most use an app icon from Material Symbols as well though to keep consistency.

Make sure to:


	Not overuse icons


	When possible, use text together with icons so it’s clear what they refer to


	For special cases like warnings, combine the icon with color to enhance its visibility






Naming

To be immediately understandable, we choose app names which are generic and easily translatable. Additionally, they are short and easily fit in the top navigation without being cut off.

Files, Contacts, Calendar, and Mail do not need further explanation, which is why we recommend to choose a self-explanatory app name.

Further good examples of this: Notes, Bookmarks, Maps, Forms, Tasks, Music.



Wording

The wording and language in your app sets the tone and approachability of your app.


	Nextcloud should always be written out, and only with a capital N. Not “NextCloud” or “Nc”.


	Be friendly and approachable, not condescending.


	Use understandable language, not technical jargon. For example, “link” is much better than “URL”, and explaining errors is better than showing error codes.


	Don’t write in ALL CAPS, as it is not as readable and comes off as shouting and aggressive. Also use Sentence case and not Capital Case, with the exception of product names like Nextcloud Talk, Nextcloud Hub, etc.


	We are a community, so better write “We are happy to announce” instead of “I am happy to announce”.


	If your app content is empty, it can be helpful to add an engaging message. “Add or import your first bookmark!” is much nicer than “No bookmarks yet”.


	Try to avoid using “my” or “your” like in “My files” or “Your files”, instead using “All files”. For longer sentences where it cannot be avoided, use “your”, never “my”.


	Use gender neutral language. This international guide to gender-inclusive writing [https://uxcontent.com/the-international-guide-to-gender-inclusive-writing/] contains info and examples on gender neutral wording for different languages.


	Use full names instead of only first names while addressing the person using your app.


	For any “Delete” action, give context to what it will delete, like “Delete conversation” or “Delete user” so that it is clear specifically for this destructive action.


	Keep language short and concise, and keep in mind that it should be easily translatable.


	Make sure to spellcheck anything you write.








            

          

      

      

    

  

    
      
          
            
  
Layout

These layout guidelines mainly focus on our web interface. On Android and iOS we closely follow the platform guidelines, namely Material Design [https://material.io/design], and Apple Human Interface Guidelines [https://developer.apple.com/design/human-interface-guidelines/].

While deciding how you want your app to look, there are a number of factors to consider:


	Consistency with other Nextcloud apps


	Responsiveness for different browsers, browser sizes and devices


	Typical interface patterns in other similar apps in the market




The content Vue component [https://nextcloud-vue-components.netlify.app/#/Components/App%20containers/NcAppContent?id=ncappcontent-1] wraps your entire app. While the arrangement of components in your app is dependent on what your app does, most Nextcloud apps typically have 3 levels of hierarchy. Some commonly used layouts are:
Penpot empty template [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=2783d7ad-98f2-804a-8002-750c2585d4f1&section=interactions&index=5&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]


	Navigation → content → sidebar (and a couple of variations of it, e.g. without the sidebar)


	Navigation → list → content





Navigation → Content → Sidebar

Penpot Files layout [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=2783d7ad-98f2-804a-8002-750c2585d4f1&section=interactions&index=3&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Files layout]
This layout is used in Files, Calendar, Deck, and Tasks.

This layout has the Introduction on the left, the Content in the middle, and a Sidebar on the right. The main content depends on the navigation, and the sidebar which is closed by default contains details of an item in the main content.

For example, in the Files app, the files in the main content varies based on what is selected in the navigation. The sidebar would open when the user wants to see the details of a file.

On mobile, the content is shown by default. The navigation and sidebar are expandable using icons on the sides.


Special case: no sidebar

[image: Activity layout]
Typically, a sidebar is used to show more information about an item. Sometimes this is not necessary as in the case of Activities. Then, the layout will have only a navigation and the main content.



Special case: list in navigation

Penpot Talk layout [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=2783d7ad-98f2-804a-8002-750c2585d4f1&section=interactions&index=0&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Talk layout]
Another variation of this layout is where the List item of entries take up the left space instead of navigation, as seen in Talk. It shows the list of chats on the left, and the main content contains the messages in a chat, while opening the right sidebar shows the details of a chat like the description and participants. Talk also collapses the left list and right sidebar during a video call, so that the entire screen is taken up by just the call.




Navigation → List → Content

[image: Mail layout]
This layout is used in Mail and Contacts.

In this layout, the 3 levels of hierarchy are shown by default. On the left there is the Introduction, right next to it is a List item of entries for the navigation chosen, and the main content is for the entry selected in the list.

A good example of this layout is in the Mail app. The left navigation section contains the different inboxes and categories. The list then shows the emails of the selected inbox or folder and the main content shows the contents of the email which is currently open.

On mobile, the list is shown by default. The navigation is expandable using an icon in the top left, and the content can be opened by selecting an entry from the list. Navigation back up from a content can be done via a “Back” arrow action in the top left, in place of the navigation icon.





            

          

      

      

    

  

    
      
          
            
  
Layout components

All Nextcloud apps are built using individual reusable components for consistency and efficiency. Currently, these components are written in Vue and can be found at the nextcloud-vue repository on Github [https://github.com/nextcloud/nextcloud-vue/] with the documentation available at the Nextcloud Vue components style guide [https://nextcloud-vue-components.netlify.app/].


Navigation

Vue component for the app navigation [https://nextcloud-vue-components.netlify.app/#/Components/App%20containers/NcAppNavigation?id=ncappnavigation-1].

Penpot navigation items [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=8&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Contacts navigation]
The left navigation provides a way for users to move around different sections of your app.

The navigation consists of 4 main elements:


	Main action button


	Navigation entries


	New item element (optional)


	Settings menu (optional)





Main action button

Navigation AppNew Vue component [https://nextcloud-vue-components.netlify.app/#/Components/App%20containers/NcAppNavigation?id=ncappnavigationnew].

Penpot buttons [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=0&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Mail primary action button.png]
For most apps, the first element in the navigation is the main action button. For example:


	Mail has a “New message” button to compose a new mail


	Contacts has a “New contact” button


	in Talk, you can create a new conversation


	in Calendar there is a “New event” button


	Forms has a “New form” action






Navigation entries

Navigation entries Vue component [https://nextcloud-vue-components.netlify.app/#/Components/App%20containers/NcAppNavigation?id=ncappnavigationitem].

Penpot navigation items [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=8&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Mail navigation entries]
The different sections of your app would be organized by different navigation entries. For example, the Files app contains different categories of files in its navigation, and the Contacts app contains different groups and circles. When creating your navigation, make sure that the entries in this section:


	are easy to understand


	are frequently used


	are organized


	do not change positions frequently




Top-level navigation entries ideally have a suitable icon left next to them. Optionally they may also have:


	a 3 dot action menu (seen in Mail)


	a counter (seen in Contacts and Mail)




A sublevel of navigation is possible, but can lead to entries being hard to discover. It is only advised if there is actually a hierarchy like for folders in Mail or News.



New item element

New item Vue component [https://nextcloud-vue-components.netlify.app/#/Components/App%20containers/NcAppNavigation?id=ncappnavigationnewitem].

[image: Add new item element]
Users can easily create a new item with a suitable name by using the new item element. This element can be used in the navigation, as in the case of Deck, or in the content. Other apps which use this:


	“Create a new group” in Contacts


	“Add mailbox” in Mail


	“New calendar” in Calendar






Settings

Settings Vue component [https://nextcloud-vue-components.netlify.app/#/Components/App%20containers/NcAppNavigation?id=ncappnavigationsettings].

Penpot modals [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=12&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Talk settings modal]
The user-specific settings for your app may be shown in a settings modal, which can be accessed through a settings entry at the bottom of the navigation. Try to keep the settings to a minimum, as too many configurable options can be a burden to the user. If no settings are needed for the app, that is great and the settings modal can be omitted. Within the modal, categorizing your settings can sometimes offer a better experience if you have a lot of settings. If this is required, the categories are placed in the left of the settings modal.

You can also include a “Help” as an entry in the settings of your app and provide some simple information about your app and how to use it. Some apps like Talk and Mail also include keyboard shortcuts, if they are not disabled by the user.
The global javascript function OCP.Accessibility.disableKeyboardShortcuts() can be used to check that.

Also see: Modal




List item

List item Vue component [https://nextcloud-vue-components.netlify.app/#/Components/NcListItems].

Penpot list item [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=9&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Talk list]
List items can be used to display a collection of elements from which one can be selected. List items are seen in the left list of chats in Talk, as well as the list of messages in Mail and the list of contacts in Contacts. List items usually have an avatar or a descriptive icon, a main line and optionally a subline. A list item may also contain:


	an Action menu which has commonly used actions for that type of item


	a counter bubble: Talk for example uses an unread messages counter






Content

The content section of your app takes up the most screen space, and is the core of what your app does. The content of every app is unique, but do make sure that it follows some basic rules like responsiveness, accessibility, and support in different languages so that it can be used by everyone. The layout of your content depends on what your app does, as the content of almost every Nextcloud app looks different. The appContent Vue component [https://nextcloud-vue-components.netlify.app/#/Components/App%20containers?id=appcontent] should be used for the content of your app.


Views

Some apps offer different views on their content so people can pick a preference which should be remembered automatically. It is important to consider which should be the default one and whether to have different views at all, since most people do not change the default.


	Files (web, Android & iOS), Bookmarks: List view or grid view


	Calendar: Month view, week view, day view, list view / agenda


	Talk (web, Android & iOS): Speaker view and grid view in a call




The content is also the section where you can quickly explain to people how to get started with your app, for example using an Empty content atomic component.



Sizing

For text-based apps like chat, mails, and other paragraphs of text, the width of the content should not go over a certain width to facilitate readability. In Nextcloud Text for example the width is limited to 650px and we do it similarly in Mail and Talk, even if the screen size is larger.

For every clickable element in your interface, make sure it has a minimum clickable area of at least 44px by 44px (48px for Android). Anything smaller than this will make your app inaccessible and difficult for users to use your app on mobile as they might miss while trying to tap on the element.

Spacing between elements in your app should be in multiples of 4px.




Sidebar

Sidebar Vue component [https://nextcloud-vue-components.netlify.app/#/Components/App%20containers/NcAppSidebar?id=ncappsidebar-1].

Penpot sidebar [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=11&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

Details of a particular entry in your content, as well as some actions associated with it, are shown in the right sidebar. In apps where the sidebar is used, it only opens when required. The sidebar is never used in the 3-column layout (Navigation + list + content). It contains the main information and sometimes a preview of the selected item, as well as a maximum of 3 possible tabs.

Commonly used tabs in the sidebar are:


Details

Sidebar Tabs Vue component [https://nextcloud-vue-components.netlify.app/#/Components/App%20containers/NcAppSidebar?id=ncappsidebartabs].

Penpot sidebar [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=11&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Details tab in Calendar sidebar]
The details tab contains information about the entry it refers to, which is often editable using various input fields. The details included here will depend upon your app. For example, the details tab in the sidebar of the Calendar app contains information about the selected event, like location, description, and status. Also see Input fields in the atomic components section for more details about the various input fields that can be used here.



Activity

Major changes done to the selected item, as well as comments left by users, are shown in the activity tab. These details are shown by latest activity up top.

If your app includes comment support, the “Write comment” input box should be placed here so it is nicely integrated.

If there is the possibility to restore earlier versions, this can be integrated using a 3-dot action menu on any past activity.



Sharing

[image: Proposed sharing tab in the sidebar]
The sharing tab allows users to share the selected item with others in different ways. An item can be shared with specific users or groups on the instance by simply selecting whom you want to share with. Another very simple way of sharing is through a share link, which can optionally also be configured using the “Advanced settings” option.






            

          

      

      

    

  

    
      
          
            
  
Atomic components


Buttons

Buttons Vue component [https://nextcloud-vue-components.netlify.app/#/Components/NcButton].
Penpot buttons [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=0&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

Buttons are used to initiate actions in your app. This may be a primary action, or it may be used to confirm an action in a dialog, or simply be used for any major action in your app.

There are generally different types of buttons for different purposes:

[image: Primary button "Move" and secondary button "Copy" in Files]

	Primary buttons are used to indicate the main action (“Start call” button in Talk, “Move” in Files). The primary buttons are stylized in Nextcloud blue by default or the theming color when themed. These should only be used sparingly and ideally only for 1 visible action at a time.


	Secondary buttons are used for actions that have lesser weight than the primary action (“Today” button in Calendar, “Copy” in Files)




[image: Tertiary button "Mark as read" in desktop tray menu]

	Tertiary buttons, which are the buttons without a background, can be used for other actions in your app which are important, but not the main focus. These buttons are usually combined with a primary or secondary button. For example, “Mark as read” is a tertiary button used alongside a secondary button




[image: Mute, video, screenshare and 3-dot buttons in Talk video call]

	The icon-only buttons can be used if the action is frequently used and the icon is easily recognizable, and therefore does not require any text to support it (mute/video/screenshare actions in Talk, and the 3-dot menu icon)




[image: Success button "Join call" in Talk]

	Success buttons are used for a positive action (“Join call” button in Talk)




[image: Danger button "Remove email" in Mail]

	Danger buttons are used to signify a potentially dangerous or negative action (“Remove account” button in the confirmation dialog when you want to remove an account in Mail, or “Delete conversation” in Talk conversation settings)






Action menu

Action menu Vue component [https://nextcloud-vue-components.netlify.app/#/Components/NcActions].
Penpot action menu [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=4&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Files action menu]
The action menu contains commonly used actions associated with an item. Each entry in the action menu has some text accompanied by a suitable icon. In some cases, the action menu may also contain:

[image: Checkbox in action menu in Mail]

	checkboxes to quickly toggle a state, like in Mail




[image: Radio button in action menu in Files link sharing]

	radio buttons to select from a few options, like chat notifications in Talk




[image: Add new mailbox in Mail action menu]

	new entry elements to quickly add items, like add a new mailbox in Mail




[image: Second level of actions in action menu to configure custom permissions for link shares in Files]

	a second level of actions, like to configure custom permissions for link shares in Files




Some commonly used actions in the action menu are favoriting, renaming, downloading and deleting. Delete should always be at the last position as to not be confused with other actions.

It is important to keep the action menu simple and its length at a minimum. Too many entries in the action menu can lead to confusion and people not finding what they are looking for.

[image: Action menu with a paperclip icon for attachments in Talk]
In most cases the action menu is accessed through a 3-dot menu. In certain cases, it is better to use a specific icon instead of the generic 3-dot icon. For example in Talk a paperclip icon is used for accessing the action menu for attaching an item, and a heading icon is used in Text formatting bar for heading level selection.

For Android and iOS, the action menu is generally opened as a bottom sheet.



Input fields

Input field Vue component [https://nextcloud-vue-components.netlify.app/#/Components/NcFields?id=ncinputfield].
Penpot text fields [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=2&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]


Text input

[image: Talk text input]
[image: Text input with label in settings]
Text inputs are usually used for free-form inputs. Make sure that the label for a text input field is simple and clear. It may also be a good idea to use placeholder text in the field.



Dropdowns

Dropdown Vue component [https://nextcloud-vue-components.netlify.app/#/Components/NcSelect].
Penpot dropdowns [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=1&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Dropdown menu in Files sharing]
Dropdowns allow the user to select one or more items from a list. Dropdowns can have predefined options from which the user can select one or more items, as seen in Contacts for selecting the type of a phone number. If there are not too many entries, you may also think about using a set of Checkboxes and radio buttons instead.

Although not always necessary, it is generally a good idea to have a default item already selected, especially when a dropdown menu is a key element which will be used a lot. This can be decided by a number of factors such as most selected item for that user, most recently selected item, etc. For example, when you add a new phone number in Contacts, the type “Home” is automatically set in the dropdown.

Another variation of the dropdown allows the user to find their preferred option by typing it in, like in Mail where the “To” field in the composer allows you to type an email address, and as you type it shows a dropdown with the results matching the input. This kind of dropdown is useful for when there are many options and the user would already know what they are looking for. It can also be a good idea to allow new inputs if there are no matches.



Checkboxes and radio buttons

Checkbox and radio button Vue components [https://nextcloud-vue-components.netlify.app/#/Components/NcCheckboxRadioSwitch].
Penpot checkboxes and radio buttons [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=5&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Checkbox in Talk settings]
[image: Radio buttons in Mail settings]
Checkboxes and radio buttons are very common input methods. They are most commonly used in the Action menu, Sidebar and Settings.

They should have a concise label, especially if they are inside an action menu. If more explanation is needed, you can also add a subline.




Pickers


Datetime picker

Datetime picker Vue component [https://nextcloud-vue-components.netlify.app/#/Components/NcPickers?id=ncdatetimepicker].

[image: Files date picker]
A user can quickly select dates, times and date ranges using the datetime picker. Use good default dates relevant to the task at hand. For example, in the case of setting an expiration date, unless the server has something enforced as default, 1 week is a good default.



Color picker

Color picker Vue component [https://nextcloud-vue-components.netlify.app/#/Components/NcPickers?id=nccolorpicker].

[image: Deck color picker]
For certain elements of your UI you might want to allow people to set colors. This can easily be achieved using a color picker with some predefined colors. Be cautious about using different colors in the UI. In most Nextcloud apps like Deck and Calendar, user defined colors for UI elements are used sparingly and shown as a circle next to the element they refer to.

In addition to these 2 pickers, there is also the emoji picker [https://nextcloud-vue-components.netlify.app/#/Components/NcPickers?id=ncemojipicker] and the timezone picker [https://nextcloud-vue-components.netlify.app/#/Components/NcPickers?id=nctimezonepicker] which can be also be used in your app.




Tags

[image: Mail tags]
Tags are used by users to manage their items. They can be colored for easy identification, but make sure to use subtle colors if colored tags are a main part of the UI, as seen in Mail.



Modal

Modal Vue component [https://nextcloud-vue-components.netlify.app/#/Components/NcModal].
Penpot modals [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=12&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Deck card modal]
A modal is an element on top of the main UI, and interaction with the main element is disabled.

The modal is used when there is a specific task or information that the user needs to focus on. Modals are a good idea if the showing some information on the main UI would clutter the UI too much, and the information does not necessarily depend on the UI. Modals are also used for confirmation when performing dangerous tasks such as permanent deletion.

Examples of modals are:


	Settings modal found in Talk and Mail


	the modal view for a card in Deck


	Move or copy dialog in Files


	the file picker in Mail and Talk




On Android and iOS, content which is in a modal would usually be shown as a full-screen overlay, like for example composing a new mail in iOS Mail [https://developer.apple.com/documentation/messageui/mfmailcomposeviewcontroller].



Avatar

Avatar Vue component [https://nextcloud-vue-components.netlify.app/#/Components/NcAvatar].
Penpot avatars [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=3&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Avatars in Talk]
An avatar is used when referring to any user and displays their photo or initials. The avatar component also shows a menu for that user when clicked.

When using an avatar it is usually accompanied by the name of the user as well, and sometimes it can also show the status of the user, although not always necessary. Statuses can be useful when the user is interacting with another user and is expecting a response, for example when @mentioning someone else in Talk, or in any sharing view.

When multiple people are working on or are assigned to the same element, like in Text, Office, a Deck card, or in the Files list for sharing, they are shown as overlapped.



Progress bars and meters

Progress bar Vue component [https://nextcloud-vue-components.netlify.app/#/Components/NcProgressBar].

[image: Desktop syncing progress bar]
Progress bars shows progress for a potentially lengthy process such as uploading, downloading, or syncing. When using a progress bar it can also be a good idea to have a text-based indication of the progress, such as percentage or time remaining, and make sure to provide feedback when the process has been completed.

[image: Meter in Files for storage quota]
The progress bar component is also sometimes used as a meter to visualize data as seen in the settings for Files to show the quota.



User bubbles

User bubble Vue component [https://nextcloud-vue-components.netlify.app/#/Components/NcUserBubble].
Penpot user bubbles [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=6&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Talk user bubble]
When referring to a user inline in your app, a user bubble element can be used. In Talk and Comments, user bubbles are used in the content when someone mentions a user. In Mail, it is used in the header for the recipients of the message.



Counter bubbles

Counter bubble Vue component [https://nextcloud-vue-components.netlify.app/#/Components/NcCounterBubble].
Penpot counter bubbles [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=7&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Talk counter bubble]
In Talk, it is used for showing which chats are unread and if you or your group is mentioned.



Empty content

Empty content component [https://nextcloud-vue-components.netlify.app/#/Components/NcEmptyContent].
Penpot empty content [https://design.penpot.app/#/view/db3839da-807b-8052-8002-576401e9a375?page-id=3f784c86-6c27-80c6-8002-6ab157b6bd27&section=interactions&index=10&share-id=11fde340-21f4-802e-8002-8d8d305e7ab5]

[image: Bookmarks empty content]
The empty content state provides feedback that a view is empty, e.g. a new folder. This is to differentiate it from the state of loading, or having loaded and showing data.

Make sure that empty content views only show when the view is really empty, and not while it is loading – otherwise people will be shocked as to where their data is gone. The wording on the empty content view should be friendly and helping people out of the situation, for example in the Bookmarks app.



Skeleton screens

[image: Talk skeleton screen :scale: 50%]
While the app is loading, it is best to show a skeleton view of the apps probable contents as loading feedback. A good example for this is Talk on web as well as Files and Talk on Android.
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Introduction

The navigation section of any Nextcloud app is the left sidebar.
It is basically composed of


	a primary action button


	a menu


	a settings area




The primary action button and the settings area are optional.



New button


Introduction

A primary action button is just a stylised button located above the navigation part of your app.
The goal is to have an homogeneity of design across all apps using this button.



Basic layout


[image: Navigation with a new button]

<div id="app-navigation">
    <div class="app-navigation-new">
        <button type="button" class="icon-add">
            Add user
        </button>
    </div>

    <!-- Your navigation here -->
    <!-- Your settings here -->

</div>







Rules


	Stay simple, don’t use overcomplicated text in this button.


	Avoid using sentences longer than one line.


	Do not edit the styling of this button.


	Only one button is allowed here.







App navigation menu


Introduction

The main navigation menu represents the main navigation of your app.

It needs to be:


	Organised


	Simple


	Responsive




Nextcloud provides a very organized way of building menus.
We implemented various essential functions and provide easy way of using them.



Basic layout


[image: App navigation sidebar showing a list of navigation entries with icons]

<div id="app-navigation">

    <!-- Your primary action button here -->

    <ul>
        <li><a href="#">First level entry</a></li>
        <li>
            <a href="#">First level container</a>
            <ul>
                <li><a href="#">Second level entry</a></li>
                <li><a href="#">Second level entry</a></li>
            </ul>
        </li>
    </ul>

    <!-- Your settings here -->

</div>







Basic rules


	You can not change the default padding of the navigation elements.


	We encourage you to add icons on every top-level item of your navigation for accessibility.


	Do not override the default structure and/or CSS. Everything has been carefully tuned.






Utils: menu, counter & buttons

Each entry is allowed to have a counter and/or a button for user interaction.


	The app-navigation-entry-utils snippet need to be placed right next to the main link of your entry.


	
	Maximum two items are allowed into the utils section. You can have:
	
	Two buttons


	One button and one button










	You can’t have more than two buttons, if you need more, you need to add a menu.


	The order of the button and the counter are not interchangeable. You need to put the counter before the menu.




<div class="app-navigation-entry-utils">
    <ul>
        <li class="app-navigation-entry-utils-counter">1</li>
        <li class="app-navigation-entry-utils-menu-button">
            <button></button>
        </li>
    </ul>
</div>






Menu

If you need to add a few interactions for your entry, you can put everything in a popover menu.
The menu needs to be placed after the app-navigation-entry-utils.

For the global rules and/or layout, you can check the dedicated popover menu section.


[image: Navigation menu]

<div class="app-navigation-entry-menu">
    <ul>
        <li>
            <a href="#">
                <span class="icon-add"></span>
                <span>Add</span>
            </a>
        </li>
        <li>
            <a href="#">
                <span class="icon-rename"></span>
                <span>Edit</span>
            </a>
        </li>
        <li>
            <a href="#">
                <span class="icon-delete"></span>
                <span>Remove</span>
            </a>
        </li>
    </ul>
</div>





The menu is hidden by default and has to be triggered by adding the open class to the app-navigation-entry-menu div.
In case of AngularJS the following small directive can be added to handle all the display and click logic out of the box:

app.run(function ($document, $rootScope) {
    'use strict';
    $document.click(function (event) {
        $rootScope.$broadcast('documentClicked', event);
    });
});

app.directive('appNavigationEntryUtils', function () {
    'use strict';
    return {
        restrict: 'C',
        link: function (scope, elm) {
            var menu = elm.siblings('.app-navigation-entry-menu');
            var button = $(elm)
                .find('.app-navigation-entry-utils-menu-button button');

            button.click(function () {
                menu.toggleClass('open');
            });

            scope.$on('documentClicked', function (scope, event) {
                if (event.target !== button[0]) {
                    menu.removeClass('open');
                }
            });
        }
    };
});







Counter

If you need to add a counter to your menu entry, you can simply use this structure.
Do not change the alignment of the text. If you’re using


[image: Navigation entry with counter]

<li class="app-navigation-entry-utils-counter">1</li>





The counter should be limited to 999 and turn to 999+ if any higher number is given. If AngularJS is used the following filter can be used to get the correct behavior:

app.filter('counterFormatter', function () {
    'use strict';
    return function (count) {
        if (count > 999) {
            return '999+';
        }
        return count;
    };
});





Use it like this:

<li class="app-navigation-entry-utils-counter">{{ count | counterFormatter }}</li>






Highlighted counter

The counter can also be highlighted to attract some focus, e.g. for unread chat messages


[image: Navigation entry with highlighted counter]

<li class="app-navigation-entry-utils-counter highlighted"><span>99+</span></li>








Buttons

The same way we display the menu three-dot-icon button, you’re allowed to use up to 2 buttons in a single entry.


	The icon class goes directly on the button element.


	If no class is set, the three-dot-icon will be used by default





[image: Navigation entry with counter]

<div class="app-navigation-entry-utils">
    <ul>
        <li class="app-navigation-entry-utils-menu-button">
            <button class="icon-edit"></button>
        </li>
        <li class="app-navigation-entry-utils-menu-button">
            <button class="icon-delete"></button>
        </li>
    </ul>
</div>








Drag and drop

The class which should be applied to a first level element li that hosts or can host a second level is drag-and-drop.
This will cause the hovered entry to slide down giving a visual hint that it can accept the dragged element.
In case of jQuery UI’s droppable feature, the hoverClass option should be set to the drag-and-drop class.

<div id="app-navigation">
    <ul>
        <li><a href="#">First level entry</a></li>
        <li class="drag-and-drop">
            <a href="#" class="icon-folder">Folder name</a>
            <ul>
                <li><a href="#">Folder contents</a></li>
                <li><a href="#">Folder contents</a></li>
            </ul>
        </li>
    </ul>
</div>







Collapsible entry

By default, all sub-entries are shown.
This behavior can be changed by creating a collapsible menu.
This way, the menu will be hidden and an arrow will be added in in front of it (replacing the icon if any).

The opening of the menu is activated and animated by the class open on the main li.


	You can not have a collapsible menu on a sub-item, this can only exist on a top-level element.


	You can set the open class by default if you want.


	Do not use the collapsible menu if your element does not have sub-items.


	You still need to use JS to handle the click event.





Important


	If your top-level link is only used as a header, the entire a needs to be used to toggle the open class.


	If your top-level link is used to redirect the user or to trigger something else, you need to add the collapsible button and use it as the open class toggle trigger.







[image: Collapsible navigation entry]

<li class="collapsible open">

    <!-- This is optional -->
    <button class="collapse"></button>

    <a href="#" class="icon-folder">Folder collapsed menu</a>
    <ul>
        <li><a href="#">Simple entry</a></li>
        <li><a href="#">Simple entry</a></li>
        <li><a href="#">Simple entry</a></li>
        <li>
            <a class="icon-folder" href="#">Simple folder</a>
        </li>
    </ul>
</li>







Entry bullet

Every entry can have a colored marker in front of it.
We call it a bullet.


	You can not combine an icon with a bullet.


	You need to use the CSS to define the bullet color.





[image: Navigation entry with bullet]

<li>
    <div class="app-navigation-entry-bullet"></div>
    <a href="#">Entry with bullet</a>
</li>







Undo entry


	Undo entries can be used on any level you want.


	When an entry is deleted, please use the usual 7 seconds delay feedback before final deletion.


	Please use the sentence Deleted XXXX as the feedback message.


	You need to use the deleted class to trigger the animated hide/show of the undo entry.





[image: Navigation entry with undo action]

<li class="deleted">
    <a href="#" class="hidden">Important entry</a>
    <div class="app-navigation-entry-utils">
        <ul>
            <li class="app-navigation-entry-utils-menu-button">
                <button class="icon-delete"></button>
            </li>
        </ul>
    </div>
    <div class="app-navigation-entry-deleted">
        <div class="app-navigation-entry-deleted-description">Deleted important entry</div>
        <button class="app-navigation-entry-deleted-button icon-history" title="Undo"></button>
    </div>
</li>







Edit entry


	Editable entries can be used on any level you want.


	You can replace the form by a div if you wish to do your request with JS.


	You need to use the editing class to trigger the animated hide/show of the input.


	You’re allowed to use only one submit input. It must be the validation button.


	The input must have the same value as the entry link text.





[image: Editable navigation entry]

<li class="editing">
    <a href="#" class="icon-folder">Folder entry</a>
    <div class="app-navigation-entry-utils">
        <ul>
            <li class="app-navigation-entry-utils-menu-button">
                <button class="icon-rename"></button>
            </li>
        </ul>
    </div>
    <div class="app-navigation-entry-edit">
        <form>
            <input type="text" value="Folder entry">
            <input type="submit" value="" class="icon-close">
            <input type="submit" value="" class="icon-checkmark">
        </form>
    </div>
</li>







Pinned entry

Every top-level entry can be pinned at the bottom.


	All the pinned entries can be mixed between non-pinned entries.


	All the pinned entries must have the pinned class.


	The first pinned entry must also have the first-pinned class.





[image: Pinned navigation entries]

<ul>
    <li><a href="#">Non-pinned entry</a></li>
    <li><a href="#">Non-pinned entry</a></li>
    <li class="pinned first-pinned">
        <a href="#">Pinned entry</a>
    </li>
    <li class="pinned"><a href="#">Pinned entry</a></li>
    <li><a href="#">Non-pinned entry</a></li>
    <li><a href="#">Non-pinned entry</a></li>
    <li class="pinned"><a href="#">Pinned entry</a></li>
    <li class="pinned"><a href="#">Pinned entry</a></li>
</ul>







Various information


	You can add the icon-loading-small class to any li element to set it in a loading state.


	Every element as a min-height of 44px as that is the minimum recommended touch target. It also helps with clickability and separation on desktop environments.







Settings


Introduction

To create a settings area create a div with the id app-settings inside the app-navigation div.


	The data attribute data-apps-slide-toggle slides up a target area using a jQuery selector and hides the area if the user clicks outside of it.


	Max height of the settings area is 300px. Do not change that.


	Keep it clear, organized and simple.






Basic layout


[image: Settings]

<div id="app-navigation">

    <!-- Your primary action button here -->
    <!-- Your navigation here -->

    <div id="app-settings">
        <div id="app-settings-header">
            <button class="settings-button"
                    data-apps-slide-toggle="#app-settings-content">
                Settings
            </button>
        </div>
        <div id="app-settings-content">
            <!-- Your settings content here -->
        </div>
    </div>
</div>









            

          

      

      

    

  

    
      
          
            
  
Main content

Since 14, we standardized our structure.

Your application will be directly injected into the #content div.

<header>
    <div class="header-left">
        <!-- apps menu -->
    </div>
    <div class="header-right">
        <!-- search - contactsmenu - settingsmenu - ... -->
    </div>
</header>
<div id="content" class="app-YOURAPPID">
    <div id="app-navigation" class="">
        <div class="app-navigation-new">
            <!-- app 'new' button -->
        </div>
        <ul id="usergrouplist">
            <!-- app navigation -->
        </ul>
        <div id="app-settings">
            <!-- app settings -->
        </div>
    </div>
    <div id="app-content">
        <div id="app-navigation-toggle" class="icon-menu"></div>
        <!-- app-content-wrapper is optional, only use if app-content-list  -->
        <div id="app-content-wrapper">
            <div class="app-content-list">
                <!-- app list -->
            </div>
            <div class="app-content-details"></div>
            <!-- app content -->
        </div>
    </div>
    <div id="app-sidebar"></div>
</div>






Rules and information


	You cannot nor need to modify the header or the outside elements of your application.


	The whole body needs to scroll to be compatible with the mobile views. Therefore the sidebar and the app-navigation are fixed/sticky.


	Unless your application does not require a scrollable area, do not use any overflow properties on the parents of your content.


	The app-navigation-toggle is automatically injected. The navigation hide/show is automatically managed.


	Do not use #content-wrapper anymore


	If your app is injecting itself by replacing the #content element, make sure to keep the #content id


	If you use the app-content-list standard, the app-content-details div will be hidden in mobile mode (full screen).
You will need to add the showdetails class to the app-content-list to show the main content.
On mobile view, the whole list/details section (depending on which is shown) will scroll the body








            

          

      

      

    

  

    
      
          
            
  
Content list


Introduction

On the main content, you may want to have a list of items displayed (like the contacts, or the mail app).
We provide a standardized structure for this specific purpose.



Basic layout


[image: Content list component showing rows of entries with titles, metadata, and action buttons]

<div id="app-content-wrapper">
    <div class="app-content-list">
        <a href="#" class="app-content-list-item">
            <input type="checkbox" id="test1" class="app-content-list-item-checkbox checkbox" checked="checked"><label for="test1"></label>
            <div class="app-content-list-item-icon" style="background-color: rgb(231, 192, 116);">C</div>
            <div class="app-content-list-item-line-one">Contact 1</div>
            <div class="icon-delete"></div>
        </a>
        <a href="#" class="app-content-list-item">
            <div class="app-content-list-item-star icon-starred"></div>
            <div class="app-content-list-item-icon" style="background-color: rgb(151, 72, 96);">T</div>
            <div class="app-content-list-item-line-one">Favourited task #2</div>
            <div class="icon-more"></div>
        </a>
        <a href="#" class="app-content-list-item">
            <div class="app-content-list-item-icon" style="background-color: rgb(152, 59, 144);">T</div>
            <div class="app-content-list-item-line-one">Task #2</div>
            <div class="icon-more"></div>
        </a>
        <a href="#" class="app-content-list-item">
            <div class="app-content-list-item-icon" style="background-color: rgb(31, 192, 216);">M</div>
            <div class="app-content-list-item-line-one">Important mail is very important! Don't ignore me</div>
            <div class="app-content-list-item-line-two">Hello there, here is an important mail from your mom</div>
        </a>
        <a href="#" class="app-content-list-item">
            <div class="app-content-list-item-icon" style="background-color: rgb(41, 97, 156);">N</div>
            <div class="app-content-list-item-line-one">Important mail with a very long subject</div>
            <div class="app-content-list-item-line-two">Hello there, here is an important mail from your mom</div>
            <span class="app-content-list-item-details">8 hours ago</span>
            <div class="icon-delete"></div>
        </a>
        <a href="#" class="app-content-list-item">
            <div class="app-content-list-item-icon" style="background-color: rgb(141, 197, 156);">N</div>
            <div class="app-content-list-item-line-one">New contact</div>
            <div class="app-content-list-item-line-two">blabla@bla.com</div>
            <div class="icon-delete"></div>
        </a>
    </div>
    <div class="app-content-detail">
    </div>
</div>







Rules and information


	You need to have the following structure for your global content:




<div id="app-content-wrapper">
    <div class="app-content-list">HERE YOUR CONTENT LIST</div>
    <div class="app-content-detail">HERE YOUR GLOBAL CONTENT</div>
</div>






	The first code/screenshot example show all the combination allowed/available.


	When displaying the checkbox, the star will automatically be hidden.


	The checkboxes are hidden by default. They’re shown when checked or when hover/focus/active


	If you want to show all the checkboxes, apply the selection class to the app-content-list.


	
	You can NOT have more than one button in an entry. You need to create a popover menu if multiple options are needed.
	
	In case of a popovermenu, see the popover menu.


	As always, the JS is still needed to toggle the open class on this menu










	If you use the app-content-list standard, the app-content-details div will be hidden in mobile mode (full screen).
You will need to add the showdetails class to the app-content-list to show the main content.
On mobile view, the whole list/details section (depending on which is shown) will scroll the body.






Popovermenu in item

If you need a menu inside an item, you need to wrap it with the icon-more div inside a app-content-list-menu div.


[image: Content list with menu]

<div class="app-content-list-item-menu">
    <div class="icon-more"></div>
    <div class="popovermenu">
        <ul>
            <li>
                <a href="#" class="icon-details">
                    <span>Details</span>
                </a>
            </li>
            <li>
                <button class="icon-details">
                    <span>Details</span>
                </button>
            </li>
            <li>
                <button>
                    <span class="icon-details"></span>
                    <span>Details</span>
                </button>
            </li>
            <li>
                <a>
                    <span class="icon-details"></span>
                    <span>Details</span>
                </a>
            </li>
        </ul>
    </div>
</div>









            

          

      

      

    

  

    
      
          
            
  
Popover menu


What is a popover menu

This is a quick menu that open on click. For menus, we use the three-dot-icon.

This is exactly the same as the navigation menu. The only difference is the popovermenu class.



Basic layout


[image: Popover image example]

<div class="popovermenu">
    <ul>
       <li>
           <a href="#" class="icon-details">
               <span>Details</span>
           </a>
       </li>
       <li>
           <button class="icon-close">
               <span>Remove</span>
           </button>
       </li>
       <li>
           <button>
               <span class="icon-favorite"></span>
               <span>Favorite</span>
           </button>
       </li>
       <li>
           <a>
               <span class="icon-rename"></span>
               <span>Edit</span>
           </a>
       </li>
       <li>
           <span class="menuitem">
               <input id="check1" type="checkbox" class="checkbox" />
               <label for="check1">Enable</label>
           </span>
       </li>
       <li>
           <span class="menuitem">
               <input id="radio1" type="radio" class="radio" />
               <label for="radio1">Select</label>
           </span>
       </li>
        <li>
            <span class="menuitem">
                <span class="icon icon-user"></span>
                <form>
                        <input id="input-folder" type="text" value="new email">
                        <input type="submit" value=" " class="primary icon-checkmark-white">
                </form>
            </span>
        </li>
         <li>
             <span class="menuitem">
                 <span class="icon icon-folder"></span>
                 <form>
                         <input id="input-folder" type="text" value="New folder">
                         <input type="submit" value=" " class="icon-confirm">
                 </form>
             </span>
         </li>
    </ul>
</div>







Technical details


	The only allowed menu items elements are a, button and span for the checkbox and radio only.


	You can mix between a and button on the same menu (in case of form or direct link) like the example above


	You need to put the entire menu just after the three dot icon <div><span class="icon-more"></span><div class="popovermenu">...</div></div>


	You do not need JS, CSS only is ok for positioning. JS is still required to handle the hide/show.


	Only one ul is allowed.


	Only one level of menu is allowed.


	Every entry needs to have its own icon. This greatly improves the UX.


	The required right distance to the border (or padding, whatever you want to use) of the three-dot icon should be 14px (5 for menu margin and 6 for arrow position)


	The span element must have the menuitem class.


	The checkbox/radio must use the nextcloud custom


	The form element is optional if you’re using inputs.


	Supported inputs are all text based ones and buttons type ones




[image: Diagram showing required 14px right distance for popover menu positioning relative to the three-dot icon]


Alignment

If you want to align your menu, you can add the class to the main popovermenu div.


	Center: menu-center


	Left: menu-left


	Right is by default








            

          

      

      

    

  

    
      
          
            
  
HTML elements


Progress bar

Nextcloud support and provides an already themed progress bar.

Please use the html5 progress element.


[image: Progress html5]

<progress value="42.79" max="100"></progress>







Checkboxes and radios

As default html5 checkboxes & radios are not customizable, we created an override using label and ::after elements.

There are 2 colors:


	Default themed with the primary color.


	White colored.




Requirements:


	You need to have a label element directly after the input element.


	The input must have the checkbox or radio class.


	To use the white theme, you need to also add the checkbox--white or radio--white class.


	Your label must have an associated text for accessibility.





[image: Nextcloud's themed checkboxes]

<input type="checkbox" id="test1" class="checkbox"
       checked="checked">
<label for="test1">Selected</label><br>
<input type="checkbox" id="test2" class="checkbox">
<label for="test2">Unselected</label><br>
<input type="checkbox" id="test3" class="checkbox"
       disabled="disabled">
<label for="test3">Disabled</label><br>
<input type="checkbox" id="test4" class="checkbox">
<label for="test4">Hovered</label><br>






[image: Nextcloud's themed radios]

<input type="radio" id="test1" class="radio"
       checked="checked">
<label for="test1">Selected</label><br>
<input type="radio" id="test2" class="radio">
<label for="test2">Unselected</label><br>
<input type="radio" id="test3" class="radio"
       disabled="disabled">
<label for="test3">Disabled</label><br>
<input type="radio" id="test4" class="radio">
<label for="test4">Hovered</label><br>







Buttons





            

          

      

      

    

  

    
      
          
            
  
CSS

While the recommended way to develop the user interface is using Vue with the Nextcloud provided components,
Nextcloud also provides CSS variables and classes to style components to have a consistent look.


CSS variables

It is strongly recommended to use the Nextcloud provided CSS variables for styling components.
This way you can be sure that the theming and accessibility app can dynamically adjust the values.
Doing so also allows users to enforce dark or light theme, high contrast or other theming related options.


Primary color variables

The primary color is the main accent color that can be configured by the administrator or the user (if user theming is enabled).



	Variable

	Example

	Usage





	--color-primary

	#00679e

	Primary color configured by user



	--color-primary-text

	#ffffff

	Text color to be used on --color-primary



	--color-primary-hover

	#3285b1

	Variant of --color-primary for hover effects



	--color-primary-light

	#e5eff5

	Light variant of --color-primary used for secondary actions



	--color-primary-light-text

	#00293f

	Text color to be used on --color-primary-light



	--color-primary-light-hover

	#dbe4ea

	Variant of --color-primary-light for hover effects



	--color-primary-element

	#00679e

	Accessibility adjusted variant of --color-primary to be used on interactive elements



	--color-primary-element-text

	#ffffff

	Text color to be used on --color-primary-element



	--color-primary-element-text-dark

	#f5f5f5

	Less contrast version of --color-primary-element-text



	--color-primary-element-hover

	#005a8a

	Variant of --color-primary-element for hover effects



	--color-primary-element-light

	#e5eff5

	Light variant of --color-primary-element used for secondary actions



	--color-primary-element-light-text

	#00293f

	Text color to be used on --color-primary-element-light



	--color-primary-element-light-hover

	#dbe4ea

	Variant of --color-primary-element-light for hover effects



	--primary-invert-if-bright

	invert(100%)

	Filter to invert icons placed on primary color backgrounds if the primary color is bright



	--primary-invert-if-dark

	invert(100%)

	Filter to invert icons placed on primary color backgrounds if the primary color is dark








Background variables



	Variable

	Example

	Usage





	--color-background-plain

	#00679e

	The background color of the body element



	--color-background-plain-text

	#ffffff

	Text color to be used directly on the background (e.g. header menu)



	--image-background

	url('clouds.jpg')

	Background image used on the body element (optional)



	--background-image-invert-if-bright

	invert(100%)

	Filter to invert (bright) icons placed directly on the body background (app menu)








General color variables



	Variable

	Example

	Usage





	--color-main-text

	#222222

	Main text color



	--color-text-maxcontrast

	#6b6b6b

	Brighter text color that still fulfills accessibility requirements



	--color-text-maxcontrast-background-blur

	#595959

	--color-text-maxcontrast for blurred background, see --color-main-background-blur



	--color-main-background

	#fffff

	Main background color



	--color-main-background-rgb

	255,255,255

	RGB variant of --color-main-background



	--color-main-background-blur

	rgba(var(--color-main-background-rgb), .8)

	Background color used for blurred background, see --filter-background-blur



	--color-background-hover

	#f5f5f5

	Background color for hover effects



	--color-background-dark

	#ededed

	Can be used e.g. to colorize selected table rows



	--color-background-darker

	#dbdbdb

	Should only be used for elements, not as a text background! Otherwise it will not work for accessibility.



	--color-border

	#ededed

	Default element border color



	--color-border-dark

	#dbdbdb

	Darker version of the border color



	--color-border-maxcontrast

	#7d7d7d

	Brightest possible border color for accessibility



	--color-placeholder-light

	#e6e6e6

	Color for input placeholders



	--color-placeholder-dark

	#cccccc

	Darker version of --color-placeholder-light



	--color-scrollbar

	#33333344

	Color for scrollbars



	--color-loading-light

	#cccccc

	Color for the loading spinner (the bright part of it)



	--color-loading-dark

	#444444

	Color for the loading spinner (the dark part of it)



	--color-box-shadow-rgb

	77,77,77

	Color for box shadow effects in RGB notation



	--color-box-shadow

	rgba(var(--color-box-shadow-rgb), 0.5)

	Color for box shadow effects



	--background-invert-if-dark

	invert(100%)

	Filter to invert (dark) icons (e.g. set if the color theme is dark)



	--background-invert-if-bright

	invert(100%)

	Filter to invert (bright) icons (e.g. set if the color theme is bright)








State colors variables



	Variable

	Example

	Usage





	--color-text-error

	#c90000

	For text on normal background that should have an error state



	--color-text-success

	#099f05

	For text on normal background that should have an success state



	--color-element-error

	#c90000

	Color with proper contrast for elements which have an error state for example icons



	--color-element-info

	#0077C7

	Color with proper contrast for elements which have an info state for example icons



	--color-element-success

	#099f05

	Color with proper contrast for elements which have an success state for example icons



	--color-element-warning

	#BF7900

	Color with proper contrast for elements which have an warning state for example icons



	--color-border-error

	#c90000

	Border color for elements which have an error state like inputs with failing validity



	--color-border-success

	#099f05

	Border color for elements which have a success state like inputs which have been saved



	--color-favorite

	#a37200

	Color to mark favorites, can be used to color e.g. a star icon for favorites



	--color-error

	#FFE7E7

	Color to show error state, this should not be used for text but for element backgrounds



	--color-error-hover

	#ffc3c3

	Background color for hover effects of --color-error



	--color-error-text

	#8A0000

	Text color on elements using --color-error as background



	--color-warning

	#FFEEC5

	Color to show warning state, this should not be used for text but for element backgrounds



	--color-warning-hover

	#ffe4a1

	Background color for hover effects of --color-warning



	--color-warning-text

	#664700

	Text color on elements using --color-warning as background



	--color-success

	#D8F3DA

	Color to show success state, this should not be used for text but for element backgrounds



	--color-success-hover

	#bdebc0

	Background color for hover effects of --color-success



	--color-success-text

	#005416

	Text color on elements using --color-success as background



	--color-info

	#D5F1FA

	Color to show info state, this should not be used for text but for element backgrounds



	--color-info-hover

	#b5e6f6

	Background color for hover effects of --color-info



	--color-info-text

	#0066AC

	Text color on elements using --color-info as background



	--color-error-rgb

	219,6,6

	(⚠️ deprecated since 32.0.0) RGB variant of --color-error



	--color-info-rgb

	0,113,173

	(⚠️ deprecated since 32.0.0) RGB variant of --color-info



	--color-success-rgb

	45,123,65

	(⚠️ deprecated since 32.0.0) RGB variant of --color-success



	--color-warning-rgb

	163,114,0

	(⚠️ deprecated since 32.0.0) RGB variant of --color-warning








Element structure variables



	Variable

	Example

	Usage





	--animation-quick

	100ms

	Animation time for snappy CSS transitions



	--animation-slow

	300ms

	Animation time for more complex transitions



	--breakpoint-mobile

	1024px

	Breakpoint for mobile responsive layout (e.g. if app navigation should be always visible)



	--filter-background-blur

	blur(25px)

	Filter to be used on elements with background blur (e.g. app navigation)



	--font-face

	system-ui, 'Segoe UI', Roboto, Oxygen-Sans

	Font used for Nextcloud user interface



	--default-font-size

	15px

	Font size for normal text



	--default-line-height

	1.5

	Line height for normal text



	--default-grid-baseline

	4px

	Foundation of all spacing sizes used on Nextcloud which are multiples of the baseline size



	--border-width-input

	1px

	Border width for interactive elements such as text fields and selects



	--border-width-input-focused

	2px

	Border width for interactive elements when focussed (adjusted for accessibility)



	--border-radius-small

	4px

	Border radius used for smaller elements



	--border-radius-element

	8px

	Border radius of interactive elements such as buttons, input, navigation and list items.



	--border-radius-container

	12px

	For smaller containers like action menus.



	--border-radius-container-large

	16px

	For larger containers like body or modals.



	--default-clickable-area

	34px

	Default size (width and height) for interactive elements like buttons



	--clickable-area-large

	48px

	Larger size for the main UI elements



	--clickable-area-small

	24px

	Smallest possible size of interactive elements, used by tertiary actions like filter chips



	--body-container-radius

	calc(var(--default-grid-baseline) * 3)

	Border radius of the body container



	--body-container-margin

	calc(var(--default-grid-baseline) * 2)

	Margin of the body container



	--header-height

	50px

	Height of the main app navigation bar



	--navigation-width

	300px

	Width of the in-app navigation sidebar



	--sidebar-min-width

	300px

	Minimum width of the app sidebar on small screens



	--sidebar-max-width

	500px

	Maximum width of the app sidebar on wide screens









CSS classes

There are some predefined classes for public use to ease developing an application for Nextcloud.



	CSS class

	Usage





	.hidden-visually

	Hides an element visually from the page but keeps it in the accessibility tree



	.hidden

	Hides an element completely from the page (also removed from the accessibility tree)



	.bold

	Make content of the element bold emphasize



	.center

	Center align the elements text



	.clear-left

	Clear float left



	.clear-right

	Clear float right



	.clear-both

	Clear float on both



	.pull-left

	Float left



	.pull-right

	Float right



	.inlineblock

	Make an element an inline block








RTL guidelines


Dos and Don’ts



	Bad

	Good

	Description





	Use physical properties margin-left

	Use logical properties margin-inline-start

	Using logical properties automatically adapts to LTR/RTL



	Use left or right

	Use inset-inline-start/end

	Keep positioning direction-aware



	Use text-align: left/right

	Use text-align: start/end

	Text aligns correctly in both modes



	Use border-left/right

	Use border-inline-start/end

	Borders flip correctly



	Use float: left/right

	Use float: inline-start/end

	Float respects direction



	Assume RTL “just works”

	Test your app with RTL languages

	Using the correct css value is not always enough to avoid bugs











            

          

      

      

    

  

    
      
          
            
  
Icons


List of available icons


Deprecated since version 25.



The icons available in the core/img/ folder of the server are deprecated. You can use them at own risk.
Due to a change of the way the list is produced now on the server it can no longer be automatically turned into documentation.

Please use Material design icons instead.



Svg color api


Deprecated since version 25.



The svg API is not supported anymore due to performance reasons.

Please use Material design icons instead.



Material design icons

If you need more than the shipped default icons, using the material-design-icons would be a good idea.
For usage with vuejs look over here: https://nextcloud-vue-components.netlify.app/#/Components/NcIconSvgWrapper





            

          

      

      

    

  

    
      
          
            
  
Clients and Client APIs



	General
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General

Nextcloud’s APIs are mainly available through REST APIs, OCS and WebDAV.


Generic Errors

In addition to specific errors of an API, there are a few generic errors Nextcloud might throw on web APIs.


Maintenance Mode

If Nextcloud is down for maintenance, it sends a HTTP response with status code 503 and the header x-nextcloud-maintenance-mode: 1.






            

          

      

      

    

  

    
      
          
            
  
Activity API

The Activity app provides an API for other Nextcloud apps to publish
events, display them in the activity stream, and let users control
their notification preferences. It also exposes a REST API for
clients to consume the activity stream.

The extension API consists of four interfaces, all in the OCP
namespace:


	IEvent — The activity event object


	IProvider — Parses and translates activities for display


	ISetting — Defines activity types and notification preferences


	IFilter — Adds filters to the activity stream sidebar




All three extension interfaces (IProvider, ISetting, IFilter) are
registered in your app’s appinfo/info.xml.


Registering activity components

Add an <activity> section to your appinfo/info.xml to register
providers, settings, and filters:

<?xml version="1.0"?>
<info>
    ...
    <activity>
        <settings>
            <setting>OCA\MyApp\Activity\Setting</setting>
        </settings>

        <filters>
            <filter>OCA\MyApp\Activity\Filter</filter>
        </filters>

        <providers>
            <provider>OCA\MyApp\Activity\Provider</provider>
        </providers>
    </activity>
</info>





Each value is the fully qualified class name of the implementation.



Creating and publishing events

To create and publish an activity event, generate an IEvent from
the activity manager and call publish():

<?php
// IManager is injected via dependency injection
$event = $this->activityManager->generateEvent();
$event->setApp('myapp')
    ->setType('myapp_action')
    ->setAffectedUser('targetUser')
    ->setSubject('subject_key', ['param1' => 'value1'])
    ->setObject('myobject', 42, 'Object Name');
$this->activityManager->publish($event);






Required fields

The following must be set before publishing:


	setApp() — Your app ID


	setType() — Must match an ISetting::getIdentifier()


	setAffectedUser() — The user who will see this activity


	setSubject() — A subject key and optional parameters


	setObject() — The object type, ID, and name






Optional fields


	setAuthor() — If unset, the current user is used


	setTimestamp() — If unset, the current time is used


	setMessage() — An additional message key and parameters


	setLink() — Should typically be set in IProvider::parse()
instead


	setIcon() — Should typically be set in IProvider::parse()
instead





Note

Do not call setParsedSubject(), setRichSubject(),
setParsedMessage(), setRichMessage(), or
setChildEvent() when publishing. These are not persisted and
should be set in your provider’s parse() method.






Implementing a provider

Providers implement OCP\Activity\IProvider to parse, translate,
and beautify activities for display. The interface has a single
parse() method.


Check responsibility

First, check whether the event belongs to your app. If not, throw
UnknownActivityException so the activity app passes it to the
next provider:

<?php
public function parse(string $language, IEvent $event, ?IEvent $previousEvent = null): IEvent {
    if ($event->getApp() !== 'myapp') {
        throw new \OCP\Activity\Exceptions\UnknownActivityException();
    }

    // ... parse the event
}






Note

UnknownActivityException was added in Nextcloud 30.
For older versions, throw \InvalidArgumentException instead.





Set the parsed subject

At minimum, you must call setParsedSubject() with a translated,
plain-text string:

$event->setParsedSubject(
    $this->l->t('You created %1$s', [$event->getObjectName()])
);





Additionally, you should call:


	setIcon() — A full URL to an icon for the activity


	setRichSubject() — A translated string with placeholders and
a parameter array for rich display





Note

Starting with Nextcloud 26, calling setRichSubject()
automatically generates a parsed subject, so a separate
setParsedSubject() call is no longer required.





Rich object strings

Rich subjects allow the UI to render interactive elements like file
links and user avatars. The setRichSubject() method takes a
translated string with placeholders and an array of typed objects:

$event->setRichSubject(
    $this->l->t('You added {file} to your favorites'),
    ['file' => [
        'type' => 'file',
        'id' => (string) $event->getObjectId(),
        'name' => basename($event->getObjectName()),
        'path' => $event->getObjectName(),
    ]]
);





Available object types and their required keys are defined in
OCP\RichObjectStrings\Definitions [https://github.com/nextcloud/server/blob/master/lib/public/RichObjectStrings/Definitions.php].



Short vs. long translations

File-related activities support a short form (e.g. “Added to
favorites”) for the sidebar and a long form (e.g. “You added
hello.jpg to your favorites”) for the stream. Check
IManager::isFormattingFilteredObject() to decide which form to
use.



Merging activities

Related activities can be merged automatically using
OCP\Activity\IEventMerger (inject via dependency injection).
The merger combines events when all of the following are met:


	Same getApp()


	No message set (getMessage() is empty)


	Same getSubject()


	Same getObjectType()


	Time difference is less than 3 hours


	At most 5 events are merged




Do not merge events manually if these requirements are not met.




Implementing a setting

Settings define activity types and appear on the personal
notification preferences page. They implement
OCP\Activity\ISetting.







	Method

	Description





	getIdentifier()

	Unique ID (lowercase a-z and underscores only). Must
match the value used in IEvent::setType().



	getName()

	Translated, short description. May use <strong> for
emphasis.



	getIcon()

	Absolute URL to a 32x32 pixel icon (SVG preferred).



	getPriority()

	0 (first) to 100 (last). Use 70 as default.
Values below 10 are reserved.



	isDefaultEnabledStream()

	Whether stream display is enabled by default for new users.



	isDefaultEnabledMail()

	Whether email notifications are enabled by default.



	canChangeStream()

	Whether users can toggle stream display.



	canChangeMail()

	Whether users can toggle email notifications.






When both canChangeStream() and canChangeMail() return
false, the setting is hidden from the personal page entirely.



Implementing a filter

Filters restrict the activity stream and appear in the sidebar
navigation. They implement OCP\Activity\IFilter.







	Method

	Description





	getIdentifier()

	Unique ID (lowercase a-z and underscores only). Used in
URLs.



	getName()

	Translated label, 1-3 short words.



	getIcon()

	Absolute URL to a 32x32 pixel icon (SVG preferred).



	getPriority()

	0 (first) to 100 (last). Use 70 as default.
Values below 10 are reserved.



	allowedApps()

	Return an array of app IDs to show, or an empty array for
all apps.



	filterTypes()

	Receives a list of type identifiers (from ISetting),
return a filtered subset. Return the input unchanged to show
all types.






Example filtering to only show calendar todo activities:

public function filterTypes(array $types): array {
    return array_intersect(['calendar_todo'], $types);
}







REST API (v2)

The Activity app exposes a REST API for clients to consume the
activity stream.


Capabilities

The API advertises its features via capabilities:

GET /ocs/v2.php/cloud/capabilities

<activity>
 <apiv2>
  <element>filters</element>
  <element>previews</element>
  <element>rich-strings</element>
 </apiv2>
</activity>







Endpoints

GET /ocs/v2.php/apps/activity/api/v2/activity
GET /ocs/v2.php/apps/activity/api/v2/activity/{filter}
GET /ocs/v2.php/apps/activity/api/v2/activity/filters







Parameters








	Name

	Type

	Description





	since

	int

	ID of the last activity seen (optional)



	limit

	int

	Number of activities to return (default: 50, optional)



	object_type

	string

	Filter by object type. Requires object_id and the
filter type filter (optional)



	object_id

	string

	Filter by object ID. Requires object_type and the
filter type filter (optional)



	sort

	string

	asc or desc (default: desc, optional)








HTTP status codes







	Code

	Description





	200 OK

	Activities returned



	204 No Content

	User has no activities selected for the stream



	304 Not Modified

	ETag matches or end of list reached



	403 Forbidden

	Offset activity belongs to another user, or not logged in



	404 Not Found

	Unknown filter








Response headers


	Link
	URL for the next page of results, including all parameters:
<https://cloud.example.com/ocs/v2.php/apps/activity/api/v2/activity/all?since=364>; rel="next"



	X-Activity-First-Known
	ID of the first known activity (when since was not recognized).



	X-Activity-Last-Given
	ID to use as since for the next request.







Activity element fields








	Field

	Type

	Description





	activity_id

	int

	Unique activity ID



	datetime

	string

	ISO 8601 timestamp



	app

	string

	App that created the activity



	type

	string

	Activity type identifier



	user

	string

	User ID of the actor (may be empty)



	subject

	string

	Translated plain-text subject



	subject_rich

	array

	Rich subject: [0] is the template string, [1] is the
parameters object



	message

	string

	Translated plain-text message (optional)



	message_rich

	array

	Rich message, same format as subject_rich (optional)



	icon

	string

	Full URL to the activity icon (optional)



	link

	string

	Full URL to the relevant location (optional)



	object_type

	string

	Type of the related object (optional)



	object_id

	int

	ID of the related object (optional)



	object_name

	string

	Name or path of the related object (optional)



	previews

	array

	List of preview elements for file activities (optional)








Example response

{
  "activity_id": 1,
  "datetime": "2015-11-20T12:49:31+00:00",
  "app": "files",
  "type": "file_created",
  "user": "test1",
  "subject": "test1 created hello.txt",
  "subject_rich": {
    "0": "{user1} created {file1}",
    "1": {
      "user1": {
        "type": "user",
        "id": "test1",
        "name": "Test User"
      },
      "file1": {
        "type": "file",
        "id": 23,
        "name": "hello.txt",
        "path": "/test/hello.txt"
      }
    }
  },
  "icon": "https://cloud.example.com/apps/files/img/add-color.svg",
  "link": "https://cloud.example.com/apps/files/?dir=/test",
  "object_type": "files",
  "object_id": 23,
  "object_name": "/test/hello.txt",
  "previews": [
    {
      "source": "https://cloud.example.com/core/preview.png?file=/hello.txt&x=150&y=150",
      "link": "https://cloud.example.com/apps/files/?dir=/test&scrollto=hello.txt",
      "mimeType": "text/plain",
      "fileId": 23,
      "view": "files",
      "isMimeTypeIcon": false,
      "filename": "hello.txt"
    }
  ]
}






Note

Additional fields not listed above may appear in responses
for backwards compatibility but should be ignored.






Further reading

The Activity app repository contains additional documentation with
more detailed examples:


	Creating events [https://github.com/nextcloud/activity/blob/master/docs/create.md]


	Implementing a provider [https://github.com/nextcloud/activity/blob/master/docs/provider.md]


	Implementing a setting [https://github.com/nextcloud/activity/blob/master/docs/setting.md]


	Implementing a filter [https://github.com/nextcloud/activity/blob/master/docs/filter.md]


	REST API v2 endpoint [https://github.com/nextcloud/activity/blob/master/docs/endpoint-v2.md]








            

          

      

      

    

  

    
      
          
            
  
Android

Nextcloud provides an official Nextcloud Android client, which gives its users
access to their files on their Nextcloud. It also includes functionality like
automatically uploading pictures and videos to Nextcloud.

For third party application developers, Nextcloud offers the Nextcloud Android
library under the MIT license.


Android Nextcloud client development

If you are interested in working on the Nextcloud Android client, you can find
the source code in GitHub [https://github.com/nextcloud/android/]. The
setup and process of contribution is
documented here [https://github.com/nextcloud/android/blob/master/SETUP.md].

You might want to start with doing one or two good first issues [https://github.com/nextcloud/android/labels/good%20first%20issue]
to get into the code and note our Prologue.

For authentication, you can use our usual login flow, and in addition (or instead
if you are OK for users to depend on our Files app) use the great
Android SingleSignOn library [https://github.com/nextcloud/Android-SingleSignOn/#how-to-use-this-library]



Nextcloud Android library

This document will describe how to the use Nextcloud Android Library.  The
Nextcloud Android Library allows a developer to communicate with any Nextcloud
server; among the features included are file synchronization, upload and
download of files, delete or rename files and folders, etc.

This library may be added to a project and seamlessly integrates any
application with Nextcloud.

The tool needed is any IDE for Android; the preferred IDE at the moment is Android Studio.








            

          

      

      

    

  

    
      
          
            
  
Library installation


Obtaining the library

The Nextcloud Android library may be obtained from the following GitHub repository:

https://github.com/nextcloud/android-library

Once obtained, this code should be compiled. The GitHub repository not only contains the library, but also a sample project, sample_client, which will assist in learning how to use the library.



Add the library to a project

There are different methods to add an external library to a project, we will describe two.


	Add the library as a Gradle dependency via JitPack


	Add the library repo to your Android project as a Git submodule





Add the library as a Gradle dependency

Simply open your:

build.gradle





and add the dependency:

compile 'com.github.nextcloud:android-library:<version>'





<version> refers to the exact version you would like to include in your application. This could be -SNAPSHOT for always using the latest code revision of the master branch. Alternatively you can also specify a version number which refers to a fixed release, e.g. 1.0.0. (compile ‘com.github.nextcloud:android-library:1.0.0’).



Add the library project to your project as a Git submodule

Basically get the code and compile it having it integrated via a Git submodule.

Go into your own apps directory on the command line and add the Nextcloud Android library as a submodule:

git submodule add https://github.com/nextcloud/android-library nextcloud-android-library





Import/Open your app in Android Studio and you are done. All the public classes and methods of the library will be available for your own app.






            

          

      

      

    

  

    
      
          
            
  
Examples


Init the library

Start using the library; it is needed to init the object mClient that will be
in charge of keeping the communication with the server.


Code example

public class MainActivity extends Activity
                          implements  OnRemoteOperationListener,
                                      OnDatatransferProgressListener {
private OwnCloudClient mClient;
private Handler mHandler = new Handler();

...

public void onCreate(Bundle savedInstanceState) {

...

// Parse URI to the base URL of the Nextcloud server
Uri serverUri = Uri.parse(getString(R.string.server_base_url));

// Create client object to perform remote operations
mClient = OwnCloudClientFactory.createOwnCloudClient(
            serverUri,
            this,
            // Activity or Service context
            true);








Set credentials

Authentication on the app is possible by 3 different methods:


	Basic authentication, user name and password


	Bearer access token (oAuth2)


	Cookie (SAML-based single-sign-on)





Code example

package com.owncloud.android.lib.common;

public class OwnCloudClient extends HttpClient {
  ...
  // Set basic credentials
  client.setCredentials(
      NextcloudCredentialsFactory.newBasicCredentials(username, password)
  );
  // Set bearer access token
  client.setCredentials(
      NextcloudCredentialsFactory.newBearerCredentials(accessToken)
  );
  // Set SAML2 session token
  client.setCredentials(
      NextcloudCredentialsFactory.newSamlSsoCredentials(cookie)
  );
}








Create a folder

Create a new folder on the cloud server, the info needed to be sent is the path
of the new folder.


Code example

private void startFolderCreation(String newFolderPath) {
  CreateRemoteFolderOperation createOperation = new CreateRemoteFolderOperation(newFolderPath, false);
  createOperation.execute(mClient, this, mHandler);
}

@Override
public void onRemoteOperationFinish(RemoteOperation operation, RemoteOperationResult result) {
  if (operation instanceof CreateRemoteFolderOperation) {
    if (result.isSuccess()) {
      // do your stuff here
    }
  }
  // …
}








Read folder

Get the content of an existing folder on the cloud server, the info needed to
be sent is the path of the folder, in the example shown it has been asked the
content of the root folder.  As answer of this method, it will be received an
array with all the files and folders stored in the selected folder.


Code example

private void startReadRootFolder() {
  ReadRemoteFolderOperation refreshOperation = new ReadRemoteFolderOperation(FileUtils.PATH_SEPARATOR);
  // root folder
  refreshOperation.execute(mClient, this, mHandler);
}


@Override
public void onRemoteOperationFinish(RemoteOperation operation, RemoteOperationResult result) {
  if (operation instanceof ReadRemoteFolderOperation) {
    if (result.isSuccess()) {
      List< RemoteFile > files = result.getData();
      // do your stuff here
    }
  }
  // …
}








Read file

Get information related to a certain file or folder, information obtained is:
filePath, filename, isDirectory, size and date.


Code example

private void startReadFileProperties(String filePath) {
  ReadRemoteFileOperation readOperation = new ReadRemoteFileOperation(filePath);
  readOperation.execute(mClient, this, mHandler);
}

@Override
public void onRemoteOperationFinish(RemoteOperation operation, RemoteOperationResult result) {
  if (operation instanceof ReadRemoteFileOperation) {
    if (result.isSuccess()) {
      RemoteFile file = result.getData()[0];
      // do your stuff here
    }
  }
  // …
}








Delete file or folder

Delete a file or folder on the cloud server. The info needed is the path of
folder/file to be deleted.


Code example

private void startRemoveFile(String filePath) {
  RemoveRemoteFileOperation removeOperation = new RemoveRemoteFileOperation(remotePath);
  removeOperation.execute(mClient, this, mHandler);
}

@Override
public void onRemoteOperationFinish(RemoteOperation operation, RemoteOperationResult result) {
  if (operation instanceof RemoveRemoteFileOperation) {
    if (result.isSuccess()) {
      // do your stuff here
    }
  }
  // …
}








Download a file

Download an existing file on the cloud server. The info needed is path of the
file on the server and targetDirectory, path where the file will be stored on
the device.


Code example

private void startDownload(String filePath, File targetDirectory) {
  DownloadRemoteFileOperation downloadOperation = new DownloadRemoteFileOperation(filePath, targetDirectory.getAbsolutePath());
  downloadOperation.addDatatransferProgressListener(this);
  downloadOperation.execute( mClient, this, mHandler);
}

@Override
public void onRemoteOperationFinish(RemoteOperation operation, RemoteOperationResult result) {
  if (operation instanceof DownloadRemoteFileOperation) {
    if (result.isSuccess()) {
      // do your stuff here
    }
  }
}

@Override
public void onTransferProgress(long progressRate, long totalTransferredSoFar, long totalToTransfer, String fileName) {
mHandler.post( new Runnable() {
  @Override
  public void run() {
    // do your UI updates about progress here
  }
});
}








Upload a file

Upload a new file to the cloud server. The info needed is fileToUpload, path
where the file is stored on the device, remotePath, path where the file will be
stored on the server and mimeType.


Code example

private void startUpload(File fileToUpload, String remotePath, String mimeType) {
  UploadRemoteFileOperation uploadOperation = new UploadRemoteFileOperation(fileToUpload.getAbsolutePath(), remotePath, mimeType);
  uploadOperation.addDatatransferProgressListener(this);
  uploadOperation.execute(mClient, this, mHandler);
}

@Override
public void onRemoteOperationFinish(RemoteOperation operation, RemoteOperationResult result) {
  if (operation instanceof UploadRemoteFileOperation) {
    if (result.isSuccess()) {
      // do your stuff here
    }
  }
}

@Override
public void onTransferProgress(long progressRate, long totalTransferredSoFar, long totalToTransfer, String fileName) {
  mHandler.post(new Runnable() {
    @Override
    public void run() {
      // do your UI updates about progress here
    }
  });
}








Move a file or folder

Move an existing file or folder to a different location in the Nextcloud server. Parameters needed are the path
to the file or folder to move, and the new path desired for it. The parent folder of the new path must exist in
the server.

When the parameter ‘overwrite’ is set to ‘true’, the file or folder is moved even if the new path is already
used by a different file or folder. This one will be replaced by the former.


Code example

private void startFileMove(String filePath, String newFilePath, boolean overwrite) {
  MoveRemoteFileOperation moveOperation = new MoveRemoteFileOperation(filePath, newFilePath, overwrite);
  moveOperation.execute(mClient, this, mHandler);
}

@Override
public void onRemoteOperationFinish(RemoteOperation operation, RemoteOperationResult result) {
  if (operation instanceof MoveRemoteFileOperation) {
    if (result.isSuccess()) {
      // do your stuff here
    }
  }
  // …
}








Read shared items by link

Get information about what files and folder are shared by link (the object
mClient contains the information about the server URL and account).


Code example

private void startAllSharesRetrieval() {
  GetRemoteSharesOperation getSharesOp = new GetRemoteSharesOperation();
  getSharesOp.execute(mClient, this, mHandler);
}

@Override
public void onRemoteOperationFinish(RemoteOperation operation, RemoteOperationResult result) {
  if (operation instanceof GetRemoteSharesOperation) {
    if (result.isSuccess()) {
      ArrayList< OCShare > shares = new ArrayList< OCShare >();
      for (Object obj: result.getData()) {
        shares.add((OCShare) obj);
      }
      // do your stuff here
    }
  }
}








Get the share resources for a given file or folder

Get information about what files and folder are shared by link on a certain
folder. The info needed is filePath, path of the file/folder on the server, the
Boolean variable, getReshares, come from the Sharing api, from the moment it is
not in use within the Nextcloud Android library.


Code example

private void startSharesRetrievalForFileOrFolder(String filePath, boolean getReshares) {
  GeteRemoteSharesForFileOperation operation = new GetRemoteSharesForFileOperation(filePath, getReshares, false);
  operation.execute(mClient, this, mHandler);
}

private void startSharesRetrievalForFilesInFolder(String folderPath, boolean getReshares) {
  GetRemoteSharesForFileOperation operation = new GetRemoteSharesForFileOperation(folderPath, getReshares, true);
  operation.execute(mClient, this, mHandler);
}

@Override
public void onRemoteOperationFinish(RemoteOperation operation, RemoteOperationResult result) {
  if (operation instanceof GetRemoteSharesForFileOperation) {
    if (result.isSuccess()) {
      ArrayList< OCShare > shares = new ArrayList< OCShare >();
      for (Object obj: result.getData()) {
        shares.add((OCShare) obj);
      }
      // do your stuff here
   }
}
}








Share link of file or folder

Share a file or a folder from your cloud server by link.

The info needed is filePath, the path of the item that you want to share and
Password, this comes from the Sharing api, from the moment it is not in use
within the Nextcloud Android library.


Code example

private void startCreationOfPublicShareForFile(String filePath, String password) {
  CreateRemoteShareOperation operation = new CreateRemoteShareOperation(filePath, ShareType.PUBLIC_LINK, "", false, password, 1);
  operation.execute(mClient, this, mHandler);
}

private void startCreationOfGroupShareForFile(String filePath, String groupId) {
  CreateRemoteShareOperation operation = new CreateRemoteShareOperation(filePath, ShareType.GROUP, groupId, false , "", 31);
  operation.execute(mClient, this, mHandler);
}

private void startCreationOfUserShareForFile(String filePath, String userId) {
  CreateRemoteShareOperation operation = new CreateRemoteShareOperation(filePath, ShareType.USER, userId, false, "", 31);
  operation.execute(mClient, this, mHandler);
}

@Override
public void onRemoteOperationFinish(RemoteOperation operation, RemoteOperationResult result) {
  if (operation instanceof CreateRemoteShareOperation) {
    if (result.isSuccess()) {
      OCShare share = (OCShare) result.getData().get(0);
      // do your stuff here
    }
  }
}








Delete a share resource

Stop sharing by link a file or a folder from your cloud server.

The info needed is the object OCShare that you want to stop sharing by link.


Code example

private void startShareRemoval(OCShare share) {
  RemoveRemoteShareOperation operation = new RemoveRemoteShareOperation((int) share.getIdRemoteShared());
  operation.execute(mClient, this, mHandler);
}

@Override
public void onRemoteOperationFinish(RemoteOperation operation, RemoteOperationResult result) {
  if (operation instanceof RemoveRemoteShareOperation) {
    if (result.isSuccess()) {
      // do your stuff here
    }
  }
}








Tips


	Credentials must be set before calling any method


	Paths must not be on URL Encoding


	Correct path: https://example.com/nextcloud/remote.php/dav/PopMusic


	Wrong path: https://example.com/nextcloud/remote.php/dav/Pop%20Music/


	There are some forbidden characters to be used in folder and file names on the server, same on the Nextcloud Android Library “",”/”,”<”,”>”,”:”,”””,”|”,”?”,”*”


	Upload and download actions may be cancelled thanks to the objects uploadOperation.cancel(), downloadOperation.cancel()


	Unit tests, before launching unit tests you have to enter your account information (server URL, user and password) on TestActivity.java








            

          

      

      

    

  

    
      
          
            
  
Files


Added in version 27.



Since Nextcloud 27, the files app has been rewritten to use new standards
and frameworks. This means that the old documentation is no longer valid.
We will update and document the new files app APIs and methods here.


Note

Some external libraries offers in-depth technical documentation.
Please have a look at the following:


	https://github.com/nextcloud-libraries/nextcloud-event-bus (documentation [https://nextcloud-libraries.github.io/nextcloud-event-bus])


	https://github.com/nextcloud-libraries/nextcloud-files (documentation [https://nextcloud-libraries.github.io/nextcloud-files])


	https://github.com/nextcloud-libraries/nextcloud-upload (documentation [https://nextcloud-libraries.github.io/nextcloud-upload])







Events

To listen to files or folder changes or to trigger changes, you need to use
the event-bus and use the following events:



	files:node:created: the node has been created


	files:node:deleted: the node has been deleted


	files:node:moved: the node has been moved (and its data is already updated)


	files:node:updated: the node data has been updated







All these events use a Node as argument. You can use a webdav client (for example, by using the davGetClient function from @nextcloud/files [https://nextcloud-libraries.github.io/nextcloud-files/]) to retrieve a node from a file’s name.


Examples

import type { Node } from '@nextcloud/files'
import { subscribe } from '@nextcloud/event-bus'

subscribe('files:node:created', (node: Node) => {
  console.log('Node created', node)
})








Router

To change views and parameters of the current Files app, we expose the router.
This directly maps to the Vue router. You can check their own documentation [https://router.vuejs.org/guide/essentials/navigation.html#navigate-to-a-different-location] to
better understand the methods.

/**
 * Trigger a route change on the files app
 *
 * @param path the url path, eg: '/trashbin?dir=/Deleted'
 * @param replace replace the current history
 * @see https://router.vuejs.org/guide/essentials/navigation.html#navigate-to-a-different-location
 */
goTo(path: string, replace: boolean = false): Promise<Route>

/**
 * Trigger a route change on the files App
 *
 * @param name the route name
 * @param params the route parameters
 * @param query the url query parameters
 * @param replace replace the current history
 * @see https://router.vuejs.org/guide/essentials/navigation.html#navigate-to-a-different-location
 */
goToRoute(
  name?: string,
  params?: Dictionary<string>,
  query?: Dictionary<string | (string | null)[] | null | undefined>,
  replace?: boolean,
): Promise<Route>






Examples

OCP.Files.Router.goTo('/trashbin?dir=/Unsplash.d1680193199')
OCP.Files.Router.goToRoute('fileslist', { view: 'files' }, { dir: '/Folders/Group folder' })










            

          

      

      

    

  

    
      
          
            
  
Login Flow

This document provides a quick overview of the new login flow that should be used by clients to obtain
login credentials. This will assure that each client gets its own set of credentials. This has several advantages:


	A client never stores the password of the user


	The user can revoke access on a per client basis from the web





Opening the webview

The client should open a webview to <server>/index.php/login/flow. Be sure to set the OCS-APIREQUEST
header to true.

The client will register a URL handler to catch urls of the nc protocol. This is required to obtain the
credentials in the final stage.

This should be a one time webview. Which means:


	There should be no cookies set when creating the webview


	Passwords should not be stored


	No state should be preserved after the webview has terminated




To have a good user experience please consider the following things:


	set a proper ACCEPT_LANGUAGE header


	set a proper USER_AGENT header






Login in the user

The user will now see a webpage telling them they will grant access to USER_AGENT. When they follow the steps
they will be asked to login. If they have two factor authentication enabled they will require this to login. But since
this is all in the webview itself the client does not need to care about this.



Obtaining the login credentials

On the final login the server will do a redirect to a url of the following format:

nc://login/server:<server>&user:<loginname>&password:<password>






	server: The address of the server to connect to. The server may specify a protocol (http or https). If no protocol is specified the client will assume https.


	loginname: The username that the client must use to login. Note: Keep in mind that this is the loginname and could be different from the username. For example the email address could be used to login but not for generating the webdav URL. You could fetch the actual username from the OCS API endpoint <server>/ocs/v1.php/cloud/user.


	password: The password that the client must use to login and store securely





Note

loginname and password are encoded by PHP’s urlencode [https://www.php.net/manual/en/function.urlencode.php], which differs from RFC 3986 [http://www.faqs.org/rfcs/rfc3986.html]. You may need to replace plus signs '+' with spaces ' ' before decoding.



This information will be used by the client to create a new account.
After this the webview is destroyed including all the state the webview holds.



Converting to app passwords

Old configurations of clients might still be using username and passwords. The login flow ensures that each device has an unique app password. In order to facilitate transparent migration to app passwords there is an endpoint that can be called by client.

If the client is authenticated with an app password a 403 will be returned. If the client is authenticating with a real password an app password will be generated and returned.

The user agent header will be used to name the app password.

curl -u username:password -H 'OCS-APIRequest: true' https://cloud.example.com/ocs/v2.php/core/getapppassword





The response would look (in XML) something like:

<?xml version="1.0"?>
<ocs>
        <meta>
                <status>ok</status>
                <statuscode>200</statuscode>
                <message>OK</message>
        </meta>
        <data>
                <apppassword>M1DqHwuZWwjEC3ku7gJsspR7bZXopwf01kj0XGppYVzEkGtbZBRaXlOUxFZdbgJ6Zk9OwG9x</apppassword>
        </data>
</ocs>







Deleting an app password

When an account on a client is removed for housekeeping it is desired to destroy the apptoken in use.
This can be done by a simple call:

curl -u username:app-password -X DELETE -H 'OCS-APIREQUEST: true'  http://localhost/ocs/v2.php/core/apppassword





The response should be a plain OCS response with a status 200

<?xml version="1.0"?>
<ocs>
        <meta>
                <status>ok</status>
                <statuscode>200</statuscode>
                <message>OK</message>
        </meta>
        <data/>
</ocs>





If a non 200 status code is returned the client should still proceed with removing the account.



Login flow v2

While the login flow works very nice in a lot of cases there are especially on desktop application certain hurdles. Special proxy configuration, client side certificates and the likes can cause trouble. To solve this we have come up with a second login flow that uses the users default webbrowser to authenticate. Thus ensuring that if they can login via the web they can also login in the client.

To initiate a login do an anonymous POST request

curl -X POST https://cloud.example.com/index.php/login/v2





This will return a json object like

{
    "poll":{
        "token":"mQUYQdffOSAMJYtm8pVpkOsVqXt5hglnuSpO5EMbgJMNEPFGaiDe8OUjvrJ2WcYcBSLgqynu9jaPFvZHMl83ybMvp6aDIDARjTFIBpRWod6p32fL9LIpIStvc6k8Wrs1",
        "endpoint":"https:\/\/cloud.example.com\/login\/v2\/poll"
    },
    "login":"https:\/\/cloud.example.com\/login\/v2\/flow\/guyjGtcKPTKCi4epIRIupIexgJ8wNInMFSfHabACRPZUkmEaWZSM54bFkFuzWksbps7jmTFQjeskLpyJXyhpHlgK8sZBn9HXLXjohIx5iXgJKdOkkZTYCzUWHlsg3YFg"
}





The url in login should be opened in the default browser, this is where the user will follow the login procedure.
The program should directly start polling the poll endpoint:

curl -X POST https://cloud.example.com/login/v2/poll -d "token=mQUYQdffOSAMJYtm8pVpkOsVqXt5hglnuSpO5EMbgJMNEPFGaiDe8OUjvrJ2WcYcBSLgqynu9jaPFvZHMl83ybMvp6aDIDARjTFIBpRWod6p32fL9LIpIStvc6k8Wrs1"





The token will be valid for 20 minutes.
This will return a 404 until authentication is done. Once a 200 is returned it is another json object.

{
    "server":"https:\/\/cloud.example.com",
    "loginName":"username",
    "appPassword":"yKTVA4zgxjfivy52WqD8kW3M2pKGQr6srmUXMipRdunxjPFripJn0GMfmtNOqOolYSuJ6sCN"
}





Use the server and the provided credentials to connect.
Note that the 200 will only be returned once.


        sequenceDiagram
        participant Browser
        actor User
        participant Application
        participant Server

        User->>Application: Click "Log in"

        Application->>Server: POST /login/v2
        activate Server
        Server->>Application: 200 JSON {login URL, poll token, poll endpoint}
        deactivate Server

        Application->>Browser: Open login URL in default browser
        activate Browser

        loop Every second (until success or 20 minutes timeout)
                Application-->>Server: POST /login/v2/poll with the poll token
                activate Server
                Server->>Application: 404 Not Found (not authorized yet)
                deactivate Server
        end

        User->>Browser: Enter credentials (and 2FA if required)
        Browser->>Server: Submit login and grant client access

        Note right of Server: Create an ephemeral session <br/>which lives for 5 minutes

        deactivate Browser
        Application-->>Server: POST /login/v2/poll with the poll token
        activate Server
        Server->>Application: 200 JSON {server, loginName, appPassword}
        deactivate Server

        Application->>Application: Store credentials securely and finish setup
    


Troubleshooting


Login name vs. email login

Nextcloud allows authentication with user’s login name, which can be their UID, an email address and similar. The identifier used for the session in which the user generates the app password will be stored into the database record of the generated app password. Therefore the identifier used in the web session that authorizes a client must match the identifier used in the connecting client.






            

          

      

      

    

  

    
      
          
            
  
OCS API

To browse the new OCS API documentation please go here.

The old documentation is still kept as it provides some additional documentation that is not completely covered in the new documentation:



	OCS OpenAPI tutorial
	Requirements and prerequisites

	Best practices
	API design and consistency
	PREFER to expose your APIs using OCS

	CAREFULLY handle empty values in JSON Responses

	DO use the same data structures for the same group of responses

	CONSIDER how your API will be used





	Typing and documentation
	DO type controller and helper methods as explicit as possible

	DO set all descriptions for parameters and methods





	Errors and headers
	DO NOT throw non-OCS*Exceptions

	DO NOT use the addHeader (use setHeaders)









	Tips and tricks

	Tutorial: How to add OpenAPI support to your OCS API

	Scopes

	Tags

	Share type response definitions

	Handle exceptions

	Ignore certain endpoints

	Expose capabilities

	Generate the specification





	OCS APIs overview
	Authentication

	Testing requests with curl

	User metadata

	User metadata - List user IDs

	Capabilities API

	Theming capabilities

	Direct Download

	Notifications

	Auto-complete and user search
	Filtering the auto-complete results





	Force language for a given call





	OCS Share API
	Local Shares
	Get all Shares

	Get Shares from a specific file or folder

	Get information about a known Share

	Create a new Share

	Delete Share

	Update Share

	Share attributes
	Download permission

	File request





	Send email





	Federated Cloud Shares
	Create a new Federated Cloud Share

	List accepted Federated Cloud Shares

	Get information about a known Federated Cloud Share

	Delete an accepted Federated Cloud Share

	List pending Federated Cloud Shares

	Accept a pending Federated Cloud Share

	Decline a pending Federated Cloud Share









	OCS Sharee API
	Search
	Search sharees





	Recommendation
	Sharee recommendations









	OCS Status API
	User Status - Status Manipulation
	Fetch your own status

	Set your own status

	Set a custom message (predefined)

	Set a custom message (user-defined)

	Clear message





	User Status - Predefined statuses
	Fetch the list of predefined statuses





	User Status - Retrieve statuses
	Fetch a list of all set user-statuses

	Fetch a specific user’s status

	Fetch a user’s backup status

	Files Sharing





	User status - Restore backup





	OCS Recommendations API
	Recommendations - Retrieval
	Fetch user-controlled recommendations

	Fetch user setting and recommendations









	OCS user preferences API
	Setting a preference

	Setting multiple preference

	Deleting a preference

	Deleting multiple preference





	OCS Translation API
	Get available translation options
	Language tuple structure





	Translate a string





	OCS TextProcessing API
	Get available task types

	Schedule a task

	Fetch a task by ID





	OCS Text-To-Image API
	Check availability

	Schedule a task

	Fetch a task by ID

	Fetch a result image

	Delete a task

	List tasks by App





	OCS TaskProcessing API

	OCS Out-of-office API
	Fetch ongoing data

	Fetch upcoming or ongoing data

	Modify out-of-office data

	Clear data and disable out-of-office





	OCS FullTextSearch Collection API
	Concept overview

	First steps
	Installing the apps

	Initializing the collection

	Linking a collection to a user account





	Using the collection OCS API
	Retrieving the list of document to be (re-)indexed

	Get data and metadata from a document

	Set document as indexed

	Reset collection
















            

          

      

      

    

  

    
      
          
            
  
OCS OpenAPI tutorial

This page explains how to add OpenAPI support to your app so you can automatically generate an OpenAPI specification from your code.

Please read the whole tutorial before starting to adapt your app.

You do not need to understand everything up front.
The openapi-extractor tool will emit warnings, and it will fail if something is fundamentally broken.
Run it early and often; it will usually point you to what needs fixing.
Psalm also helps validate your changes and catch type issues before they become runtime problems.


Requirements and prerequisites

Before you start, make sure the following requirements are met:


	Your app supports >=Nextcloud 28.
Nextcloud 28 is the first version that includes the framework changes required for OpenAPI extraction.


	Psalm is set up and configured.
Psalm is used to validate types and return shapes so openapi-extractor can infer accurate schemas.

Install Psalm in your app as explained in https://psalm.dev/docs/running_psalm/installation.

You need Psalm >=5.9.0. Older versions contain a bug that prevents the changes in this tutorial from working.

Install and enable the required extensions as explained in Required PHP extensions.

Configure the following issue handlers in your Psalm config (see https://psalm.dev/docs/running_psalm/dealing_with_code_issues for a tutorial):

<LessSpecificReturnStatement errorLevel="error"/>
<LessSpecificReturnType errorLevel="error"/>
<LessSpecificImplementedReturnType errorLevel="error"/>
<MoreSpecificReturnType errorLevel="error"/>







	``openapi-extractor`` is installed.
This tool generates the OpenAPI specification from your server-side code.

Install openapi-extractor in your app as explained in https://github.com/nextcloud/openapi-extractor.







Best practices

Note that you can find a step-by-step tutorial after this section.
You can read the tutorial first, then come back here for guidance.

In brief:


	Prefer OCS endpoints (OCSController + DataResponse) for public APIs


	Add explicit types everywhere (parameters, helper methods, and return types)


	Use \stdClass to represent an empty JSON object


	In OCS endpoints, only throw OCS*Exceptions


	Keep response shapes consistent across status-code groups (2xx together, 4xx together)


	Use setHeaders() instead of addHeader()


	Avoid catch-all error wrappers that make every error possible on every endpoint


	Add descriptions for controllers, parameters, methods, and status codes





API design and consistency


PREFER to expose your APIs using OCS

It provides a more standardized and easier way to write your APIs.
Other methods are considered legacy.
For details take a look at OCS.


Examples
Bad

class SomeController extends ApiController {
    ...

    public function someControllerMethod(): JSONResponse {
        ...
        return new JSONResponse(...);
    }
}








Good

class SomeController extends OCSController {
    ...

    public function someControllerMethod(): DataResponse {
        ...
        return new DataResponse(...);
    }
}









CAREFULLY handle empty values in JSON Responses

When defining API responses, it’s important to make explicit whether an empty value should be null, an empty object ({}), or an empty array ([]) in the resulting JSON. The PHP type you return determines this, and using the wrong one can easily lead to confusing or inconsistent results for your API consumers.


Note

In PHP, null, [], and new \stdClass() are distinct types and will be serialized to different values in JSON. This is especially important for OpenAPI consumers, which often expect a consistent type.



Here is how PHP values are serialized to JSON:



	PHP Value

	JSON Output





	null

	null



	new stdClass()

	{}



	[]

	[]







	Use null to indicate that a value is explicitly absent. This should be preferred for most “empty” responses.


	Use new \stdClass() if and only if the client expects an empty object ({}) rather than null. This is sometimes required by schema contracts that always expect an object shape, even if empty.





Important

Returning new \stdClass() as an API response requires at least Nextcloud 28 to reliably serialize to {}.




	Avoid returning ``[]`` for endpoints expected to yield a JSON object, as this will serialize to a JSON array ([]), causing downstream consumers to deal with unpredictable types.




If you are modifying or extending existing APIs and are unable to use null or \stdClass() without breaking backward compatibility, you may type the result as list<empty> to signal an empty array is expected.


Examples
Incorrect (returns empty array instead of empty object or null)

/**
 * @return DataResponse<Http::STATUS_OK, array, array{}>
 */
public function someControllerMethod() {
    // ...
    return new DataResponse([]);
}








Correct (empty data as null)

/**
 * @return DataResponse<Http::STATUS_OK, null, array{}>
 */
public function someControllerMethod() {
    // ...
    return new DataResponse(null); // Serializes to: null in JSON
}








Correct (explicit empty object)

/**
 * @return DataResponse<Http::STATUS_OK, \stdClass, array{}>
 */
public function someControllerMethod() {
    // ...
    return new DataResponse(new \stdClass()); // Serializes to: {} in JSON
}








For legacy or compatibility cases (explicit empty list)

/**
 * @return DataResponse<Http::STATUS_OK, list<empty>, array{}>
 */
public function someControllerMethod() {
    // ...
    return new DataResponse([]); // Serializes to: [] in JSON
}









DO use the same data structures for the same group of responses

Using null to represent empty data is encouraged.
Keep response shapes consistent within status-code groups: all 2xx responses should use the same data structure, and
all 4xx responses should use the same data structure.


Examples
Bad

/**
 * @return DataResponse<Http::STATUS_OK, array{name: string}, array{}>|DataResponse<Http::STATUS_CREATED, array{id: int, name: string}, array{}>
 */
public function someControllerMethod() {
    ...
    if (...) {
        return new DataResponse(["name" => $name], Http::STATUS_OK);
    } else {
        return new DataResponse(["id" => $id, "name" => $name], Http::STATUS_CREATED);
    }
}

/**
 * @return DataResponse<Http::STATUS_BAD_REQUEST, array{error: string}, array{}>|DataResponse<Http::STATUS_FORBIDDEN, array{message: string}, array{}>
 */
public function someControllerMethod() {
    ...
    if (...) {
        return new DataResponse(["error" => "bad request"], Http::STATUS_BAD_REQUEST);
    } else {
        return new DataResponse(["message" => "forbidden"], Http::STATUS_FORBIDDEN);
    }
}








Good

/**
 * @return DataResponse<Http::STATUS_OK|Http::STATUS_CREATED, array{id: int, name: string}, array{}>
 */
public function someControllerMethod() {
    ...
    if (...) {
        return new DataResponse(["id" => $id, "name" => $name], Http::STATUS_OK);
    } else {
        return new DataResponse(["id" => $id, "name" => $name], Http::STATUS_CREATED);
    }
}

/**
 * @return DataResponse<Http::STATUS_BAD_REQUEST|Http::STATUS_FORBIDDEN, array{error: string}, array{}>
 */
public function someControllerMethod() {
    ...
    if (...) {
        return new DataResponse(["error" => "bad request"], Http::STATUS_BAD_REQUEST);
    } else {
        return new DataResponse(["error" => "forbidden"], Http::STATUS_FORBIDDEN);
    }
}









CONSIDER how your API will be used

When building your API you will probably only think about how to implement in the easiest or best way.
You need to consider what your code implies to someone trying to use your API through the OpenAPI specification.

One common pitfall is a generic “catch-all” error handler that is reused across many endpoints.
They are great for your API implementation because you have an easy catch-all solution and you do not need to worry about handling every error correctly.
They are not great for your OpenAPI documentation and consumers because they will find that every error can occur on every endpoint which is most often not correct.
Instead you should implement manual error handling and only return the relevant errors where they can actually appear.
You can still use helper methods with generic issue handlers where it makes sense, but only if all the controller methods that call the particular helper method actually throw the caught exceptions.

In particular, avoid patterns that make every endpoint appear to throw every error handled by a shared helper,
even when the endpoint cannot actually produce those errors.


Examples
Bad

/**
 * @return DataResponse<Http::STATUS_OK, array{message: string}, array{}>|DataResponse<Http::STATUS_FORBIDDEN|Http::STATUS_NOT_FOUND, array{error: string}, array{}>
 */
public function someControllerMethod() {
    return $this->handleError(function() {
        ...
        if (...) {
            throw new PermissionError("some error");
        }
        ...
        return ["message" => "some message"];
    });
}

/**
 * @template T
 * @param Closure():T $callback
 *
 * @return DataResponse<Http::STATUS_OK, T, array{}>|DataResponse<Http::STATUS_FORBIDDEN|Http::STATUS_NOT_FOUND, array{error: string}, array{}>
 */
private function handleError(Closure $callback): DataResponse  {
    try {
        return new DataResponse($callback());
    } catch (PermissionError $e) {
        $message = ["error" => $e->getMessage()];
        return new DataResponse($message, Http::STATUS_FORBIDDEN);
    } catch (NotFoundError $e) {
        $message = ["error" => $e->getMessage()];
        return new DataResponse($message, Http::STATUS_NOT_FOUND);
    }
}








Good

/**
 * @return DataResponse<Http::STATUS_OK, array{message: string}, array{}>|DataResponse<Http::STATUS_FORBIDDEN, array{error: string}, array{}>
 */
public function someControllerMethod() {
    try {
        ...
        if (...) {
            throw new PermissionError("some error");
        }
        ...
        return new DataResponse(["message" => "some message"]);
    } catch (PermissionError $e) {
        $message = ["error" => $e->getMessage()];
        return new DataResponse($message, Http::STATUS_FORBIDDEN);
    }
}










Typing and documentation


DO type controller and helper methods as explicit as possible

The closer you narrow down a type without violating any constraints the better the resulting specification will be.
Psalm will catch these problems for you if you configured the issue handlers mentioned above correctly.


Examples
Bad

public function someHelperMethod(): array {
    ...
    return [
        "id" => $id,
        "name" => $name,
    ];
}








Good

/**
 * @return array{id: int, name: string}
 */
public function someHelperMethod(): array {
    ...
    return [
        "id" => $id,
        "name" => $name,
    ];
}









DO set all descriptions for parameters and methods

It improves the documentation and makes it easier to understand what your API does.

You can also set descriptions for controllers.
Those will be included in the specification.
There you can explain what the APIs in the controller do, or give examples of how to use multiple endpoints together.


Examples
Bad

class SomeController extends OCSController {
    /**
     * @return DataResponse<Http::STATUS_OK, array{name: string}, array{}>
     */
    public function someControllerMethod(int $id) {
        ...
        return new DataResponse(["name" => name], Http::STATUS_CREATED);
    }
}








Good

/**
 * Here you can put some explanations about all the endpoints or example code.
 */
class SomeController extends OCSController {
    /**
     * Here you give a short summary of the method
     *
     * Here you can give even more details about your method
     * and how you can use it.
     *
     * @param int $id Here you can describe your parameter
     *
     * @return DataResponse<Http::STATUS_OK, array{name: string}, array{}>
     */
    public function someControllerMethod(int $id) {
        ...
        return new DataResponse(["name" => name], Http::STATUS_CREATED);
    }
}










Errors and headers


DO NOT throw non-OCS*Exceptions

In OCS endpoints, only throw OCS*Exceptions. Other exception types may result in non-JSON (plain text/HTML) error
responses and will not be represented correctly in the extracted OpenAPI specification.


Examples
Bad

/**
 * @throws BadRequestException
 */
public function someControllerMethod() {
    ...
    throw new BadRequestException([]);
}








Good

/**
 * @throws OCSBadRequestException
 */
public function someControllerMethod() {
    ...
    throw new OCSBadRequestException("some message");
}









DO NOT use the addHeader (use setHeaders)

Psalm cannot trace headers set via addHeader(), so they cannot be validated or included correctly in the extracted specification.
Use the setHeaders method instead.


Examples
Bad

$response = new DataResponse();
$response->addHeader("X-My-Header", "some value");
return $response;








Good

$response = new DataResponse();
$response->setHeaders(["X-My-Header" => "some value"]);
return $response;











Tips and tricks


	openapi-extractor expects descriptions in many places.
To speed up initial adoption, you can use --allow-missing-docs to ignore missing descriptions.


	By default, the tool may stop at the first error.
To list multiple problems in one run, use --continue-on-error.





Warning

Do not use these flags when generating the final specification.
They can hide real problems in your code.
In particular, --continue-on-error is risky because the command may appear “successful” even if issues remain.
Use these flags only to speed up the initial adaptation process.





Tutorial: How to add OpenAPI support to your OCS API

Let’s imagine you built a Todo list app for Nextcloud and have the following controller:

class TodoApiController extends OCSController {
    #[NoAdminRequired]
    public function create(string $title, ?string $description = null, ?string $image = null): DataResponse {
        $todo = $this->service->createTodo($title, $description, $image);

        return $this->formatTodo($todo);
    }

    #[NoAdminRequired]
    public function get(int $id): DataResponse {
        try {
            $todo = $this->service->getTodo($id);
        } catch (NotFoundException $e) {
            return new DataResponse(["error" => "Todo not found"], Http::STATUS_NOT_FOUND);
        }

        return $this->formatTodo($todo);
    }

    #[NoAdminRequired]
    public function update(int $id, string $etag, ?string $title = null, ?string $description = null, ?string $image = null): DataResponse {
        try {
            $todo = $this->service->updateTodo($id, $etag, $title, $description, $image);
        } catch (NotFoundException $e) {
            return new DataResponse(["error" => "Todo not found"], Http::STATUS_NOT_FOUND);
        } catch (ForbiddenException $e) {
            return new DataResponse(["error" => "ETag does not match"], Http::STATUS_BAD_REQUEST);
        }

        return $this->formatTodo($todo);
    }

    #[NoAdminRequired]
    public function delete(int $id): DataResponse {
        try {
            $todo = $this->service->deleteTodo($id);
        } catch (NotFoundException $e) {
            return new DataResponse(["error" => "Todo not found"], Http::STATUS_NOT_FOUND);
        }

        return new DataResponse(null);
    }

    private function formatTodo(Todo $todo): DataResponse {
        return new DataResponse([
            "id" => $todo->id,
            "title" => $todo->title,
            "description" => $todo->description,
            "image" => $todo->image,
        ], Http::STATUS_OK, [
            "ETag" => $todo->etag,
        ]);
    }
}





What you want to do now is to firstly create the correct parameter annotations and add descriptions. It could look like this:

/**
 * Create a new Todo
 *
 * @param string $title The title of the new Todo item
 * @param string|null $description The description of the new Todo item. Can be left empty
 * @param string|null $image The base64-encoded image of the new Todo item. Can be left empty
 */
#[NoAdminRequired]
public function create(string $title, ?string $description = null, ?string $image = null): DataResponse {
    ...
}

/**
 * Get a Todo item
 *
 * @param int $id ID of the Todo item
 */
#[NoAdminRequired]
public function get(int $id): DataResponse {
    ...
}

/**
 * Update a Todo item
 *
 * @param int $id ID of the Todo item
 * @param string $etag ETag of the Todo item. If it does not match the ETag that is stored on the server the request will be rejected
 * @param string|null $title The new title of the Todo item. Can be left empty to not update the title
 * @param string|null $description The new description of the Todo item. Can be left empty to not update the description
 * @param string|null $image The new base64-encoded image of the Todo item. Can be left empty to not update the image
 */
#[NoAdminRequired]
public function update(int $id, string $etag, string $title = null, string $description = null, string $image = null): DataResponse {
    ...
}

/**
 * Delete a Todo item
 *
 * @param int $id ID of the Todo item
 */
#[NoAdminRequired]
public function delete(int $id): DataResponse {
    ...
}





The next step is to add the return types.
This is the most important step to get your API documented.

It is best to start with helper methods that are used multiple times like the formatTodo method in this example:

/**
 * @return DataResponse<Http::STATUS_OK, array{id: int, title: string, description: ?string, image: ?string}, array{ETag: string}>
 */
private function formatTodo(Todo $todo): DataResponse() {
    ...
}





The return type for [DataResponse](https://github.com/nextcloud/server/blob/master/lib/public/AppFramework/Http/DataResponse.php) and other inheritors of [Response](https://github.com/nextcloud/server/blob/master/lib/public/AppFramework/Http/Response.php) expect different arguments. See their class annotations in the code. The following table lists some common ones:



	Response inheritor class

	Expected arguments



	DataResponse

	status code, data, headers



	RedirectResponse

	status code, headers



	StreamResponse

	status code, headers



	TemplateResponse

	status code, headers






Afterwards you can add the return types to all the other methods.
If two different status codes return the same data structure and headers, you can use the union operator to indicate it: Http::STATUS_BAD_REQUEST|Http::STATUS_NOT_FOUND.

If you wonder about the return type syntax, the psalm documentation on [typing in Psalm](https://psalm.dev/docs/annotating_code/typing_in_psalm/) might be helpful.

You have to add a description for every status code returned by the method.

/**
 * ...
 *
 * @return DataResponse<Http::STATUS_OK, array{id: int, title: string, description: ?string, image: ?string}, array{ETag: string}>
 *
 * 200: Todo item created
 */
#[NoAdminRequired]
public function create(string $title, string $description = null, string $image = null): DataResponse {
    ...
}

/**
 * ...
 *
 * @return DataResponse<Http::STATUS_OK, array{id: int, title: string, description: ?string, image: ?string}, array{ETag: string}>|DataResponse<Http::STATUS_NOT_FOUND, array{error: string}, array{}>
 *
 * 200: Todo item returned
 * 404: Todo item not found
 */
#[NoAdminRequired]
public function get(int $id): DataResponse {
    ...
}

/**
 * ...
 *
 * @return DataResponse<Http::STATUS_OK, array{id: int, title: string, description: ?string, image: ?string}, array{ETag: string}>|DataResponse<Http::STATUS_BAD_REQUEST|Http::STATUS_NOT_FOUND, array{error: string}, array{}>
 *
 * 200: Todo item created
 * 400: ETag of the Todo item does not match
 * 404: Todo item not found
 */
#[NoAdminRequired]
public function update(int $id, string $etag, string $title = null, string $description = null, string $image = null): DataResponse {
    ...
}

/**
 * ...
 *
 * @return DataResponse<Http::STATUS_OK, null, array{}>|DataResponse<Http::STATUS_NOT_FOUND, array{error: string}, array{}>
 *
 * 200: Todo item deleted
 * 404: Todo item not found
 */
#[NoAdminRequired]
public function delete(int $id): DataResponse {
    ...
}







Scopes

In some cases a consumer of the API might not want or need to implement all APIs your app offers.
Examples are federation between apps on different servers, administration related endpoints, and more.
The default client which should implement the main functionality is called OpenAPI::SCOPE_DEFAULT.
Constants are available in OCP\AppFramework\Http\Attribute\OpenAPI::SCOPE_* for better cross-app experience.
A controller and methods can have multiple scopes, however when a method has the attribute set,
all scopes from the controller are ignored.

Methods that require admin permissions due to missing #[NoAdminRequired] or a present #[PublicPage] attribute or the
matching annotation, default to the OpenAPI::SCOPE_ADMINISTRATION scope.

#[OpenAPI(scope: OpenAPI::SCOPE_ADMINISTRATION)]
#[OpenAPI(scope: OpenAPI::SCOPE_FEDERATION)]
#[OpenAPI(scope: OpenAPI::SCOPE_DEFAULT)]
#[OpenAPI(scope: 'myscope')]
public function show(): TemplateResponse {
    ...
}





The different scopes will be saved as openapi.json for the default scope and openapi-{scope}.json for the others.



Tags

To organize the API endpoints within a scope, tags can be used to group them. By default the controller name is used.
Tags can also differ between different scopes.

#[OpenAPI(scope: OpenAPI::SCOPE_DEFAULT, tags: ['mytag1'])]
#[OpenAPI(scope: OpenAPI::SCOPE_ADMINISTRATION, tags: ['settings', 'custom2'])]
public function saveSettings(): TemplateResponse {
    ...
}







Share type response definitions

In the previous steps we have been reusing the same data structure multiple times, but it was copied every time.
This is tedious and error prone, therefore we want to create some shared type definitions.
Create a new file called ResponseDefinitions.php in the lib folder of your app.
It will only work with that file name at that location.

/**
 * @psalm-type TodoItem = array{
 *     id: int,
 *     title: string,
 *     description: ?string,
 *     image: ?string,
 * }
 */
class ResponseDefinitions {}





The name of every type definition must start with the readable app ID as expected by the openapi-extractor.
This is a TitleCase / normalized form used to namespace types per app (for example, the app Tables
uses types like TablesColumn.

To import and use the type definition you have to import it in your controller:

/**
 * @psalm-import-type TodoItem from ResponseDefinitions
 */
class TodoApiController extends OCSController {
    ...
}





Now you can replace every occurrence of array{id: int, title: string, description: ?string, image: ?string} with TodoItem.



Handle exceptions

Sometimes you want to end with an exception instead of returning a response.
For this example our update will throw an exception when the ETag does not match:

#[NoAdminRequired]
public function update(int $id, string $etag, string $title = null, string $description = null, string $image = null): DataResponse {
    ...
    } catch (ForbiddenException $e) {
        throw new OCSBadRequestException("ETag does not match");
    }
    ...
}





Adding the correct annotation works like this:

/**
 * ...
 *
 * @throws OCSBadRequestException ETag of the Todo item does not match
 */
#[NoAdminRequired]
public function update(int $id, string $etag, string $title = null, string $description = null, string $image = null): DataResponse {
    ...
}





The description after the exception class name works exactly like the description for the status codes we added earlier.
Note that you should only used OCS*Exceptions, as any other Exception will result in a plain text body instead of JSON.



Ignore certain endpoints

The tool already ignores all the endpoints that are not reachable from the outside, but some apps have reachable endpoints that are not APIs (e.g. serving some HTML).
To ignore those you can add the #[OpenAPI(scope: OpenAPI::SCOPE_IGNORE)] attribute to the controller method
or the controller class. There is also a deprecated #[IgnoreOpenAPI] attribute (deprecated since Nextcloud 28) for compatibility, but
OpenAPI::SCOPE_IGNORE should be preferred:

/**
 * ...
 *
 * @IgnoreOpenAPI
 */
#[OpenAPI(scope: OpenAPI::SCOPE_IGNORE)]
#[NoAdminRequired]
public function show(): TemplateResponse {
    ...
}







Expose capabilities

Imagine we take the same Todo app of the previous example and want to expose some capabilities to let clients know what they can expect.
First, you should create your Capabilities in the lib folder :

class Capabilities implements ICapability {
    public function getCapabilities() {
        return [
            "todo" => [
                "supported-operations" => ["create", "read", "update", "delete"],
                "emojis-supported" => true,
            ],
        ];
    }
}





Now you have to add the correct return type annotation:

class Capabilities implements ICapability {
    /**
     * @return array{todo: array{supported-operations: list<string>, emojis-supported: bool}}
     */
    public function getCapabilities() {
        return [
            "todo" => [
                "supported-operations" => ["create", "read", "update", "delete"],
                "emojis-supported" => true,
            ],
        ];
    }
}





The capabilities will automatically appear in the generated specification.

You must register your Capabilities in the lib/AppInfo/Application.php file and you need to implement IBootstrap :

namespace OCA\Todo\AppInfo;

use OCA\Todo\Capabilities;
use OCP\AppFramework\Bootstrap\IBootstrap;

class Application extends App implements IBootstrap {
    public const APP_ID = 'todo';

    public function __construct(array $urlParams = []) {
        parent::__construct(self::APP_ID, $urlParams);
    }

    public function register(IRegistrationContext $context): void {
        // code

        $context->registerCapability(Capabilities::class);
    }

    public function boot(IBootContext $context): void {
    }
}







Generate the specification

If you followed the installation instructions for openapi-extractor you can run composer exec generate-spec in your
apps root folder and you will have a new file called openapi.json (depending on the used scopes).
If the tool fails somewhere it will tell you what is wrong and often times also how to fix the problem.
Additionally you should run psalm to check for any problems.





            

          

      

      

    

  

    
      
          
            
  
OCS APIs overview

This document provides a quick overview of the OCS API endpoints supported in Nextcloud.

All requests need to provide authentication information, either as a Basic Auth header or by passing a set of valid session cookies, if not stated otherwise.


Authentication

Authentication can happen either via username / password (or app token) or with OIDC tokens, see the examples below:

Username/Password:

curl -u username:password -X GET 'https://cloud.example.com/ocs/v1.php/...' -H "OCS-APIRequest: true"





OIDC Token:

curl -X GET 'https://cloud.example.com/ocs/v1.php/...' -H "OCS-APIRequest: true" -H "Authorization: Bearer ID_TOKEN"







Testing requests with curl

All OCS requests can be easily tested out using curl by specifying the request method (GET, PUT, etc) and setting a request body where needed.

For example: you can perform a GET request to get information about a user:

curl -u username:password -X GET 'https://cloud.example.com/ocs/v1.php/...' -H "OCS-APIRequest: true"





You can change the response type of your request by adding an Accept header. For example, if you prefer JSON responses:

curl -u username:password -X GET 'https://cloud.example.com/ocs/v1.php/...' -H "Accept: application/json" -H "OCS-APIRequest: true"





Adding the Accept header also ensures consistency of your responses, since some legacy OCS requests return XML as their default response, while newer requests return JSON.



User metadata

Since: 11.0.2, 12.0.0

This request returns the available metadata of a user. Admin users can see the information of all users, while a default user only can access their own metadata.

GET /ocs/v1.php/cloud/users/USERID





<?xml version="1.0"?>
<ocs>
    <meta>
        <status>ok</status>
        <statuscode>100</statuscode>
        <message>OK</message>
        <totalitems></totalitems>
        <itemsperpage></itemsperpage>
    </meta>
    <data>
        <enabled>1</enabled>
        <storageLocation>/path/to/storage/location/userid</storageLocation>
        <id>userid</id>
        <lastLogin>1578283711000</lastLogin>
        <backend>Database</backend>
        <subadmin/>
        <quota>
            <free>20632824998</free>
            <used>842011482</used>
            <total>21474836480</total>
            <relative>3.92</relative>
            <quota>21474836480</quota>
        </quota>
        <email>user@foo.de</email>
        <displayname>John Doe</displayname>
        <display-name>John Doe</display-name>
        <phone></phone>
        <address></address>
        <website>https://example.com</website>
        <twitter></twitter>
        <groups>
            <element>1st group</element>
            <element>2nd group</element>
            <element>3rd group</element>
            <element>... group</element>
        </groups>
        <language>de</language>
        <locale>de_DE</locale>
        <backendCapabilities>
            <setDisplayName>1</setDisplayName>
            <setPassword>1</setPassword>
        </backendCapabilities>
    </data>
</ocs>







User metadata - List user IDs

This request returns a list containing all user IDs. Only admin users can query the list.

GET /ocs/v1.php/cloud/users





<?xml version="1.0"?>
<ocs>
    <meta>
        <status>ok</status>
        <statuscode>100</statuscode>
        <message>OK</message>
        <totalitems></totalitems>
        <itemsperpage></itemsperpage>
    </meta>
    <data>
        <users>
            <element>1st_user</element>
            <element>2nd_user</element>
            <element>3rd_user</element>
            <element>..._user</element>
        </users>
    </data>
</ocs>







Capabilities API

Clients can obtain capabilities provided by the Nextcloud server and its apps via the capabilities OCS API.

GET /ocs/v1.php/cloud/capabilities





<?xml version="1.0"?>
<ocs>
    <meta>
        <status>ok</status>
        <statuscode>100</statuscode>
        <message>OK</message>
        <totalitems></totalitems>
        <itemsperpage></itemsperpage>
    </meta>
    <data>
        <version>
            <major>17</major>
            <minor>0</minor>
            <micro>2</micro>
            <string>17.0.2</string>
            <edition></edition>
            <extendedSupport></extendedSupport>
        </version>
        <capabilities>
            <core>
                <pollinterval>60</pollinterval>
                <webdav-root>remote.php/webdav</webdav-root>
            </core>
        </capabilities>
    </data>
</ocs>







Theming capabilities

Values of the theming app are exposed through the capabilities API, allowing client developers to adjust the look of clients to the theming of different Nextcloud instances.

<theming>
    <name>Nextcloud</name>
    <url>https://nextcloud.com</url>
    <slogan>A safe home for all your data</slogan>
    <color>#0082c9</color>
    <color-text>#ffffff</color-text>
    <color-element>#0082c9</color-element>
    <color-element-bright>#aaaaaa</color-element-bright>
    <color-element-dark>#555555</color-element-dark>
    <logo>http://cloud.example.com/index.php/apps/theming/logo?v=1</logo>
    <background>http://cloud.example.com/index.php/apps/theming/logo?v=1</background>
    <background-plain></background-plain>
    <background-default></background-default>
</theming>





For elements like radio buttons, input borders and more, instead of the primary color value, the color-element-bright should be used on bright background and color-element-dark on dark background.
This when the primary color is e.g. set to #000000 the color-elemenet-dark will be set to #555555 so items are still visible. In the Nextcloud web UI only the top header uses color, everything else uses color-element-*.
Text and icons on these elements should use color-text.

The background value can either be a URL to the background image or a hex color value.



Direct Download

It might be required to give a 3rd party access to a file however you do not
want to hand over credentials to the 3rd party. An example of this is playing
files in an external media player on mobile devices.

To solve this issue there is a way to request a unique public link to a single file.
This link will be valid for 8 hours afterwards it will be removed.

To obtain a direct link:

POST /ocs/v2.php/apps/dav/api/v1/direct





With the fileId in the body (so fileId=42 for example).
This will then return you the link to use to obtain the file.



Notifications

There is also the Notifications API [https://github.com/nextcloud/notifications/blob/master/docs/ocs-endpoint-v2.md]
As well as documentation on how to Register a device for push notifications [https://github.com/nextcloud/notifications/blob/5a2d3607952bad675e4057620a9c7de8a7f84f0b/docs/push-v3.md]



Auto-complete and user search

It is possible to search for users using the auto-complete API, used to auto-complete usernames in comments, chat or to find guest accounts. The code can be found here [https://github.com/nextcloud/server/blob/master/core/Controller/AutoCompleteController.php#L69]

An example curl command would be:

curl -i -u master -X GET -H "OCS-APIRequest: true" 'https://my.nextcloud/ocs/v2.php/core/autocomplete/get?search=JOANNE%40EMAIL.ISP&itemType=%20&itemId=%20&shareTypes[]=8&limit=2'





That would look for JOANNE@EMAIL.ISP as guest user. Maximum 2 results to be returned for a regular user, the
shareTypes array would carry only “8”. itemType and itemId are left out (set to a white space),
essentially they are to give context about the use case, so sorters can do their work (like who commented last).
It can be an option for filtering on a later stage but you can also leave them out as per the below example.

curl -i -u master -X GET -H "OCS-APIRequest: true" 'https://my.nextcloud/ocs/v2.php/core/autocomplete/get?search=JOANNE%40EMAIL.ISP&shareTypes[]=8&limit=2'





The shareTypes parameter filters results by share type. If omitted, it defaults to regular
users (0). The limit defaults to 10.



	Value

	Share type





	0

	Users (default)



	1

	Groups



	4

	Email



	6

	Federated cloud shares



	7

	Circles



	8

	Guest accounts



	10

	Talk conversations







Filtering the auto-complete results

In case needed, you can also further filter the auto-complete results on the PHP side using the
OCP\Collaboration\AutoComplete\AutoCompleteEvent event. The event gives you access to the current
result set, the item and share types and some more information that you can use to e.g. limit the autocomplete
results to users that are actually in the current chat conversation.




Force language for a given call

All Nextcloud API calls support forcing the language using the query parameter forceLanguage. It will override any user setting for the given call.

curl -u username:password -X GET 'https://cloud.example.com/ocs/v1.php/...?forceLanguage=en' -H "OCS-APIRequest: true"









            

          

      

      

    

  

    
      
          
            
  
OCS Share API

The OCS Share API allows you to access the sharing API from outside over
pre-defined OCS calls.

The base URL for all calls to the share API is: <nextcloud_base_url>/ocs/v2.php/apps/files_sharing/api/v1

All calls to OCS endpoints require the OCS-APIRequest header to be set to true.


Local Shares


Get all Shares

Get all shares from the user.


	Syntax: /shares


	Method: GET


	Result: XML with all shares




Statuscodes:


	100 - successful


	404 - couldn’t fetch shares






Get Shares from a specific file or folder

Get all shares from a given file/folder.


	Syntax: /shares


	Method: GET


	URL Arguments: path - (string) path to file/folder


	URL Arguments: reshares - (boolean) returns not only the shares from the current user but all shares from the given file.


	URL Arguments: subfiles - (boolean) returns all shares within a folder, given that
path defines a folder


	Mandatory fields: path


	Result: XML with the shares




Statuscodes:


	100 - successful


	400 - not a directory (if the ‘subfile’ argument was used)


	404 - file doesn’t exist






Get information about a known Share

Get information about a given share.


	Syntax: /shares/<share_id>


	Method: GET


	Arguments: share_id - (int) share ID


	Result: XML with the share information




Statuscodes:


	100 - successful


	404 - share doesn’t exist






Create a new Share

Share a file/folder with a user/group or as public link.


	Syntax: /shares


	Method: POST


	POST Arguments: path - (string) path to the file/folder which should be shared


	POST Arguments: shareType - (int) 0 = user; 1 = group; 3 = public link; 4 = email; 6 = federated cloud share; 7 = circle; 10 = Talk conversation


	POST Arguments: shareWith - (string) user / group id / email address / circleID / conversation name with which the file should be shared


	POST Arguments: publicUpload - (string) allow public upload to a public shared folder (true/false)


	POST Arguments: password - (string) password to protect public link Share with


	POST Arguments: permissions - (int) 1 = read; 2 = update; 4 = create; 8 = delete;
16 = share; 31 = all (default: 31, for public shares: 1)


	POST Arguments: expireDate - (string) set a expire date for public link
shares. This argument expects a well formatted date string, e.g. ‘YYYY-MM-DD’


	POST Arguments: note - (string) Adds a note for the share recipient.


	POST Arguments: label - (string) Adds a label for the share recipient.


	POST Arguments: attributes - (string) URI-encoded serialized JSON string for share attributes


	POST Arguments: sendMail - (string) send an email to the recipient after creation (true/false)


	Mandatory fields: shareType, path and shareWith for shareType 0 or 1.


	Result: XML containing the share ID (int) of the newly created share




Statuscodes:


	100 - successful


	400 - unknown share type


	403 - public upload was disabled by the admin


	404 - file couldn’t be shared






Delete Share

Remove the given share.


	Syntax: /shares/<share_id>


	Method: DELETE


	Arguments: share_id - (int) share ID




Statuscodes:


	100 - successful


	404 - file couldn’t be deleted






Update Share

Update a given share.


	Syntax: /shares/<share_id>


	Method: PUT


	Arguments: share_id - (int) share ID


	PUT Arguments: permissions - (int) update permissions (see “Create share”
above)


	PUT Arguments: password - (string) updated password for public link Share


	PUT Arguments: publicUpload - (string) enable (true) /disable (false) public
upload for public shares.


	PUT Arguments: expireDate - (string) set a expire date for public link
shares. This argument expects a well formatted date string, e.g. ‘YYYY-MM-DD’


	PUT Arguments: note - (string) Adds a note for the share recipient.


	PUT Arguments: attributes - (string) serialized JSON string for share attributes


	PUT Arguments: sendMail - (string) send an email to the recipient. This will not send an email on its own. You will have to use the send-email endpoint to send the email. (true/false)




Statuscodes:


	100 - successful


	400 - wrong or no update parameter given


	403 - public upload disabled by the admin


	404 - couldn’t update share






Share attributes

Share attributes are used for more advanced flags like permissions.

[
    { "scope": "permissions", "key": "download", "value": false }
]






Warning

Since Nextcloud 30, the enabled key have bee renamed to value and supports more than boolean.




Download permission

To remove the download permission from a share, use the following serialized string in the “attributes” parameter:

[
    { "scope": "permissions", "key": "download", "value": false }
]





This will prevent users from downloading the files from the share.
For specific file types like office files, it will still be possible to view the files using the appropriate viewer app,
which itself will present the file in a way that downloading will not be allowed.

By default when unset, the “download” attribute will be true and so the download permission will be granted.



File request

When creating a link or mail share, you can enable the file request feature.
It will ask recipients to enter their name and all uploaded files will be stored in a
separate folder with the provided name.

[
    { "scope": "fileRequest", "key": "enabled", "value": true }
]





When creating the file request, you can also provide an array of emails.
Traditionally, only one is allowed with the shareWith parameter,
but you can provide a list of emails via attributes. This only works for MAIL shares.

[
    { "scope": "fileRequest", "key": "enabled", "value": true },
    { "scope": "shareWith", "key": "emails", "value": ["maria@company.com", "paul@company.com"] }
]






Note

You will have to provide an empty string as shareWith parameter when creating the share.
Updating or creating the share with those parameters, will NOT send an email to the recipients.
You will have to use the send-email endpoint to send the email.






Send email

Send an email to the recipients of a share.


	Syntax: /shares/<share_id>/send-email


	Method: POST


	Arguments: share_id - (int) share ID


	POST Arguments: password - (string) the share password if enabled.




Statuscodes:


	200 - successful


	400 - wrong or no update parameter given


	403 - no permission to send email on this share


	404 - couldn’t find the share







Federated Cloud Shares

Both the sending and the receiving instance need to have federated cloud sharing
enabled and configured. See Configuring Federated Cloud Sharing [https://docs.nextcloud.com/server/latest/admin_manual/configuration_files/federated_cloud_sharing_configuration.html].


Create a new Federated Cloud Share

Creating a federated cloud share can be done via the local share endpoint, using
(int) 6 as a shareType and the Federated Cloud ID [https://nextcloud.com/federation/]
of the share recipient as shareWith. See Create a new Share for more information.



List accepted Federated Cloud Shares

Get all federated cloud shares the user has accepted.


	Syntax: /remote_shares


	Method: GET


	Result: XML with all accepted federated cloud shares




Statuscodes:


	100 - successful






Get information about a known Federated Cloud Share

Get information about a given received federated cloud that was sent from a remote instance.


	Syntax: /remote_shares/<share_id>


	Method: GET


	Arguments: share_id - (int) share ID as listed in the id field in the remote_shares list


	Result: XML with the share information




Statuscodes:


	100 - successful


	404 - share doesn’t exist






Delete an accepted Federated Cloud Share

Locally delete a received federated cloud share that was sent from a remote instance.


	Syntax: /remote_shares/<share_id>


	Method: DELETE


	Arguments: share_id - (int) share ID as listed in the id field in the remote_shares list


	Result: XML with the share information




Statuscodes:


	100 - successful


	404 - share doesn’t exist






List pending Federated Cloud Shares

Get all pending federated cloud shares the user has received.


	Syntax: /remote_shares/pending


	Method: GET


	Result: XML with all pending federated cloud shares




Statuscodes:


	100 - successful






Accept a pending Federated Cloud Share

Locally accept a received federated cloud share that was sent from a remote instance.


	Syntax: /remote_shares/pending/<share_id>


	Method: POST


	Arguments: share_id - (int) share ID as listed in the id field in the remote_shares/pending list


	Result: XML with the share information




Statuscodes:


	100 - successful


	404 - share doesn’t exist






Decline a pending Federated Cloud Share

Locally decline a received federated cloud share that was sent from a remote instance.


	Syntax: /remote_shares/pending/<share_id>


	Method: DELETE


	Arguments: share_id - (int) share ID as listed in the id field in the remote_shares/pending list


	Result: XML with the share information




Statuscodes:


	100 - successful


	404 - share doesn’t exist









            

          

      

      

    

  

    
      
          
            
  
OCS Sharee API

The OCS Sharee API allows you to access the sharing API from outside over
pre-defined OCS calls.

The base URL for all calls to the Sharee API is: <nextcloud_base_url>/ocs/v1.php/apps/files_sharing/api/v1

All calls to OCS endpoints require the OCS-APIRequest header to be set to true.


Search


Search sharees

Get all sharees matching a search term.


	Syntax: /sharees


	Method: GET


	URL Arguments: search - (string) the search term


	URL Arguments: lookup - (bool) whether to search globally on the Nextcloud lookup server


	URL Arguments: perPage - (int) number of sharees per page


	URL Arguments: itemType - (string) type of share, e.g. “file”


	Result: XML with all sharees




Status codes:


	100 - successful







Recommendation


Sharee recommendations

Get sharees the sharer might want to share with.


	Syntax: /sharees_recommended


	Method: GET


	URL Arguments: itemType - (string) type of share, e.g. “file”


	Result: XML with recommended sharees




Status codes:


	100 - successful









            

          

      

      

    

  

    
      
          
            
  
OCS Status API

The OCS Status API allows you to access and modify status API from outside over pre-defined OCS calls.

The base URL for all calls to the Status API is: <nextcloud_base_url>/ocs/v2.php/apps/user_status/api/v1/user_status

All calls to OCS endpoints require the OCS-APIRequest header to be set to true.


User Status - Status Manipulation


Fetch your own status


	Required capability: user_status


	Method: GET


	Endpoint: /


	
	Response:
	
	
	Status code:
	
	200 OK


	404 Not Found If the user does not have a status set






















Set your own status


	Required capability: user_status


	Method: PUT


	Endpoint: /status


	Data:






	field

	type

	Description

	Allowed values



	statusType

	string

	New status for the authenticated user

	online, away, dnd, invisible, offline







	
	Response:
	
	
	Status code:
	
	200 OK


	400 Bad Request If the sent status-type is not valid






















Set a custom message (predefined)


	Required capability: user_status


	Method: PUT


	Endpoint: /message/predefined


	Data:






	field

	type

	Description



	messageId

	string

	Message-Id of the predefined message



	clearAt

	int

	Unix Timestamp representing the time to clear the status







	
	Response:
	
	
	Status code:
	
	200 OK


	400 Bad Request If the sent messageId does not exist


	400 Bad Request If the Unix timestamp is in the past






















Set a custom message (user-defined)


	Required capability: user_status, supports_emoji for statusIcon support


	Method: PUT


	Endpoint: /message/custom


	Data:






	field

	type

	Description



	statusIcon

	string/null

	The icon picked by the user (must be an emoji, at most one)



	message

	string

	The custom message picked by the user



	clearAt

	int

	Unix Timestamp representing the time to clear the status







	
	Response:
	
	
	Status code:
	
	200 OK


	400 Bad Request If the statusIcon is not a an emoji or more than one emoji


	400 Bad Request If the message is too long


	400 Bad Request If the Unix timestamp is in the past






















Clear message


	Required capability: user_status


	Method: DELETE


	Endpoint: /message


	
	Response:
	
	
	Status code:
	
	200 OK























User Status - Predefined statuses

Base endpoint ics: /ocs/v2.php/apps/user_status/api/v1/predefined_statuses


Fetch the list of predefined statuses


	Required capability: user_status


	Method: GET


	Endpoint: /


	
	Response:
	
	
	Status code:
	
	200 OK























User Status - Retrieve statuses

Base endpoint ics: /ocs/v2.php/apps/user_status/api/v1/statuses


Fetch a list of all set user-statuses


	Required capability: user_status


	Method: GET


	Endpoint: /


	Data:






	field

	type

	Description



	limit

	int

	Limit for pagination



	offset

	int

	Offset for pagination







	
	Response:
	
	
	Status code:
	
	200 OK






















Fetch a specific user’s status


	Required capability: user_status


	Method: GET


	Endpoint: /{userId}


	
	Response:
	
	
	Status code:
	
	200 OK


	404 Not Found If the user does not have a status set






















Fetch a user’s backup status

In some scenarios the user’s status can be overwritten automatically, e.g. by joining a call in Nextcloud Talk,
or when the availability automation is enabled. In this case the userId can be prefixed with an _ underscore,
to get the original user status. When a user status is returned and the user_status > restore capability
is available, the backup status should be added as an item in the predefined status list. Clicking that should then
do an API call to User status - Restore backup should be done.


	Required capability: user_status


	Method: GET


	Endpoint: /_{userId}


	
	Response:
	
	
	Status code:
	
	200 OK


	404 Not Found If the user does not have a backup status set






















Files Sharing


	The user-status is also exposed via the following Files Sharing APIs:
	
	GET /ocs/v2.php/apps/files_sharing/api/v1/sharees


	GET /ocs/v2.php/apps/files_sharing/api/v1/sharees_recommended


	GET /ocs/v2.php/apps/files_sharing/api/v1/shares


	GET /ocs/v2.php/apps/files_sharing/api/v1/shares/inherited


	GET /ocs/v2.php/apps/files_sharing/api/v1/shares/pending


	GET /ocs/v2.php/apps/files_sharing/api/v1/shares/{id}


	POST /ocs/v2.php/apps/files_sharing//api/v1/shares


	PUT /ocs/v2.php/apps/files_sharing/api/v1/shares/{id}











User status - Restore backup


	Required capability: user_status > restore


	Method: DELETE


	Endpoint: /revert/{messageId}


	
	Response:
	
	
	Status code:
	
	200 OK
























            

          

      

      

    

  

    
      
          
            
  
OCS Recommendations API

The OCS Recommendations API allows you to get a list of recommended files and folders with recent activity.


Note

This API requires the Recommendations app to be enabled.



The base URL for all calls to the Recommendations API is: <nextcloud_base_url>/ocs/v2.php/apps/recommendations/api/v1/

All calls to OCS endpoints require the OCS-APIRequest header to be set to true.


Warning

This API is experimental and can change in the future without further notice!




Recommendations - Retrieval


Fetch user-controlled recommendations


	Method: GET


	Endpoint: /recommendations


	
	Response:
	
	
	Status code:
	
	200 OK


















	
	Result:
	
	enabled (boolean) True if recommendations are enabled for user. False otherwise.


	recommendations (list, optional) List of recommended files and folders, if the user enabled recommendations.














Fetch user setting and recommendations


	Method: GET


	Endpoint: /recommendations/always


	
	Response:
	
	
	Status code:
	
	200 OK


















	
	Result:
	
	enabled (boolean) True if recommendations are enabled for user. False otherwise.


	recommendations (list) List of recommended files and folders, independent of the users decision.

















            

          

      

      

    

  

    
      
          
            
  
OCS user preferences API

The OCS user preferences API allows you to set and delete preferences from outside over pre-defined OCS calls.

The base URL for all calls to the User Preferences API is: <nextcloud_base_url>/ocs/v2.php/apps/provisioning_api/api/v1/config/users/

All calls to OCS endpoints require the OCS-APIRequest header to be set to true.


Setting a preference


	Method: POST


	Endpoint: /{appId}/{configKey}


	Data:






	field

	type

	Description



	configValue

	string

	The value to set the preference to







	
	Response:
	
	
	Status code:
	
	200 OK


	400 Bad Request If the preference is not allowed to be modified or the given value is invalid


	401 Unauthorized If the request is not done with a user






















Setting multiple preference


	Method: POST


	Endpoint: /{appId}


	Data:






	field

	type

	Description



	config

	array

	Key value pairs of config sets with configKey (string) => configValue (string)







	
	Response:
	
	
	Status code:
	
	200 OK


	400 Bad Request If any preference is not allowed to be modified or the value is invalid. No preference will be modified.


	401 Unauthorized If the request is not done with a user






















Deleting a preference


	Method: DELETE


	Endpoint: /{appId}/{configKey}


	
	Response:
	
	
	Status code:
	
	200 OK


	400 Bad Request If the preference is not allowed to be deleted


	401 Unauthorized If the request is not done with a user






















Deleting multiple preference


	Method: DELETE


	Endpoint: /{appId}


	Data:






	field

	type

	Description



	configKeys

	array

	List of configKeys (string) to delete







	
	Response:
	
	
	Status code:
	
	200 OK


	400 Bad Request If any preference is not allowed to be deleted. No preference will be deleted.


	401 Unauthorized If the request is not done with a user
























            

          

      

      

    

  

    
      
          
            
  
OCS Translation API


Added in version 26.



The OCS Translation API allows you to translate strings from a language to another.

The base URL for all calls to the Translation API is: <nextcloud_base_url>/ocs/v2.php/translation/

All calls to OCS endpoints require the OCS-APIRequest header to be set to true.


Get available translation options


Added in version 26.




	Method: GET


	Endpoint: /languages


	
	Response:
	
	
	Status code:
	
	200 OK










	Data:














	field

	type

	Description



	languageDetection

	bool

	Whether “from” language can be skipped as a translation provider supports detecting it from input



	languages

	array

	A list of language tuples, see definition below







Language tuple structure



	field

	type

	Description



	from

	string

	ISO code of the “from” language



	fromLabel

	string

	Name of the “from” language that should be shown to the user



	to

	string

	ISO code of the “to” language



	toLabel

	string

	Name of the “to” language that should be shown to the user









Translate a string


Added in version 26.




Note

The endpoint is rate limited as it can be quite resource intensive. Users can make 25 requests in 2 minutes, guests only 10




	Method: POST


	Endpoint: /translate


	Data:






	field

	type

	Description



	text

	string

	The text to be translated



	fromLanguage

	string/null

	The ISO code of the “from” language, when null is given and a translation provider allows detecting the source language it will be tried to guess it from the text input



	toLanguage

	string

	The ISO code of the “to” language







	
	Response:
	
	
	Status code:
	
	200 OK


	400 Bad Request - When the to language is not supported by any provider


	400 Bad Request - When the from language is not supported by any provider


	400 Bad Request - When the from language is not given, but no provider supports detecting the language


	412 Precondition Failed - When no translation provider is installed


	429 Too Many Requests - When the rate limiting was exceeded










	
	Data:
	
	text - Only provided in case of 200 OK, the translated string


	message - Only provided when not 200 OK, an error message in the user’s language, ready to be displayed


	from - The from language that was provided or detected from the input (can also be null or missing, when an error happens while detecting the language)
























            

          

      

      

    

  

    
      
          
            
  
OCS TextProcessing API


Added in version 27.1.0.




Deprecated since version 30: Use the TaskProcessing API instead



The OCS Text processing API allows you to run text processing tasks, like prompting large language models implemented by apps using  the backend Text Processing API.

The base URL for all calls to this API is: <nextcloud_base_url>/ocs/v2.php/textprocessing/

All calls to OCS endpoints require the OCS-APIRequest header to be set to true.


Get available task types


Added in version 27.1.0.




	Method: GET


	Endpoint: /tasktypes


	
	Response:
	
	
	Status code:
	
	200 OK










	Data:














	field

	type

	Description



	types

	array

	A list of supported task types. See below.






Task type fields:



	field

	type

	Description



	name

	string

	The name of the task type in the user’s language



	description

	string

	A description of the task type in the user’s language



	id

	string

	The id of this task type








Schedule a task


Added in version 28.




Note

The endpoint is rate limited as it can be quite resource intensive. Users can make 20 requests in 2 minutes, guests only 5




	Method: POST


	Endpoint: /schedule


	Data:






	field

	type

	Description



	input

	string

	The input text for the task



	type

	string

	Id of this task’s type.



	appId

	string

	The id of the requesting app



	identifier

	string

	An app-defined identifier for the task







	
	Response:
	
	
	Status code:
	
	200 OK


	400 Bad Request - When the task type is invalid


	412 Precondition Failed - When the task type is not available currently


	429 Too Many Requests - When the rate limiting was exceeded










	
	Data:
	
	input - Only provided in case of 200 OK, the task input, string


	type - Only provided in case of 200 OK, the task type, string


	id - Only provided in case of 200 OK, the assigned task id, int


	status - Only provided in case of 200 OK, the current task status, int, see backend API


	userId - Only provided in case of 200 OK, the originating userId of the task, string


	appId - Only provided in case of 200 OK, the originating appId of the task, string


	identifier - Only provided in case of 200 OK, the originating appId of the task, string


	output - Only provided in case of 200 OK, the output from the model, string or null


	message - Only provided when not 200 OK, an error message in the user’s language, ready to be displayed






















Fetch a task by ID


Added in version 28.




Note

The endpoint is rate limited as it can be quite resource intensive. Users can make 20 requests in 2 minutes, guests only 5




	Method: POST


	Endpoint: /task/{id}


	
	Response:
	
	
	Status code:
	
	200 OK


	404 Not Found - When the task could not be found










	
	Data:
	
	input - Only provided in case of 200 OK, the task input, string


	type - Only provided in case of 200 OK, the task type, string


	id - Only provided in case of 200 OK, the assigned task id, int


	status - Only provided in case of 200 OK, the current task status, int, see backend API


	userId - Only provided in case of 200 OK, the originating userId of the task, string


	appId - Only provided in case of 200 OK, the originating appId of the task, string


	identifier - Only provided in case of 200 OK, the originating appId of the task, string


	output - Only provided in case of 200 OK, the output from the model, string or null


	message - Only provided when not 200 OK, an error message in the user’s language, ready to be displayed
























            

          

      

      

    

  

    
      
          
            
  
OCS Text-To-Image API


Added in version 28.



The OCS Text-To-Image API allows you to run image generation tasks implemented by apps using  the backend Text-To-Image API.

The base URL for all calls to this API is: <nextcloud_base_url>/ocs/v2.php/text2image/

All calls to OCS endpoints require the OCS-APIRequest header to be set to true.


Check availability


Added in version 28.




	Method: GET


	Endpoint: /is_available


	
	Response:
	
	
	Status code:
	
	200 OK










	Data:














	field

	type

	Description



	isAvailable

	bool

	Boolean indicating whether any Text-To-Image providers are installed








Schedule a task


Added in version 28.




Note

The endpoint is rate limited as it can be quite resource intensive. Users can make 20 requests in 2 minutes, guests only 5




	Method: POST


	Endpoint: /schedule


	Data:






	field

	type

	Description



	input

	string

	The input text for the task



	numberOfImages

	int

	The number of images to generate (optional; default: 8)



	appId

	string

	The id of the requesting app



	identifier

	string

	An app-defined identifier for the task (optional)






If possible the task will be executed while the request is processed on the server, otherwise it is scheduled as a background job.


	
	Response:
	
	
	Status code:
	
	200 OK


	412 Precondition Failed - When the task type is not available currently


	429 Too Many Requests - When the rate limiting was exceeded










	
	Data:
	
	id - Only provided in case of 200 OK, the assigned task id, int


	input - Only provided in case of 200 OK, the task input, string


	status - Only provided in case of 200 OK, the current task status, int, see the backend Text-To-Image API


	userId - Only provided in case of 200 OK, the originating userId of the task, string


	appId - Only provided in case of 200 OK, the originating appId of the task, string


	identifier - Only provided in case of 200 OK, the originating appId of the task, string


	numberOfImages - Only provided in case of 200 OK, the number of generated images, int


	completionExpectedAt - Only provided in case of 200 OK, the date and time when the result is expected to be completed as a UNIX timestamp, int


	message - Only provided when not 200 OK, an error message in the user’s language, ready to be displayed






















Fetch a task by ID


Added in version 28.




Note

The endpoint is rate limited as it can be quite resource intensive. Users can make 20 requests in 2 minutes, guests only 5




	Method: POST


	Endpoint: /task/{id}


	
	Response:
	
	
	Status code:
	
	200 OK


	404 Not Found - When the task could not be found










	
	Data:
	
	id - Only provided in case of 200 OK, the assigned task id, int


	input - Only provided in case of 200 OK, the task input, string


	status - Only provided in case of 200 OK, the current task status, int, see the backend Text-To-Image API


	userId - Only provided in case of 200 OK, the originating userId of the task, string


	appId - Only provided in case of 200 OK, the originating appId of the task, string


	identifier - Only provided in case of 200 OK, the originating appId of the task, string


	numberOfImages - Only provided in case of 200 OK, the number of generated images, int


	completionExpectedAt - Only provided in case of 200 OK, the date and time when the result is expected to be completed as a UNIX timestamp, int


	message - Only provided when not 200 OK, an error message in the user’s language, ready to be displayed






















Fetch a result image


Added in version 28.




	Method: POST


	Endpoint: /task/{id}/image/{index}
* index: The index of the image, starting at 0


	
	Response:
	
	
	Status code:
	
	200 OK


	404 Not Found - When the task could not be found, isn’t successful, isn’t completed yet, or the index is out of bounds










	Data: The raw image data














Delete a task


Added in version 28.




	Method: DELETE


	Endpoint: /task/{id}


	
	Response:
	
	
	Status code:
	
	200 OK


	404 Not Found - When the task could not be found










	
	Data:
	
	id - Only provided in case of 200 OK, the assigned task id, int


	input - Only provided in case of 200 OK, the task input, string


	status - Only provided in case of 200 OK, the current task status, int, see the backend Text-To-Image API


	userId - Only provided in case of 200 OK, the originating userId of the task, string


	appId - Only provided in case of 200 OK, the originating appId of the task, string


	identifier - Only provided in case of 200 OK, the originating appId of the task, string


	numberOfImages - Only provided in case of 200 OK, the number of generated images, int


	completionExpectedAt - Only provided in case of 200 OK, the date and time when the result is expected to be completed as a UNIX timestamp, int


	message - Only provided when not 200 OK, an error message in the user’s language, ready to be displayed






















List tasks by App


Added in version 28.




Note

The endpoint is rate limited as it can be quite resource intensive. Guests can only do 5 requests within 2 minutes




	Method: DELETE


	Endpoint: /tasks/app/{appId}


	Data:






	field

	type

	Description



	appId

	string

	The id of the requesting app



	identifier

	string

	An app-defined identifier for the task (optional)







	
	Response:
	
	
	Status code:
	
	200 OK


	404 Not Found - When the task could not be found










	
	Data:
	
	
	Only provided in case of 200 OK, an array of objects:
	
	id - the assigned task id, int


	input - the task input, string


	status - the current task status, int, see the backend Text-To-Image API


	userId - the originating userId of the task, string


	appId - the originating appId of the task, string


	identifier - the originating appId of the task, string


	numberOfImages - the number of generated images, int


	completionExpectedAt - the date and time when the result is expected to be completed as a UNIX timestamp, int










	message - Only provided when not 200 OK, an error message in the user’s language, ready to be displayed
























            

          

      

      

    

  

    
      
          
            
  
OCS TaskProcessing API


Added in version 30.0.0.



The OCS Task processing API allows you to run task processing tasks, like prompting large language models implemented by apps using  the backend Task Processing API.

See the relevant OpenAPI docs [https://docs.nextcloud.com/server/latest/developer_manual/_static/openapi.html#/operations/core-task_processing_api-schedule].




            

          

      

      

    

  

    
      
          
            
  
OCS Out-of-office API


Added in version 28.0.



The OCS Out-of-office API allows you to access and modify out-of-office data of users.

The base URL for all calls to the Out-of-Office API is: <nextcloud_base_url>/ocs/v2.php/apps/dav/api/v1/outOfOffice

All calls to OCS endpoints require the OCS-APIRequest header to be set to true.


Fetch ongoing data

Fetch data of the ongoing out-of-office period of a user.


	Method: GET


	Endpoint: /{userId}/now


	
	Response:
	
	
	Status code:
	
	200 OK Out-of-office data


	404 Not Found If the user does not have an ongoing out-of-office period










	Data (is only sent if the status code is 200 OK):














	field

	type

	Description



	id

	string

	Database ID of the absence data entity



	userId

	string

	ID of the user which the data belongs to



	startDate

	int

	Timestamp of the start date (respecting the userId’s timezone)



	endDate

	int

	Timestamp of the end date (respecting the userId’s timezone)



	shortMessage

	string

	Short text that is set as user status during the absence



	message

	string

	Longer multiline message that is shown to others during the absence



	replacementUserId

	string/null

	ID of the replacement user



	replacementUserDisplayName

	string/null

	Displayname of the replacement user








Fetch upcoming or ongoing data

The returned out-of-office period might not have started yet. This endpoint will return data of the
ongoing or next upcoming out-of-office period of a user.


	Method: GET


	Endpoint: /{userId}


	
	Response:
	
	
	Status code:
	
	200 OK Out-of-office data


	404 Not Found If the user did not schedule an out-of-office period










	Data (is only sent if the status code is 200 OK):














	field

	type

	Description



	id

	int

	Database ID of the absence data entity



	userId

	string

	ID of the user which the data belongs to



	firstDay

	string

	First day of the absence in format YYYY-MM-DD



	lastDay

	string

	Last day of the absence in format YYYY-MM-DD



	status

	string

	Short text that is set as user status during the absence



	message

	string

	Longer multiline message that is shown to others during the absence



	replacementUserId

	string/null

	ID of the replacement user



	replacementUserDisplayName

	string/null

	Displayname of the replacement user








Modify out-of-office data

It is only possible to modify out-of-office data of the currently logged in user.


	Method: POST


	Endpoint: /{userId}


	Data:






	field

	type

	Description



	firstDay

	string

	First day of the absence in format YYYY-MM-DD



	lastDay

	string

	Last day of the absence in format YYYY-MM-DD



	status

	string

	Short text that is set as user status during the absence



	message

	string

	Longer multiline message that is shown to others during the absence



	replacementUserId

	string/null

	ID of the replacement user



	replacementUserDisplayName

	string/null

	Displayname of the replacement user







	
	Response:
	
	
	Status code:
	
	200 OK Updated out-of-office data


	400 Bad Request If the first day is not before the last day


	404 Not Found If a replacement user ID is provided but no corresponding user is found


	401 Unauthorized If the user is not logged in










	Data (is only sent if the status code is 200 OK):














	field

	type

	Description



	id

	int

	Database ID of the absence data entity



	userId

	string

	ID of the user which the data belongs to



	firstDay

	string

	First day of the absence in format YYYY-MM-DD



	lastDay

	string

	Last day of the absence in format YYYY-MM-DD



	status

	string

	Short text that is set as user status during the absence



	message

	string

	Longer multiline message that is shown to others during the absence



	replacementUserId

	string/null

	ID of the replacement user



	replacementUserDisplayName

	string/null

	Displayname of the replacement user








Clear data and disable out-of-office

It is only possible to clear out-of-office data of the currently logged in user.


	Method: DELETE


	Endpoint: /{userId}


	
	Response:
	
	
	Status code:
	
	200 OK Out-of-office data was cleared


	401 Unauthorized If the user is not logged in
























            

          

      

      

    

  

    
      
          
            
  
OCS FullTextSearch Collection API


Added in version 27.



FullTextSearch includes an OCS API to index the content of your Nextcloud into an external search engine.


Concept overview

Because your structure might already host its own search engine, the FullTextSearch apps provide an OCS API to helps you index your users’ content and maintain an up-to-date index.
The OCS API will allow your script to:


	returns a list of not indexed, or freshly updated, document from Nextcloud,


	extract content from document,


	update internal index once a document have been indexed on your external search engine,






First steps


Installing the apps

On top of the fulltextsearch app, at least one content provider needs to be installed on the Nextcloud; meaning that a minimum of 2 apps have to be installed before using this feature:

$ ./occ app:enable fulltextsearch files_fulltextsearch







Initializing the collection

Using occ, create a new collection that will be used to sync the content indexed on the external search engine with the current content of the Nextcloud.

$ ./occ fulltextsearch:collection:init test






Note

test will be the name of the collection used in all example from this page.





Linking a collection to a user account

By default this API can only be used with an admin account but, for security reason, you can choose to link a non-admin account and use this account when requesting the API.

$ ./occ fulltextsearch:collection:link test user1






Warning

Keep in mind that the linked account will have access to the content of all documents of all Nextcloud users through the API.






Using the collection OCS API

Once the collection have been initialized, the normal uses of this API implies that your script:


	make an OCS request to retrieve a list of document that have been created, modified and shared,


	make OCS requests to get the content for the documents from the list,


	index the content on your search engine and make an OCS request to confirm it,


	returns to first step until the list of document is empty,





Retrieving the list of document to be (re-)indexed

The endpoint to get this list is:

/ocs/v2.php/apps/fulltextsearch/collection/<collection_name>/index

$ curl -X GET "https://cloud.example.net/ocs/v2.php/apps/fulltextsearch/collection/test/index?format=json&length=50" -H "OCS-APIRequest: true" -u "admin:password"
{
    "ocs": {
        "meta": {
            "status": "ok",
            "statuscode": 200,
            "message": "OK"
        },
        "data": [
            {
                "url": "https://cloud.example.net/ocs/v2.php/apps/fulltextsearch/collection/test/document/files/597996",
                "status": 28
            }
        ]
    }
}





Details about the response:


	url is the link to the document,


	
	status is a bitflag based on this list:
	
	1 => document has already been marked as indexed before,


	4 => meta have been modified,


	8 => content have been modified,


	16 => parts have been modified


	32 => document have been removed














Get data and metadata from a document

The endpoint to get data about a document is:

/ocs/v2.php/apps/fulltextsearch/collection/<collection_name>/document/<provider_id>/<document_id>

$ curl -X GET "https://cloud.example.net/ocs/v2.php/apps/fulltextsearch/collection/test/document/files/597996?format=json" -H "OCS-APIRequest: true" -u "admin:password"
{
    "ocs": {
        "meta": {
            "status": "ok",
            "statuscode": 200,
            "message": "OK"
        },
        "data": {
            "id": "597996",
            "providerId": "files",
            "access": {
                "ownerId": "user1",
                "users": ['user2', 'user3'],
                "groups": ['group1'],
                "circles": [],
                "links": []
            },
            "index": {
                "ownerId": "user1",
                "providerId": "files",
                "collection": "test",
                "source": "files_local",
                "documentId": "597996",
                "lastIndex": 0,
                "errors": [],
                "errorCount": 0,
                "status": 28,
                "options": []
            },
            "title": "640-240-max.png",
            "link": "https://cloud.example.net/index.php/f/597996",
            "parts": {
                "comments": "<user3> This is a comment !"
            },
            "content": "VGhlIHF1aWNrIGJyb3duIGZveApqdW1wcyBvdmVyCnRoZSBsYXp5IGRvZy4=",
            "isContentEncoded": 1
        }
    }
}






Note

If isContentEncoded is set to 1, content needs to be decoded



$ php -r "echo base64_decode('VGhlIHF1aWNrIGJyb3duIGZveApqdW1wcyBvdmVyCnRoZSBsYXp5IGRvZy4=');"
The quick brown fox
jumps over
the lazy dog.







Set document as indexed

Once a document has been indexed in your external search engine, you have to notice the FullTextSearch of this action. This is done by doing a POST request on the following path:

/ocs/v2.php/apps/fulltextsearch/collection/<collection_name>/document/<provider_id>/<document_id>/done

$ curl -X POST "https://cloud.example.net/ocs/v2.php/apps/fulltextsearch/collection/test/document/files/597996/done" -H "OCS-APIRequest: true" -u "admin:password"
{
    "ocs": {
        "meta": {
            "status": "ok",
            "statuscode": 200,
            "message": "OK"
        },
        "data": []
    }
}





Once set as indexed, the document will only returns to the list of document to be (re-)indexed if they get modified.



Reset collection

If needed, an endpoint is available to reset the whole index:

/ocs/v2.php/apps/fulltextsearch/collection/<collection_name>/index

$ curl -X DELETE -u "user1:password" "https://cloud.example.net/ocs/v2.php/apps/fulltextsearch/collection/test/index" -H "OCS-APIRequest: true" -k










            

          

      

      

    

  

    
      
          
            
  
Remote wipe

This document provides a quick overview of the remote wipe API that should be used by clients to implement the remote wipe functionality.
This will allow users to wipe a lost device for example.

Note that wiping only works when clients use the login flow so that a dedicated token is set for this client.


Obtaining wipe status

Once a client receives a 401 or 403 status response it will do a fetch to <server>/index.php/core/wipe/check and set the
token parameter to the apptoken.

curl https://cloud.example.com/index.php/core/wipe/check -X POST -d 'token=<TOKEN>'





In case the client gets back a 200 status code and a JSON array with wipe set to true like:

{
        "wipe":true
}





then the client should proceed to wipe the device.



Wiping the actual device


	The client must remove all user data linked to the account. This includes:
	
	caches


	offline files


	the actual account itself










Signalling completion

Once the client has wiped all the required data a POST to <server>/index.php/core/wipe/success has to be made with the token.
This signals the server the wipe is completed and triggers the final cleanup on the server side.

curl https://cloud.example.com/index.php/core/wipe/success -X POST -d 'token=<TOKEN>'
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Basic File & Folder Operations

This document provides a quick overview of the WebDAV operations supported in Nextcloud, to keep things readable it won’t go into many details
for each operation, further information for each operation can be found in the corresponding RFC where applicable.


WebDAV basics

The base url for all (authenticated) WebDAV operations for a Nextcloud instance is /remote.php/dav. For file operations, this usually
means paths below /remote.php/dav/files/{user}/....

All requests need to provide authentication information, either as a basic auth header or by passing a set of valid session cookies.

If your Nextcloud installation uses an external auth provider (such as an OIDC server) or enforces policies like 2FA, you may need to create an
app password for WebDAV clients and scripts.
To do that, go to your personal security settings and create one. It will provide a username and password which you can use within the Basic Auth header.


Public shares

The /remote.php/dav endpoint only allows authenticated access to WebDAV resources,
for files shared using public link shares a different endpoint is provided which does not require authentication.

The base URL for public link shares is /public.php/dav, particularly for files: /public.php/dav/files/{share_token}.
If a password is set for the share then a basic auth header must be sent with anonymous as the username and the share password as the password.


Note

This endpoint for public shares is available since Nextcloud 29.




Warning

For non-GET requests (e.g. PROPFIND, PUT) to /public.php/dav, the request must include the header
X-Requested-With: XMLHttpRequest, unless outgoing server-to-server sharing is enabled on the instance.
Without this header, the server will reject the request with a 401 Not Authenticated response.






Testing requests


With curl

All WebDAV requests can be easily tested out using curl by specifying the request method (GET, PROPFIND, PUT, …) and providing a request body where needed.

For example: you can perform a PROPFIND request to find files in a folder using:

curl 'https://cloud.example.com/remote.php/dav/files/username/folder' \
  --user username:password \
  --request PROPFIND \
  --data '<?xml version="1.0" encoding="UTF-8"?>
    <d:propfind xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns" xmlns:nc="http://nextcloud.org/ns">
      <d:prop>
        <d:getlastmodified/>
        <d:getcontentlength/>
        <d:getcontenttype/>
        <oc:permissions/>
        <d:resourcetype/>
        <d:getetag/>
      </d:prop>
    </d:propfind>'







Making requests in JavaScript

Here is a JavaScript code sample to get you started:

import { createClient } from 'webdav'
import { generateRemoteUrl } from '@nextcloud/router'
import { getCurrentUser } from '@nextcloud/auth'

const client = createClient(generateRemoteUrl('dav'))
const response = await client.getDirectoryContents(`/files/${getCurrentUser()?.uid}/folder`, {
    details: true,
    data: `<?xml version="1.0" encoding="UTF-8"?>
        <d:propfind xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns" xmlns:nc="http://nextcloud.org/ns">
            <d:prop>
                <d:getlastmodified/>
                <d:getcontentlength/>
                <d:getcontenttype/>
                <oc:permissions/>
                <d:resourcetype/>
                <d:getetag/>
            </d:prop>
        </d:propfind>`,
})








Quick method/header cheat sheet

The table below summarizes common WebDAV methods used by Nextcloud and the most relevant headers.



	Method

	Typical endpoint

	Important request headers

	Notes





	PROPFIND

	/remote.php/dav/files/{user}/path

	Depth: 0 (properties of node only)

	Without Depth: 0, folder listings include child entries.



	REPORT

	/remote.php/dav/files/{user}/path

	(none required)

	Used for filtered queries such as favorites.



	GET (file)

	/remote.php/dav/files/{user}/file

	(none required)

	Downloads file content.



	GET (dir)

	/remote.php/dav/files/{user}/folder

	Accept: application/zip or
Accept: application/x-tar

	Nextcloud extension for folder archive download.



	PUT

	/remote.php/dav/files/{user}/file

	Optional: X-OC-MTime, X-OC-CTime,
OC-Checksum, OC-Total-Length,
X-NC-WebDAV-AutoMkcol

	Uploads/overwrites file content.



	MKCOL

	/remote.php/dav/files/{user}/folder

	(none required)

	Creates a folder.



	DELETE

	/remote.php/dav/files/{user}/path

	(none required)

	Folder deletes are recursive.



	MOVE

	/remote.php/dav/files/{user}/path

	Destination: <full URL>

	Optional: Overwrite: T (default) or Overwrite: F.



	COPY

	/remote.php/dav/files/{user}/path

	Destination: <full URL>

	Optional: Overwrite: T (default) or Overwrite: F.



	PROPPATCH

	/remote.php/dav/files/{user}/path

	(none required)

	Sets properties such as oc:favorite.








Requesting properties

By default, a PROPFIND request will only return a small number of properties for each file: last modified date, file size, whether it’s a folder, etag and mime type.

You can request additional properties by sending a request body with the PROPFIND request that lists all requested properties.
If a property is not supported for a resource, the server will report it as not found in the multi-status response for that property.

<?xml version="1.0"?>
<d:propfind xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns" xmlns:nc="http://nextcloud.org/ns">
  <d:prop>
    <d:getlastmodified />
    <d:getetag />
    <d:getcontenttype />
    <d:resourcetype />
    <oc:fileid />
    <oc:permissions />
    <oc:size />
    <d:getcontentlength />
    <nc:has-preview />
    <oc:favorite />
    <oc:comments-unread />
    <oc:owner-display-name />
    <oc:share-types />
    <nc:contained-folder-count />
    <nc:contained-file-count />
  </d:prop>
</d:propfind>






A note about namespaces URI

When building the body of your DAV request, you will request properties that are available under specific namespace URI.
It is usual to declare prefixes for those namespace in the d:propfind element of the body.

Here is the list of available namespace:



	URI

	Prefix





	DAV:

	d



	http://owncloud.org/ns

	oc



	http://nextcloud.org/ns

	nc



	http://open-collaboration-services.org/ns

	ocs



	http://open-cloud-mesh.org/ns

	ocm






And here is how it should look in your DAV request:

<?xml version="1.0"?>
<d:propfind
    xmlns:d="DAV:"
    xmlns:oc="http://owncloud.org/ns"
    xmlns:nc="http://nextcloud.org/ns"
    xmlns:ocs="http://open-collaboration-services.org/ns"
    xmlns:ocm="http://open-cloud-mesh.org/ns">
    ...
</d:propfind>







Supported properties


Note

Properties in the d: namespace are standard WebDAV properties (RFC 4918).
Most properties in oc:, nc:, ocs:, and ocm: are Nextcloud-specific extensions.





	Property

	Description

	Example





	<d:creationdate />

	The creation date of the node.

	1970-01-01T00:00:00+00:00



	<d:getlastmodified />

	The latest modification time.

	Wed, 20 Jul 2022 05:12:23 GMT



	<d:getetag />

	The file’s etag.

	&quot;6436d084d4805&quot;



	<d:getcontenttype />

	The mime type of the file.

	image/jpeg



	<d:resourcetype />

	Specifies the nature of the resource.

	<d:collection /> for a folder



	<d:getcontentlength />

	The size if it is a file in bytes.

	3030237



	<d:getcontentlanguage />

	The language of the content.

	en



	<d:displayname />

	A name suitable for presentation.

	File name



	<d:lockdiscovery />

	
Dummy endpoint for class 2 WebDAV support.

Should return the list of lock, but

always return an empty response.




	<d:lockdiscovery />



	<d:quota-available-bytes />

	Amount of available bytes in the folder.

	
3950773

-1 Uncomputed free space.

-2 Unknown free space.

-3 Unlimited free space.






	<d:quota-used-bytes />

	Amount of bytes used in the folder.

	3950773



	<d:supportedlock />

	
Dummy endpoint for class 2 WebDAV support.

Always provide the same lock capabilities.




	<d:lockentry>
  <d:lockscope><d:exclusive /></d:lockscope>
  <d:locktype><d:write /></d:locktype></d:lockentry>
</d:lockentry>





<d:lockentry>
  <d:lockscope><d:shared /></d:lockscope>
  <d:locktype><d:write /></d:locktype></d:lockentry>
</d:lockentry>








	<oc:id />

	
The fileid namespaced by the instance id.

Globally unique.




	00000007oc9l3j5ur4db



	<oc:fileid />

	The unique id for the file within the instance.

	7



	<oc:downloadURL />

	
A URL to directly download the file from a

storage. No storage implements that yet.




	


	<oc:permissions />

	
The permissions that the user has over the

file or folder. The value is a string

containing letters for all available

permissions. On public shares, S and

M are stripped from the returned value.




	
S: Shared

R: Shareable

M: Mounted

G: Readable

D: Deletable

N: Renameable

V: Moveable

W: Writable (file)

C: Creatable (creating a new file inside the folder)

K: Creatable (creating a new folder inside the folder)






	<nc:creation_time />

	Same as creationdate, but as a timestamp.

	1675789581



	<nc:mount-type />

	The type of mount.

	
'' = local

'shared' = received share

'group' = group folder

'external' = external storage

'external-session' = external storage






	<nc:hide-download />

	
For shares, indicate if any download

action should be hidden or not.




	true or false



	<nc:is-encrypted />

	Whether the folder is end-to-end encrypted.

	
0 for false

1 for true






	<nc:is-mount-root />

	
This is a special property which is used to

determine if a node is a mount root or not,

e.g. a shared folder. If so, then the node

can only be unshared and not deleted.




	true or false



	<oc:tags />

	List of user specified tags.

	<oc:tag>test</oc:tag>



	<oc:favorite />

	The favorite state.

	
0 for not favourited

1 for favourited






	<oc:comments-href />

	The DAV endpoint to fetch the comments.

	/remote.php/dav/comments/files/{fileId}



	<oc:comments-count />

	The number of comments.

	2



	<oc:comments-unread />

	The number of unread comments.

	0



	<oc:owner-id />

	The user id of the owner of a shared file.

	alice



	<oc:owner-display-name />

	The display name of the owner of a shared file.

	Alice



	<oc:share-types />

	XML array of share types.

	
<oc:share-type>{shareTypeId}</oc:share-type>

0 = User

1 = Group

3 = Public link

4 = Email

6 = Federated cloud share

7 = Circle

8 = Guest

9 = Remote group

10 = Talk conversation

12 = Deck

15 = Science mesh






	<ocs:share-permissions />

	
The permissions that the

user has over the share.




	
1 = Read

2 = Update

4 = Create

8 = Delete

16 = Share

31 = All






	<ocm:share-permissions />

	
The permissions that the user has

over the share as a JSON array.




	["share", "read", "write"]



	<nc:share-attributes />

	User set attributes as a JSON array.

	[{ "scope" => <string>, "key" => <string>, "value" => <bool> }]



	<nc:sharees />

	The list of share recipient.

	<nc:sharee>
  <nc:id>alice</nc:id>
  <nc:display-name>Alice</nc:display-name>
  <nc:type>0</nc:type>
</nc:sharee>








	<oc:checksums />

	
An array of checksums stored in the DB by

other clients. Currently used algorithms are:

MD5, SHA1, SHA256, SHA3-256,

and Adler32.




	<oc:checksum>md5:04c36b75222cd9fd47f2607333029106</oc:checksum>



	<nc:has-preview />

	Whether a preview of the file is available.

	true or false



	<nc:hidden />

	
Defines if a file should be hidden

Currently only used for live photos




	true or false



	<oc:size />

	
Unlike getcontentlength, this property

also works for folders, reporting the size of

everything in the folder. Size is in bytes.




	127815235



	<nc:rich-workspace-file />

	The id of the workspace file.

	3456



	<nc:rich-workspace />

	The content of the workspace file.

	


	<nc:upload_time />

	Date this file was uploaded.

	1675789581



	<nc:note />

	Share note.

	


	<nc:contained-folder-count />

	
The number of folders directly contained

in the folder (not recursively).




	


	<nc:contained-file-count />

	
The number of files directly contained

in the folder (not recursively).




	


	<nc:data-fingerprint />

	
Used by the clients to find out

if a backup has been restored.




	


	<nc:acl-enabled>

	Whether ACL is enabled for this group folder.

	1 or 0



	<nc:acl-can-manage>

	Whether the current user can manager ACL.

	1 or 0



	<nc:acl-list>

	Array of ACL rules.

	<nc:acl>
  <nc:acl-mapping-type>group</nc:acl-mapping-type>
  <nc:acl-mapping-id>admin</nc:acl-mapping-id>
  <nc:acl-mapping-display-name>admin</nc:acl-mapping-display-name>
  <nc:acl-mask>20</nc:acl-mask>
  <nc:acl-permissions>15</nc:acl-permissions>
</nc:acl>








	<nc:inherited-acl-list>

	Array of ACL rules from the parents folders

	See <nc:acl-list>



	<nc:group-folder-id>

	Numerical id of that group folder.

	1



	<nc:lock>

	Whether the file is locked.

	1 or 0



	<nc:lock-owner-type>

	Type of the owner of the lock.

	
0 = User

1 = Office or Text

2 = WebDAV






	<nc:lock-owner>

	User id of the owner of the lock.

	alice



	<nc:lock-owner-displayname>

	Display name of the owner of the lock.

	Alice



	<nc:lock-owner-editor>

	App id of an app owned lock.

	


	<nc:lock-time>

	
Date when the lock was created

as a timestamp.




	1675789581



	<nc:lock-timeout>

	
TTL of the lock in seconds starting

from the creation time.




	0 = No timeout



	<nc:lock-token>

	The token of the lock.

	files_lock/0e53dfb6-61b4-46f0-b38e-d9a428292998



	<nc:reminder-due-date>

	
The due date of the reminder

as an ISO 8601 formatted string.




	1970-01-01T00:00:00+00:00



	<nc:version-label />

	The user-set label for a file.

	


	<nc:version-author />

	The author’s id of a specified file version.

	admin, jane, thisAuthorsID



	<nc:is-federated />

	
Whether the node originates from a

federated (server-to-server) share.




	true or false



	<nc:metadata_etag />

	
An etag covering the file’s metadata. Changes

when metadata (not content), is updated.




	


	<nc:download-url-expiration />

	
Expiration date/time of a direct download

URL (if one has been generated).




	






Note

Properties prefixed with nc:metadata- (e.g. nc:metadata-blurhash) are dynamic, app-registered
metadata properties. They are not listed individually here as they depend on which apps are enabled.
You can request them via PROPFIND like any other property.






Listing folders (rfc4918 [https://tools.ietf.org/html/rfc4918])

The contents of a folder can be listed by sending a PROPFIND request to the folder.

PROPFIND remote.php/dav/files/user/path/to/folder






Getting properties for just the folder

You can request properties of a folder without also getting the folder contents by adding a Depth: 0 header to the request.




Downloading files


Note

For shared files this only works if the download permission was not denied by the sharer.



A file can be downloaded by sending a GET request to the WebDAV url of the file.

GET remote.php/dav/files/user/path/to/file







Downloading folders


Note

The GET method is not defined by the WebDAV standard, this is a Nextcloud specific WebDAV extension.




Note

For shared folders this only works if the download permission was not denied by the sharer.



A folder can be downloaded as an archive by sending a GET request to the WebDAV URL of the folder.
The Accept header must be set and contain the MIME type for ZIP archives (application/zip) or tarballs (application/x-tar).

GET remote.php/dav/files/user/path/to/folder
Accept: application/zip





Optionally it is possible to only include some files from the folder in the archive by providing the files using the custom X-NC-Files header:

GET remote.php/dav/files/user/path/to/folder
Accept: application/zip
X-NC-Files: document.txt
X-NC-Files: image.png





As setting headers is not possible with HTML links it is also possible to provide this both options as query parameters.
In this case the Accept header value must be passed as the accept query parameter.
Both full MIME types (application/zip, application/x-tar) and shorthand values (zip, tar) are accepted.
The optional files list can be provided as a JSON encoded array through the files query parameter.

GET remote.php/dav/files/user/path/to/folder?accept=zip&files=["image.png","document.txt"]





When using query parameters, ensure values are URL-encoded. In particular, files must be a URL-encoded JSON array.



Uploading files

A file can be uploaded by sending a PUT request to the file and sending the raw file contents as the request body.

PUT remote.php/dav/files/user/path/to/file





Any existing file will be overwritten by the request.



Creating folders (rfc4918 [https://tools.ietf.org/html/rfc4918])

A folder can be created by sending a MKCOL request to the folder.

MKCOL remote.php/dav/files/user/path/to/new/folder







Deleting files and folders (rfc4918 [https://tools.ietf.org/html/rfc4918])

A file or folder can be deleted by sending a DELETE request to the file or folder.

DELETE remote.php/dav/files/user/path/to/file





When deleting a folder, its contents will be deleted recursively.



Moving files and folders (rfc4918 [https://tools.ietf.org/html/rfc4918])

A file or folder can be moved by sending a MOVE request to the file or folder and specifying the destination in the Destination header as full url.

MOVE remote.php/dav/files/user/path/to/file
Destination: https://cloud.example/remote.php/dav/files/user/new/location





The overwrite behavior of the move can be controlled by setting the Overwrite header to T or F to enable or disable overwriting respectively.



Copying files and folders (rfc4918 [https://tools.ietf.org/html/rfc4918])

A file or folder can be copied by sending a COPY request to the file or folder and specifying the destination in the Destination header as full url.

COPY remote.php/dav/files/user/path/to/file
Destination: https://cloud.example/remote.php/dav/files/user/new/location





The overwrite behavior of the copy can be controlled by setting the Overwrite header to T or F to enable or disable overwriting respectively.



Settings favorites

A file or folder can be marked as favorite by sending a PROPPATCH request to the file or folder and setting the oc:favorite property.

PROPPATCH remote.php/dav/files/user/path/to/file
<?xml version="1.0"?>
<d:propertyupdate xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns">
  <d:set>
    <d:prop>
      <oc:favorite>1</oc:favorite>
    </d:prop>
  </d:set>
</d:propertyupdate>





Setting the oc:favorite property to 1 marks a file as favorite, setting it to 0 un-marks it as favorite.



Listing favorites

Favorites for a user can be retrieved by sending a REPORT request and specifying oc:favorite as a filter.

REPORT remote.php/dav/files/user/path/to/folder
<?xml version="1.0"?>
<oc:filter-files  xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns" xmlns:nc="http://nextcloud.org/ns">
     <oc:filter-rules>
         <oc:favorite>1</oc:favorite>
     </oc:filter-rules>
 </oc:filter-files>





File properties can be requested by adding a <d:prop/> element to the request listing the requested properties in the same way as it would be done for a PROPFIND request.

When listing favorites, the request will find all favorites in the folder recursively, all favorites for a user can be found by sending the request to remote.php/dav/files/user



Special Headers


Request Headers

You can set some special headers that Nextcloud will interpret.



	Header

	Description

	Example





	X-OC-MTime

	
Allow to specify a modification time.

The response will contain the header X-OC-MTime: accepted

if the mtime was accepted.




	1675789581



	X-OC-CTime

	
Allow to specify a creation time.

The response will contain the header X-OC-CTime: accepted

if the mtime was accepted.




	1675789581



	OC-Checksum

	
A checksum that will be stored in the DB.

For regular PUT uploads, the server stores the value

without validation. During bulk uploads, the checksum

is validated against the uploaded content.

Currently used algorithms are MD5, SHA1, SHA256,

SHA3-256, Adler32.




	md5:04c36b75222cd9fd47f2607333029106



	X-Hash

	
On PUT requests, instructs the server to compute a hash

of the uploaded file content during the write. The server

returns the hash(es) in response headers named

X-Hash-MD5, X-Hash-SHA1, and/or X-Hash-SHA256.

Setting the value to all computes all three hashes.

Beware of performance implications!




	md5, sha1, sha256,
or all



	OC-Total-Length

	
Contains the total size of the file during a chunk upload.

This allow the server to abort faster if the remaining

user’s quota is not enough.




	4052412



	X-NC-WebDAV-AutoMkcol

	
When set to 1, instructs the server to automatically

create any missing parent directories when uploading a file.

Available since Nextcloud 32.




	


	OC-Chunked

(deprecated)


	
Used for legacy chunk upload to differentiate a regular

upload from a chunked upload. It allowed checking for quota

and various other things. Nowadays, you need to provide the

OC-Total-Length header on the PUT requests instead.




	Deprecated

You do not have to provide
this anymore










Response Headers



	Header

	Description

	Example





	
OC-Etag







	
On creation, move and copy,

the response contain the etag of the file.




	
"50ef2eba7b74aa84feff013efee2a5ef"









	
OC-FileId







	
On creation, move and copy,

the response contain the fileid of the file.




	
Format: <padded-id><instance-id>.

Example: 00000259oczn5x60nrdu






	
X-NC-OwnerId







	
On creation, the response contains the owner

ID.




	
Example: admin









	
X-NC-Permissions







	
On creation, the response contains the

permissions string.




	
Example: RGDNVW
















            

          

      

      

    

  

    
      
          
            
  
Chunked file upload


Introduction

Uploading large files is always a bit problematic as your connection can be interrupted
which will fail your entire upload. Nextcloud has a chunking API where you can
upload smaller chunks which will be assembled on the server once they are all uploaded.

There are two versions of the chunking API. Version 1 is the original version and version 2 was built as a backward compatible extension to support uploads directly to supporting target storages like S3. Version 2 is the recommended version to use.

Version 2 comes with a few additional requirements and limitations to consider (compared to version 1):


	Every request needs to have a Destination header present which specifies the target path of the file


	The naming of the individual chunks is limited to be a number between 1 and 10000


	The chunks will be assembled in the order of their names


	The size of chunks must be between 5MB and 5GB (except for the last chunk, which can be smaller)


	Chunks cannot be downloaded from the upload directory




Nextcloud will expire the upload directory after 24 hours of inactivity. This means that if you start an upload and do not finish it within 24 hours, the upload directory will be deleted and the upload will fail.



Chunked upload v2

The API is only available for registered users of your instance. And uses the path:
<server>/remote.php/dav/uploads/<userid>. For this guide we will assume:
https://server/remote.php/dav/uploads/roeland


Starting a chunked upload

A chunked upload is handled in 1 folder. This is the location all the chunks
are uploaded to.

Start by creating a folder with a unique name. You can list the current available
folder but if you take a random UUID chances of collision are tiny.

curl -X MKCOL -u roeland:pass \
    https://server/remote.php/dav/uploads/roeland/myapp-e1663913-4423-4efe-a9cd-26e7beeca3c0 \
    --header 'Destination: https://server/remote.php/dav/files/roeland/dest/file.zip'







Uploading chunks

Once a folder for the chunks has been created we can start uploading the chunks.


	The naming of the individual chunks is limited to be a number between 1 and 10000


	The chunks will be assembled in the order of their names


	The size of chunks must be between 5MB and 5GB (except for the last chunk, which can be smaller)


	To have the quota of the user checked, you need to provide the header OC-Total-Length with
the total size of the file. It will reject the chunk with a 507 Insufficient Storage error.
If you do not provide it, the upload will only fail on the MOVE assembling step.




curl -X PUT -u roeland:pass \
    https://server/remote.php/dav/uploads/roeland/myapp-e1663913-4423-4efe-a9cd-26e7beeca3c0/00001 \
    --data-binary @chunk1 \
    --header 'Destination: https://server/remote.php/dav/files/roeland/dest/file.zip' \
    --header 'OC-Total-Length: 15000000'

curl -X PUT -u roeland:pass \
    https://server/remote.php/dav/uploads/roeland/myapp-e1663913-4423-4efe-a9cd-26e7beeca3c0/00002 \
    --data-binary @chunk2 \
    --header 'Destination: https://server/remote.php/dav/files/roeland/dest/file.zip' \
    --header 'OC-Total-Length: 15000000'





This will upload 2 chunks of a file. The first chunk is 10MB in size and the second
chunk is 5MB in size.



Assembling the chunks

Assembling the chunk on the server is a matter of initiating a move from the client.

curl -X MOVE -u roeland:pass \
    https://server/remote.php/dav/uploads/roeland/myapp-e1663913-4423-4efe-a9cd-26e7beeca3c0/.file \
    --header 'Destination: https://server/remote.php/dav/files/roeland/dest/file.zip' \
    --header 'OC-Total-Length: 15000000'





The server will now assemble the chunks and move the final file to the folder dest/file.zip.


Setting the modification time

If a modification time should be set, you can by adding it as header with date as unixtime:

curl -X MOVE -u roeland:pass
    --header 'Destination: https://server/remote.php/dav/files/roeland/dest/file.zip' \
    --header 'X-OC-Mtime: 1547545326' \
    --header 'OC-Total-Length: 15000000'





Otherwise the current upload date will be used as modification date.

The chunks and the temporary upload folder will be deleted afterwards.




Aborting the upload

If the upload has to be aborted this is a simple matter or deleting the upload folder.

curl -X DELETE -u roeland:pass \
    https://server/remote.php/dav/uploads/roeland/myapp-e1663913-4423-4efe-a9cd-26e7beeca3c0/










            

          

      

      

    

  

    
      
          
            
  
File bulk upload


Introduction

Uploading many small files is often slower than what could be achieved because we do not
use the whole network bandwidth. Nextcloud has a bulk upload API where you can upload
many small files together in order to optimize the use of network bandwidth.



Usage

The API is only available for registered users of your instance. And uses the path:
<server>/remote.php/dav/bulk.


Starting a bulk upload

A bulk upload is simply using a request structured as HTTP multipart with related mime type.

Each file is then sent as one HTTP part.

Each file inside an HTTP Part will need the following headers:


	Content-Length: <file size>


	Content-Type: <mimetype>


	X-File-MD5: <md5 checksum>


	X-File-Mtime: <modification time of file>


	X-File-Path: <destination file path>




The reply is a json document with the following structure:

{
    "/small file.txt": {
        "error": false,
        "etag": "adb9aa24cbfa8e372c88431d1d99629a"
    }
}





Example of code to upload some test files with bulk upload protocol

#!/bin/bash

NB=$1
SIZE=$2

USER="admin"
PASS="admin"
SERVER="nextcloud.local"
UPLOAD_PATH="/tmp/bulk_upload_request_$(openssl rand --hex 8).txt"
BOUNDARY="boundary_$(openssl rand --hex 8)"
REMOTE_FOLDER="/test"

for ((i=1; i<="$NB"; i++))
do
        file_name=$(openssl rand --hex 8)
        file_local_path="./$file_name.txt"
        file_remote_path="$REMOTE_FOLDER/$file_name.txt"
        head -c "$SIZE" /dev/urandom > "$file_local_path"
        file_mtime=$(stat -c %Y "$file_local_path")
        file_hash=$(md5sum "$file_local_path" | awk '{ print $1 }')
        file_size=$(du -sb "$file_local_path" | awk '{ print $1 }')

        {
                echo -en "--$BOUNDARY\r\n"
                echo -en "X-File-Path: $file_remote_path\r\n"
                echo -en "X-OC-Mtime: $file_mtime\r\n"
                echo -en "X-File-Md5: $file_hash\r\n"
                echo -en "Content-Length: $file_size\r\n"
                echo -en "\r\n" >> "$UPLOAD_PATH"

                cat "$file_local_path"
                echo -en "\r\n" >> "$UPLOAD_PATH"
        } >> "$UPLOAD_PATH"
done

echo -en "--$BOUNDARY--\r\n" >> "$UPLOAD_PATH"

echo "Creating folder /test"
curl \
        -X MKCOL \
        -k \
        "https://$USER:$PASS@$SERVER/remote.php/dav/files/$USER/test" > /dev/null

echo "Uploading $NB files with total size: $(du -sh "$UPLOAD_PATH" | cut -d '   ' -f1)"
echo "Local file is: $UPLOAD_PATH"
curl \
        -X POST \
        -k \
        --progress-bar \
        --cookie "XDEBUG_PROFILE=true;path=/;" \
        -H "Content-Type: multipart/related; boundary=$BOUNDARY" \
        --data-binary "@$UPLOAD_PATH" \
        "https://$USER:$PASS@$SERVER/remote.php/dav/bulk"










            

          

      

      

    

  

    
      
          
            
  
Trashbin

Nextcloud makes the trashbin of a user available via the webdav endpoint.


Listing the trashbin content

To obtain all the files in the trashbin a normal PROPFIND has to be send to
https://cloud.example.com/remote.php/dav/trashbin/USER/trash. This will
list the content of the trashbin.

The endpoint provides three extra properties:


	{http://nextcloud.org/ns}trashbin-filename


	{http://nextcloud.org/ns}trashbin-original-location


	{http://nextcloud.org/ns}trashbin-deletion-time




The result is a normal response to a PROPFIND and can be listed as such.



Restoring from the trashbin

To restore from the trashbin all that needs to be done is to move the item to
the special restore folder at https://cloud.example.com/remote.php/dav/trashbin/USER/restore

This will automatically restore the item to its original location.



Deleting from the trashbin

To delete from the trashbin just perform a DELETE on the item.



Emptying the trashbin

Perform a DELETE on https://cloud.example.com/remote.php/dav/trashbin/USER/trash





            

          

      

      

    

  

    
      
          
            
  
Versions

Nextcloud makes the versions of files available via the webdav endpoint.


Listing the versions of a file

To obtain all the version of a file a normal PROPFIND has to be send to
https://cloud.example.com/remote.php/dav/versions/USER/versions/FILEID. This will
list the versions for this file.

The name is the timestamp of the version.



Restoring a version

To restore a version all that needs to be done is to move a version
the special restore folder at https://cloud.example.com/remote.php/dav/versions/USER/restore





            

          

      

      

    

  

    
      
          
            
  
Search

Nextcloud implements rfc5323 [https://tools.ietf.org/html/rfc5323] WebDAV search to allow clients to search for files on the server.
WebDAV search allows for fairly complex search queries with filtering and sorting on multiple properties.

This document describes how to use WebDAV search with a Nextcloud server and provides some example queries,
full details of the api can be found at rfc5323 [https://tools.ietf.org/html/rfc5323].


Making search requests

Search requests can be made by sending a SEARCH http request to https://cloud.example.com/remote.php/dav/
with a content type of text/xml and the query as xml in the request body.

For example, to search for text files for the user ‘test’:

curl -u test:password 'https://cloud.example.com/remote.php/dav/' -X SEARCH -H "content-Type: text/xml" --data '<?xml version="1.0" encoding="UTF-8"?>
 <d:searchrequest xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns">
     <d:basicsearch>
         <d:select>
             <d:prop>
                 <oc:fileid/>
                 <d:displayname/>
                 <d:getcontenttype/>
                 <d:getetag/>
                 <oc:size/>
             </d:prop>
         </d:select>
         <d:from>
             <d:scope>
                 <d:href>/files/test</d:href>
                 <d:depth>infinity</d:depth>
             </d:scope>
         </d:from>
         <d:where>
             <d:like>
                 <d:prop>
                     <d:getcontenttype/>
                 </d:prop>
                 <d:literal>text/%</d:literal>
             </d:like>
         </d:where>
         <d:orderby/>
    </d:basicsearch>
</d:searchrequest>'







Supported DAV properties

The following DAV properties are supported for use in either select, where and orderby,
not all properties can be used for each operation.



	Property name

	Description

	Selectable

	Searchable

	Sortable

	Type





	{DAV:}displayname

	File name

	✓

	✓

	✓

	String



	{DAV:}getcontenttype

	Mime type

	✓

	✓

	✓

	String



	{DAV:}getlastmodified

	Modified date

	✓

	✓

	✓

	Datetime



	{DAV:}creationdate

	Creation date

	✓

	✓

	✓

	Datetime



	{http://nextcloud.org/ns}upload_time

	Upload date

	✓

	✓

	✓

	Datetime



	{http://nextcloud.org/ns}last_activity

	Latest of upload and modified date

	✓

	❌

	✓

	Datetime



	{http://owncloud.org/ns}size

	File size or folder size

	✓

	✓

	✓

	Integer



	{http://owncloud.org/ns}favorite

	Favorite status

	✓

	✓

	✓

	Boolean



	{http://owncloud.org/ns}fileid

	Nextcloud file id

	✓

	✓

	❌

	Integer



	{DAV:}resourcetype

	File or folder

	✓

	❌

	❌

	String



	{DAV:}getcontentlength

	File size, not for folders

	✓

	❌

	❌

	String



	{http://owncloud.org/ns}checksums

	Stored checksums for the file

	✓

	❌

	❌

	String



	{http://owncloud.org/ns}permissions

	File permissions

	✓

	❌

	❌

	String



	{DAV:}getetag

	File etag

	✓

	❌

	❌

	String



	{http://owncloud.org/ns}owner-id

	File owner

	✓

	❌

	❌

	String



	{http://owncloud.org/ns}owner-display-name

	File owner display name

	✓

	❌

	❌

	String



	{http://owncloud.org/ns}data-fingerprint

	Fingerprint for recovery status

	✓

	❌

	❌

	String



	{http://nextcloud.org/ns}has-preview

	Preview status

	✓

	❌

	❌

	Boolean








Search scope

All search queries are scoped to a single folder relative to the dav root.
At the moment only search queries for files are supported meaning the the scope should always start with files/$username.

Inside the user’s files, any existing folder can be used as search scope.



Examples search bodies

Search for all plain text files in the folder Documents, sorted by size.

<?xml version="1.0" encoding="UTF-8"?>
<d:searchrequest xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns">
    <d:basicsearch>
        <d:select>
            <d:prop>
                <d:displayname/>
            </d:prop>
        </d:select>
        <d:from>
            <d:scope>
                <d:href>/files/test/Documents</d:href>
                <d:depth>infinity</d:depth>
            </d:scope>
        </d:from>
        <d:where>
            <d:like>
                <d:prop>
                    <d:getcontenttype/>
                </d:prop>
                <d:literal>text/%</d:literal>
            </d:like>
        </d:where>
        <d:orderby>
            <d:order>
                <d:prop>
                    <oc:size/>
                </d:prop>
                <d:ascending/>
            </d:order>
        </d:orderby>
    </d:basicsearch>
</d:searchrequest>





Get a file by id.

<?xml version="1.0" encoding="UTF-8"?>
<d:searchrequest xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns">
    <d:basicsearch>
        <d:select>
            <d:prop>
                <d:displayname/>
            </d:prop>
        </d:select>
        <d:from>
            <d:scope>
                <d:href>/files/test</d:href>
                <d:depth>infinity</d:depth>
            </d:scope>
        </d:from>
        <d:where>
            <d:eq>
                <d:prop>
                    <oc:fileid/>
                </d:prop>
                <d:literal>12345</d:literal>
            </d:eq>
        </d:where>
        <d:orderby/>
    </d:basicsearch>
</d:searchrequest>





Get all png and jpg files over 10MB.

<?xml version="1.0" encoding="UTF-8"?>
<d:searchrequest xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns">
    <d:basicsearch>
        <d:select>
            <d:prop>
                <d:displayname/>
            </d:prop>
        </d:select>
        <d:from>
            <d:scope>
                <d:href>/files/test</d:href>
                <d:depth>infinity</d:depth>
            </d:scope>
        </d:from>
        <d:where>
            <d:and>
                <d:or>
                    <d:eq>
                        <d:prop>
                            <d:getcontenttype/>
                        </d:prop>
                        <d:literal>image/png</d:literal>
                    </d:eq>
                    <d:eq>
                        <d:prop>
                            <d:getcontenttype/>
                        </d:prop>
                        <d:literal>image/jpg</d:literal>
                    </d:eq>
                </d:or>
                    <d:gt>
                        <d:prop>
                            <oc:size/>
                        </d:prop>
                        <d:literal>10000000</d:literal>
                    </d:gt>
            </d:and>
        </d:where>
        <d:orderby/>
    </d:basicsearch>
</d:searchrequest>





Search for all common files (no directories) and limit the result of the last 5 files with ordering, last modified

 <d:searchrequest xmlns:d="DAV:" xmlns:oc="http://owncloud.org/ns">
     <d:basicsearch>
         <d:select>
             <d:prop>
                 <oc:fileid/>
                 <d:getcontenttype/>
                 <d:getetag/>
                 <oc:size/>
                 <d:getlastmodified/>
                 <d:resourcetype/>
             </d:prop>
         </d:select>
         <d:from>
             <d:scope>
                 <d:href>/files/test</d:href>
                 <d:depth>infinity</d:depth>
             </d:scope>
         </d:from>
         <d:where>
             <d:not>
                 <d:is-collection/>
             </d:not>
         </d:where>
         <d:orderby>
            <d:order>
                <d:prop>
                    <d:getlastmodified/>
                </d:prop>
                <d:descending/>
             </d:order>
         </d:orderby>
         <d:limit>
           <d:nresults>5</d:nresults>
         </d:limit>
    </d:basicsearch>
</d:searchrequest>





Get all files last modified after a given date.

<?xml version="1.0" encoding="UTF-8"?>
<d:searchrequest xmlns:d="DAV:">
    <d:basicsearch>
        <d:select>
            <d:prop>
                <d:displayname/>
                <d:getlastmodified />
            </d:prop>
        </d:select>
        <d:from>
            <d:scope>
                <d:href>/files/test</d:href>
                <d:depth>infinity</d:depth>
            </d:scope>
        </d:from>
        <d:where>
            <d:gt>
                <d:prop>
                    <d:getlastmodified/>
                </d:prop>
                <d:literal>2021-01-01T17:00:00Z</d:literal>
            </d:gt>
        </d:where>
        <d:orderby/>
    </d:basicsearch>
</d:searchrequest>









            

          

      

      

    

  

    
      
          
            
  
Comments

Comments have a PHP API within OCP and also via WebDAV. Basic documentation below.


Endpoint

The Comments resource has an endpoint:

`
remote.php/comments/$OBJECTTYPE/$OBJECTID [/$COMMENTID]
`

The ObjectID endpoint accepts:
* POST for creating a comment
* PROPFIND to list comments, and also the read mark. You need to specify
attributes in the request.
* PROPPATCH to update the read mark, property name:
{http://owncloud.org/ns}readMarker
* REPORT to search comments

The CommentID endpoint accepts:
* PROPPATCH to update the comment
* DELETE to delete it
* PROPFIND to list all properties

For a list of properties, see:
https://github.com/nextcloud/server/blob/master/apps/dav/lib/Comments/CommentNode.php#L108


Examples

REPORT request:

curl -u user:pwd -i --data-binary "@report.xml" -X REPORT -H "Content-Type: text/xml" http://test.nextcloud.bla/master/remote.php/dav/comments/files/2156





report.xml your receive:

<?xml version="1.0" encoding="utf-8" ?>
<D:report xmlns:D="DAV:" xmlns:oc="http://owncloud.org/ns" >
  <oc:limit>5</oc:limit>
  <oc:offset>0</oc:offset>
  <oc:datetime>2016-01-18 22:10:30</oc:datetime>
</D:report>





Example Output (without headers):

<?xml version="1.0"?>
<d:multistatus xmlns:d="DAV:" xmlns:s="http://sabredav.org/ns" xmlns:cal="urn:ietf:params:xml:ns:caldav" xmlns:cs="http://calendarserver.org/ns/" xmlns:card="urn:ietf:params:xml:ns:carddav" xmlns:oc="http://owncloud.org/ns">
 <d:response>
  <oc:comment>
   <oc:id>3</oc:id>
   <oc:parentId>0</oc:parentId>
   <oc:topmostParentId>0</oc:topmostParentId>
   <oc:childrenCount>0</oc:childrenCount>
   <oc:message>first</oc:message>
   <oc:verb>comment</oc:verb>
   <oc:actorType>users</oc:actorType>
   <oc:actorId>master</oc:actorId>
   <oc:objectType>files</oc:objectType>
   <oc:objectId>2156</oc:objectId>
   <oc:creationDateTime>2016-01-18 22:01:16</oc:creationDateTime>
   <oc:latestChildDateTime>2016-01-20 14:01:24</oc:latestChildDateTime>
  </oc:comment>
 </d:response>
 <d:response>
  <oc:comment>
   <oc:id>2</oc:id>
   <oc:parentId>0</oc:parentId>
   <oc:topmostParentId>0</oc:topmostParentId>
   <oc:childrenCount>0</oc:childrenCount>
   <oc:message>first</oc:message>
   <oc:verb>comment</oc:verb>
   <oc:actorType>users</oc:actorType>
   <oc:actorId>master</oc:actorId>
   <oc:objectType>files</oc:objectType>
   <oc:objectId>2156</oc:objectId>
   <oc:creationDateTime>2016-01-18 22:01:12</oc:creationDateTime>
   <oc:latestChildDateTime>2016-01-20 14:01:24</oc:latestChildDateTime>
  </oc:comment>
 </d:response>
</d:multistatus>





If you want a real life example of use, the announcement center has comments implemented.
See the comments related files in https://github.com/nextcloud/announcementcenter/tree/master/js
for frontend matters. Backendwise OCPCommentsICommentsManager is mostly close for housekeeping.
It was introduced in https://github.com/nextcloud/announcementcenter/pull/12, but
there are also some follow up PRs.






            

          

      

      

    

  

    
      
          
            
  
Client Integration

With Nextcloud Hub 26 Winter we are introducing a new client integration API. It allows server side apps to expose integrations on Desktop and Mobile.
For now we support adding app-defined actions to a “context menu” of files and folders.

It allows providing easy integration of specific actions on clients without the need to write and maintain code on those platforms.


Supported clients

Android: 3.36.0 and above

Desktop: 33.0.0 and above

iOS: 7.3.0 and above



Supported server apps

richdocuments: Convert .docx to .md

assistant: Transcribe audio file

files_zip: Zip a file or folder

contacts: Create new contact from vfc



Exposing actions via capability

Each app can add new actions via capabilities, following the syntax “app-id”, “hook-name” and list of all endpoints.

'client_integration' => [
    Application::APP_ID => [
        'version' => 0.1,
        'context-menu' => [
            // ... endpoints ...
        ]
    ]
]







Hooks

Currently only “context-menu” is supported.



Endpoint

The endpoint tells the client how the menu entry should look like and how the client can send a request to the server.

Requirements:


	Every text need to be translated by the app itself.


	Current predefined params are fileId and filePath,


	{fileId} and {filePath} will be replaced by clients with actual values,


	url placeholders are always replaced,


	mimetype_filters is a comma-separated list of filters (matches anything that starts with the filter). If there is no filter, the action is shown for every file/folder.


	All urls must be relative.


	params is used for body params (currently only POST).


	icon field should always provide an SVG.


	method supports POST/GET.




[
    'name' => 'translated title',
    'url' => '/ocs/v2.php/apps/abc',
    'method' => 'POST/GET',
    'mimetype_filters' => 'text/, application/pdf', // will match text/* and PDFs
    'params' => ['file_id' => '{fileId}','file_path' => '{filePath}'], // only for POST; the key can vary depending on the app
    'icon' => '/apps/abc/img/app.svg'
],







Responses

When clicking on a menu entry the client sends a predefined request to the server.
The app in question can then handle the request and can send two different response types:


Declarative UI response

The declarative UI response allows the app to send back a new UI to be rendered by the client:
- version: Indicates which version it is. Clients will be backwards compatible. If server sends a newer version than the client can understand the response will be ignored.
- tooltip: Translated text, which will be shown as tooltip / snackbar.

{
  "ocs": {
    "meta": {
      "status": "ok",
      "statuscode": 200,
      "message": "OK"
    },
    "data": {
      "version": 0.1,
      "root": {
        "orientation": "vertical",
        "rows": [
          {
            "children": [
              {
                "element": "URL",
                "text": "Link created",
                "url": "/some/link/to/a/page"
              }
            ]
          }
        ]
      }
    }
  }
}





At the moment only rows with text and url elements are supported, but in the future we will add more elements and options.



Tooltip Response

The tooltip response is a regular DataResponse type, with payload:
- version: Indicates which version it is. Clients will be backwards compatible. If server sends a newer version than the client can understand the response will be ignored.
- tooltip: Translated text, which will be shown as tooltip / snackbar.

{
  "ocs": {
    "meta": {
      "status": "ok",
      "statuscode": 200,
      "message": "OK"
    },
    "data": {
      "version": "0.1",
      "tooltip": "Task submitted successfully"
    }
  }
}








Example

Here is an example of using the Assistant app.

Capabilities:

ocs/v1.php/cloud/capabilities returns the following capability:

"client_integration": {
  "assistant": {
    "version": 0.1,
    "context-menu": [
      {
        "name": "Summarize using AI",
        "url": "/ocs/v2.php/apps/assistant/api/v1/file-action/{fileId}/core:text2text:summary",
        "method": "POST",
        "mimetype_filters": "text/, application/msword, application/vnd.openxmlformats-officedocument.wordprocessingml.document, application/vnd.oasis.opendocument.text, application/pdf",
        "icon": "/apps/assistant/img/client_integration/summarize.svg"
      },
      {
        "name": "Transcribe audio using AI",
        "url": "/ocs/v2.php/apps/assistant/api/v1/file-action/{fileId}/core:audio2text",
        "method": "POST",
        "mimetype_filters": "audio/",
        "icon": "/apps/assistant/img/client_integration/speech_to_text.svg"
      },
      {
        "name": "Text-To-Speech using AI",
        "url": "/ocs/v2.php/apps/assistant/api/v1/file-action/{fileId}/core:text2speech",
        "method": "POST",
        "mimetype_filters": "text/, application/msword, application/vnd.openxmlformats-officedocument.wordprocessingml.document, application/vnd.oasis.opendocument.text, application/pdf",
        "icon": "/apps/assistant/img/client_integration/text_to_speech.svg"
      }
    ]
  },
},





The Assistant integration has a few endpoints for the client to show and execute. “Summarize using AI” and “Text-To-Speech using AI” appears at the bottom of each menu on the client side:

[image: pic1] [image: pic2]

Looking at the “Summarize using AI” action, it will only show for files with mimetypes starting with “text/” or the specified document and PDF mimetypes, as described in mimetype_filters.
When clicking on the action, the client will send a POST request to the specified URL, replacing {fileId} with the actual file id. The app can then handle the request and for example send a tooltip response back to the client. The client will show the tooltip to the user:

{
    "ocs": {
        "meta": {
            "status": "ok",
            "statuscode": 200,
            "message": "OK"
        },
        "data": {
            "version": 0.1,
            "tooltip": "Summarization task submitted successfully"
        }
    }
}







Develop your first app with client integration


	Familiarize yourself on how to create an app via Develop your first Hello World app [https://cloud.nextcloud.com/s/iyNGp8ryWxc7Efa?dir=%2F%2F2%20Develop%20your%20first%20Hello%20World%20app] for more help on that topic:


	Create Capabilities.php in /lib folder and add to array in getCapabilities():





'client_integration' => [
                'pingpong' => [
                    'version' => 0.1,
                    'context-menu' => [
                        [
                            'name' => $this->l10n->t('Ping'),
                            'url' => '/ocs/v2.php/apps/pingpong/ping/{fileId}',
                            'method' => 'GET',
                        ],
                    ],
                ],
            ],








See Endpoint for endpoint details.


	Register the app in lib/AppInfo/Application.php





public function register(IRegistrationContext $context): void {
    $context->registerCapability(Capabilities::class);
}









	Add consuming function in /lib/Controller/ApiController.php:





#[NoAdminRequired]
#[ApiRoute(verb: 'GET', url: '/ping/{fileId}')]
public function ping(int $fileId = 1): DataResponse {
    return new DataResponse(
        ['version' => 0.1,
            'tooltip' => $this->l10n->t("Pong file %s", $fileId)]
    );
}









	Response is DataResponse with a version (currently 0.1) and a translated tooltip.






Issues/Bugs

Please report issues, bugs or feature requests at https://github.com/nextcloud/files-clients with label “Client integration”.





            

          

      

      

    

  

    
      
          
            
  
Desktop Clients

Available for Windows, macOS, and various Linux distributions, the Nextcloud
Desktop Sync client enables you to:


	Specify one or more directories on your computer that you want to synchronize
to the Nextcloud server.


	Always have the latest files synchronized, wherever they are located.




This documentation is targeted for developers to build the client on their own.



	Building the Client





You can find additional information here:


	User manual [https://docs.nextcloud.com/server/latest/user_manual/en/desktop/index.html]


	Admin manual [https://docs.nextcloud.com/server/latest/admin_manual/desktop/index.html]







            

          

      

      

    

  

    
      
          
            
  
Building the Client

The goal of this section is to set up a build environment for developing
and testing the Nextcloud Desktop client. If you just want to use the
Nextcloud Desktop client without developing and testing it, you should
download the latest stable build instead.


Note

These instructions represent a particular streamlined and easy-to-understand
methodology, but they are by no means the only way of setting up a build
environment.



The steps listed here have been tested multiple times and should allow you
to build the client and/or the documentation with not warnings or errors.
These instructions should be current with the version, latest, of the
Nextcloud Client with which it ships. If you are using the most recent version
of these instructions, and you run into errors or warnings with the latest
code from the repository, please open a GitHub Issue to let us know so we can
document a workaround or fix any underlying problems.


Using GitHub

By default, cloning the GitHub repository will give you the “master” branch,
which is the most recent. If for some reason you want to build an older
version of the Nextcloud Desktop client, you can choose a branch corresponding
with that version. However, for older versions of the client, please be mindful
that any issues present may have been fixed in more recent versions.


Note

Doing anything other than just downloading the existing code will
require you to have a GitHub account.



If your goal in cloning and building the Nextcloud Desktop client is to
contribute to its development, and you are not already a “collaborator”
on the Nextcloud Desktop GitHub repository, you will need to create a “fork”
by clicking the “fork” button in the upper right on any GitHub page in the
repository. It is important to do this in advance because the URL for cloning
the repository is different for a fork than for the main official version.

When cloning a GitHub repository, you have two options for authenticating your
GitHub account, SSH or HTTPS. SSH requires additional setup but is more secure
and simplifies things later on. For an explanation of the differences between
HTTPS and SSH, as well as instructions to set up SSH, see this GitHub
help article [https://help.github.com/en/articles/which-remote-url-should-i-use] on the subject.

The most basic version of the Git command for cloning a repository is as follows:

$ git clone <repository_url>





Which will clone the repository into the directory where you run the command.

The four versions of the git clone command are as follows:


	HTTPS from the official repository:

$ git clone https://github.com/nextcloud/desktop.git







	SSH from the official repository:

$ git clone git@github.com:nextcloud/desktop.git







	HTTPS from a fork (see above):

% git clone https://github.com/<github_username>/desktop.git







	SSH from a fork (see above):

% git clone git@github.com:<github_username>/desktop.git











macOS Development Build


Note

While it is possible to do many of the following steps using GUI
frontends, wherever possible the Terminal commands are listed instead, in order
to streamline the process.




	Install Xcode from the Mac App Store:

https://apps.apple.com/app/xcode/id497799835





Then, in Terminal:


	Install Xcode command line tools:

% xcode-select –install







	Install Homebrew from brew.sh [https://brew.sh] (which will just give you the following):





% /bin/bash -c "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/HEAD/install.sh)"









Note

Under certain circumstances, you may get on error along the
lines of Permission denied @ apply2files when installing certain
Homebrew packages. This is a known issue [https://stackoverflow.com/a/63241724] and can be fixed by changing
the permissions on the affected files with the following command:

% sudo chown -R $(whoami):admin /usr/local/* \
   && sudo chmod -R g+rwx /usr/local/*





This workaround may lead to other shell warnings.




	Install Homebrew packages:

% brew install git qt qtkeychain cmake openssl glib cmocka karchive







	Certain Homebrew packages are not automatically linked in places where
the build scripts can find them, so you can create a shell-profile script
that will find and load them dynamically when you run a build:

% echo 'export QT_PATH=$(brew --prefix qt6)/bin' >> ~/.nextcloud_build_variables
% echo 'export CMAKE_PREFIX_PATH=$(brew --prefix qt6);$(brew --prefix karchive)' >> ~/.nextcloud_build_variables






Note

The name ~/.nextcloud_build_variables is just a suggestion for
convenience. You can use a different file or create an entire shell
script, but this way of doing things is the simplest to explain.





	Clone the Nextcloud repository to a convenient location, such as ~/Repositories:

% mkdir ~/Repositories





(if it doesn’t already exist), then:

% cd ~/Repositories






Note

The cloned repository can go basically anywhere your user account
has write access, though it should not go in a directory synced with another
cloud service (especially not iCloud Drive). ~/Repositories is recommended
for tidiness and consistency.



% git clone <repository_url>





(See the above section on using GitHub for an explanation of what URL to use.)



	Create build directory:

% cd ~/Repositories/desktop
% mkdir build







	Generate the build files:





Note


By default Nextcloud Desktop will build in a protected directory on macOS,
so you need to specify a build location. You can do this every time you build,
or you can add it to your save build variables, like so:




% echo 'export CMAKE_INSTALL_PREFIX=~/Builds' >> ~/.nextcloud_build_variables
# If you want to build a macOS app bundle for distribution
% echo 'export BUILD_OWNCLOUD_OSX_BUNDLE=ON' >> ~/.nextcloud_build_variables





Replace ~/Builds with a different directory if you’d like the build to end up elsewhere.




% source ~/.nextcloud_build_variables
% cd ~/Repositories/desktop/build
% cmake ..









	Compile and install:

% make install











Windows Development Build


System requirements


	Windows 10 or Windows 11


	The desktop client code [https://github.com/nextcloud/desktop]


	Python 3


	PowerShell


	Microsoft Visual Studio 2022 and tools to compile C++


	KDE Craft [https://community.kde.org/Craft]






Setting up Microsoft Visual Studio


	Click on ‘Modify’ in the Visual Studio Installer:





[image: Visual Studio Installer]




	Select ‘Desktop development with C++’





[image: Desktop development with C++]





Handling the dependencies

We handle the dependencies using KDE Craft [https://community.kde.org/Craft] because it is easy to set it up and it makes the maintenance much more reliable in all platforms.


	Set up KDE Craft as instructed in Get Involved/development/Windows - KDE Community Wiki [https://community.kde.org/Get_Involved/development/Windows] -  it requires Python 3 and PowerShell.


	After running:




C:\CraftRoot\craft\craftenv.ps1






	Add the desktop client blueprints [https://github.com/nextcloud/desktop-client-blueprints] - the instructions to handle the client dependencies:




craft --add-blueprint-repository [git]https://github.com/nextcloud/desktop-client-blueprints.git
craft craft






	Install all client dependencies:




craft --install-deps nextcloud-client







Compiling


	Make sure your environment variable %PATH% has no conflicting information to the environment you will use to compile the client. For instance, if you have installed OpenSSL previously and have added it to %PATH%, the OpenSSL installed might be a different version than what was installed via KDE Craft.


	Open the Command Prompt (cmd.exe)


	Run:




"C:\Program Files\Microsoft Visual Studio\2022\Community\VC\Auxiliary\Build\vcvarsall.bat" x64






	To use the tools installed with Visual Studio, you need the following in your %PATH%:





[image: Windows environment variables]




	Alternatively you can use the tools installed with KDE Craft by adding them to %PATH%:




set "PATH=C:\CraftRoot\bin;C:\CraftRoot\dev-utils\bin;%PATH%"






Note

C:CraftRoot is the path used by default by KDE Craft. When you are setting it up you may choose a different folder.




	Create build folder, run cmake, compile and install:




cd <desktop-repo-path>
mkdir build
cd build
cmake .. -G Ninja -DCMAKE_INSTALL_PREFIX=. -DCMAKE_PREFIX_PATH=C:\CraftRoot -DCMAKE_BUILD_TYPE=RelWithDebInfo
cmake --build . --target install






	Now you can use Qt Creator [https://doc.qt.io/qtcreator] to import the build folder with its configurations to be able to work with the code.






Windows Installer (i.e. Deployment) Build (Cross-Compile)

Due to the large number of dependencies, building the client installer for Windows
is currently only officially supported on openSUSE, by using the MinGW cross compiler.
You can set up any currently supported version of openSUSE in a virtual machine if you do not
have it installed already.

In order to make setup simple, you can use the provided Dockerfile to build your own image.


	Assuming you are in the root of the Nextcloud Client’s source tree, you can
build an image from this Dockerfile like this:

cd admin/win/docker
docker build . -t nextcloud-client-win32:<version>





Replace <version> by the version of the client you are building, e.g.
latest for the release of the client that this document describes.
If you do not wish to use docker, you can run the commands in RUN manually
in a shell, e.g. to create your own build environment in a virtual machine.


Note

Docker images are specific to releases. This one refers to latest.
Newer releases may have different dependencies, and thus require a later
version of the docker image! Always pick the docker image fitting your release
of Nextcloud client!





	From within the source tree Run the docker instance:

docker run -v "$PWD:/home/user/client" nextcloud-client-win32:<version> \
   /home/user/client/admin/win/docker/build.sh client/  $(id -u)





It will run the build, create an NSIS based installer, as well as run tests.
You will find the resulting binary in an newly created build-win32 subfolder.

If you do not wish to use docker, and ran the RUN commands above in a virtual machine,
you can run the indented commands in the lower section of build.sh manually in your
source tree.






	Finally, you should sign the installer to avoid warnings upon installation.
This requires a Microsoft Authenticode [https://msdn.microsoft.com/en-us/library/ie/ms537361%28v=vs.85%29.aspx] Certificate osslsigncode to sign the installer:

osslsigncode -pkcs12 $HOME/.codesign/packages.pfx -h sha256 \
          -pass yourpass \
          -n "ACME Client" \
          -i "http://acme.com" \
          -ts "http://timestamp.server/" \
          -in ${unsigned_file} \
          -out ${installer_file}





For -in, use the URL to the time stamping server provided by your CA along with the Authenticode certificate. Alternatively,
you may use the official Microsoft signtool utility on Microsoft Windows.

If you’re familiar with docker, you can use the version of osslsigncode that is part of the docker image.








Generic Build Instructions

Compared to previous versions, building the desktop sync client has become easier. Unlike
earlier versions, CSync, which is the sync engine library of the client, is now
part of the client source repository and not a separate module.

To build the most up-to-date version of the client:


	Clone the latest versions of the client from Git [http://git-scm.com] as follows:

$ git clone git://github.com/nextcloud/client.git
$ cd client
$ git submodule update --init







	Create the build directory

$ mkdir client-build
$ cd client-build







	Configure the client build

$ cmake -DCMAKE_BUILD_TYPE="Debug" ..






Note

You must use absolute paths for the include and library
directories.




Note

On macOS, you need to specify -DCMAKE_INSTALL_PREFIX=target,
where target is a private location, i.e. in parallel to your build
dir by specifying ../install.




Note

qtkeychain must be compiled with the same prefix e.g CMAKE_INSTALL_PREFIX=/Users/path/to/client/install/ .




Note

Example:: cmake -DCMAKE_PREFIX_PATH=/usr/local/opt/qt6 -DCMAKE_INSTALL_PREFIX=/Users/path/to/client/install/





	Call make.

The Nextcloud binary will appear in the bin directory.



	(Optional) Call make install to install the client to the
/usr/local/bin directory.




The following are known cmake parameters:


	
	QTKEYCHAIN_LIBRARY=/path/to/qtkeychain.dylib -DQTKEYCHAIN_INCLUDE_DIR=/path/to/qtkeychain/:
	Used for stored credentials.  When compiling with Qt5, the library is called qt5keychain.dylib.
You need to compile QtKeychain with the same Qt version.







	WITH_DOC=TRUE: Creates doc and manpages through running make; also adds install statements,
providing the ability to install using make install.


	CMAKE_PREFIX_PATH=/path/to/Qt6/6.7.0/yourarch/lib/cmake/: Builds using Qt6.


	CMAKE_INSTALL_PREFIX=path: Set an install prefix. This is mandatory on Mac OS





Address Sanitizer

You can enable the address sanitizer to detect memory corruptions and other mistakes.
The are the following sanitizers are available:


	Address Sanitizer


	Leak anitizer


	Memory sanitizer


	Undefined sanitizer


	Threads sanitizer




You can enable one or more sanitizers through CMake. For example, to
enable the address and the undefined sanitizer, execute CMake like
cmake .. -D ECM_ENABLE_SANITIZERS="address;undefined".
Keep in mind that not all combinations of sanitizers work together, and on some
platforms, not all types of sanitizers are available. For example, on Windows there is
currently only the address sanitizer available. If you are on Windows, you need to
make sure that the linker can find the sanitizer dlls at runtime. If you installed
Visual Studio in the standard location, you could find them in
C:/ProgramFiles (x86)/Microsoft Visual Studio/2019/Community/VC/Tools/Llvm/x64/lib/clang/10.0.0/lib/windows.
Make sure you add this location to your path. You may also need to
upgrade your Visual Studio version [https://docs.microsoft.com/en-us/cpp/sanitizers/asan?view=msvc-160#install-the-addresssanitizer].


Note

If you use Visual Studio on Windows, you can enable the
sanitizer if you click on Manage Configurations, scroll
down to the section CMake Command Arguments and enter then
-D ECM_ENABLE_SANITIZERS="address" in the text input field below.
After that, click on Save and generate CMake cache to load variables
right above the table.
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OCP\Accounts\UserUpdatedEvent


Added in version 28.



This event is triggered when the account data of a user was updated.



OCP\App\Events\AppDisableEvent


Added in version 27.



This event is triggered when an app is disabled.



OCP\App\Events\AppEnableEvent


Added in version 27.



This event is triggered when an app is enabled.



OCP\App\Events\AppUpdateEvent


Added in version 27.



This event is triggered when an app is updated.



OCP\App\ManagerEvent


Added in version 9.



Class ManagerEvent



OCP\AppFramework\Http\Events\BeforeLoginTemplateRenderedEvent


Added in version 28.



Emitted before the rendering step of the login TemplateResponse.



OCP\AppFramework\Http\Events\BeforeTemplateRenderedEvent


Added in version 20.



Emitted before the rendering step of each TemplateResponse. The event holds a
flag that specifies if an user is logged in.



OCP\Authentication\Events\AnyLoginFailedEvent


Added in version 26.



Emitted when the authentication fails



OCP\Authentication\Events\LoginFailedEvent


Added in version 19.



Emitted when the authentication fails, but only if the login name can be associated with an existing user.



OCP\Authentication\Events\TokenInvalidatedEvent


Added in version 32.



Emitted when an authentication token is invalidated.



OCP\Authentication\TwoFactorAuth\RegistryEvent


Added in version 15.





OCP\Authentication\TwoFactorAuth\TwoFactorProviderChallengeFailed


Added in version 28.





OCP\Authentication\TwoFactorAuth\TwoFactorProviderChallengePassed


Added in version 28.





OCP\Authentication\TwoFactorAuth\TwoFactorProviderDisabled


Added in version 20.





OCP\Authentication\TwoFactorAuth\TwoFactorProviderForUserDisabled


Added in version 22.





OCP\Authentication\TwoFactorAuth\TwoFactorProviderForUserEnabled


Added in version 22.





OCP\Authentication\TwoFactorAuth\TwoFactorProviderForUserRegistered


Added in version 28.





OCP\Authentication\TwoFactorAuth\TwoFactorProviderForUserUnregistered


Added in version 28.





OCP\Authentication\TwoFactorAuth\TwoFactorProviderUserDeleted


Added in version 28.





OCP\BeforeSabrePubliclyLoadedEvent


Added in version 26.



Dispatched before Sabre is loaded when accessing public webdav endpoints
This can be used to inject a Sabre plugin for example



OCP\Calendar\Events\CalendarObjectCreatedEvent


Added in version 32.





OCP\Calendar\Events\CalendarObjectDeletedEvent


Added in version 32.





OCP\Calendar\Events\CalendarObjectMovedEvent


Added in version 32.





OCP\Calendar\Events\CalendarObjectMovedToTrashEvent


Added in version 32.





OCP\Calendar\Events\CalendarObjectRestoredEvent


Added in version 32.





OCP\Calendar\Events\CalendarObjectUpdatedEvent


Added in version 32.





OCP\Collaboration\AutoComplete\AutoCompleteEvent


Added in version 16.





OCP\Collaboration\AutoComplete\AutoCompleteFilterEvent


Added in version 28.





OCP\Collaboration\Reference\RenderReferenceEvent


Added in version 25.



Event emitted when apps might render references like link previews or smart picker widgets.
This can be used to inject scripts for extending that.
Further details can be found in the Reference providers deep dive.



OCP\Collaboration\Resources\LoadAdditionalScriptsEvent


Added in version 25.



This event is used by apps to register their own frontend scripts for integrating
projects in their app. Apps also need to dispatch the event in order to load
scripts during page load



OCP\Comments\CommentsEntityEvent


Added in version 9.1.




Changed in version 28.0.0: Dispatched as a typed event



Class CommentsEntityEvent



OCP\Comments\CommentsEvent


Added in version 9.



Class CommentsEvent



OCP\Config\BeforePreferenceDeletedEvent


Added in version 25.





OCP\Config\BeforePreferenceSetEvent


Added in version 25.





OCP\Console\ConsoleEvent


Added in version 9.



Class ConsoleEvent



OCP\Contacts\Events\ContactInteractedWithEvent


Added in version 19.



An event that allows apps to notify other components about an interaction
between two users. This can be used to build better recommendations and
suggestions in user interfaces.
Emitters should add at least one identifier (uid, email, federated cloud ID)
of the recipient of the interaction.



OCP\DB\Events\AddMissingColumnsEvent


Added in version 28.



Event to allow apps to register information about missing database columns
This event will be dispatched for checking on the admin settings and when running
occ db:add-missing-columns which will then create those columns



OCP\DB\Events\AddMissingIndicesEvent


Added in version 28.



Event to allow apps to register information about missing database indices
This event will be dispatched for checking on the admin settings and when running
occ db:add-missing-indices which will then create those indices



OCP\DB\Events\AddMissingPrimaryKeyEvent


Added in version 28.



Event to allow apps to register information about missing database primary keys
This event will be dispatched for checking on the admin settings and when running
occ db:add-missing-primary-keys which will then create those keys



OCP\DirectEditing\RegisterDirectEditorEvent


Added in version 18.



Event to allow to register the direct editor.



OCP\EventDispatcher\GenericEvent


Added in version 18.



Class GenericEvent
convenience re-implementation of SymfonyComponentGenericEvent against
OCPEventDispatcherEvent



OCP\Federation\Events\TrustedServerRemovedEvent


Added in version 25.





OCP\Files\Cache\AbstractCacheEvent


Added in version 22.





OCP\Files\Cache\CacheEntryInsertedEvent


Added in version 21.



Event for when an existing entry in the cache gets inserted



OCP\Files\Cache\CacheEntryRemovedEvent


Added in version 21.



Event for when an existing entry in the cache gets removed



OCP\Files\Cache\CacheEntryUpdatedEvent


Added in version 21.



Event for when an existing entry in the cache gets updated



OCP\Files\Cache\CacheInsertEvent


Added in version 16.



Event for when a new entry gets added to the cache



OCP\Files\Cache\CacheUpdateEvent


Added in version 16.



Event for when an existing entry in the cache gets updated



OCP\Files\Config\Event\UserMountAddedEvent


Added in version 31.



Event emitted when a user mount was added.



OCP\Files\Config\Event\UserMountRemovedEvent


Added in version 31.



Event emitted when a user mount was removed.



OCP\Files\Config\Event\UserMountUpdatedEvent


Added in version 31.



Event emitted when a user mount was moved.



OCP\Files\Events\BeforeDirectFileDownloadEvent


Added in version 25.



This event is triggered when a user tries to download a file
directly.



OCP\Files\Events\BeforeFileScannedEvent


Added in version 18.





OCP\Files\Events\BeforeFileSystemSetupEvent


Added in version 31.



Event triggered before the file system is setup



OCP\Files\Events\BeforeFolderScannedEvent


Added in version 18.





OCP\Files\Events\BeforeZipCreatedEvent


Added in version 25.



This event is triggered before a archive is created when a user requested
downloading a folder or multiple files.
By setting successful to false the tar creation can be aborted and the download denied.



OCP\Files\Events\FileCacheUpdated


Added in version 18.





OCP\Files\Events\FileScannedEvent


Added in version 18.





OCP\Files\Events\FolderScannedEvent


Added in version 18.





OCP\Files\Events\InvalidateMountCacheEvent


Added in version 24.



Used to notify the filesystem setup manager that the available mounts for a user have changed



OCP\Files\Events\Node\BeforeNodeCopiedEvent


Added in version 20.





OCP\Files\Events\Node\BeforeNodeCreatedEvent


Added in version 20.





OCP\Files\Events\Node\BeforeNodeDeletedEvent


Added in version 20.





OCP\Files\Events\Node\BeforeNodeReadEvent


Added in version 20.





OCP\Files\Events\Node\BeforeNodeRenamedEvent


Added in version 20.





OCP\Files\Events\Node\BeforeNodeTouchedEvent


Added in version 20.





OCP\Files\Events\Node\BeforeNodeWrittenEvent


Added in version 20.





OCP\Files\Events\Node\FilesystemTornDownEvent


Added in version 24.



Event fired after the filesystem has been torn down



OCP\Files\Events\Node\NodeCopiedEvent


Added in version 20.





OCP\Files\Events\Node\NodeCreatedEvent


Added in version 20.





OCP\Files\Events\Node\NodeDeletedEvent


Added in version 20.





OCP\Files\Events\Node\NodeRenamedEvent


Added in version 20.





OCP\Files\Events\Node\NodeTouchedEvent


Added in version 20.





OCP\Files\Events\Node\NodeWrittenEvent


Added in version 20.





OCP\Files\Events\NodeAddedToCache


Added in version 18.





OCP\Files\Events\NodeAddedToFavorite


Added in version 28.





OCP\Files\Events\NodeRemovedFromCache


Added in version 18.





OCP\Files\Events\NodeRemovedFromFavorite


Added in version 28.





OCP\Files\ObjectStore\Events\BucketCreatedEvent


Added in version 33.





OCP\Files\Template\BeforeGetTemplatesEvent


Added in version 30.





OCP\Files\Template\FileCreatedFromTemplateEvent


Added in version 21.





OCP\Files\Template\RegisterTemplateCreatorEvent


Added in version 30.





OCP\FilesMetadata\Event\MetadataBackgroundEvent


Added in version 28.



MetadataBackgroundEvent is an event similar to MetadataLiveEvent but dispatched
on a background thread instead of live thread. Meaning there is no limit to
the time required for the generation of your metadata.



OCP\FilesMetadata\Event\MetadataLiveEvent


Added in version 28.



MetadataLiveEvent is an event initiated when a file is created or updated.
The app contains the Node related to the created/updated file, and a FilesMetadata that already
contains the currently known metadata.

Setting new metadata, or modifying already existing metadata with different value, will trigger
the save of the metadata in the database.



OCP\FilesMetadata\Event\MetadataNamedEvent


Added in version 28.



MetadataNamedEvent is an event similar to MetadataBackgroundEvent completed with a target name,
used to limit the refresh of metadata only listeners capable of filtering themselves out.
Meaning that when using this event, your app must implement a filter on the event’s registered
name returned by getName()


	This event is mostly triggered when a registered name is added to the files scan
	i.e. ./occ files:scan –generate-metadata [name]







OCP\Group\Events\BeforeGroupChangedEvent


Added in version 26.





OCP\Group\Events\BeforeGroupCreatedEvent


Added in version 18.





OCP\Group\Events\BeforeGroupDeletedEvent


Added in version 18.





OCP\Group\Events\BeforeUserAddedEvent


Added in version 18.





OCP\Group\Events\BeforeUserRemovedEvent


Added in version 18.





OCP\Group\Events\GroupChangedEvent


Added in version 26.





OCP\Group\Events\GroupCreatedEvent


Added in version 18.





OCP\Group\Events\GroupDeletedEvent


Added in version 18.





OCP\Group\Events\SubAdminAddedEvent


Added in version 21.





OCP\Group\Events\SubAdminRemovedEvent


Added in version 21.





OCP\Group\Events\UserAddedEvent


Added in version 18.





OCP\Group\Events\UserRemovedEvent


Added in version 18.





OCP\Log\Audit\CriticalActionPerformedEvent


Added in version 22.



Emitted when the admin_audit app should log an entry



OCP\Log\BeforeMessageLoggedEvent


Added in version 28.



Even for when a log item is being logged



OCP\Mail\Events\BeforeMessageSent


Added in version 19.



Emitted before a system mail is sent. It can be used to alter the message.



OCP\Navigation\Events\LoadAdditionalEntriesEvent


Added in version 31.





OCP\OCM\Events\ResourceTypeRegisterEvent


Added in version 28.



Use this event to register additional OCM resources before the API returns
them in the OCM provider list and capability



OCP\Preview\BeforePreviewFetchedEvent


Added in version 25.0.1.




Changed in version 28.0.0: the constructor arguments $width, $height, $crop and $mode are no longer nullable.




Changed in version 31.0.0: the constructor arguments $mimeType was added



Emitted before a file preview is being fetched.
It can be used to block preview rendering by throwing a OCP\Files\NotFoundException



OCP\Profile\BeforeTemplateRenderedEvent


Added in version 25.



Emitted before the rendering step of the public profile page happens.



OCP\SabrePluginEvent


Added in version 8.2.





OCP\Security\CSP\AddContentSecurityPolicyEvent


Added in version 17.



Allows to inject something into the default content policy. This is for
example useful when you’re injecting Javascript code into a view belonging
to another controller and cannot modify its Content-Security-Policy itself.
Note that the adjustment is only applied to applications that use AppFramework
controllers.

WARNING: Using this API incorrectly may make the instance more insecure.
Do think twice before adding whitelisting resources. Please do also note
that it is not possible to use the disallowXYZ functions.



OCP\Security\Events\GenerateSecurePasswordEvent


Added in version 18.



Event to request a secure password to be generated.

Since Nextcloud 31 this event also provides a getContext method
allowing to apply different rules for different password context like account passwords or share passwords.



OCP\Security\Events\ValidatePasswordPolicyEvent


Added in version 18.



This event can be emitted to request a validation of a password.
If a password policy app is installed and the password
is invalid, an OCPHintException will be thrown.

Since Nextcloud 31 this event also provides a getContext method
allowing to apply different rules for different password context like account passwords or share passwords.



OCP\Security\FeaturePolicy\AddFeaturePolicyEvent


Added in version 17.



Event that allows to register a feature policy header to a request.



OCP\Settings\Events\DeclarativeSettingsGetValueEvent


Added in version 29.





OCP\Settings\Events\DeclarativeSettingsRegisterFormEvent


Added in version 29.





OCP\Settings\Events\DeclarativeSettingsSetValueEvent


Added in version 29.





OCP\Share\Events\BeforeShareCreatedEvent


Added in version 28.





OCP\Share\Events\BeforeShareDeletedEvent


Added in version 28.





OCP\Share\Events\ShareAcceptedEvent


Added in version 28.





OCP\Share\Events\ShareCreatedEvent


Added in version 18.





OCP\Share\Events\ShareDeletedEvent


Added in version 21.





OCP\Share\Events\ShareDeletedFromSelfEvent


Added in version 28.





OCP\Share\Events\VerifyMountPointEvent


Added in version 19.





OCP\SpeechToText\Events\TranscriptionFailedEvent


Added in version 27.



This Event is emitted if a transcription of a media file using a Speech-To-Text provider failed



OCP\SpeechToText\Events\TranscriptionSuccessfulEvent


Added in version 27.



This Event is emitted when a transcription of a media file happened successfully



OCP\SystemTag\ManagerEvent


Added in version 9.



Class ManagerEvent



OCP\SystemTag\MapperEvent


Added in version 9.



Class MapperEvent



OCP\SystemTag\SystemTagsEntityEvent


Added in version 9.1.




Changed in version 28.0.0: Dispatched as a typed event



Class SystemTagsEntityEvent



OCP\TaskProcessing\Events\GetTaskProcessingProvidersEvent


Added in version 32.



Event dispatched by the server to collect Task Processing Providers
and custom Task Types from listeners (like AppAPI).
Listeners should add their providers and task types using the
addProvider() and addTaskType() methods.



OCP\TaskProcessing\Events\TaskFailedEvent


Added in version 30.





OCP\TaskProcessing\Events\TaskSuccessfulEvent


Added in version 30.





OCP\TextProcessing\Events\TaskFailedEvent


Added in version 27.1.





OCP\TextProcessing\Events\TaskSuccessfulEvent


Added in version 27.1.





OCP\TextToImage\Events\TaskFailedEvent


Added in version 28.





OCP\TextToImage\Events\TaskSuccessfulEvent


Added in version 28.





OCP\User\Events\BeforePasswordUpdatedEvent


Added in version 18.



Emitted before the user password is updated.



OCP\User\Events\BeforeUserCreatedEvent


Added in version 18.



Emitted before a new user is created on the back-end.



OCP\User\Events\BeforeUserDeletedEvent


Added in version 18.





OCP\User\Events\BeforeUserIdUnassignedEvent


Added in version 31.



Emitted before removing the mapping between an external user and an internal userid



OCP\User\Events\BeforeUserLoggedInEvent


Added in version 18.





OCP\User\Events\BeforeUserLoggedInWithCookieEvent


Added in version 18.



Emitted before a user is logged in via remember-me cookies.



OCP\User\Events\BeforeUserLoggedOutEvent


Added in version 18.



Emitted before a user is logged out.



OCP\User\Events\OutOfOfficeChangedEvent


Added in version 28.



Emitted when a user’s out-of-office period has changed



OCP\User\Events\OutOfOfficeClearedEvent


Added in version 28.



Emitted when a user’s out-of-office period is cleared



OCP\User\Events\OutOfOfficeEndedEvent


Added in version 28.



Emitted when a user’s out-of-office period ended



OCP\User\Events\OutOfOfficeScheduledEvent


Added in version 28.



Emitted when a user’s out-of-office period is scheduled



OCP\User\Events\OutOfOfficeStartedEvent


Added in version 28.



Emitted when a user’s out-of-office period started



OCP\User\Events\PasswordUpdatedEvent


Added in version 18.



Emitted when the user password has been updated.



OCP\User\Events\PostLoginEvent


Added in version 18.





OCP\User\Events\UserChangedEvent


Added in version 18.





OCP\User\Events\UserCreatedEvent


Added in version 18.



Emitted when a new user has been created on the back-end.



OCP\User\Events\UserDeletedEvent


Added in version 18.





OCP\User\Events\UserFirstTimeLoggedInEvent


Added in version 28.





OCP\User\Events\UserIdAssignedEvent


Added in version 31.



Emitted by backends (like user_ldap) when a user created externally is mapped for the first time and assigned a userid



OCP\User\Events\UserIdUnassignedEvent


Added in version 31.



Emitted after removing the mapping between an external user and an internal userid



OCP\User\Events\UserLiveStatusEvent


Added in version 20.





OCP\User\Events\UserLoggedInEvent


Added in version 18.





OCP\User\Events\UserLoggedInWithCookieEvent


Added in version 18.



Emitted when a user has been successfully logged in via remember-me cookies.



OCP\User\Events\UserLoggedOutEvent


Added in version 18.



Emitted when a user has been logged out successfully.



OCP\User\GetQuotaEvent


Added in version 20.



Event to allow apps to



OCP\WorkflowEngine\Events\LoadSettingsScriptsEvent


Added in version 20.



Emitted when the workflow engine settings page is loaded.



OCP\WorkflowEngine\Events\RegisterChecksEvent


Added in version 18.





OCP\WorkflowEngine\Events\RegisterEntitiesEvent


Added in version 18.





OCP\WorkflowEngine\Events\RegisterOperationsEvent


Added in version 18.
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